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Hea lugeja!

FESSONA |

Hea lugeja!

Hoiad kaes jarjekorras juba neljandat rahapesu andmebiroo aastaraamatut, mis annab Ulevaate
bluroo tootulemustest ning olulisimatest sindmustest rahapesu ja terrorismi rahastamise tokes-
tamisel Eestis 2008. aastal. R66m on tddeda, et rahapesu tokestamise slisteem muutub Eestis
aasta-aastalt Uha tohusamaks. Kaesoleval aastal Moneyvali teostatud 3. hindamisvooru kaigus
Eestile antud reitingud viitavad selgelt, et riigi rahapesu ja terrorismi rahastamise tokestamise
sUsteem tervikuna on maailmas esirinnas ning vastab peaaegu taies mahus rahvusvahelistele
standarditele. Samuti teeb rodmu see, et olukorras, kus menetluses olevate rahapesukuritegude
arv ei ole huppeliselt kasvanud, on kasvanud otsuseni joudnud kohtuasjade arv, mis viitab sel-
gelt sUsteemi efektiivsuse tdhustumisele. Loodame, et see trend jatkub ka tulevikus.

Oleme seekordses Ulevaates puudnud valtida juba varasemates aastaraamatutes kasitlemist
leidnud rahapesu tokestamise ststeemi aspektide kajastamist. Sellest tulenevalt keskendume
aastaraamatu esimeses osas eelkoige 2008. aasta alguses joustunud uue rahapesu ja terrorismi
rahastamise tokestamise seaduse olulisimate muudatuste tutvustamisele. Seejarel anname Ule-
vaate rahapesu andmebtroo 2008. aasta tegemistest ja tootulemustest ning taheldatud uutest
rahapesu trendidest.

Head lugemist!

Foreword



FOREWORD |

Dear reader,

The fourth annual report of the Estonian Financial Intelligence Unit (FIU),~provides an overview of the work
results of the Unit and the most important events in preventing money laundering and terrorist financing in
Estonia in 2008. We are glad to conclude that the money laundering prevention system is becoming more and
more efficient in Estonia. The ratings given by Moneyval during the third evaluation round clearly indicate that
money laundering and terrorist financing prevention system in Estonia is one of the leading ones in the world
and corresponds almost in full to international standards. We are also glad that while the number of pending
criminal offences in the field of money laundering has not sharply increased, the number of cases which have
resulted in a judgment has increased, which refers clearly that the system has become more effective. We hope
that the trend will also continue in the future.

In this overview we have tried to avoid depicting the aspects of the system for preventing money laundering
which have already been dealt with in previous annual reports. Due to the aforementioned in the first part of the
annual report we focus particularly on introducing the most important amendments to the Money Laundering
and Terrorist Financing Prevention Act that entered into force at the beginning of 2008. Thereafter we provide
an overview of the activities and work results of the FIU and new trends in money laundering in 2008.

Hope you enjoy the reading!
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UUS RAHAPESU JA
TERRORISMI RAHASTAMISE
m [OKESTAMISE SEADUS




28. jaanuaril 2008 joustus uus rahapesu ja terro-
rismi rahastamise tokestamise seadus (edaspidi
uus RTRTS). Rahapesu ja terrorismi rahastamise
tokestamise seaduse uue redaktsiooni valjatoo-
tamise eesmargiks oli harmoneerida Eesti digu-
sesse Euroopa Parlamendi ja Noukogu direktiiv
2005/60/EU rahandussiisteemi rahapesu ning
terrorismi rahastamise eesmargil kasutamise val-
timise kohta (nn /// direktiiv).

Uues RTRTSis on vorreldes seaduse eelmise ver-
siooniga toimunud markimisvaarsed muutused,
millest olulisimaid tutvustame alljargnevalt.

1.1. MOISTED

Rahapesu

Uues RTRTS-s on rahapesu mdistet vorreldes va-
rasema seadusega Usna pohjalikult uuendatud.
Kui vanas RTRTS-is oli rahapesu objektiks kuri-
teo tulemusena voi sellisest teost osavotmise eest
saadud vara, siis uue seaduse kohaselt on sel-
leks kuritegeliku tegevuse tulemusel vd/ selle
asemel saadud vara. Lisaks on kehtiva RTRTSi
kohaselt rahapesuna maaratletav varaga toimin-
gute teostamine eesmadrgiga varjata voi hoida sa-
laduses vara ebaseaduslikku péritolu v6i abistada
kuritegelikus tegevuses osalenud isikut, et ta
saaks hoiduda oma tegude oGiguslikest taga-
jargedest.

Moélema seaduse kohaselt on rahapesu varaga
jargmiste toimingute teostamine: omandamine,
valdamine, kasutamine, muundamine, uleand-
mine vOi varaga tehingute voi toimingute teosta-
mine. Kull aga on vanas ja uues seaduses mo-
nevorra erinev eesmargi kasitlus: rahapesuga oli
vana seaduse kohaselt tegemist, kui punktis 1
nimetatud varaga punktis 2 nimetatud toimingu-
te teostamise eesmdrk voi tagajarg oli selle
vara tegeliku omaniku, varaga seotud biguste, vara
asukoha voi vara ebaseadusliku paritolu varjamine.
Uue seaduse kohaselt on rahapesuga tegemist
juhul, kui varjatakse véi hoitakse saladuses vara
toelist olemust, pdritolu, asukohta, kasutamis-
viisi, Umberpaigutamist, omandidigust voi muid
varaga seotud Oigusi. Lisaks on taiendavalt sates-
tatud, et rahapesuga on tegemist ka juhul, kui kuri-
tegelik tegevus, mille tulemusena saadi rahapesus
kasutatav vara, toimus teise riigi territooriumil.
Nimetatud sattega tagatakse, et sulteo toimepa-
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On 28 January 2008 the new Money Laundering and
Terrorist Financing Prevention Act (hereinafter: the new
Prevention Act) entered into force. The aim of drafting
Money Laundering and Terrorist Financing Prevention
Act was to harmonise Directive 2005/60/EC of the Eu-
ropean Parliament and of the Council on the prevention
of the use of the financial system for the purpose of
money laundering and terrorist financing (the so-called
third directive) with Estonian legislation.

There are significant changes in the new Prevention
Act as compared to the previous version. The most im-
portant of the changes are introduced below.

1.1. DEFINITIONS

Money laundering

The definition of money laundering has been updated
quite thoroughly as compared to the previous version
of the Act. While in the old Prevention Act the object of
money laundering was specified as a property acquired
as a result of a criminal offence or in return for participa-
tion in such an offence, in accordance with the new
Act this is a property acquired as a result of criminal
activities or property acquired instead of such
property. Furthermore, in accordance with the ap-
plicable Prevention Act money laundering shall also
include performance of operations with property the
purpose of which is to conceal or maintain of the confi-
dentiality of the illicit origin of the property or to assist
a person who participated in criminal activities
so that the person could escape the legal conse-
quences of his or her actions.

According to the both Acts money laundering is the
performance of the following operations: the acquisi-
tion, possession, use, conversion or transfer of, or the
performance of transactions or operations with prop-
erty of money laundering. However, the old and new
Act regard the aim somewhat differently: pursuant
to the old Act we could talk about money laundering
if the purpose or consequence of the performance of
the operations specified in clause 2 with the property
specified in clause 1 was the concealment of the actual
owner, the rights related to the property, the location of
the property or the illicit origin of the property. In accord-
ance with the new Act money laundering shall involve
the concealment or maintenance of confidentiality of
the true nature, origin, location, manner of disposal,
relocation, the right of ownership or any other rights
related to the property. In addition, it has been provided
further that money laundering involves also criminal ac-




nijad ei jadks karistuseta ka juhul, kui neid raha-
pesu eelkuriteo eest selle toimepanemise riigis
vastutusele ei voeta.

Terrorismi rahastamine

Kui vanas seaduses oli defineeritud terrorikuriteo
rahastamise moiste, siis uues seaduses on viiteli-
selt karistusseadustiku §-le 237° toodud terroris-
mi rahastamise moiste, kuid kontseptuaalseid
muudatusi antud moiste korral uues seaduses
toimunud ei ole.

Tegelik kasusaaja

Uudsena on 28.01.08 joustunud seaduses maa-
ratletud tegeliku kasusaaja moiste; varem ei ol-
nud nimetatud moistet Eesti seadusandluses de-
fineeritud. Tegelik kasusaaja on fldsiline isik,
kes teostab oma moju dra kasutades |oplikku
kontrolli ja kelle huvides, kasuks voi arvel te-
hing voi toiming tehakse.

Riikliku taustaga isik

Sarnaselt tegeliku kasusaajaga on tegemist uue
moistega, mis eelmises RTRTS-is ei sisaldunud.
Moiste lisati seadusesse eesmargiga rakendada
tugevdatud hoolsusmeetmeid teiste riikide kor-
gete ametiisikute suhtes, hoidmaks ara nende-
poolset voimalikku ametialase positsiooni kuri-
tarvitamist. Riikliku taustaga isik on fuisiline
isik, kes taidab v6i on taitnud vahem kui aasta
tagasi avaliku voimu' olulisi Glesandeid, samu-
ti sellise isiku perekonnaliikmed? ja lahedased
kaastootajad®.

! Avaliku voimu oluliste llesannete téitja on: rigipea, va-
litsusjuht, minister, aseminister ja abiminister, parlamendilige;
lilemkohtu, konstitutsioonikohtu ja muu sellise kérgema kohtu,
kelle otsuseid saab edasi kaevata tiksnes erandjuhtudel, kohtunik,
riigi kontrollasutuse ja keskpanga noukogu liige, suursaadik, asjur
Ja kaitsejoudude kérgem ohvitser; riigi arichingu juhtimis-, jéarele-
valve- ja haldusorgani liige.

2 Avaliku véimu oluliste Ulesannete téitja perekonnaliige on
tema ablkaasa; abikaasaga vordvéérne partner vastavalt isiku
elukohariigi 6igusele voi tehingu sdlmimise kuupéeva sei-
suga temaga vahemalt aasta uhist majapidamist omanud isik;
tema /apsed ja nende abikaasad voi partnerid ning tema va-
nem.

% Avaliku  voimu oluliste Glesannete taitja I1ahedane kaas-
tootaja on:

A. flausiline isik, kellel on avaliku véimu oluliste Glesan-
nete tditjaga lahedased arisuhted voi kellega koos
on avaliku véimu oluliste ulesannete taitja juriidilise
isiku voi lepingulise 6igusliku uUksuse Uhine tegelik
kasusaaja;

B. isik, kes tegeliku kasusaajana omab taielikult juriidi-
list isikut voi lepingulist diguslikku tiksust, mis on
teadaolevalt asutatud avaliku véimu oluliste llesan-
nete taitja kasuks.

8 1. UUS RAHAPESU JA TERRORISM

tivities, whereby a criminal activity as a result of which
the property used in money laundering was acquired,
occurred on the territory of another state. The
aforementioned provision shall ensure that the persons
who committed an offence will also get punished if they
are not held liable for a predicate offence in the state
where the offence had been committed.

Terrorist financing

While the old Act defined the term of financing of acts
of terrorism, the new Act specifies the term of terrorist
financing referring to § 237° of the Penal Code; how-
ever, no conceptual changes have been made to the
term in the new Act.

Beneficial owner

A new term determined in the Act which entered into
force on 28 January 2008 is that of the beneficial
owner; the aforementioned term had not been defined
in Estonian legislation before. The beneficial owner
is a natural person who exercises final control
while taking advantage of his/her influence and
in whose interests, or favour or on whose ac-
count the transaction or act is performed

Politically exposed person

Similarly to the actual beneficiary this is a new term
which was not included in the previous Prevention Act.
The term was added to the Act with the aim of applying
enhanced due diligence measures with regard to high
officials of other states in order to prevent their possible
misuse of official position. The politically exposed
person is a natural person who performs or has
less than a year ago performed prominent public
functions' as well as family members?and close
associates® of such person.

! The person performing prominent public functions is: the head of
state, the head of the Government, a minister, a deputy or an assistant
minister; a member of the parliament a judge or a justice of the su-
preme court, the constitutional court or another higher court of which
the judgments can be appealed only in exceptional circumstances;
a member of the supervisory board of a state audit institution or the
central bank; an ambassador, a chargé d‘affaires and a senior officer
of the Defence Forces, a member of the management, supervisory or
administrative body of a state-owned company.

? Family members of a person performing important duties of
official authority are his/her spouse; a partner equal to the spouse
according to the law of the state of residence of the personora
person who as of the date of entry into the transaction had shared
the household with the person for no less than a year; his/her children
and their spouses or partners and his/her parent.

° A close associate of a person performing prominent public
functions is:

A. a natural person who has a close business relationship
with the person performing prominent public functions
or with whom the person performing prominent public
functions is a joint beneficial owner of a legal person or a
contractual legal arrangement;

B. a person who, as an beneficial owner, has full ownership of
a legal person or a contractual legal arrangement, which it
is known to have been set up for the benefit of the person
performing prominent public functions.

AMISE TOK ISE SEADUS | 1. New money laundering and terrorist financing prevention act



1.2. MUUTUSED KOHUSTATUD
SUBJEKTIDE RINGIS

Uue seadusega lisandusid kohustatud isikute
ringi:

e kauplejad’ juhul, kui neile tasutakse sulara-
has Gle 200 000 krooni véi vérdvéérne summa
muus Vaaringus,

¢ pandimajapidajad,

¢ usaldusfondide ja ariuhingute teenuse
pakkujad,

e kohtutaiturid,

e pankrotihaldurid ning ajutised pankroti-
haldurid,

¢ alternatiivsete maksevahendite teenuse
pakkujad®,

¢ usaldusfondide ja arilihingute teenuse
pakkujad®.

Sularaha siirdamise teenuse pakkujaid ning véaa-
rismetallide vaariskivide, kunstivdartuste ja muu-
de kérge vadrtusega kaupade vahendajaid on
nuudsest kaasatud vastavalt kategooriatesse
maksevahendajad ning kauplejad. Valuuta-
vahetusteenuse pakkujad, kes olid varasemas
seaduses nimetatud eraldi kohustatud subjek-
tidena, on uues seaduses koondatud moiste

4 Seega kitsenes kohustatud subjektide ring lsna olulisel
maaral, kuna vélja jaid kauplejad, kes teevad tehinguid sula-
rahas alla 500 000 krooni. Vana seaduse kohaselt kohaldati
seadust ka korge vaartusega kaupade vahendajate suhtes,
kellele tasuti tle 100 000 krooni.

° Alternatiivsete maksevahendite teenuse pakkuja on isik,
kes oma majandus- voi kutsetegevuse kaigus ostab, miiib
voi vahendab side-, lGlekande- voi kliiringsiisteemi kaudu
rahalist vaartust omavaid vahendeid, mille abil on v6ima-
lik tdita rahalisi kohustusi voi mida saab vahetada kehtiva
vaaringu vastu, kuid kes ei ole krediidiasutus ega finantsee-
rimisasutus krediidiasutuste seaduse tadhenduses.

5 Usaldusfondide ja aritihingute teenuse pakkuja on flusiline
voi juriidiline isik, kelle pohiline majandus- voi kutsetege-
vus seisneb kolmandale isikule vdhemalt lihe jargmise
teenuse osutamises:

A. arithingu v6i muu juriidilise isiku asutamine;

B. tegutsemine juhatajana voi juhatuse liikmena éari-
Uhingus, osanikuna taistihingus voi sellisel positsioo-
nil muus juriidilises isikus, samuti teise isiku nimeta-
tud ametikohale asumise korraldamine;

C. asukoha voi tegevuskoha aadressi, sealhulgas aad-
ressi kui kontaktandmete osa kasutamise vOi pos-
tisaadetiste vastuvotmiseks aadressi kasutamise
voéimaldamine ja muude eeltooduga seonduvate tee-
nuste pakkumine arithingule voi muule juriidilisele
isikule, seltsingule voi muule sellisele lepingulisele
oiguslikule Uksusele;

D. seltsingu vo6i muu sellise lepingulise 6igusliku tik-
suse esindajana tegutsemine voi teise isiku maara-
mine sellele positsioonile;

aktsionari esindajana tegutsemine voi teise isiku aktsio-
nari esindajana tegutsemise korraldamine, vélja arvatud
nende aritdhingute puhul, kelle vaartpaberid on reguleeri-
tud vaartpaberiturul kauplemisele voetud ja kelle suhtes
kohaldatakse Euroopa Uhenduse digusaktidega kooskélas
olevaid avalikustamisnoudeid voi vordvaarseid rahvusva-
helisi standardeid.

1.UUS RAHAPESU JA TERRORISMI R

STAMISE TOKESTAN

1.2. CHANGES AMONG OBLIGATED
SUBJECTS

Pursuant to the new Act obligated persons shall also
include the following:

e traders” /f they are paid in cash no less than
200,000 kroons or an equal amount in another
currency,

® pawnbrokers,

® providers of trust and company services,

® bailiffs,

® trustees in bankruptcy and interim trustees
in bankruptcy,

® providers of services of alternative means of
payment service®,

® providers of trust fund and company serv-
ices®.

Providers of cash transfer service and intermediaries
of precious metals, precious stones, works of artistic
value and other highly valuable goods are from now on
included in the categories of payment intermediar-
ies and traders, respectively, Providers of currency
exchange service who were specified in the previous
Act separately as obligated subjects have been con-
solidated in the new Act under the term “financing

4 Hence quite significant changes were made among obliga-
ted subjects as traders who perform transactions in cash in
the amount of less than 500,000 kroons were excluded from
among the obligated subjects. According to the old Act the Act
was also applicable to intermediaries of highly valuable goods
who were paid more than 100,000 kroons.

5 A provider of services of alternative means of payment is a per-
son who in its economic or professional activities and through
a communications, transfer or clearing system purchases, sells
or intermediates funds of monetary value by which financial
obligations can be performed or which can be exchanged for
an official currency, but who is not a person specified in sub-
section (1) or a financial institution in the meaning of the Credit
Institutions Act.

5 A provider of a trust and company services is a natural or le-
gal person whose primary economic or professional activity
is providing of at least one of the following services to a third
person:

A. foundation of a company or another legal person;

B. acting as a director or a member of the management board
in a company, as a partner in general partnership or in such
position in another legal person, as well as the arrange-
ment of assumption of this position by another person;

C. enabling use of address of the seat or place of business,
incl. granting the right to use the address as a part of the
one's contact information or for receiving mail as well as
providing companies or other legal persons, civil law part-
nerships or other similar contractual legal arrangement
with services relating to the aforementioned;

D. acting as a representative of a civil law partnership or any
similar contractual legal arrangement or appointing anot-
her person to the position;

acting as a representative of a shareholder or organising other
person’s acting as a representative of a shareholder, except in
case of such companies whose securities have been assumed
for trading on the regulated market and to whom the disclosure
requirements in accordance with the EC legislation or equal in-
ternational standards are applicable.

EADUS | 1. New money laundering and terrorist financing prevention act




Jfinantseerimisasutus” alla. Erinevusena varase-
mast on uue seaduse kohaselt finantseerimisasu-
tustena kasitatavad elukindlustusega tegelevad
kindlustusandjad ning selle vahendamisega tege-
levad kindlustusmaaklerid, varem laienes noue
koikidele kindlustusandjatele ning vahendajatele.
Lisaks fondivalitsejatele on kehtivas seaduses
finantseerimisasutustena maaratletud ka aktsia-
seltsina asutatud investeerimisfondid. Samuti
on finantseerimisasutuste hulka lisandunud mak-
seteenuste pakkujad ning alternatiivsete mak-
seteenuste pakkujad, kes varem ei kuulunud
kohustatud subjektide hulka. E-raha asutused,
kes eelmises seaduses kuulusid krediidiasutuste
kategooriasse, on uues seaduses paigutatud fi-
nantseerimisasutuste alla.

1.3. HOOLSUSMEETMED

Vorreldes eelneva seadusega on uues RTRTS-s
hoolsusmeetmetega seonduv reguleeritud mark-
sa tapsemalt. Kui kuni 2008. aasta jaanuari I6puni
kehtinud seaduses seondusid hoolsusmeetmed
eelkoige tehingus osaleva isiku isikusamasuse
tuvastamise ning selle aluseks olevate andmete
sailitamisega, siis uue seaduse kohaselt peavad
kohustatud isikud oma tegevuses kohaldama
jargmisi hoolsusmeetmeid:

1. kliendi voi tehingus osaleva isiku isiku-
samasuse tuvastamine tema esitatud do-
kumentide ja andmete alusel ning esitatud
teabe kontrollimine usaldusvaarsest ja sol-
tumatust allikast hangitud teabe pohjal;

2. fuusilise voi juriidilise isiku esindaja isiku-
samasuse ja esinduséiguse tuvastamine
ning kontrollimine;

3. tegeliku kasusaaja tuvastamine;

4. teabe hankimine arisuhte ja tehingu ees-
margi ning olemuse kohta;

5. arisuhte pidev jalgimine, sealhulgas arisuh-
te valtel teostatud tehingute jalgimine,
isikusamasuse tuvastamisel kasutatud
andmete regulaarne kontrollimine, asja-
kohaste dokumentide, andmete ja teabe aja-
kohastamine ning vajaduse korral tehingus
kasutatud vahendite allika ja paritolu tuvas-
tamine.

Kui varem pidid kohustatud subjektid dldjuhul
tuvastama isikusamasuse koikidel isikutel voi
nende esindajatel, kes sooritasid sularahatehin-
gu véartusega tle 100 000 krooni voi sularahata
tehingu véartusega ule 200 000 krooni (erandiks
olid hasartmangude korraldajad ning valuutava-
hetusteenuse pakkujad, kellel olid piirsummad
vastavalt 15 000 krooni ning 100 000 krooni ole-
nemata sellest, kas tehingu objektiks oli sularaha
voi mitte; kindlustuslepingute sélmijad, kelle isi-
kusamasuse tuvastamise kohustus soltus kliendi

institutions”. Differently from the previous Act in ac-
cordance with the new Act financing institutions also
include an insurer engaged in mediation of life as-
surance and /nsurance brokers engaged in mediation
thereof, while earlier the requirement extended to all
insurers and intermediaries. In addition to manage-
ment companies the applicable Act also determines
investment funds established as a public limited
company as financing institutions. Financing institu-
tions also include providers of payment services
and providers of services of alternative means
of payment services, who had not been categorised
under obligated subjects earlier. £-cash institutions,
which in the former Act had been included under the
category of credit institutions, have been categorised
under financing institutions in the new Act.

1.3. DUE DILIGENCE MEASURES

As compared to the previous Act the new Prevention
Act regulates issues related to the due diligence meas-
ures in much more detail. While in the Act in force until
the end of January 2008 due diligence measures were
particularly related to identification of the person par-
ticipating in the transaction and storage of the data, in
accordance with the new Act the obligated persons
must apply the following diligence measures in their
activities:

1. identification of a customer or persons par-
ticipating in the transaction on the basis of
the documents and data submitted by the cus-
tomer or the persons and verification of the
submitted information on the basis of infor-
mation acquired from a reliable and independent
source;

2. identification and verification of the repre-
sentative of a natural or a legal person and
the identification and verification of the
right of representation;

_identification of the beneficial owner;

4. acquisition of information about and the
purpose and nature of the business rela-
tionship and transaction;

5. constant monitoring of a business relationship,
including monitoring transactions concluded
during the business relationship, regular verifi-
cation of the data used for identification, up-
dating relevant documents, data and information
and, if necessary, identification of the source and
origin of funds used in the transaction.

w

If earlier the obligated subjects generally had to iden-
tify all the persons or their representatives who con-
ducted cash transactions with a value of more than
700,000 kroons or non-cash transactions with a value
of more than 200,000 kroons (the exceptions included
organisers of gambling and providers of currency ex-
change service in the case of whom the limits were
15,000 kroons and 100,000 kroons, respectively, re-
gardless of whether the object of the transaction was
cash or not, persons concluding insurance contracts
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poolt tehtavate maksete suurusest ning asjasta-
tusest ning sularahasiirdamise teenuse pakkujad,
kes olid kohustatud nimetatud teenuse osutami-
sel tuvastama isikusamasuse koikidel teenust ka-
sutavatel isikutel), siis uue seaduse kohaselt peab
kohustatud isik hoolsusmeetmeid kohaldama
vahemasti:

1. arisuhte loomisel;

2. tehingute juhuti tegemisel voi vahenda-
misel, kui tehingu vaartus on ule 200 000
krooni voi vordvaarne summa muus vaa-
ringus’, soltumata sellest, kas rahaline ko-
hustus taidetakse tehingus Uhe maksena voi
mitme omavahelist seost omava maksena;

3. rahapesu voi terrorismi rahastamise kaht-
luse korral, hoolimata Ukskdik millisest sea-
duses nimetatud moondusest, erandist voi
piirsummast;

4. isikusamasuse tuvastamise ja esitatud teabe
kontrollimise voOi vastavate andmete ajako-
hastamise kaigus varem kogutud dokumen-
tide voi andmete ebapiisavuse voi toele
mittevastavuse kahtluse korral.

Uuenduslikuna lisati seadusandlusesse noue,
et tulenevalt vajadusest maandada identitee-
divargusega seonduvat variisikute kasutamist
rahapesuskeemides, tuleb krediidi- ja finantsee-
rimisasutustel konto avamisel voi muu teenuse
esmakordsel kasutamisel isiku poolt, kellega asu-
tusel ei ole kliendisuhet, tuvastada teenust ka-
sutava isiku isikusamasus tema (voi esindajaga)
samas kohas viibides.

Seejuures on kohustatud subjektidele jaetud
teatud vabadus valimaks kohaldatavate hoolsus-
meetmete ulatus vastavalt konkreetse tehingu ja/
vOi arisuhte iseloomule ning toimingus osaleva
isiku riskitasemele. Sellest tulenevalt on seadu-
ses reguleeritud, millistel tingimustel on lubatud
kohustatud isikutel hoolsusmeetmeid kohaldada
lihtsustatud korras ning kuna tuleb neid kohal-
dada tugevdatud korras. Tugevdatud korras
tuleb muuhulgas kohaldada hoolsusmeet-
meid, kui arisuhte voi tehingu uheks osapoo-
leks on teise Euroopa Majanduspiirkonna voi
kolmanda riigi riikliku taustaga isik, tema pe-
rekonnaliige voi lahedane kaastootaja; samuti
ka kolmanda riigi krediidiasutusega korres-
pondentssuhete loomisel ning vastava lepin-
gu kehtivuse ajal.

’Erandiks on valuutavahetusteenuse pakkujad, kelle korral
piirsummaks on 100 000 krooni, 6nnemangude korralda-
jad, kellel piirsumma on 30 000 krooni ning alternatiivse-
te makseteenuste pakkujad, kes on kohustatud arisuhte
loomisel ning tehingu tegemisel tuvastama iga kliendi isi-
kusamasuse, kelle tehingute vaartus kalendrikuus Uletab
15 000 krooni ning mitme kliendi vahelise tehingu vahen-
damisel tuvastama iga tehingus osaleva isiku isikusa-
masuse. Makseteenuse pakkujad on kohustatud teenuse
osutamisel ja vahendamise tuvastama iga kliendi isikusa-
masuse.

1.UUS RAHAPESU JA TERRORISM

ASTAMISE TOKESTAM

whose identification obligation depended on the
amount and timing of the payments made by the client
and providers of the cash transfer service who were
obliged, upon provision of the aforementioned service,
to identify all the persons using the service), in accord-
ance with the new Act the obligated person must
apply diligence measures at least:

1. upon establishment of business relationship;

2. upon concluding or intermediating transac-
tions on an occasional basis, while the value
of the transaction exceeds 200,000 kroons or
an equal amount in another currency’, regard-
less of whether the financial obligation is performed
in a lump sum or in several related payments;

3. upon suspicion of money laundering or ter-
rorist financing regardless of any avowals, ex-
ceptions or limits specified by law;

4. in the event of insufficiency or suspicion of the
correctness of the documents or data gathered
earlier in the course of identification and
verification of a person or updating the re-
spective data.

A new requirement added to the legislation was the
following: due to the need to minimise the risk of us-
ing fictitious persons in a money laundering schemes,
credit and financing institutions shall, upon opening
an account or upon first use of any other service by
a person with whom the institution does not have any
business relationship, identify the person, who uses the
service, while being at the same place with the per-
son (or his/her representative).

Thereby the obligated subjects are free, to a certain ex-
tent, to select the scope of the due diligence measures
being applied in accordance with the nature of the spe-
cific transaction and/or the business relation and the
risk level of the person participating in the operation.
Hence the Act provides under which terms and condi-
tions obligated persons are allowed to apply simplified
due diligence measures and when the enhanced
due diligence measures must be applied. The en-
hanced due diligence measures must be applied
if one of the parties to the business relation or
transaction is a politically exposed person anoth-
er EEA state or a third country, a family member
or close colleague of the latter; as well as upon
establishment of correspondent relations with
credit institutions of third countries and during
the term of the respective contract.

’ The exceptions here include providers of currency exchange
service, in the case of whom the limit is 100,000 kroons, or-
ganisers of games of chance, in the case of whom the limit is
30,000 kroons and providers of alternative payment services,
who are obliged, upon establishment of business relations and
performance of transactions, to identify each client whose
transaction value in a calendar month exceeds 15,000 kroons
and, upon intermediation of a transaction between several cli-
ents, identify each person participating in the transaction. Upon
provision and intermediation of services, the payment service
providers are obliged to identify each client.

SEADUS | 1. New money laundering and terrorist financing prevention act
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Vorreldes varasemaga on detailsemalt reguleeri-
tud ka fUusilise ja juriidilise isiku isikusamasuse
tuvastamise aluseks olevatele dokumentidele
esitatavad nduded. Uue seaduse kohaselt peavad
kohustatud isikud tegema fuusilise isiku isikusa-
masuse tuvastamisel isikut toendava dokumen-
di isikuandmete ja fotoga lehekiiljest koopia.
Tunduvalt on laiendatud juriidilise isiku kohta ko-
hustuslikus korras kogutava teabe mahtu.

Tegevuste edasiandmine

Kui kohustatud isik annab oma tegevusi edasi
kolmandale isikule, tuleb sellest viivitamata
teavitada padevat jarelevalveasutust. Lisaks
votab tegevuste edasiandja enda kanda esile
kerkida voivad riskid: RTRTSi nouete rikkumi-
se eest vastutab oma tegevuse edasi andnud
kohustatud isik.

Sisemised turvameetmed

Uue seaduse kohaselt peab kohustatud isik kir-
jalikus vormis kehtestama RTRTS-s sates-
tatud hoolsusmeetmete kohaldamise, seal-
hulgas rahapesu ja terrorismi rahastamise riski
hindamise ja juhtimise, andmete kogumise ja
sailitamise ning teatamiskohustuse taitmise ja
juhtkonna informeerimise protseduurireeglid
ning nende taitmise kontrollimiseks sisekont-
rollieeskirja.

Ettevottes satestatud protseduurireeglid pea-
vad andma juhendi, kuidas todtaja saab tule-
muslikult ja kiiresti kindlaks teha, kas tegemist
on teatud riskigruppi kuuluva isikuga ning kui-
das kaituda, kui tehingu korral tekib kahtlus, et
see voib olla seotud rahapesu voi terrorismi ra-
hastamisega.

Kui varem olid pidid kohustatud subjektid taga-
ma Sularaha- ja sularahata tehinguid teostavate
téotajate requlaarse RTRTS-st tulenevate kohus-
tuste téitmise alase instrueerimise, siis uue sea-
duse kohaselt peab kohustatud isikuks oleva
juriidilise isiku juhatus, kohustatud isikust filiaali
juhataja voi nende puudumisel kohustatud isik
tagama tootajatele, kelle toolilesannete hulka
kuulub arisuhete loomine voi tehingute tege-
mine, RTRTS-st tulenevate kohustuste taitmise
alase regulaarse koolituse.

Uues seaduses on monevorra tapsustatud ka
kontaktisikuga seonduvaid aspekte. Jatkuvalt
peavad krediidi- ja finantseerimisasutused maa-
rama kontaktisiku ning teised kohustatud sub-
jektid voivad seda teha. Kui viimased ei tee seda,
taidab kontaktisiku Ulesandeid kas juriidilise isi-
ku juhatus, Eesti ariregistrisse kantud valis-
riigi aritihingu filiaali juhataja voi flilisilisest
isikust ettevotja. Kontaktisiku maaramisest
tuleb teatada padevale jarelevalveasutusele.
Rahapesu andmeburoo on vélja tootanud naidis-
juhendeid sisemiste protseduurireeglite kohal-

As compared to the earlier version of the Act, the new
Act also regulates in more detail the requirements set for
documents serving as a basis for identification of natural
and legal persons. According to the new Act, upon iden-
tification of a natural person, obligated persons shall
make a copy of the page of the identity document
submitted for identification which contains the
personal data and a photograph. The volume of in-
formation subject to mandatory collection about a legal
person has also been extended significantly.

Outsourcing of activities

If an obligated person outsources its activities to third
persons, a competent supervisory authority shall
be notified thereof immediately. Furthermore, the
obligated person who has outsourced the activities is re-
sponsible for all the possible risks which may incur: the
obligated person who outsourced its activities is
liable for infringement of the requirements.

Internal security measures

According to the new Act the obligated person shall
establish, in writing, application of the due dili-
gence measures provided in the Prevention Act,
including the rules of procedure for assessment and
management of the risk of money laundering and ter-
rorist financing, collection and storage of data and per-
formance of the notification obligation and provision of
information to the management board and the inter-
nal procedure rules checking adherence thereto.
The rules of procedure provided for in the company
have to provide guidelines on how employees can es-
tablish whether the person belongs to a certain risk
group and how to act if there is a suspicion that the
transaction may be related to money laundering or ter-
rorist financing.

If earlier obligated subjects had to provide the em-
ployees engaged in cash and non-cash transactions
with reqular instruction in the field of performance of
obligations arising from the Prevention Act, in accord-
ance with the new Act the management board of a
legal person considered an obligated person, a head
of a branch of an obligated person or, upon absence of
the former, the obligated person shall ensure the pro-
viding of regular training in the performance of
obligations arising from this Act for employees
whose duties include establishment of business
relationships or conclusion of transactions.

The new Act also specifies somewhat the aspects re-
lated to the contact person. As before, credit and
financial institutions must appoint a contact person and
the other obligated subjects may do that. If the latter
do not appoint a contact person, the duties of a con-
tact person shall be performed either by the manage-
ment board of a legal person, a head of a branch
of a foreign company registered in the Estonian
Commercial Register or a sole proprietor. A com-
petent supervisory authority must be notified of
appointment of a contact person.

The FIU has developed sample guidelines for applica-
tion of internal rules of procedure, which have been
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damiseks, mis on avalikustatud buroo veebilehel
www.politsei.ee/rahapesu.

1.4. TEGEVUS RAHAPESU VOI TER-
RORISMI RAHASTAMISE KAHTLU-
SE KORRAL

Teatamiskohustus

Kui sarnaselt varasemaga tuleb jatkuvalt rahape-
su andmeburoole teatada igast tehingust, tege-
vusest voi asjaolust, mille korral kohustatud isikul
tekib kas voi kahtlus, et see voib olla seotud raha-
pesu VoI terrorismi rahastamisega, siis uudsena
lisandus jaanuarist nn summapohise teatamise
noue. Nimelt peab kohustatud isik, valja arvatud
krediidiasutus, teatama rahapesu andmebliroo-
le igast tehingust, kus rahaline kohustus ule
500 000 krooni voi vordvaarne summa muus
vaaringus taidetakse sularahas, soltumata sel-
lest, kas tehing tehakse Uhe maksena voi mitme
omavahel seotud maksena. Krediidiasutus peab
rahapesu andmebiirood informeerima igast
valuutavahetuse tehingust sularahas summas
tile 500 000 krooni, kui krediidiasutusel ei ole
tehingus osaleva isikuga arisuhet.

Kohustatud isikul, juriidiliseks isikuks oleva kohus-
tatud isiku struktuuritiksusel, juhtorgani liikmel
ja tootajal on keelatud isikut, selle isiku tege-
likku kasusaajat ja esindajat ning kolmandat
isikut teavitada nende kohta rahapesu and-
mebiroole edastatud teatest ning rahapesu
andmebiiroo poolt tehtud ettekirjutusest voi
kriminaalmenetluse alustamisest®. Kohustatud
isik voib teavitada isikut rahapesu andmeburoo
poolt talle seatud konto kasutamise voi muust
piirangust pérast seda, kui rahapesu andmebdiroo
tehtud ettekirjutus on taidetud.

Sarnaselt varasemaga ei vastuta kohustatud
isik, tema tootaja, esindaja ja tema nimel te-
gutsenud isik RTRTS-st tulenevate kohustus-
te taitmisel tehingu tegemata jatmisest voi
mittetahtaegsest tegemisest tuleneva kahju
eest, mis tekitatakse majandus- voi kutsetege-
vuses tehtavas tehingus osalevale isikule seoses
rahapesu andmeburoole terrorismi rahastamise
vOi rahapesu kahtlusest heas usus teatamisega,
samuti kahju eest, mis tekitatakse majandus-
vOi kutsetegevuses tehtavas tehingus osalevale
isikule voi kliendile seoses kestvuslepingu ules-
Utlemisega. Kohustatud isiku poolt heas usus
teatamiskohustuse taitmist ning asjakohase tea-
be edastamist ei kasitata seaduse voi lepingu-
ga pandud konfidentsiaalsusnéude rikkumisena
ning teatamiskohustust taitnud isiku suhtes ei
kohaldata teabe avaldamise eest digusakti voi le-
pinguga ette nahtud vastutust.

¢ Keeld ei kehti juhtudel, kui notar, advokaat voi audiitor
puuab oma klienti veenda hoiduma digusvastastest tegu-
dest.
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disclosed on the website of the Unit at www.politsei.
ee/rahapesu.

1.4. ACTIVITIES UPON SUSPICION
OF MONEY LAUNDERING OR TER-
RORIST FINANCING

Reporting obligation

While similarly to the requirements of the old Act the FIU
must be notified, as before, of any transaction, activity or
circumstance in the case of which an obligated person
suspects that it may be related to money laundering or
terrorist financing, the new requirement since January is
the so-called requirement for sum-based notifica-
tion. According to the requirement, an obligated person,
except a credit institution, shall notify the FIU of any
transaction where a financial obligation exceed-
ing 500,000 kroons or an equal amount in another
currency is performed in cash, regardless of whether
the transaction is made in a single payment or in sev-
eral associated payments. A credit institution must
notify the FIU of any currency exchange transac-
tion exceeding 500,000 kroons in cash unless the
credit institution has a business relationship with
the person participating in the transaction.

An obligated person, a structural unit, a member of the
management body and an employee of an obligated
person who is a legal person is prohibited to notify
the person, its beneficial owner or representative
and a third person about a notofication forwarded
to the FIU about them as well as about a precept
issued by the FIU or of commencement of crimi-
nal proceedings®. An obligated person may notify a
person that the Financial Intelligence Unit has restricted
the use of the person’s account or that other restrictions
have been imposed after fulfilment of the precept made
by the Financial Intelligence Unit.

Similarly to the provisions of the previous Act, the
obligated person, its employee, representative
or a person acting on its behalf is not liable for
the damage arising from the failure to conclude
a transaction or to conclude a transaction by the
due date, if the damage was caused to the per-
son participating in the transaction concluded in
economic or professional activities in connection
to the notification of the Financial Intelligence
Unit of the suspicion of money laundering or terrorist
financing in good faith, also for the damage caused to
a person or customer participating in a transaction con-
cluded in economic or professional activities in connec-
tion with the cancellation of a long-term contract. The
performance of a notification obligation in good faith by
an obligated person and the forwarding of the relevant
information is not considered as an infringement of con-
fidentiality requirements provided by law or contract and
no liability provided by legislation or contract is imposed
on the person who performed the notification obligation
for the disclosure of the informationinformation.

® The prohibition shall not be applicable if a notary public, a law-
yer or an auditor tries to persuade his/her client to refrain from
unlawful acts.
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1.5. MUUTUSED RAHAPESU AND-
MEBUROO ULESANNETES NING
PADEVUSES

Rahapesu andmeburoo Ulesanded

1. Saadud teabe kogumine, registreerimine,
tootlemine ja analltsimine;

2. rahapesu andmeburoole andmeid esitanud
isiku teavitamine tema esitatud andmete
kasutamise kohta;

3. kriminaaltulu jalitamine ning seaduses sa-
testatud alustel ja ulatuses riikliku sunni
rakendamine;

4. jarelevalve teostamine kohustatud isikute
tegevuse Ule RTRTS-i taitmisel;

5. rahapesu ja terrorismi rahastamise valtimise
ja tuvastamise alane avalikkuse teavitamine
ning vastavate statistiliste andmete analtu-
simine, koondulevaate koostamine ja aval-
damine vahemalt tks kord aastas;

6. koostoo kohustatud isikutega, uurimisasu-
tustega ning politseiasutustega rahapesu ja
terrorismi rahastamise tokestamisel;

7. kohustatud isikute, uurimisasutuste, pro-
kuroride ja kohtunike koolitamine rahape-
su ja terrorismi rahastamise tékestamisega
seonduvates kUsimustes;

8. valissuhtlemise ja teabevahetuse korralda-
mine;

9. jarelevalve teostamine rahvusvahelise sankt-
siooni seaduse 8§ 3 10ike 1 punktides 3-5 ni-
metatud abinoude rakendamisel;

10. RTRTS-s satestatud vaartegude menetle-
mine.

Haldusaktide osas on néuded jaanud praktiliselt
muutumatuks, kill aga on rahapesu andmeburool
uue seaduse kohaselt kohustus anda juhendid
rahapesu ja terrorismi rahastamise kahtluse-
ga tehingute tunnuste kohta, mis on avaldatud
blroo veebilehel www.politsei.ee/rahapesu.

Tehingu peatamine, vara kasutamise pii-
ramine ja vara riigi omandisse kandmine

Rahapesu andmeburoo voib rahapesu voi terro-
rismi rahastamise kahtluse korral ettekirjutusega
tehingu peatada ning (varem voi) kehtestada kon-
to ja tehingu objektiks oleva vara kasutamise
piirangu kuni 30 66péevaks ettekirjutuse katte-
toimetamisest arvates (varem kuni kaheks téopée-
vaks rahapesu Voi terrorismi rahastamise kahtluse
kohta teate saamisest arvates). Uudsena lisandus
sate, mille kohaselt voib rahapesu andmebiiroo
pohjendatud kahtluse korral ettekirjutusega
piirata kinnistusraamatus, laevakinnistusraa-
matus, liiklus- vOoi ariregistris registreeritud
vara kasutamist selle sailimise tagamiseks

1.5. CHANGES IN FIU FUNCTIONS
AND COMPETENCE

FIU functions

1. Collecting, registration, processing and analysis of
the received information;

2. informing the person who submitted data to the
FIU about the use of the information submitted by
him/her;

3. tracing criminal proceeds and application of
the enforcement powers of the state on the bases
and within the scope provided by law;

4. exercising supervision of activities of obligated per-
sons in complying with the Prevention Act;

5. public disclosure of the information on prevention
and identification of money laundering and terror-
ist financing, analysing the respective statistics, and
preparing and publishing an aggregate overview at
least once a year;

6. cooperation with obligated persons, investigative
bodies and police authorities in the prevention of
money laundering and terrorist financing;

7. training obligated persons, investigative bod-
ies, prosecutors and judges/justices in issues
related to money laundering and terrorist financing
prevention;

8. organizing of foreign relations and information ex-
change;

9. exercising supervision over the application of meas-
ures specified in clauses 3 (1) 3)-b) of the Interna-
tional Sanctions Act;

10. conducting of proceedings in matters of misde-
meanours provided for in the Prevention Act.

With regard to administrative legislation the require-
ments have not changed, however, in accordance with
the new Act the FIU issues advisory guidelines re-
garding the characteristics of transactions with
a money laundering and terrorist financing suspi-
cion, which have been disclosed on the website of the
Unit at www.politsei.ee/rahapesu.

Suspending transactions, restricting dis-
posal of property and transferring prop-
erty to the state ownership

In case of a suspicion of money laundering or terrorist
financing the FIU may issue an precept suspending a
transaction and (earlier: or) imposeing a restriction on
the disposal of an account or the property being the
object of the transaction for up to 30 days as of
the delivery of the precept (earlier: for up to two work-
ing days after the receipt of the notice concerning the
suspicion of money laundering or terrorist financing). A
new provision in the Act was the following: in the case
of a justified suspicion the FIU may with its pre-
cept restrict the disposal of property registered
in the land register, ship register, traffic register
or commercial register for up to 30 days in order
to ensure its preservation. Before expiry of the afore-
mentioned term a transaction may be performed or the
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kuni 30 O60paevaks. Enne nimetatud tahtaja
moodumist voib tehingu teha voi konto voi muu
vara kasutamise piirangust korvale kalduda ai-
nult rahapesu andmebiiroo kirjalikul loal.
Uues seaduses ei sisaldu enam séatted, mille ko-
haselt oli varem /ubatud esmalt tehing sooritada
ning pérast seda edastada kirjalik teade viivita-
matult rahapesu andmebdiroole juhul, kui tehingu
edasiltiikkamine voiks tekitada olulist kahju.
Rahapesu andmeburoo voib ettekirjutuse alusel
piirata vara kasutamist selle sailimise tagami-
seks kuni 60 66paevaks (varem arestida kuni 10
toopdevaks) juhul, kui:

1. vara paritolu kontrollimisel rahapesu kahtlu-
se korral vara valdaja voi omanik ei esita ra-
hapesu andmeblroole 30 66pdeva jooksul
alates tehingu peatamisest voi konto kasuta-
mise piirangu kehtestamisest téendeid vara
legaalse paritolu kohta;

2. vara suhtes on kahtlus, et seda kasutatakse
terrorismi rahastamiseks.

Kui vara legaalne paritolu leiab rahapesu kahtluse
korral tbendamist enne nimetatud tahtaja moo-
dumist, on rahapesu andmeburoo kohustatud
vara kasutamise piirangud I6petama viivitama-
ta. Kauemaks voib vara kdsutamist piirava vaid
juhul, kui asjas on alustatud kriminaalmenetlus
ning sellisel juhul otsustatakse vara kasutamise
piirangute l6petamine kriminaalmenetlust regu-
leerivas seaduses satestatud korras. Uudsena
on rahapesu andmebulroo ja uurimisasutusel
lubatud vara kasutamist piirata kuni vara te-
geliku omaniku kindlakstegemiseni, seda ka
kriminaalmenetluse |opetamisel, kui ei ole
onnestunud kindlaks teha vara omanikku ja
vara valdaja kinnitab, et vara ei kuulu talle,
ning loobub vara valdamisest. Sarnaselt vara-
semaga voivad prokuratuur ja uurimisasutus
taotleda halduskohtult luba vara riigi oman-
disse kandmiseks, kui tihe aasta jooksul pa-
rast vara kasutamise piirangute kehtestamist
ei ole onnestunud kindlaks teha vara omanik-
ku ja vara valdaja kinnitab, et vara ei kuulu
talle, ning loobub vara valdamisest.

Samution seaduses pohistatud, et rahapesu and-
meblroo ei edasta teatamiskohustust taitnud
isiku, kohustatud isiku juhtorgani liikme ega
tootaja isikuandmeid. Samuti sisaldub seadu-
ses uudsena sate, mille kohaselt rahapesu and-
meburoo voib teavitada Finantsinspektsioo-
ni krediidiasutuse ja finantseerimisasutuse
poolt kdesoleva seaduse nouete rikkumisest.
Lisaks on seaduses reguleeritud rahapesu and-
meburoo ja Kaitsepolitseiameti koostddga seon-
duvad aspektid ning monevorra on tapsustatud
rahvusvahelise koostdoga seonduvat: nimelt on
rahapesu andmeburool digus vahetada informat-
siooni ja s6lmida koostookokkuleppeid raha-
pesu andmeburoo Ulesandeid taitvate valisriigi
asutustega.
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restriction of disposal of an account or another property
may be derogated from only upon the written per-
mission of the FIU.

The new Act does not contain such provisions any more
in accordance with which earlier it was allowed to at first
perform a transaction and only thereafter forward a writ-
ten notice immedately to the FIU if the postoonement of
the transaction could cause significant damage.

The FIU may, based on its precept, restrict the dispos-
al of property for up to 60 days (earlier: seize for up to
10 working days) in order to ensure its preservation, if:

1. during verification of the source of the property in
case there is a suspicion of money laundering, the
owner or possessor of the property fails to submit
evidence certifying the legality of the source of the
property to the Financial Intelligence Unit within
thirty days as of the suspension of the transaction
or as of the imposition of restrictions on the use of
the account;

2. there is a suspicion that the property is used for
terrorist financing.

If in the case of a money laundering suspicion the legal
origin of the property is verified before the aforemen-
tioned term, the FIU is required to immediately revoke
the restrictions imposed on the disposal of the property.
The disposal of property may be restricted for a longer
term than that mentioned above if a criminal procedure
has been initiated in the case and in such an event the
termination of the restrictions imposed on the disposal
of the property shall be decided in accordance with the
procedure established in the act regulating the criminal
procedure. The new Act also provides that the FIU or
the investigative body may restrict the disposal of
property until identification of the actual owner
as well as upon termination of criminal proceed-
ings if it has not proven possible to establish the
actual owner of the property and if the possessor
of the property asserts that the property does not
belong to possessor and relinquishes possession
thereof Similarly to the provisions of the previous Act,
if within a period of one year as of the establish-
ment of restrictions on disposal of the property it
has not proven possible to establish the owner of
the property and if the possessor of the property
declares that the property does not belong to the
possessor and relinquishes possession thereof,
the Prosecutor’'s Office or an investigative body
may apply to an administrative court for permis-
sion to transfer property to state ownership.

It has also been reasoned in the Act that the FIU shall
not disclose personal data of a person who per-
formed the notification obligation or a member or
an employee of a management body of an obli-
gated person. The Act also includes a new provision
in accordance with which the FIU may notify the Fi-
nancial Supervision Authority of infringement of
requirements of Prevention Act by a credit or a
financing institution.

In addition, the Act regulates aspects related to coop-
eration of the FIU and the Security Police Board and
specifies somewhat issues related to international co-
operation: namely, the FIU has the right to exchange
information and enter into cooperation agreements
with foreign agencies which perform the functions of a
financial intelligence unit.




Registreerimine majandustegevuse
registris

Kui eelmises seaduses oli seaduse 6'. peatukis
reguleeritud uksnes valuutavahetusteenuse pak-
kujate registreerimise kord, siis jaanuari I6pus
joustud seaduse kohaselt peavad enne vastaval
tegevusalal tegevuse alustamist end majandus-
tegevuse registris registreerima jargmised isikud
(teenusepakkujad):

1. finantseerimisasutus, kelle lle Finants-
inspektsioon ei teosta jarelevalvet;

2. usaldusfondide ja é&ritihingute teenuse
pakkuja;

3. valuutavahetusteenuse pakkuja;

4. makseteenuse pakkuja;

5. alternatiivsete maksevahendite teenuse
pakkuja;

6. pandimajapidaja.

Vastutus

Kui varem oli isikusamasuse tuvastamise ko-
hustuse taitmata jatmise eest voimalik karista-
da kredlidi- v6i finantseerimisasutuse tédtajat voi
muud isikut voi asutust voi tema tootajat, siis hetkel
kehtivas seaduses voib vastutust kohaldada koiki-
de kohustatud isikute voi tema tootajate osas.
Kui fausiliste isikute rahatrahvi maar jai vorreldes
eelneva seadusega muutumatuks — kuni 300 trah-
vithikut, siis teo toime pannud juriidilist isikut
voib karistada rahatrahviga kuni 500 000 (varem
50 000) krooni.

Moénevorra on muudetud ka rahapesu ja terro-
rismi rahastamise kahtlusest mitteteatamise
ning ebadigete andmete esitamise eest vastu-
tajate ringi ning vaarteo koosseisu: kui varem laie-
nes see Uksnes krediidi- ja finantseerimisasutuse
juhile, kontaktisikule voi muule isikule, siis hetkel
kehtiva seaduse kohaselt voib rahapesu voi terro-
rismi rahastamise kahtlusest, valuutavahetuse
vOoi muust tehingust, kus rahaline kohustus
tle 500 000 krooni voi vordvaarne summa
muus vaaringus taidetakse sularahas, rahape-
su andmeburoole teatamise kohustuse rikkumise
vOi ebadigete andmete esitamise eest karistada
kohustatud isiku juhti, kontaktisikut voi muud
tootajat rahatrahviga kuni 300 trahvithikut voi
arestiga. Kui sama teo paneb toime juriidiline isik,
on karistuse maksimummaaraks 500 000 (varem
50 000) krooni.

Kohustatud isiku juhi poolt hoolsusmeetmete,
rahapesu ja terrorismi rahastamise riski hinda-
mise ja juhtimise, teabe kogumise ja andmete
sailitamise ning teatamiskohustuse taitmise
protseduurireeglite kehtestamata jatmise (va-
rem: sisemiste turvameetmete rakendamata jat-
mise) eest, samuti krediidiasutuse voi finantsee-
rimisasutuse juhi poolt kontaktisiku méaaramata
jatmise eest karistatakse rahatrahviga kuni 300
(varem 200) trahviGhikut. Juriidilise isiku korral
ulatub rahatrahvi Glempiir 500 000 kroonini, va-

Registration in the register of economic
activities

While Chapter 6' of the previous Act regulated only
the procedure for registration of providers of currency
exchange service, in accordance with the Act which
entered into force at the end of January the following
persons (service providers) must register themselves in
the register of economic activities before commence-
ment of activities in the respective area of activity:

1. financing institutions which are not subject
to the supervision of the Financial Supervi-
sion Authority;

2. providers of trust fund and company serv-
ices;

3. providers of currency exchange services;

4. providers of payment services;

b. providers of alternative means of payment
services;

6. pawnbrokers.

Responsibility

While earlier it was possible to punish an employee of
a credit or financing institution or any other person or
institution or an employee thereof for failure to comply
with the identification requirement, in accordance
with the Act currently applicable responsibility may be
applied with regard to all the obligated persons
or their employees. While the fine rate of natural
persons did not change as compared to the previ-
ous Act - up to 300 fine units, a legal person who
has committed an act may be punished by a fine
of up to 500,000 (earlier: 50,000) kroons.

Some changes have also taken place regarding the per-
sons responsible for failure to report suspicion of
a money laundering and terrorist financing and
for submitting incorrect information as well as re-
garding the necessary elements of misdemeanour: if
earlier this extended only to a manager of a credit and
financing institution, a contact person or any other per-
son, in accordance with the Act currently applicable a
manager, a contact person or any other employee of
an obligated person may be punished for submission
of incorrect data or infringement of the obligation to in-
form the FIU of a money laundering or terrorist financ-
ing suspicion, a currency exchange or any other
transaction where a financial obligation exceeds
500,000 kroons or an equal amount in another
currency is performed in cash by a fine of up to 300
fine units or by detention. If the same act is committed
by a legal person, the maximum rate of the punishment
shall be 500,000 (earlier: 50,000) kroons.

Failure by an obligated person to establish due
diligence measures, assess and manage the risk
of money laundering and terrorist financing, col-
lect information and store data and establish the
rules of procedure for performance of the notifi-
cation obligation (earlier: failure to apply internal secu-
rity measures), likewise failure by the manager of a credit
institution or a financing institution to appoint a contact
person is punishable by a fine of up to 300 (earlier: 200)
fine units. In the case of a legal person the upper limit
of the fine shall be 500,000 kroons; earlier it was not
possible to impose punishment for the aforemen-
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rem ei olnud voimalik nimetatud siiliteo eest
juriidilise isikule karistust kohaldada.
Andmete registreerimise ja sailitamise ko-
hutuste rikkumise eest vastutuse kohaldamise
kord on jaanud vorreldes varasema seadusega
muutumatuks; kull aga on tostetud sanktsiooni-
de maksimummaarasid — flUsilise isiku korral on
see nlUldsest 300 (varem 700) trahvithikut ning
juriidilisel isikul 500 000 (varem 20 000) krooni.
Eespool nimetatu kehtib ka kohustusliku infor-
matsiooni esitamata jatmise ja esitamisega
viivitamise (varasemas seaduse tekstis mittedi-
geaegne esitamine) kohta, kus rahatrahvi maara
tosteti 200 Uhikult 300-le.

Kohustatud isiku juhi, kontaktisiku voi muu toota-
ja voi jarelevalve asutuse tootaja (varem: kredii-
di- Véi finantseerimisasutuse juhi, kontaktisiku voi
muu asutuse huvides tegutseva isiku v6i muu ko-
hustatud isiku véi tema tddtaja) poolt isiku voi isiku
tegeliku kasusaaja ebaseadusliku teavitamise
eest tema kohta rahapesu andmebiiroole esi-
tatud andmetest voi teatest voi tema kohta ra-
hapesu andmebiiroo tehtud ettekirjutusest voi
kriminaalmenetluse alustamisest karistatakse
rahatrahviga kuni 300 trahvithikut voi arestiga.
Juriidilist isikut on voimalik karistada rahatrahvi-
ga kuni 500 000 krooni, varem juriidilisele isikule
vastava noude rikkumise eest karistust seaduses
satestatud ei olnud.

Uuena on karistatavate vaartegude nimekirja li-
sandunud makseteenuse pakkuja kohustuste
rikkumine. Nimelt on voimalik karistada mak-
seteenuse pakkuja juhti voi tootajat maksja
kohta teabe valja selgitamata voi kontrollimata
jatmise, samuti edastamata jatmise voi muude
Euroopa Parlamendi ja Néukogu méaarusega (EU)
nr 1781/2006 raha tlekandmisel edastatava maks-
jaga seotud teabe kohta kehtestatud makseteenu-
se pakkuja kohustuste rikkumise eest rahatrahviga
kuni 300 trahviiihikut. Siinkohal juhib rahapesu
andmeburoo tahelepanu, et karistus on ette nah-
tud eespool nimetatud maaruses, mitte Uksnes
RTRTSis satestatud nduete rikkumise eest. Jurii-
dilisele isikule on voimalik sama teo eest kohalda-
da rahatrahvi kuni 500 000 krooni.
Finantseerimisasutusele, kelle iile Finantsins-
pektsioon ei teosta jarelevalvet, usaldusfon-
dide ja aritihingute teenuse pakkujale, valuu-
tavahetusteenuse pakkujale, makseteenuse
pakkujale, alternatiivsete maksevahendite tee-
nuse pakkujale ja pandimajapidajale kehtesta-
tud registreeringu andmete muutmise taotluse
esitamise kohustuse voi teenuse pakkuja tegevu-
se |opetamisest teatamise kohustuse rikkumise
eest karistatakse rahatrahviga kuni 300 trahvithi-
kut. Varem oli nimetatud vaarteo eest voimalik
karistust kohaldada Uksnes valuutavahetusteenuse
pakkujatele summas kuni 50 000 krooni.

Eespool nimetatud vaartegudele kohaldatakse
karistusseadustiku Uldosa ja vaarteomenetlu-
se seadustiku satteid ning nende kohtuvalised
menetlejad on: politseiprefektuur, Finantsinspekt-
sioon ning rahapesu andmeburoo (varem Kesk-
kriminaalpolitsei).
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tioned offence on a legal person.

The procedure for application of responsibility for inf-
ringement of the obligations of data registration
and storage has remained the same as compared to
the previous Act; however, the maximum rates of the
sanctions have been increased — in the case of a natural
person it is from now on 300 (earlier: 700) fine units and
in the case of a legal person 500,000 (earlier: 20,000)
kroons. The aforementioned shall also be applicable to
failure to submit mandatory information and late
in submission thereof (in the text of the previous Act:
untimely submission) in the case of which the fine rate
was increased from 200 units to 300.

Unlawful informing of a person or the beneficial
owner of a person by a manager, a contact person
or another employee of an obligated person or by an
employee of a supervisory authority (earlier: by a
manager or a contact person of a crediit or financing ins-
titution or any other person acting in the interests of the
institution or by any other obligated person or an emyp-
loyee thereof) about the data submitted about the
person to the FIU or about a notice or a precept
issued by the FIU with regard to the person or
about commencement of criminal proceedings is
punishable by a fine of up to 300 fine units or by de-
tention. A legal person may be punished by a fine of
up to 500,000 kroons; the previous Act did not provide
any punishments to legal persons for infringement of
the respective requirement.

A new item in the list of punishable misdemeanours is
violation of the obligations of a provider of pay-
ment service. Namely, it is possible to punish a ma-
nager or an employee of a provider of payment
service for a failure to identify, verfy or communicate
information about the payer, likewise for a failure to
forward the information or for infringement of any other
obligations of a provider of payment service established
in Regulation (EC) No. 1781/2006 of the European Par-
liament and of the Council on information on the payer
accompanying transfers of funds by a fine of up to 300
fine units. Hereby the FIU draws the attention to the
fact that the punishment has been provided in the afore-
mentioned Regulation, not only for infringement of the
requirements provided for in the Prevention Act. The
fine applicable to a legal person for the same act shall
be 500,000 kroons.

Violation of the obligation to submita request foramend-
ment of the registration data or the obligation of the ser-
vice provider to notify about termination of activities,
imposed on a financing institution over which the
Financial Supervision Authority does not exercise
supervision, providers of trust fund and company
services, providers of currency exchange service,
providers of payment service, providers of alter-
native means of payment service and pawn shop
owners is punishable by a fine of up to 300 fine units.
Earlier it was possible to impose a punishment only on
providers of currency exchange service in the amount of
up to 50,000 kroons.

The provisions of the General Part of the Penal Code
and the Code of Misdemeanour Procedure are applied
to the aforementioned misdemeanours and the bodies
conducting extra-judicial proceedings are: the police
prefecture, the Financial Supervision Authority and the
Financial Intelligence Unit (earlier: the Central Crimi-
nal Police).
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2.1. BUROOLE LAEKUNUD ANDME-
TE TOOTLEMINE, ANALUUSIMINE
JA EDASTAMINE

Alates 2008. aasta algusest on voimalik teade
rahapesu andmeburoole (RAB) saata ka veebi-
pohiselt (vorm asub aadressil https://rab.kripo.ee/
rabis/app), mis peaks loodetavasti muutma teata-
miskohustuse taitmise oluliselt mugavamaks. Bu-
rool on room todeda, et uus teatamissusteem on
kohustatud subjektide poolt aktiivselt kasutusele
voetud ning loodame, et lahiaastatel suudame
juurutada susteemi, kus valdav enamik teatistest
saadetakse buroole elektrooniliselt.

2008. aastal laekus rahapesu andmebulroole
kokku 13 861 teatist, teatiste arv kasvas vorrel-
des eelneva aastaga 163% (vt joonis 1). Teatiste
suuremahulise kasvu peamiseks pohjuseks oli
28. jaanuaril joustunud seaduses sisalduv sum-
mapohise teatamise ndue, millel on pikemalt
peatutud aastaraamatu osas 1.4°. Teatiste arvy,
kus teatamise aluseks oli rahapesu voi terrorismi
rahastamise kahtlus, kasvas vorreldes 2007. aas-
taga pisut vahem kui 11%.

2.1. PROCESSING, ANALYSIS AND
FORWARDING/OVERVIEW OF THE
REPORTS RECEIVED BY THE FIU

Since the beginning of 2008 is possible to send to the
FIU web-based reports (the form is available at https.//
rab.kripo.ee/rabis/app), which would hopefully make
the performance of the reporting obligation much
more convenient. The FIU is pleased to admit that the
obligated persons started are actively use using the
new reporting system and we hope that in the next
years most of the reports will be sent to the FIU elec-
tronically.

In 2008 the FIU received in total 13,861 reports and the
number of the reports increased 163% compared to
the previous vyear (see figure 1). The main reason for the
sharp increase in the number of the reports received
by FIU was the new sum-based notification included
in the Act which entered into force on 28 January and
(for more details, please refer to part 1.4° of the Annual
Report). The number of reports where the basis for the
notification was a suspicion of money laundering or ter-
rorist financing increased a bit less than 11% compared
to 2007.
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Joonis 1. RABIle laekunud teatiste arv aastatel 1999-2008.
Figure 1. The number of reports received by the FIU in 1999-2008.
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Lihidalt, kohustatud isik, vélja arvatud krediidiasutus,
peab teatama rahapesu andmeblroole igast tehingust,
kus rahaline kohustus tle 500 000 krooni voi vordvaarne
summa muus vaaringus taidetakse sularahas.
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9 In brief, an obligated person, except a credit institution, has to
inform the FIU of each transaction in which a financial obliga-
tion of more than 500,000 kroons or an equal amount in any
other currency is performed in cash.




Kahtlusepohiste teatiste hulgas domineerivad
selgelt rahapesukahtlusega teatised (2/3), ligi
30% juhtudest oli aluseks terrorismi rahastamise
kahtlus (vt joonis 2).

For suspicion-based reports money laundering
suspicion prevails(2/3), while 30% of the cases
were based on a suspicion of terrorist financing
(see figure 2).

68%

Rahapesukahtlus (4004)
Suspicion of money laundering (4004)

Terrorismi rahastamise kahtlus (1611)
Suspicion of terrorist financing (1611)

Joonis 2. RABIle laekunud kahtlaste tehingute jaotumine kahtluse pohjuse alusel.

Figure 2. The division of suspicious transaction reports received by the FIU based on the reason
for the suspicion.

Siiski ei viita absoluutarvides suur terrorismi fi-
nantseerimise kahtlusega teatiste arv korgele
terrorismiohule riigis. Tegelikkuses on nimeta-
tud suundumuse pohjuseks asjaolu, et makse-
teenuste vahendajad on kohustatud teavitama
RABI tehingutest, mis saabuvad nn riskiriikidest,
saadetakse riskiriikidesse voi kus Uheks tehingu
osapooleks on riskiriigiga seotud isik. Nagu nah-
tub tabelist 2, domineerivad nimetatud teenuse
pakkujad (finantseerimisasutuste kategoorias)
Ulekaalukalt ka terrorismi rahastamise kahtlusega
teatiste saatjatena. Teistelt kohustatud isikutelt
pole antud ajendiga teatisi laekunud. Nagu viitab
allpool toodud indikaatorite anallls (joonis 3),
domineerivad Ulalnimetatud pdhjused selgelt ka
terrorismi finantseerimise kahtlusega tehingute
korral teatamise peamise ajendina (osakaal 99%),
Ulejadnud ajendite osakaal on marginaalne.

However, in absolute numbers a large number of re-
ports based on the suspicion of terrorist financing does
not refer to a high risk of terrorism in the state. In reality
the objective reason for the aforementioned trend is
the fact that providers of payment services are obliged
to notify the FIU of transactions which originate from
the so-called risk countries, are sent to risk countries
or where one of the transactiors is a person associated
with a risk country. As table 2 indicates, providers of the
aforementioned services (in the category of financial
institutions) also overwhelmingly dominate as senders
of reports based on the suspicion of terrorist financing.
No such reports have been received from other obliga-
ted persons. As the indicator analysis refers (see figure
3), the aforementioned reasons also dominate clearly
as the main reason for notifying of transactions of terro-
rist financing suspicion (the weight of 99%,), while the
share of the other reasons is truly marginal.

*Selgitused:
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2.6 - sularaha lilekanded riskiriigiga seotud isikule
arvet avamata
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2.1. tksikud sularaha sissemaksed voi véljavotmi-
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an account
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Joonis 3. Teatamise pdhjused terrorismi finantseerimise kahtlusega teatiste korral.
Figure 3. Indicators for terrorist financing suspicion reports.
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Rahapesukahtlusega teatiste ajendina dominee-
rivad isiku tavaparase tegevusega kooskolas
mitteolevad Ulekanded, sularaha valjavotmised
pangaautomaatide kaudu ning fuusilisest ja jurii-
dilisest isikust variisiku kahtlus (vt joonis 4).

The most dominant reasons for of money launder-
ing suspicion reports are the transfers which are not
in compliance with the usual activities of the person,
withdrawals of cash through ATMs and a suspicion of
a natural or a legal person being a fictitious person (see
figure 4).
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Joonis 4. Levinuimad teatamise pohjused rahapesukahtlusega teatiste korral.
Figure 4. The most prevalent reasons for money laundering suspicion reporting.

Selgitus:

6.8. isik teostab lilekandeid teistele isikutele erinevatesse rii-
kidesse, mis ei vasta kliendi tavaparasele tegevusele;

3.1.10. Uksik suur voi regulaarsed sularaha valjavotmised ka
vaiksemates summades pangaautomaadi kaudu;
variisiku kahtlus fuusilise isiku puhul;

1.2. Juriidilisest isikust variisiku kahtlus;

4.6. liisingu voi laenumakseid tasub regulaarselt liisingu- voi
laenuvotjaga mitteseotud isik;

3.1.11. uksik suur voi regulaarsed sularaha valjamaksed ka
vaiksemates summades pangakontoris, kui see ei vasta
kliendi tavaparasele tegevusele voi harilikule kaibele;

3.1.2. Uksikud suured voi regulaarsed sularaha sissemaksed
fhusilise isiku kontole;

2.1. isik ei oska pohjendada teenuse vajalikkust, mille kasu-
tamise eesmargil krediidi — voi finantseerimisasutuse
poole p6orduti;

10.8. notaril tekib kahtlus, et isik ei tegutse enda nimel;

1.1.2. isik kasutab kérvalist abi dokumentide taitmisel voi ei
oska neid taita;

3.1.1. Uksikud suured (lle 200 000 krooni) voi perioodilised su-
laraha sissemaksed ka vaiksemates summades, kui see
ei vasta isiku majandustegevusele voi harilikule kaibele;

3.2.2. Uksik ebatavaliselt suur, harilikule kdibele mittevastav ja/
voi piisavalt pohjendamata vélismakse;

3.2.1. Uksik ebatavaliselt suur, harilikule kaibele mittevastav ja/
vOi piisavalt pohjendamata siseriiklik makse;

3.2.13. esinevad muud eelnevates alapunktides nimetamata
tunnused, mis voivad osutada ebaseaduslikule tegevu-
sele.

Explanation:

6.8. the person makes transfers to other persons in different
countries which does not conform to the person’s usual ac-
tivities,

3.1.10. one major cash withdrawal or regular cash withdrawals in
smaller amounts from an ATM;

1.1. suspicion of a fictitious person in case of a natural person,

1.2. suspicion of a legal person being a fictitious person;,

4.6. leasing or loan payments are reqularly made by a person not
connected with the lessee or loan taker;

3.1.11. one major or regular cash payments in smaller amounts
from a bank office if it does not conform to the person’s eco-
nomic activities or normal turnover,

3.1.2. afew large or regular cash deposits to the account of a natu-
ral person;

2.1. the person cannot explain the need for the service for the
use of which the person called upon the credit or financial
institution;

10.8. a notary public suspects that the person does not act in his/
her name,

1.1.2. the person uses assistance in filling in documents or he/she
cannot fill them in,

3.1.1. a few major (more than 200,000 kroons) or periodic cash
payments in smaller amounts if it does not conform to the
person’s economic activities or normal turnover,

B3.2.2. single unusually large cross-border payment not conforming
to normal turnover and/or not sufficiently justified

B3.2.1. single unusually large national payment not conforming to
normal turnover and/or not sufficiently justified;

3.2.13. other characteristics not listed in previous clauses are
present which may refer to illegal activities.

Uldise jareldusena on ré6m todeda, et enamikes
subjektide gruppides on teatamisaktiivsus vorrel-
des 2007. aastaga kasvanud. Oluliselt on vahe-
nenud Uksnes gruppi ,muud” koondatud isikutelt
laekunud teatiste arv, eelkdige seetdttu, et niud-
sest on koikide subjektide kategooriad definee-
ritud voimalikult detailselt. Sellest tulenevalt on
varasematel aastatel kategoorias ,muud” kajas-
tatud riigisisesed avaliku sektori asutused koon-
datud nuudsest moiste ,riigiasutused” alla.
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It is a pleasure to admit that in most of the subject
groups the notification activity has increased as com-
pared to 2007. The number of reports received from
persons classified under the “other” group is the only
one which has decreased significantly, particularly due
to the fact that from now on all the subject catego-
ries have been defined in as much detail as possible.
Therefore the national public sector authorities which
in previous years were recorded under the category of
“other” are now consolidated under the definition of
“state authorities.”




Osakaal teatajatest (%)

Share of the reporting persons (%)

Kasv'® (%)
Increase'® (%)

finantseerimisasutused

financial institutions 9776 70,5 1844 430,2
krediidiasutused

credit institutions 3060 221 2206 38,7
muud eradiguslikud ettevotjad

other private companies 519 37 679 -23,6
professionaalid

professionals 240 17 103 133,0
...advokaadid

..lawyers 6 6 0.0
...audiitorid

..auditors 6 1 500,0
...kohtutéiturid 0

...bailiffs 1 na
...muud juriidilised ndustajad 9 0

...other legal advisers na
...notarid

..notaries public 223 96 132,3
...pankrotihaldurid 1 0

...trustees in bankruptcy na
riigiasutused

state authorities 17 08 99 18,2
teise riigi asutus

foreign public authorities 138 1.0 127 8,7
muud

other n 0.1 214 -94.9
KOKKU

TOTAL 13861 100,0 5272 162,9

Tabel 1. Saabunud teatiste jagunemine teatajate gruppide I6ikes.
Table 1. The division of received reports by groups of reporting persons.

2008. aastal domineerisid teatajate hulgas selgelt
finantseerimisasutused, kellelt laekus ligi 70% tea-
tistest (2007. aastal oli vastav naitaja 35%). Samuti
oli nimetatud grupis teatiste arvu kasv vorreldes
2007. aastaga koige kdrgem - enam kui viiekordne.
Kuigi ka krediidiasutustelt, kes on varasematel aas-
tatel teatajatena prevaleerinud, saabunud teatiste
arv kasvas kahe aasta vordluses markimisvaarselt
(pisut vahem kui 40%), kahanes nende osakaal
koikide teatajate hulgas vahem kui neljandikuni.
Pohjuseks on juba eespool viidatud summapdhise
teatamise noue, mis krediidiasutustele tldjuhul ei
laiene™.

Muudelt eradiguslikelt isikutelt laekunud teatiste
arv kahe aasta vordluses pisut vahenes. Antud
grupis domineerivad teatajate hulgas 6nneman-
gude korraldajad ning kauplejad. Ka professionaa-
lidelt laekunud teatiste arv on markimisvaarselt
kasvanud, peamiselt, tosi kull, domineerivad selles
grupis teatajate hulgas sarnaselt eelmise aasta-

"Vorreldes 2007. aastaga.

" Krediidiasutus peab rahapesu andmebirood informeeri-
ma igast valuutavahetuse tehingust sularahas summas
ile 500 000 krooni, kui krediidiasutusel ei ole tehingus
osaleva isikuga arisuhet.

In 2008 the highest number of reports (ca 70%) were
received from financial institutions, (in 2007 35%). The
increase in the number of reports in the aforementioned
group was the highest — more than fivefold compared
to 2007. Although the number of reports received from
credit institutions, who have prevailed as reporting
persons in previous years, also increased significantly
(slightly less than 40%,), their share of all the reporting
persons decreased to less than one-fourth. The reason
was the aforementioned sum-based reporting require-
ment, which does not generally extend to credit institu-
tions'.

The number of reports received from other private
companies decreased a bit in comparison of the two
years. The highest number of reports in this group was
received from organisers of gambling and from trad-
ers. The number of reports received from professionals
has also increased significantly. However, similar to the
previous years, notaries public dominate as reporters
in this group. At the same time reports were also re-

0 Compared to 2007.

A credit institution must notify the FIU of each currency ex-
change transaction in cash in the amount of more than 500,000
kroons if the credit institution does not have any business rela-
tions with the person participating in the transaction.
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ga notarid. Samas on teatajate hulka lisandunud
kohtutaiturid, pankrotihaldurid ja muud juriidilised
noustajad, kellelt ei ole varasematel aastatel Ghtki
teatist RABIle laekunud. Kasvanud on ka nii sise-
riiklikelt kui valisriiklikelt riigiasutustelt laekunud
teatiste arv.

Rahapesukahtlus domineerib selgelt krediidiasu-
tuste puhul peamise teatamise pohjustena, mis on
ka ootusparane arvestades, et (kill teatud erandite-
ga) nimetatud grupp peab rahapesu andmebtrood
teavitama kahtlastest tehingutest ning summapo-
hise teatamise kohustust neil (teatud eranditega,
vt alamarkus 10) ei ole. Teiste subjektide puhul
domineerivad seaduses satestatud piirsummast
korgemate tehingute teatised (vt tabel 2).

ceived from bailiffs, trustees in bankruptcy and other
legal advisers who have submitted no reports to the
FIU in previous years. The number of reports received
both from national as well as foreign state authorities
has also increased.

Money laundering suspicion dominates clearly among
credit institutions as the main reason for reporting,
which is also unsurprising taking account of the fact
that the aforementioned group (however, with certain
exceptions) has to notify the FIU of suspicious transac-
tions and they do not have the sum-based reporting
obligation (with certain exceptions, see sub-comment
10). For other subjects reports of transactions higher
than the limit provided for in law were dominant (see
table 2).

kahtlusepdhine

summapdhine

suspicion-based sum-based
kahtlus rahapesu- terrorismi rahastamise  sularahatehing summa-
tapsustamata kahtlus kahtlus iile piirsumma pohisus
the suspicion suspicion of money suspicion of terrorist cash transaction  tapsustamata
not specified laundering financing above the limit not specified
nancat msttuons 00 B4 164 754 0 100
t;:;.f.;i{::;t;:;d 0.0 98,7 02 11 0.0 100
e o |04 121 00 875 00 100
e 17 255 0,0 728 0.0 100
/3%(;5: 20 167 83,3 0,0 0,0 0,0 100
~auditord 167 333 0.0 50,0 00 100
,',','zl;(,;)/i;/;?;éimrid 0.0 1000 00 00 00 100
gorbgaases | 1008 09 X 09 w o |
e public 0.0 238 00 76,2 00 100
" evstoesinbankupty 0.0 0.0 00 1000 00 100
st authaiis 5.0 214 00 68 08 100
)t‘;riesg]/rligbaliscu;;;vorities 100,0 0.0 0.0 0,0 0.0 100
(?;/Lzlgrd 63,6 273 0,0 9,1 0,0 100

Tabel 2. Teatamise pohjused subjektide gruppide I6ikes.
Table 2. Reasons for reporting by subject groups.

Uue RTRTSi kohaselt voib RAB rahapesu voi ter-
rorismi rahastamise kahtluse korral ettekirjutu-
sega tehingu peatada voi kehtestada konto voi
tehingu objektiks oleva vara kasutamise piirangu
kuni 30 66paevaks (vt pikemalt ptk 1.5). Tehingu-
te peatamise Gigust kasutas blroo 2008. aastal
kokku 103 korral (vt joonis b), st pisut vahem kui
kaks korda rohkem kui kahel eelneval aastal. Ni-
metatud alusel peatatud tehingute summaarne
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According to the new Prevention Act, upon a suspi-
cion of money laundering or terrorist financing, the FIU
may suspend a transaction or impose restrictions on
the use of the account or the disposal of other property
which is the object of the transaction for up to 30 days
(for more information see Chapter 1.5). In 2008 the
FIU used the right to suspend transactions in total
103 times (see figure b), i.e. a bit less than twice more
than in the two previous years. The total value of the
transactions suspended was about 109 million kroons,




vaartus oli ligi 109 miljonit krooni, mis on eelne-
va aastaga vorreldaval tasemel. Seisuga 31.12 oli
rahapesu andmebUroo ettekirjutusega peatatud
tehingute vaartus 42,2 miljonit krooni.

Samuti voib RAB ettekirjutuse alusel piirata tea-
tud juhtudel — vara korral, mille suhtes on kahtlus,
et seda kasutatakse terrorismi rahastamiseks voi
juhul, kui rahapesu kahtluse korral vara paritolu
kontrollimisel vara valdaja voi omanik ei esita ra-
hapesu andmeblroole 30 66péeva jooksul alates
tehingu peatamisest voi konto kasutamise piiran-
gu kehtestamisest tdendeid vara legaalse paritolu
kohta - vara kasutamist selle tagamiseks kuni
60 oopaevaks (vt pikemalt ptk 1.5). Nimetatud
piirangud seadis RAB kontodele 2008. aastal 39
korral, seega monevorra vahem kui kahel eelne-
val aastal.

which is at the same level with the previous year. As of
31 December the value of the transactions suspended
by an FIU precept was 42.2 million kroons.

The FIU may also restrict the disposal of property
for securing thereof in certain cases — for property for
which there is a suspicion that it is used for terrorist fi-
nancing or if, upon inspection of the origin of the prop-
erty in the case of a suspicion of money laundering,
the possessor or owner of the property does not sub-
mit to the FIU within 30 days of the suspension of the
transaction or the imposition of the restriction on the
use of the account evidence as regards the legal origin
of the property — for up to 60 days (for more infor-
mation see Chapter 1.5). In 2008 the FIU imposed the
aforementioned restrictions on accounts 39 times,
thus somewhat less than in the two previous years.

120

100
80
60
40

20 I 12,5
0

peatatud tehingud * arestld*
transactions suspended * seizures *

112,5 108.8

2006

2007

2008

summa (milj EEK)*
amount *

Joonis 5. Rahapesu andmebUlroo poolt peatatud tehingud.
Figure 5. Transactions suspended by the FIU.

* Alates 28.01.08 on RABIl digus peatada tehingud kuni 30 6opaevaks (varem
2 toopdeva) ning piirata vara kasutamist (nn arestid) selle tagamiseks kuni

60 66paevaks (varem 10 téopéeva).
**“Summa” on arestitud kontodel olevate rahasummade agregeeritud vaartus.

* From 28 January 2008 the FIU shall have the right to suspend transactions for 30 days
(earlier for 2 working days) and restrict the disposal of the property (the so-called
seizures) for security thereof for up to 60 days (earlier for 10 working days).

** The “amount” is the aggregated value of the of money on the seized
accounts.

Varade kasutamist piiras rahapesu andmeburoo
2008. aastal 30+60 paevaks kokku UGheksal kor-
ral ning rahaliste vahendite kdasutamist piirati
30 paevaks 18 korral ning 60 paevaks 5 korral.

2.2. ULEVAADE BUROO EDASTA-
TUD MATERJALIDEST

2008. aastal edastas rahapesu andmeburoo uu-
rimisorganitele 156 materjali. Kuigi edastatud
materjalide arv oli moénevorra vaiksem kui 2007.
aastal, oli nendega seotud isikute arv ligikaudu
samal tasemel ning seotud summade arv pisut

In 2008 the FIU restricted the disposal of property
for 30+60 days in total in nine cases and the disposal
of financial resources was restricted for 30 days in
18 cases and for 60 days in b cases.

2.2. OVERVIEW OF MATERIALS FOR-
WARDED BY THE FIU

In 2008, the FIU forwarded 156 materials to investiga-
tive bodies. Although the number of forwarded materi-
als was somewhat smaller than in 2007, the number of
persons related to the materials was approximately at
the same level and the number of the amounts involved
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vahem kui kaks korda koérgem kui eelmisel aas-
tal (vt tabel 3).

in the materials was a bit less than twice as high as than
in previous year (see table 3).

2006 2007 2008
uurimiseks edastatud materjalid
materials forwarded to investigat ive bodies 120 196 156
... edastatud materjalidega seotud teatiste arv 358 397 282
... the number of reports related to the forwarded materials
... edastatud materjalidega seotud summad 4,9 mid 870,2 min 1,5 mld
.. the amounts involved in forwarded materials 4,9 bin 870,2 bin 1,5 bin
... edastatud materjalidega seotud isikute arv 651 846 806
... the number of persons involved in the forwarded materials
kriminaalmenetluse alustamise otsustamiseks 13 18 17
to make a decision as regards commencing of criminal proceedings
... seisuga 31.12 alustatud kriminaalmenetlused 35 3 8
... criminal proceedings commenced as of 31 December
... sh alustatud rahapesumenetlused 10 5 5
... incl. commenced money laundering proceedings
olemasoleva kriminaalasjaga liitmiseks 18 28 18
to be annexed to an ongoing criminal matter
vastused paringutele, teabeks
replies to enquiries, for information 59 120 27
... shvastused kriminaaltulu taotlemise tuvastamise paringutele 1 7
... Incl. replies to enquiries concerning detection of pursuit of criminal proceeds na

Tabel 3. Ulevaade rahapesu andmebiiroo poolt uurimisorganitele edastatud materjalidest.
Table 3. Overview of the materials forwarded by the FIU to investigative bodjes.

Sarnaselt varasemate aastatega olid edastatud
materjalide hulgas kdige suurema osakaaluga —
2008. aastal enam kui 75% - vastused paringutele
ning teabeks saadetud info. Nii kriminaalmenet-
luse alustamise otsustamiseks kui olemasoleva
kriminaalasjaga liitmiseks saadetud materjalide
osakaal oli praktiliselt vérdne — 11% (vt joonis 6).

Similarly to the previous years the largest share of the
forwarded materials — in 2008 more than 75% — were
replies to enquiries and for information. The share of
the materials sent to make a decision as regards com-
mencing criminal proceedings and to be annexed to an
ongoing criminal matter was practically equal — 11%
(see figure 6).

1%

Vastused paringutele, teabeks
Replies to enquiries, for information

Kriminaalmenetluse alustamise otsustamiseks
To make a decision as regards commencement of
criminal proceedings

Joonis 6. 2008. aastal uurimisorganitele edastatud materjalide jaotumine edastamise pohjuse alusel.
Figure 6. The division of materials forwarded to investigative bodies in 2008 on the basis of the reason for forwarding.
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Edastatud materjalides kasutati 282 RABIle laeku-
nud teatises sisalduvat infot. Siinkohal rohutame,
et seadusest tulenevalt ei edasta RAB uurimis-
asutusele teataja isikut ning ei edasta Uks-Uheselt
teatises sisalduvat infot.

The forwarded materials consisted of the information of
282 reports received by FIU. We would like to draw the
reader’s attention that the FIU does not disclose to the
investigative body the reporting person and the word-
by-word information included in the report.

Grupp Teatiste arv Osakaal (%)
Group Number of reports Share (%)
krediidiasutused
credit institutions 141 50
finantseerimisasutused
financial institutions 52 184
...sh valuutavahetused 1
...Incl. currency exchange bureaus
...sh postkontorid 3
...Incl. post offices
riigiasutused
state authorities 58 206
...sh politseiasutused 50
...Incl. police authorities
muud eradiguslikud ettevdtjad 16 57
other private companies '
...sh kauplejad 9
...Incl. traders
... sh dnneméngude korraldajad 3
... incl. organisers of gambling
...sh muud 1
...incl. other
muud
other 9 32
professionaalid 5 18
professionals !
...sh advokaadid 1
...Incl. lawyers
...sh notarid 4
...Incl. notaries public
teise riigi asutused 1 0.4
foreign authorities !

Tabel 4. RABIlt uurimisorganitele edastatud materjalide aluseks olevate teatiste jagunemine teatajate
gruppide alusel.
Table 4. The division of reports serving as a basis for the materials forwardedto the investigative bodies, by groups of
reporting persons.

Kui Uldiselt olid teatamisaktiivsuselt sel aastal esi-
reas finantseerimisasutused, siis edastatud ma-
terjalide aluseks olevate teatiste saatjate hulgas
domineerivad selgelt krediidi-, politsei- ja posti-
asutused (vt tabel 4). See on ka moistetav, kuna
nimetatud subjektide gruppidelt laekuvad teati-
sed eelkdige rahapesu voi terrorismi rahastami-
se kahtlusega tehingute kohta; teiste subjektide
gruppide teatamisaktiivsus tuleneb markimisvaar-
ses 0sas summapohise teatamise kohustusest.
Edastatud materjalide aluseks olevate teatiste
korral olid olulisimateks kahtlust tekitavateks as-
jaoludeks mahukad sularaha valjavotmised pan-
gaautomaadist ja pangakontorist ning sularahaar-
veldused (vt joonis 7).

If for reports received by FIU financing institutions
dominated as reporters, most of the reports used as a
basis for the materials forwarded to investigative bod-
ies were sent by credit institutions, police and post of-
fices authorities (see table 3). This is also understand-
able as reports received from the aforementioned
subject groups are mainly related to transactions of
money laundering or terrorist financing suspicion; the
notification activity of other subject groups arises in a
significant part from the sum-based notification obli-
gation.

In the case of reports used as a basis for materials
forwarded to investigative bodies the most suspicious
aspects were large-scale cash withdrawals from ATMs
and bank offices and cash settlements (see figure 7).
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3.1.10 3.1.11 11.7 2.6 3.28 3.1.1 3.21 322 3.2.13

Joonis 7. Levinuimad teatamise indikaatorid edastatud materjalide aluseks olevate teatiste korral.
Figure 7. The prevalent reporting indicators of reports used as a basis for forwarded materials.

* Selgitus:

3.1.10. tiksik suur vdi regulaarsed sularaha véljavotmised ka vaiksemates sum-
mades pangaautomaadi kaudu;

3.1.11. tiksik suur voi regulaarsed sularaha valjamaksed ka vaiksemates summa-

des pangakontoris, kui see ei vasta kliendi tavapérasele tegevusele vdi

harilikule kaibele;

isik soovib arveldada sularahas rohkem kui 300 000 kroonises summa

ulatuses;

. tavapdraselt passiivse majanduskdibega vdi vastloodud ettevdte esitab

andmeid ebaharilikult suure kéibe vdi kasumlikkuse kohta eesmargiga

saada vahendeid toreduslikeks kulutusteks;

tiksik suur (200 000 krooni) vdi ebaharilikult sagedased maksed ka véikse-

mates summades samade osapoolte vahel, kusjuures muid tavaparasele

majandustegevusele viitavaid tehinguid kontol ei toimu;

tiksikud suured (iile 200 000 krooni) voi perioodilised sularaha sissemak-

sed ka vdiksemates summades, kui see ei vasta isiku majandustegevuse-

le voi harilikule kéibele;

iiksik ebatavaliselt suur, harilikule kdibele mittevastav ja/vdi piisavalt

pdhjendamata siseriiklik makse;

. iksik ebatavaliselt suur, harilikule kaibele mittevastav ja/véi piisavalt

pdhjendamata valismakse;

3.2.13. esinevad muud eelnevates alapunktides nimetamata tunnused, mis vdi-

vad osutada ebaseaduslikule tegevusele.

1.7

2.

=3

328

311

3.2

* Explanation:

3.1.10. one major cash withdrawal or regular cash withdrawals in
smaller amounts from an ATM;
one major or reqular cash payments in smaller amounts from
a bank office if it does not conform to the person’s economic
activities or normal turnover;
the person wants to settle in cash in an amount exceeding
300,000 kroons,

an enterprise with a usually passive economic turnover or a
newly established enterprise submits data about unusually
large turnover or profitability with the aim of receiving funds
for luxurious expenses;
3.2.8. single large (200,000 kroons) or unusually frequent payments
also in smaller amounts between the same participants,
whereas other transactions indicating normal economic ac-
tivities did not take place on the account;

a few major (more than 200,000 kroons) or periodic cash
payments in smaller amounts if it does not conform to the
person’s economic activities or normal turnover;

single unusually large national payment not conforming to
normal turnover and/or not sufficiently justified;
single unusually large cross-border payment not conforming
to normal turnover and/or not sufficiently justified;

other characteristics not listed in previous clauses are present
which may refer to illegal activities.

3.1.11.

11.7.

2.6.

3.2.1.

3.2.2.

3.2.13.

Rahapesule eelneb reeglina eelkuritegu, millest
saadud kriminaalset tulu puutaksegi erinevaid
skeeme kasutades legaalsesse majandustegevus-
se suunata. Rahapesu andmeburoo poolt uurimis-
organitele menetluse alustamise otsustamiseks
edastatud materjalide korral jagunesid eeldata-
vad eelstuteod 2008. aastal vordlemisi Uhtlaselt
(vt tabel 5). 2006. ja 2007. aastal oletatavate eel-
kuritegudena domineerinud arvutikelmused on
nlUudseks jaanud tahaplaanile ning viimaste suun-
dumuste kohaselt on erinevate phishingskeemide
kasutamine kurijategijate poolt vahenenud. Uhelt
poolt on sellele kaasa aidanud avalikkuse tahele-
panu juhtimine taolistele skeemidele ning inimes-
te teadlikkuse tous, teisalt teevad uurimisasutu-
sed (sh rahapesu andmeblroo) tihedalt koost6od
eri skeemide tuvastamiseks ning tokestamiseks,
mille tulemusena on kinni peetud ja kohtu alla an-
tud mitmeid arvutikelmusega tegelevaid isikuid.
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Money laundering is preceded, as a rule, by a predicate
offence, the criminal proceeds received from which
are tried to be integrated into legal economic activities
using different laundering schemes. In the case of ma-
terials forwarded by the FIU to investigative bodies in
order to make a decision as regards commencing pro-
ceedings, the division of predicate offences was quite
equal in 2008 (see table 5). The share of computer-
related acts of fraud — the main presumable predicate
offence in 2006 and 2007 — has decreased significantly
and according to the last trends the use of different
phishing schemes by criminals has reduced. On the
one hand, this is due to the higher public awareness of
such schemes . On the other hand investigative bod-
ies (incl. the FIU) work in close cooperation in order
to detect and prevent different schemes, as a result of
which several persons engaged in computer-related
fraud have been detained and prosecuted.




Oletatav eelsiiiitegu
Presumable predicate offence AL AL AL

maksupettus
tax evasion

dokumendi voltsimine ja/vdi kasutamine
counterfeiting and/or use of documents

kelmus
fraudulent conduct 42 30

...sh arvutikelmus
...Incl. computer-related fraud 39 2

omastamine
5
embezzlement

narkokuritegu
drug-related criminal offence

rodv
robbery

salakaubavedu
illicit traffic

vaartegu
misdemeanour

véljapressimine, korruptsioon, vargus
extortion, corruption, theft

muud
other ! !

KOKKU *
TOTAL 19 48 43

Tabel 5. Menetluse alustamiseks saadetud materjalide jagunemine oletatatava eelsuuteo alusel.
Table 5. The division of materials sent for commencing proceedings by presumable predicate offence.

Mérkus: Comment:
*2008. aastal on oletatavate eelkuritegude summa suurem kui menetluse *In 2008 the sum of the presumable predicate offences is higher than
alustamiseks saadetud materjalide arv, kuna kahel juhul oli oletatavaid the number of materials sent for commencing proceedings as in two
eelkuritegusid rohkem kui tiks. cases FIU detected more than one predicate offence.

Keelduti menetluse alustamisest (5)
18% Proceedings commenced based on the characteris-
23% tics indicating money laundering (5)

Seisuga 01.01.09 pole seisukohta voetud (3)
The commencement of proceedings was refused (4)

Kriminaalmenetluse alustamise otsustamiseks
To make a decision as regards commencment of cri-
minal proceedings

18%

Menetlus alustaud muu 8 alusel (3)
Proceedings commenced based on another section
of law (3)

Lisatud kriminaalasja juurde (2)
Annexed to a criminal matter (2)

Joonis 8. Rahapesu andmeburoo poolt uurimisorganitele kriminaalmenetluse alustamise otsustamiseks
edastatud materjalide jagunemine vastavalt tegelikule kasutamisele.
Figure 8. The division of materials forwarded by the FIU to the investigative bodies for making a decision as regards
commencing criminal proceedings according to actual use.
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1%

Kriminaalmenetluse alustamiseks saadetud mater-
jalidest kolmandiku korral alustati menetlust karis-
tusseadustiku § 394 (rahapesu) alusel. Olemasoleva
kriminaalasja juurde lisati ning muu stlUteo menet-
lust alustati ligi viiendikul juhtudest. Menetluse alus-
tamisest keelduti neljandikul juhtudest (vt tabel 8).

In one-third of the materials sent for coonmencing criminal
proceedings, proceedings were commenced on the basis
of § 394 of the Penal Code (money laundering). In about
one-fifth of the cases the materials were annexed to an
ongoing criminal matter and proceedings of other offence
were commenced. In one-fourth of the cases the com-
mencement of proceedings was refused (see figure 8).

Juhtum 1. Kelmusele kaasaaitamine Case 1. Aiding fraudulent conduct

Septembris 2008 joudis kohtuotsuseni kri-
minaalasi, kus isikut A slUdistati selles, et ta
osutas ainelist kaasabi isikule B, kes pani arvu-
tipettuse tagajarjel kannatanu kontolt voetud
rahaga toime rahapesu selle toelise omaniku
ja vara paritolu varjamise eesmargil. Kuriteo
skeem oli jargmine.

Isik A, tegutsedes kohtueelse menetluse kai-
gus tuvastamata isiku B ettepanekul ja eel-
nevalt lubatud vaevatasu saamise eesmargil,
sai auto ostmiseks sopradelt raha tlekandmi-
se ettekadndel juurdepadsu oma tuttavale C
kuuluva ettevotte X internetipanga paroolidele
ja pangakaardile. Seejarel edastas isik X ette-
votte omaniku teadmata pangadokumendid
uurimise poolt tuvastamata isikule B teades,
et ta aitab kaasa seadusvastasele tegevusele.
Antud pangadokumente kasutades kanti isi-
kule D kuuluvalt arveldusarvelt arvutikelmu-
se toimepanemise teel saadud raha summas
3699,67.-eurot (57544 .-krooni) isiku C arvele
ning voeti see tuvastamata isiku poolt sulara-
haautomaadi kaudu valja.

Isik A modisteti suudi rahapesule kaasaaitami-
ses ning teda karistati 8-kuulise vangistusega.

In September 2008 a judgment was made in criminal
matter where person A was accused of having provid-
ed material assistance to person B, who had commit-
ted money laundering with money withdrawn from a
victim's account as a result of computer-related fraud
for the purpose of concealing the actual owner of the
money and the origin of the property. The scheme of
the criminal offence was as follows.

Person A, acting on the proposal of person B, unidenti-
fied during the pre-trial procedure, and for the purpose
of receiving consideration promised earlier, gained ac-
cess from his friends to the Internet bank passwords
and bank card of company X, which belonged to his
acquaintance C, under the pretext of transferring mon-
ey for buying a car. Thereafter, without the knowledge
of the owner of company X, the person forwarded the
bank documents to person B, unidentified during in-
vestigation, being aware that thus he contributed to
unlawful activities. Using the given bank documents,
money in the amount of 3,699.67 euros (57,544 kroons)
received as a result of committing computer-related
fraud was transferred from the current account belong-
ing to person D to the account of person C and it was
withdrawn from an ATM by an unidentified person.
Person A was convicted of aiding money launder-
ing and he was punished by an imprisonment of 8
months.

11%

1%

56%

1%

Rahapesu (5)
Money laundering (5)

Maksudest korvalehoidmine suures ulatuses (1)
Large-scale tax evasion (1)

Isikusamasuse tuvastamise kohustuse taitmata
jatmine (1)
Failure to perform the identification obligation (1)

Arvutikelmus (1)
Computer-related fraud (1)

Joonis 9. Uurimisorganite poolt rahapesu andmeblroo materjalide pohjal menetust alustatud stlUtoeas-
jade jagunemine sUUteoliikide 16ikes.
Figure 9. The division of offence proceedings commenced by the investigative bodies based on the materials for-
warded by the FIU according to types of offence.

*Maérkus:
joonisel kajastatud siiiiteoasjade summa on suurem kui tabelis 2 esitatud
alustatud kriminaalmenetluste arv, kuna mitmel juhul alustati menetlust
enam kui iihe karistusseadustiku § alusel.
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* Comment:
the sum of the offence proceedings presented in the figure is bigger
than the number of the commenced criminal proceedings presented
in table 2 as in several cases the proceedings were commenced based
on more than one section of the Penal Code.




Alustatud menetluse hulgas domineerib stlteo-
na rahapesu. Teiste stUteoliikide osakaal on tun-
duvalt tagasihoidlikum.

Among the commenced proceedings the dominating
type of offence is money laundering. The share of other
types of offences is more modest.

Juhtum 2. Case 2.

Isik A, esitas ajavahemikul dets 2006-juuni
2007 erinevatele krediidi- ja finantseerimis-
asutustele laenutaotlusi teiste isikute nimelt
kavatsusega laenu mitte tagastada ja raha
omastada. Laenu kandsid finantseerimisasu-
tused Uldjuhul kas isiku A enda voi isikute B
ja C arvelduskontole, millelt isik A raha omas-
tas. Krediidiasutustelt vaikelaenude votmiseks
kasutas isik A isiku D internetipanga paroole,
kasutajatunnust ja salasona. Saadud laenu
omastas isik A. Lisaks esines isik A raiedigu-
se voorandamisel talle mittekuuluva kinnistu
omanikuna, mille tulemusena tasus ettevotte X
omanik E talle raiediguse eest 23 200 krooni.
Seejarel sooritas isik A enda valdusesse saa-
dud isikute B, C ja D internetipanga parooli-
kaarte, kasutajanimesid ja salasdnasid teades
mitmeid pangaulekandeid eesmargiga varjata
kelmuse toimepanemise tulemusena saadud
raha tegelikku omanikku ja ebaseaduslikku pa-
ritolu ning vottis |0puks illegaalsel teel saadu
raha sularahaautomaatidest valja. Kokku soo-
ritas isik A kuriteo tulemusena saadu varaga
tehinguid vaartuses kokku 91 155 krooni.

Isik A moisteti 2008. aasta martsis muuhulgas
suudi rahapesus ning teda karistati selle eest
1,5 aasta pikkuse vangistusega.

From December 2006 to June 2007 person A sub-
mitted loan applications to different credit and fi-
nancing institutions in the name of other persons
with the intent not to return the loan and to embez-
zle the money. The financing institutions generally
transferred the loan either to the bank account of
person A himself or of persons B and C, from which
person A embezzled the money. To take small loans
from credit institutions, person A used the Internet
bank codes, user name and password of person
D. The received loan was embezzled by person A.
In addition, upon transfer of the cutting right, per-
son A presented himself as the owner of a regis-
tered immovable which did not belong to him, as
a result of which owner E of company X paid him
23,200 kroons for the cutting right.

Thereafter, while knowing the Internet bank codes,
user names and passwords of persons B, C and
D, which were in his possession, person A made
several transfers for the purpose of concealing the
actual owner and illicit origin of the money received
as a result of his fraudulent conduct and finally
withdrew the illegally received money from ATMs.
In total, person A conducted transactions with the
property received as a result of the criminal offence
in the total amount of 91,155 kroons.

In March 2008 person A was convicted, inter alia,
of money laundering and he was punished for that
by an imprisonment of 1.5 years.

2.3. RAHAPESUALASE TEADLIKKU-
SE TOSTMINE

Sarnaselt varasemate aastatega poodras rahapesu
andmeburoo ka 2008. aastal tahelepanu avalikku-
se rahapesualase teadlikkuse tostmisele, mis on
defineeritud RTRTSis ka Uhe buroo Ulesandena.
Alates 2008. aasta algusest on rahapesu andme-
blrool oma veebileht www.politsei.ee/rahape-
su, millelt on teemast huvitatud lugejal voimalik
saada informatsiooni antud valdkonna siseriiklike
ja rahvusvaheliste odigusaktide, rahapesualaste
kohtuotsuste ning rahapesu andmeburoo funkt-
sioonide ja tegevuste kohta. Lisaks on veebile-
helt kattesaadavad koik RABi aastaraamatud ja
soovituslikud juhendid kohustatud subjektidele.
Samuti on RABI veebilehelt voimalik kontrollida,
kas isik on kantud URO véi ELi rahvusvaheliste
finantssanktsioonide nimekirjadesse.

Lisaks mitmetele ajakirjanduses avaldatud nii Ul-
distele rahapesu slUsteemi tutvustavatele kui tol
hetkel aktuaalsetele antud valdkonna probleeme
analUusivatele artiklitele panustasid rahapesu
andmebUlroo ametnikud teadmiste tostmise-

2.3. IMPROVEMENT OF MONEY
LAUNDERING AWARENESS

Similarly to the previous years, in 2008 the FIU also
paid attention to improving the money laundering
awareness of the public, which the Prevention Act has
also defined as one of the tasks of the FIU. Since the
beginning of 2008 the FIU has its own website www.
politsei.ee/rahapesu, where the readers can obtain in-
formation about the national and international legisla-
tion money laundering court sentences and functions
and activities of the FIU. In addition, all the FIU annual
reports and advisory guidelines for obligated subjects
are available on the website. Likewise, it is possible to
check on the FIU website whether a person has been
entered in the list of UN or EU international financial
sanctions.

In addition to several general articles in the press in-
troducing the system of money laundering as well as
those analysing current problems of the given field,
the FIU officials also contributed to improving knowl-
edge in the form of training events. As it can be seen
in table 6, the number of lectures held in 2008 and the
number of participants therein was considerably high-
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le koolituste vormis. Nagu nahtub tabelist 6, oli
2008. aastal peetud loengute ning nendel osale-
nute arv tunduvalt korgem kui kahel varasemal
aastal. Koolitatavate isikute ring oli heterogeen-
ne, peamisteks sihtgruppideks olid kohustatud
subjektide koérval ka politseinikud, prokuroérid
ning kohtunikud.

er than in the two previous years. The audience of the
training s was heterogeneous, besides the obligated
subjects the main target groups were also policemen,
prosecutors and judges.

2006 2007 2008
Peetud loenguid
Number of lectures 28 29 46
... osalenute arv
.. number of participants ~1000 ~985 ~1535

Tabel 6. Rahapesu andmebtroo ametnike teostatud koolitused.
Table 6. Training events provided by the FIU officials.

Lisaks pttab RAB kohustatud subjektide teadlik-
kust tosta kvaliteetse tagasiside andmise vormis.
Jatkuvalt keskendub RAB positiivsele tagasiside-
le, teavitades RABI poolt uurimisorganitele edas-
tatud materjalide aluseks olnud teatise saatnud
isikut, et RABile edastatud informatsioon oli as-
jakohane. Samuti antakse teada, millise karistus-
seadustiku paragrahvi alusel menetlust alustati
ning kes kuritegu menetleb.

Lisaks positiivsele tagasisidele, koolitustele ning
ajakirjanduses avaldatud artiklitele antakse ko-
hustatud subjektidele ning laiemale avalikkuse-
le igal aastal tagasisidet rahapesu andmeburoo
aastaraamatu vormis, kus kajastatakse rahapesu
andmeburoo tootulemusi, Eesti rahapesu tokes-
tamise susteemi ning aasta jooksu toimunud olu-
lisemaid muudatusi, rahapesu tlipoloogiaid jms.

2.4. KOOSTOO TEISTE RIIKIDE PA-
DEVATE ASUTUSTEGA

2008. aastal kasvas margavatalt nii valisriigist
saadud kui saadetud paringute arv. Kui saabu-

In addition, the FIU tries to improve the awareness of
obligated subjects by providing high-quality feedback.
The FIU focuses on positive feedback, notifying the
persons who sent reports serving as a basis for the
materials forwarded by the FIU to investigative bodies
that the information forwarded to the FIU was relevant.
The persons are also notified of the section of the Penal
Code on the basis of which the proceedings were com-
menced and who conducts proceedings in the criminal
offence.

In addition to positive feedback, training events and
articles in the press, feedback is provided each year
to the obligated subjects and the general public in the
form of the FIU annual report, which records the FIU
work results, the Estonian system for prevention of
money laundering, the most important changes which
have taken place during the year as well as the money
laundering typologies, etc.

2.4. COOPERATION WITH COMPE-
TENT FOREIGN AUTHORITIES

In 2008 there was a significant increase in the number
of enquiries received from and sent to foreign coun-

250
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100

45
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204

saabunud
received

saadetud
sent

2008

Joonis 10. RABIle poolt saadud ja saadetud valisparingute arv.
Figure 10. The number of foreign enquiries received and sent by the FIU.

2. ULEVAADE RAHAPESU ANDMEBUROO TEGEVUSEST 2008. AASTAL | 2. Overview of the activities of the financial intelligence unit in 2008 3']




nud valisparingute arv kasvas vorreldes 2007.
aastaga 40%, siis saadetud péaringute arv enam
kui kahekordistus.

Peamiste koostoopartneritena domineerisid
Lati, Soome ning Venemaa (vt tabel 7), mis on
ka arusaadav, arvestades riikide territoriaalset
lahedust.

tries. While the number of received foreign enquiries
increased by 40% as (compared to 2007), the number
of sent enquiries more than doubled.

The main partners were Latvia, Finland and Russia
(see table 7), which is also understandable, taking ac-
count of the territorial closeness.

saabunud saadetud
received sent
KOKKU
TO7TAL 204 107
Lati
Latvia 40 32
Soome
Finland 34 n
Taiwan
Taiwan 31
Venemaa
Russia 26 25
Ukraina
Ukraine 12 3
Bulgaaria 9
Bulgaria
Leedu
Lithuania 8 4
Luxemburg 4
Luxembourg
Rootsi
Sweden ! 9
Suurbritannia 1 4
Great Britain

Tabel 7. Riigid, kust rahapesu andmebtroo 2008. aastal sai voi saatis enam kui 4 valisparingut.
Table 7. Countries from which the FIU received or to which it sent more than 4 foreign enquiries in 2008

Latist saabunud valisparingute sisu pohjal on alust
oletada, et sagenemas on aastaraamatu tupoloo-
giate osas tutvustatav rahapesuskeem nr 3, mille
kohaselt kasutavad Latis resideerivad kurjategijad
Eestis asuvaid pangakontosid eelkdige maksu-
pettustest saadud tulu varjamiseks. 2008. aastal
sagenesid juhud, kus Lati rahapesu andmebtroo
poordus Eesti rahapesu andmeburoo poole abi-
palvega valjastada informatsiooni maksupettuse
toime pannud Lati residendist ariiihingu kohta, kes
kandis pettusest saadud rahad ule Eestis regist-
reeritud arilihingu Eestis asuvale pangakontole.
Selliste arithingute taustaanaluus naitab, et nende
juhatuse liikmeteks ja/voi osanikeks on reeglina
Lati kodanikud ning aridhingul sageli reaalne ma-
jandustegevus puudub, viidates selgelt asjaolule,
et ettevote on loodud eelkdige rahapesuskeemi
teostamiseks.

Eesti-Venemaa suunal toimunud infovahetus on
kinnitanud rahvusvaheliste kuritegelike gruppide
poolt toime pandud kuritegudest saadud krimi-
naalse tulu juhtimist labi mitteresidentide Eestis
asuvate arvelduskontode. Sellistes skeemides
kasutatakse enamasti madala maksumaaraga

Based on the content of the foreign enquiries received
from Latvia it is likely that money laundering scheme
no. 3 introduced in the typology part of the annual re-
port, according to which criminal offenders residing
in Latvia use bank accounts located in Estonia par-
ticularly for concealing the proceeds received from
tax evasions, will become more and more frequent in
next years. In 2008 the number of cases where Latvian
FIU addressed the Estonian FIU with a request to issue
information about a Latvian resident company who
committed tax evasion and transferred the money
received therefrom to an Estonian bank account of a
company registered in Estonia, increased considera-
bly. The in-depth analysis of such companies indicates
that the members of the management board and/or
shareholders thereof are, as a rule, Latvian citizens and
the company often have not actual economic activi-
ties, which clearly refers to the fact that the company
has been established particularly for realising money
laundering schemes.

The exchange of information between Estonian
and Russian authorities has verified the following
scheme: management of criminal proceeds received
from criminal offences committed by international
criminal groups transferred to current accounts lo-
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territooriumil’? registreeritud arithinguid, kelle vo-
litatud esindajaks on Venemaa kodanik. Sarnaste
skeemide tuvastamiseks on rahapesu andmebu-
roo poole poordunud ka teiste riikide, naiteks Uk-
raina ametivoimud, paludes abi mitteresidendist
tehingupartneriga seotud asjaolude tuvastamisel
ja kontrollimisel.

Aktiivne ja tohus infovahetus toimub Eesti ja
Soome rahapesu andmeburoo vahel. Samuti on
sagenenud juhud, kus abi palutakse juhtumite
uurimisel, kus kurjategijad kasutavad raha pese-
miseks Eestis registreeritud aritihinguid, mille ju-
hatuse liikmeks voi osanikuks on Rootsi kodanik.
Thldpskeemi kohaselt kasutatakse aritihingu Eestis
asuvaid arvelduskontosid, kuhu Rootsi arithingud
kannavad raha, mis voetakse seejarel Rootsis asu-
vatest sularahaautomaatidest sularahas vélja. Ni-
metatud juhtudel on tdenaoliselt tegemist eelpool
kirjeldatud piiriileste maksupettustega (tupoloo-
giate skeem nr 3).

Lisaks ametlikele paringutele edastab rahapesu
andmebduroo valisriigi rahapesu andmeburoodele
ka enda algatusel infot juhul, kui uurimise kaigus
tuvastatakse asjaolusid, millest valisriigi rahapesu
andmeburool voiks kasu olla. 2008. aastal edastati
sel viisil infot kokku 18 korral.

Uldaktsepteeritud rahvusvahelise praktika koha-
selt tuleb valisriigist saadud informatsiooni kasuta-
miseks kohtumenetluses selleks eelnevalt kisida
info edastanud rahapesu andmebroo luba. 2008.
aastal esitati Eesti rahapesu andmeburoole valisrii-
kidest 37 taotlust informatsiooni kasutamiseks.

2.5. JARELEVALVE

RTRTSi kohaselt kuulub rahapesu andmeburoo
Ulesannete hulka ka jarelevalve teostamine sea-
duses maadratletud ettevotjate Ule. 2008. aastal
teostati lisaks kohapealsetele kontrollidele es-
makordselt ka kaugvormis nn off-site jarelevalvet
pankrotihaldurite ning kohtutaiturite puhul.
Rahapesu andmeblroo ametnike teostatud jare-
levalvekontrollide arv kasvas vorreldes eelmise
aastaga margatavalt, kasv kahe aasta vordluses
oli 75%. Siiski jai kohapealsete kontrollide arv
vorreldes 2007. aastaga vorreldavale tasemele.
Markimisvaarselt kasvas ka jarelevalve teostami-
sel avastatud rikkumiste tottu alustatud vaarteo-
menetluste arv - kui varasematel aastatel on me-
netluste arv kdikunud 3-6 piires, siis 2008. aastal
alustati vaarteomenetlust 49 juhul (vt joonis 11).

' Kehtiva regulatsiooni kohaselt loetakse madala maksu-
madraga territooriumiks sellist territooriumi, kus ei ole
kehtestatud juriidilise isiku teenitud voi jaotatud kasumilt
voetavat maksu voi kus sellise maksu suurus on vaiksem
kui 2/3 tulumaksust, mida Eesti residendist fllsiline isik
peaks maksma niisama suurelt ettevotlustulult. Offsho-
re-piirkonnad on kurjategijatele atraktiivsed seetottu, et
lisaks liberaalsetele aritihingu registreerimise protseduuri-
reeglitele ei avalikustata ka aritihingu tegelikku kasusaavat
isikut.
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cated in Estonia by using non-resident non-residents
draw men. Such schemes use mostly companies reg-
istered on low tax rate territory'?, whose authorised
representative is a Russian citizen. In order to detect
similar schemes, authorities of other countries, e.g. the
Ukraine, have also addressed the FIU by asking for as-
sistance in detection and verification of circumstances
related to non-resident transaction partners.

An active and efficient information exchange takes
place between the Estonian and Finnish FlUs. In-
creasing are also the cases where assistance is asked
in investigating cases where criminal offenders use for
money laundering companies registered in Estonia, a
member of the management board or a shareholder
of which is a Swedish citizen. According to a typi-
cal scheme, Swedish companies use their accounts,
located in Estonia, for transferring money into the ac-
counts, which is thereafter withdrawn in cash from
ATMs located in Sweden. The aforementioned cases
probably involve the cross-border tax evasions speci-
fied below (typology scheme no. 3).

In addition to official enquiries, the FIU also forwards
information to foreign FIUs on its own initiative if dur-
ing investigation the circumstances are detected which
could be of use to a foreign FIU. In 2008, information
was forwarded in such manner in total 18 times.
According to the generally accepted international prac-
tice, in order to use information obtained from a foreign
country in judicial proceedings prior consent must be
asked from the FIU who forwarded the information. In
2008, 37 applications for using information were sub-
mitted by foreign countries to the Estonian FIU.

2.5. SUPERVISION

In accordance with the Prevention Act, one of the tasks
of the FIU is also exercising supervision over the obli-
gated persons defined in law. In 2008, for the first time
the FIU exercised in addition to on-site inspections also
off-site supervision in the case of trustees in bankrupt-
cy and bailiffs.

The number of supervision inspections conducted by
the FIU officials increased considerably as compared
to the previous year, the increase in comparison of the
two years was 75%. However, the number of on-site
inspections remained at the same level as in 2007. The
number of misdemeanour proceedings commenced
due to violations detected upon exercising supervision
also increased significantly — while in earlier years the
number of proceedings has been in between 3-6, in
2008 misdemeanour proceedings were commenced in
49 cases (see figure 11).

'? According to the applicable regulation a low tax rate terri-
tory is such a territory, which does not impose a tax on the
profits earned or distributed by a legal person or where such
tax is less than two-thirds of the income tax which a natural
person who is an Estonian resident would have to pay on
a similar amount of business income. Offshore regions are
attractive to criminal offenders due to the fact that in addi-
tion to liberal rules of procedure regarding registration of
companies the actual beneficiaries of the company are not
disclosed either.
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Joonis 11. Teostatud jarelevalvekontrollide ning alustatud vaarteomenetluste arv.
Figure 11. The number of supervision inspections conducted and the misdemeanour proceedings commenced.

Tabel 8 annab Ulevaate rahapesu andmeburoo Table 8 provides an overview of the number of su-
poolt teostatud jarelevalvekontrollide arvust ning pervision inspections conducted by the FIU and the
alustatud sUltegude menetluste arvust subjekti- number of offence proceedings commenced by sub-
de gruppide loikes. ject groups.

Sektor Ol stiokontiolldl] = Kehepesend Ettekirjutused Viirteod | Kurteoteated
Sector ~Site inspec- KONKOFIA Precepts Misdemeanours €ports or crimina
tions On-site inspections offences

E!nant§eeflm_|sa§utused 0 62 26 16 1

inancing institutions

Easiinod 50 4

asinos

Kinnisvara

Real estate 21

ll;andlmajad 60 43 29

awn shops

Maksevahendajad 8 4 4

Payment intermediaries

Kauplejad

Traders 22 8

Pankrotihaldurid 84

Trustees in bankruptcy

Kohtutaiturid

Bailiffs a7

KOKKU

TOTAL 131 229 n 49 1

Tabel 8. Jarelevalvekontrollide ning vaartegude arv subjektide gruppide I6ikes.
Table 8. Number of supervision inspections and misdemeanours by subject groups.

Kokku trahvisid rahapesu andmeburoo ametni- In total, in 2008 the FIU officials imposed fines on com-
kud RTRTSi noudeid eiranud ettevotteid 2008. panies who disregarded requirements of the Preven-
aastal summas 968 400 krooni. tion Act in the amount of 968,400 kroons.
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SKEEM 1. Kuritegelike gruppide poolt

ariihingute ulevotmine ning seejarel ari-

Uhingute vara omastamine labi fiktiivsete

tehingute

Kurjategijad valivad vélja huvipakkuva aridhingu
ning teevad vajalikud paringud ariregistri infosUs-
teemi, kust nad saavad vajaliku informatsiooni et-
tevotte omanike, juhatuse liikmete, majandusaas-
ta aruande ja pohikirja kohta. Samuti selgitatakse
valja, millises pangas on arithingul arveldusarve.
Selleks kusivad kurjategijad tlUUpskeemina ari-
Uhingult toote voi teenuse hinnapakkumist ning
arilhing oma vastuses naitab ara arveldusarve,
kuhu toote voi teenuse eest maksta.

Seejarel varvatakse variisik, kes vormistatakse
voltsitud dokumentidega uueks arithingu juha-
tuse lilkkmeks. Variisiku vormistamiseks uueks
juhatuse lilkkmeks voltsitakse esmalt arithingu
osanike uldkoosoleku toimumise dokumendid
ja protokoll, mille kohaselt toimub vana juhatu-
se liikme tagasikutsumise ja uue juhatuse liikme
valimine. Seejarel laheb variisik notari voi valla-
valitsuse sekretari juurde, kus ta saab kinnituse
uue juhatuse liikme allkirjale kandeavaldusel, mis
esitatakse ariregistrile. Viimaks teeb ariregister
kandeavalduse alusel uue kande arithingu éarire-
gistri B - kaardil, mille alusel saab variisik uueks
juhatuse liikmeks.

Variisiku juhatuse liikmeks maaramisega saavad
kurjategijad kontrolli arithingu vara Ule ning lahi-
kese aja jooksul muudetakse arithing fiktiivsete
tehingutega varatuks.

Seoses nimetatud skeemi tuvastamisega soo-
vitab rahapesu andmebliroo:

e ettevotetel hoolikalt jalgida ettevotte pan-
gakontol toimuvaid tehinguid, et vara kor-
valdamine voimalikult kiiresti vélja selgita-
da;

e ettevotetel kasutada taiendavaid turva-
meetmeid maandamaks ulaltoodud skee-
mi alusel varade korvaldamise riski, sh esi-
tama ettevotte pangakonto andmeid vaid
usaldusvaarsetele partneritele;

e notaritel voi vallasekretaril poorata erilist
tahelepanu uue juhatuse liikkme kinnitami-
se soovidele, sh avalduse aluseks olevale
dokumentatsiooni ehtsusele ning kisida
vajadusel taiendavaid kisimusi veendu-
maks, et juhatuse liikkmeks saada sooviva
isiku korral ei ole tegu variisikuga.

SCHEME 1. Takeover of companies by
criminal groups and the following em-
bezzlement of the assets of the compa-
nies through fictitious transactions

Criminal offenders choose a company and make the re-
quired enquiries to the information system of the Commer-
cial Register, where they obtain the relevant information
about company (owners, members of the management
board, the annual report, etc). It is also found out in which
bank the current account of the company is. For this pur-
pose the criminal offenders typically ask the company for
a price offer regarding products or services and in its reply
the company specifies the current account where to pay
for the product or the service.

Thereafter a fictitious person is appointed as a new mem-
ber of the management board of the company by using
counterfeit documents. In order to designate a fictitious
person as a new member of the management board, at
first the documents and minutes of the general meeting
of shareholders of the company are fabricated, in accord-
ance with which the old member of the management
board is removed and a new member of the manage-
ment board is elected. Thereafter the fictitious person
goes to the notary public or a rural municipality secretary
where he/she receives confirmation of the signature of
the member of the management board on the petition
for an entry to be submitted to the Commercial Register.
Finally the Commercial Register makes a new entry on
the basis of the petition for an entry in the registry card of
part B pursuant to which the fictitious person becomes a
new member of the management board.

As a result, criminal offenders gain control over the as-
sets of the company and, within a short period, the com-
pany is made impecunious by fictitious transactions.

With regard to detection of the aforementioned
scheme, the FIU recommends that

e companies observe carefully the transactions
made on the bank account of the company in or-
der to find out the withdrawal of the assets as
soon as possible;

e companies use additional security measures in
order to manage the risk of withdrawal of assets
on the basis of the aforementioned scheme, incl.
to disclose data about the bank account of the
company only to reliablebusiness partners;

e notaries public or a rural municipality secretary
pay special attention to the requests related to
confirmation of a new member of the manage-
ment board, incl. the authenticity of the docu-
mentation used for the petition and, if necessary,
ask additional questions in order to make sure
that the person applying to become a member of
the management board is not a fictitious person.
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SKEEM 2. Kuritegelike gruppide poolt

SCHEME 2. Leasing fraud committed

krediidi- ja finantseerimisasutuste vastu

by criminal groups against credit and fi-

toimepandavad liisingupettused voltsitud

nancial institutions by using counterfeit

dokumente ja riiulifirmasid kasutades

Kurjategijad ostavad todtava aritthingu, mille juha-
tuse liikkmeks nimetatakse isik, kes ei arata liisin-
gutaotluse esitamisel kahtlust. Selliste skeemide
korral on liisitava vara muuja tavaliselt samuti kur-
jategijate kontrolli all olev arithing. Kurjategijate
kontrolli all olev arithing esitab liisinguteenuse
pakkujale vajalikud finantsdokumendid ja panga-
valjavotted, mis on tUUpiliselt professionaalselt
voltsitud. Samuti voimaldatakse kahtluse valtimi-
seks liisinguteenuse pakkujal liisingusse voetava
varaga tutvuda.

Liisinguteenuse pakkuja solmib kurjategijate kont-
rolli all oleva arithinguga liisingulepingu ja kannab
lisingusse voetava vara muujale Ule vara ostu-
muUgilepingus naidatud summa. Liisinguteenuse
pakkuja poolt vara muujale ulekantav raha voe-
takse valuutavahetusteenust pakkuva arithingu
vahendusel koheselt sularahas valja. Liisingutee-
nuse pakkuja saab tavaliselt pettusest aimu kuu
hiljem, kui liisinguvotja jatab esimese liisingumak-
se tasumata.

SKEEM 3. Rahvusvaheliste kuritegelike
gruppide poolt juhitud piirillesed mak-
sukuriteod

Eestiga piirnevate riikide kurjategijad loovad oma
riigi territooriumil nn arvevabrikud, kuhu nende
riikide residendid kannavad fiktiivsete lepingute
ja arvete alusel kohalikus valuutas suuri summa-
sid. Arvevabrikuna kasutatav ariuhing kannab va-
luuta ostu-muugi lepingu alusel raha edasi Eesti
voi valismaa residendile, kellel on avatud konto
Eesti pangas. Eesti voi valismaa resident kon-
verteerib Eestis asuvale pangakontole laekunud
valisvaluuta kroonideks voi eurodeks ning ostab
konverteeritud raha eest valuutavahetusteenust
pakkuvalt arithingult sularahas tuupiliselt euro-
sid. Eesti vOi valismaa residendi esindaja votab
valuutavahetusteenust osutava aridhingu kassast
vastu sularaha eurod, mis vaidetavalt toimetatak-
se tagasi raha saatjast valisriigi residendile. Raha-
pesu andmeburoo poolt tuvastatud ja uuritud
asjades ei ole raha tagastamise fakt saatjale
kinnitust leidnud.

SKEEM 4. Krediidi- ja finantseerimisasu-

tuste ning eraisikute vastu toimepanda-

vad pettused katteta tSekke kasutades

Pangatsekk on sularahamakse ja pangallekan-
de korval Uks raha tasumise viisidest, mida ka-
sutatakse Uha ulatuslikumalt ka Eestis. Enim
kasutatakse pangatSekke arvete (nt ajakirjade

documents and shell companies

Criminal offenders buy an operating company. Af-
ter purchasing a enterprise, the criminals appoint as
a member of the management board a person who
does not give rise to suspicions in submitting a leasing
application. In the case of such schemes the seller of
the property to be leased is usually also a company
under the control of criminal offenders. The company
under the control of criminal offenders submits to the
leasing service provider the required financial docu-
ments and bank statements, which are typically pro-
fessionally counterfeited. Likewise, in order to avoid
any suspicions the leasing service provider is allowed
to examine the property being leased.

The leasing service provider enters into a leasing con-
tract with the company under the control of criminal
offenders and transfers to the seller of the property be-
ing leased the amount specified in the sales/purchase
contract of the property. The money transferred by the
leasing service provider to the seller of the property is
then immediately withdrawn in cash through a compa-
ny providing currency exchange services. The leasing
service provider usually realises that it is a subject of
the fraud scheme a month later when the lessee fails
to make the first leasing payment.

SCHEME 3. Cross-border tax offences
led by international criminal groups

Criminal offenders of countries bordering on Estonia
establish on the territory of their country the so-called
invoice factories, where the residents of the countries
transfer large amounts in local currency on the basis
of fictitious contracts and invoices. A company used
as an invoice factory forwards the money on the basis
of a currency sales/purchase contract to an Estonian
or foreign resident who has opened an account in an
Estonian bank. The Estonian or foreign resident con-
verts the foreign currency debited to its bank account
located in Estonia into kroons or euros and buys from
a company providing currency exchange services typi-
cally euros. A representative of the Estonian or foreign
resident receives euros in cash, which are allegedly
delivered back to the foreign resident who sent the
money. In cases detected and analysed by the
FIU the fact of returning money has not been
confirmed.

SCHEME 4. Fraud committed against
credit and financial institutions and pri-
vate persons using uncovered cheques

The bank cheque is in addition to cash payments
and bank transfers one of the money payment tools,
which is usedincreasingly in Estonia, too. In most
cases bank cheques are used for payment of invoices
(e.g. for magazine subscriptions, participation fees of
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ARVETE ALUSEL

RUBLA MAKSED FIKTIIVSETE

VENEMAA ARIUHING
Arve Venemaa pangas

Russian company
Account in Russian bank

Payments in Russian roubles
based on fictitious invoices

RUBLA MAKSED FIKTIIVSETE
LEPINGUTE ALUSEL

EURO MAKSED FIKTIIVSETE
LEPINGUTE ALUSEL

VENEMAA ARIUHING
(Variisik)
Arve Venemaa pangas

Russian company
(Shell company)
Account in Russian bank

VENEMAA TOLLIS VALISMAA
ARIOHINGU NIMEL
RAHA EI DEKLAREERITA

Cash is not declared to
Russian tax authorities

Payments in Russian roubles
based on fictitious invoices

VALISMAA ARIUHING
Arve Kazakhstani pangas

Foreign company
Account in Kazakhstan bank

EURO MAKSED FIKTIIVSETE

LEPINGUTE ALUSEL

Payments in Euros
based on fictitious invoices

VALISMAA ARIUHINGUD
Arved Euroopa pankades

Foreign companies
Account in European banks

Payments in Euros based
on fictitious invoices

VALISMAA ARIUHING

Arve Eesti pangas

Foreign company
Arve Venemaa pangas

0STAB ULEKANEDE EURODE

EEST SULARAHA

Purchases euros in cash

EESTI ARIUHING
(Valuutavahetaja)
Arve Eesti pangas
Estonian company

(Bureaux de change)
Account in Estonian bank

EESTI TOLLIS VALISMAA ARIUHINGU
NIMEL RAHA EI DEKLAREERITA

Cash is not declared to
Estonian tax authorities

VALISMAA ARIUHINGU ESINDAJA
KES TOIMETAB RAHAD VENESMAALE

Representative of the foreign company
who delivers cash to Russia

s |

EUROD SULARAHAS

Euros in cash

Joonis 12. Eesti kui Venemaalt saabuvate illegaalsete rahavoogude transiitriik.

Figure 12. Estonia as a transit country for the illegal cash flow from Russia.
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Arve Léti pangas ARVETE ALUSEL
Latvian company Payments in Latvian Lats
Account in Latvian bank based on fictitious invoices
LATI MAKSED FIKTIIVSETE
ARVETE ALUSEL
Payments in Latvian Lats
based on fictitious invoices
LATI ARIUHING LATI ARIUHING (Variisik)

Arve Léti pangas Arve Léti pangas
Latvian company Latvian company (Shell company)
Account in Latvian bank Account in Latvian bank
VALUUTA OSTMINE )

Purchase of foreign currency

© €

LATI ARIUHING (Variisik) RAHA VAIDETAV TAGASTAMINE

Arve Eesti pangas The alleged return of money
Latvian company (Shell company)
Account in Estonian bank

5 ]

EUROD VI LATI LATID LATI ARIUHINGU
SULARAHAS ESINDAJA

Euras or lats in cash Representative of the

Latvian company

Purchase of foreign currency

VALUUTA OSTMINE
Purchase of foreign currency

EESTI ARIUHING
Arve Eesti pangas

EESTI ARIUHING
(valuutavahetaja)
Estonian company Arve Eesti pangas
Account in Estonian bank Bureaux de change

Account in Estonian bank

@ @

EUROD SULARAHAS EUROD VOI LATI LATID
Euros in cash SULARAHAS

Euros or lats in cash

|

@

RAHA VAIDETAV EESTI ARIUHINGU
TAGASTAMINE ESINDAJA
The alleged return of money Representative of the
Estonian company

Joonis 13. Eesti kui Latist saabuvate illegaalsete rahavoogude transiitriik

Figure 13. Estonia as a transit country for the illegal cash flow from Latvia.
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tellimuste, koolituste ja erinevate seminaride osa-
votumaksete) tasumiseks valismaalt Eestisse ja
ka valismaale.

TSekkide peamised alaliigid on panga-, kom-
merts- ja isiklikud tSekid, reisitSekid, euro-
tSekid. Eesti pangad pakuvad enamasti kolme
thapitSekke: sularahatSekke, pangatsekkejareisi-
tSekke, samas votavad nad vastu ka isiklikke-,
kommerts- ning eurotSekke. Arveldatakse ka
moningates teistes rahvusvaluutades tellitud
tSekkidega. PangatSekke valjastab ja lunastab
enamik panku maailmas.

Peamine skeem voltsitud tSekkide esitamisel on
jargmine. Kurjategijad kontakteeruvad e-maili
teel isiku vOi organisatsiooniga vaites, et soovi-
vad osta kaupa voi teenust. Olles hinnas kokku
leppinud, edastatakse kauba voi teenuse eest ta-
sumiseks paberkandjal tSekk, mis on tegelikku-
ses katteta. Sellise tSeki saanud ettevotte oma-
nik voi eraisik edastab eelnevalt tSekki oigsust
kontrollimata kauba voi teenuse kliendile ning
jaab 16ppkokkuvottes ilma nii kaubast kui luba-
tud rahast.

Teine skeem seondub valismaalastega, kes vai-
detavalt soovivad Eestis teatud teenust tarbida.
Nad teatavad teenuspakkujale, et on oma reisi-
korraldaja kaudu voi ménd muud teenust kasu-
tades saatnud t8eki teenuse eest kull teele, kuid
ekslikult kirjutanud tSekile suurema summa kui
kokku lepitud, mistottu ei ole tal enam raha arve-
te eest tasumiseks voi rohutakse lahedaste hai-
gustele ja nende eest hoolitsemise vajadusele.
Probleemi lahendamiseks palub klient tSekil mar-
gitud summast maha arvata kokkulepitud kulud
ja ulejaanud summa saata postiga tema poolt
antud aadressile. Tegelikkuses on tSekk voltsitud
ning teenusepakkuja langeb kelmuse ohvriks.
Selliste pettuste puhul on tavaline, et isikud ei
kohtu naost nakku ja peamiseks suhtlusvahen-
diks on internet.

Seoses nimetatud skeemi tuvastamisega soo-
vitab rahapesu andmebiiroo

e ettevottel ja eraisikul kontrollida pangas
enne kauba edastamist voi teenuse voi-
maldamist tSeki katet (avaliselt votab see
protsess aega 2-4 nadalat) ning véljastada
kaup/teenus parast pangalt tSeki kattele
kinnituse saamist;

e kasutada taustauuringuks interneti otsin-
gumootorite abi tuvastamaks, kas tegu on
usaldusvaarse tehingupartneriga;

e suhtuda kriitiliselt ja poorata erilist tdahe-
lepanu saabunud e-kirjade sisusse, kus
puutakse rohuda inimeste tunnetele ning
enammakstud summade tagastamisele;

e kisida vajadusel taiendavaid andmeid,
veendumaks et tegemist ei ole pettusega;

¢ viltida voimaluse korral tSekkidega arvel-
damist ning nouda tasumist pangatlekan-
dega.

training events and different workshops) from foreign
countries to Estonia and also to foreign countries.
The main subcategories of cheques are bank, com-
mercial and personal cheques, traveller's cheques,
euro cheques. The banks in Estonia offer mostly three
types of cheques: cheques in hand, bank cheques
and traveller's cheques, while they also accept per-
sonal, commercial and euro cheques. Settlements are
also made in cheques ordered in other national cur-
rencies. Most banks in the world issue and cash bank
cheques

The main scheme where counterfeit cheques are
used is the following. Criminal offenders contact by e-
mail a person or an organisation stating that they wish
to buy goods or services. After having agreed on the
price, a cheque on paper is forwarded for payment for
the goods or services. In reality the cheque is uncov-
ered. An owner of a company or a private person who
has received such a cheque forwards the goods or
services to the client without checking the authentic-
ity of the cheque in advance and forfeits finally both
the goods as well as the promised money.

Another scheme related to counterfeit cheques is re-
lated to foreigners, who allegedly wish to use a certain
service. They inform the service provider that they
have dispatched a cheque through their tour operator
or by using another service provider, but they have
by mistake written a bigger sum on the cheque than
the one agreed on, due to which they have no money
any more for payment of invoices or they stress that
their close people are ill and need to be taken care
of. To solve the problem, the client asks to deduct
the agreed costs from the amount specified on the
cheque and to send the remaining amount by post to
the address given by him/her. In reality the cheque is
counterfeited and the service provider is cheated.

In case of such acts of fraud it is usual that the per-
sons do not meet in person and the main means of
communication is the Internet.

With regard to detection of the aforementioned
scheme, the FIU recommends that

e companies and private persons verify the
cover of the cheque in the bank before for-
warding the goods or providing the service
(the process usually takes 2-4 weeks) and is-
sue the goods/services only after receipt of
confirmation of the cover of the cheque;

¢ the help of the Internet search engines be is
used for background studies in order to de-
tect whether the transaction partner is reli-
able;

e critical attitude be is taken and special atten-
tion be is paid to the content of the received e-
mails, which try to take advantage of people’s
feelings and return of overpaid amounts;

¢ additional data be is requested, if necessary,
in order to make sure that this is not fraud;

¢ settlement with cheques be is avoided, if pos-
sible, and payment by a bank transfer be is
required.
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4.1. TWINNING-PROJEKT

Martsis 2008 algas koostdos Saksa Kriminaalpolit-
seiametiga Uheaastane mestimisprojekt ,,Support
of the Creation of National Monitoring Centre of
the Criminal Proceeds”, mille moto voiks kdlada
jargmiselt: , Kuritegevus ei tohi end éra tasuda”.
Projekti peamiseks eesmargiks on tosta igapae-
vaselt kriminaalsel teel saadud varade tuvasta-
mise ja konfiskeerimisega tegelevate ametnike
teadlikkust antud valdkonnas. See peaks |0pp-
kokkuvottes aitama suurendada tuvastatud ning
kurjategijatelt konfiskeeritud kriminaaltulu mahtu
ning toéstma susteemi efektiivsust tervikuna.
Projekti raames tutvustasid Saksa erinevate amet-
kondade esindajad Eesti uurijatele, prokurdridele
ning kohtunikele Saksamaa kriminaaltulu tuvasta-
mise ja konfiskeerimise seadusandlust ja prakti-
kat; samuti oli 16 uurijal, 5 prokurdril ning 4 kohtu-
nikul véimalus oppereisi raames naha, kuidas on
160 selles vallas Saksamaal korraldatud.

Projekti pikaajaline ekspert koostas koostoos Ees-
ti vastava ala ekspertidega Ulevaate Eesti konfis-
keeritud varade alasest seadusandlusest. Lisaks
tootatakse valja no konfiskeeritud varade halda-
mise siseriikliku strateegia visioon, kuid kuna
nimetatud dokumendi koostamine valjub selgelt
antud projekti padevuspiirkonnast, siis loodame,
et meie projekti raames koostatav dokument on
Uheks sisendiks antud vallas edasi to6tamiseks
ministeeriumide tasandil.

Projekti raames koostatav kasiraamat peaks tule-
vikus olema eelkdige abivahendiks menetlejatele
kriminaalsel teel saadud varade tuvastamisel.

4.2. EESTI RAHAPESU JA TERRO-
RISMI' RAHASTAMISE TOKESTAMI-
SE SUSTEEMI HINDAMINE

Euroopa Noéukogu rahapesuvastase voitlusega
tegeleva ekspertkomitee Moneyval® Il hindamis-

13 Moneyval (Select Committee of Experts on the Evaluation of Anti
Money Laundering Measures) on Euroopa Noukogu rahapesu-
vastase voitlusega tegelev ekspertkomitee, mis teostab liik-
mesriikides vastastikuseid hindamisi rahapesu ja terrorismi
rahastamise vastase voitluse meetmete rahvusvahelistele
standarditele vastavuse osas. Samuti keskendub Moneyval
rahvusvahelise koost66 edendamisele ja info jagamisele eri-
nevate rahapesu tokestamise meetmete, nende rakendamise
voimaluste ja rahapesu trendide kohta Euroopas. Hetkel on
Moneyvalil 28 alalist ning kaks ajutist liiget, lisraelile on alates
2006. aasta jaanuarist omistatud vaatlejastaatus.

4.1, TWINNING PROJECT

In March 2008 the one-year Twinning programme
"Support to the Creation of National Monitoring Centre
of the Criminal Proceeds” was launched in cooperation
with the German Criminal Police Office. The motto of
the project could be the following: “Crime must not
pay”. The main purpose of the project is to improve on
a daily basis the awareness of the given field among
the officials responsible for detection and confiscation
of property received in criminal manner. This would in
conclusion help to increase the volume of the criminal
proceeds detected and confiscated from criminal of-
fenders and improve the efficiency of the system as a
whole.

In the framework of the project, representatives of dif-
ferent German authorities introduced to Estonian finan-
cial investigators, prosecutors and judges the German
legislation and practice regarding detection and confis-
cation of criminal proceeds. During a study visit 16 fi-
nancial investigators, b prosecutors and 4 judges could
see how work has been organised in Germany.

In cooperation with Estonian experts the expert of the
project prepared an overview of Estonian legislation in
the field of confiscated property. In addition, the na-
tional strategy vision of management of confiscated
property will be developed, but as the preparation of
the aforementioned document is clearly beyond the
area of competence of the given project, we hope that
the document being prepared in the framework of our
project is one of the inputs for development of the given
field at the level of ministries.

In the future, an electronic handbook being prepared
ishould particularly help the bodies conducting pro-
ceedings to detect the property received in criminal
manner.

4.2. EVALUATION OF THE ESTONIAN
SYSTEM OF MONEY LAUNDERING
AND TERRORIST FINANCING PRE-
VENTION

The third evaluation round of Moneyval'®, a commit-

1 Moneyval (Select Committee of Experts on the Evaluation of Anti Money
Laundering Measures) is a committee of experts of the Council of
Europe engaged in anti-money laundering, which performs mutual
evaluations in Member States on compliance of the anti-money
laundering measures and measures to counter terrorist financing
with the international standards. Moneyval also focuses on pro-
motion of international cooperation and information dissemination
about different measures of money laundering prevention, the
possibilities for application thereof and money laundering trends in
Europe. At the moment Moneyval has 28 permanent members and
2 temporary members. Israel was granted active observer status
with Moneyval in January 2006.
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voor Eestis algas ekspertide visiidiga 2008. aasta
veebruaris ning 16ppes 8.-12.detsembril, mil Eesti
kaitses edukalt Moneyvali plenaaristungil raha-
pesu ja terrorismi rahastamise tokestamise alase
raporti. Moneyvali istungil vastu voetud I6ppra-
port on Eesti rahapesu ja terrorismi rahastamise
tokestamise slUsteemi osas valdavalt positiivne,
tunnustades seni tehtud t0od ja Eesti pingutusi
voitluses rahapesu ja terrorismi rahastamisega.
Raporti kohaselt on vorreldes eelnevate hin-
damisvoorudega Eestis rahapesu ja terrorismi
rahastamise tokestamise susteemis toimunud
markimisvaarsed muudatused ning suur osa va-
rasemates hindamisraportites valja toodud puu-
dustest on nuudseks korvaldatud.

2008. aasta jaanuari l[0pus joustunud rahapesu ja
terrorismi rahastamise seadus, mille olulisimaid
muudatusi vorreldes varasemaga on tutvustatud
kaesoleva aastaraamatu 1. osas, tugevdab Mo-
neyvali hindajate arvates tunduvalt rahapesu ja
terrorismi tokestamise susteemi Eestis. Kokku-
votliku jareldusena todeti Moneyvali raportis, et
rahapesu ja terrorismi tokestamise alane seadus-
andlus ning institutsionaalne raamistik on Eestis
tervikuna efektiivne, positiivsena tosteti esile ka
erasektori turuosaliste teadlikkust nii rahapesu
riskidest kui ka kehtestatud digusaktide néuetest.
Sellele on koolituste ja Twinning-projektide kau-
du panuse andnud ka rahapesu andmeburoo.
Vorreldes 2000. aastal teostatud | ning 2004. aas-
ta Il hindamisvooruga olid rahapesu andmeburoo
t00le antud hinnangud marksa positiivsemad
ning varasemates hindamisraportites réhutatud
puudused on nuudseks suuresti korvaldatud.
Hindajad leidsid, et Eesti rahapesu andmeburoo
ning selle tegevus, sealhulgas koostoo siseriiklike
ja rahvusvaheliste organisatsioonidega ning ko-
gutav statistika, vastab rahvusvaheliselt rahape-
su andmeburoole esitatavatele nouetele. Lisan-
dunud inim- ja tehnilised ressursid voimaldavad
burool talle pandud Ulesandeid nouetekohaselt
taita ning koostoo kohustatud subjektidega on
edukas. Sellele viitab kas asjaolu, et rahapesu
andmeburoo tegevust tervikuna hinnati kérgei-
ma voimaliku reitinguga — C (compliant).
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tee of experts of the Council of Europe engaged in
anti-money laundering, started with an on-site visit of
experts in February 2008 and finished on 8-12 Decem-
ber, when Estonia defended successfully the report on
money laundering and terrorist financing prevention in
the Moneyval plenary session. The final report about
the Estonian system of money laundering and terrorist
financing prevention adopted in the Moneyval session
is mainly positive; it recognises the work done so far
and the efforts of Estonia in combating money launder-
ing and terrorist financing.

According to the report, significant changes have taken
place in the Estonian system of money laundering and
terrorist financing as compared to the previous evalua-
tion rounds and a most of the shortcomings highlight-
ed in previous evaluation reports have been remedied
by now.

According to Moneyval evaluators, the Money Laun-
dering and Terrorist Financing Prevention Act, which
entered into force at the end of January 2008 and the
most important amendments of which as compared to
the previous version have been introduced in Part 1 of
this annual report, strengthens the system of money
laundering and terrorist financing prevention in Esto-
nia. To sum it up, the Moneyval report concluded that
the legislation and institutional framework in the field of
money laundering and terrorist financing prevention in
is effective in Estonia. As a positive aspect, the aware-
ness of the private sector of both the risks of money
laundering as well as the requirements of the estab-
lished legislation was also emphasised. The FIU has
also contributed to this through its training events and
twinning projects.

As compared to the first evaluation round in 2000 and
the second evaluation round in 2004 the assessments
given of the FIU work were much more positive and the
shortcomings emphasised in earlier evaluation reports
have been remedied in large part by now. The evalua-
tors found that the Estonian FIU and its activities, incl.
cooperation with national and international organisa-
tions and the statistics being collected, are in compli-
ance with the international requirements imposed on
FIUs. The additional human and technical resources
allow the FIU to discharge properly the duties imposed
on it and cooperation with obligated subjects is suc-
cessful. This is also confirmed by the fact that the ac-
tivities of the FIU as a whole were evaluated with the
highest possible rating — C (compliant).









