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Preface

This volume contains papers presented at the 5th InternationalJoint Conference
on Electronic Voting (E-Vote-ID 2020), held during October 6-9, 2020. Due to
the extraordinary situation provoked by the Covid-19 pandemic, the conference
was held online during this edition, instead of at the traditional venue in Bre-
genz, Austria. The E-Vote-ID conference resulted from the merging of EVOTE
and Vote-ID, and now totaling 16 years since the 1st E-Vote conference in Aus-
tria. Since that conference in 2004, over 1,000 experts have attended the venue,
including scholars, practitioners, authorities, electoral managers, vendors, and
PhD students. The conference collected the most relevant debates on the de-
velopment of electronic voting, from aspects relating to security and usability
through to practical experiences and applications of voting systems, also in-
cluding legal, social or political aspects, amongst others; turning out to be an
important global referent in relation to this issue.

This year, the conference also consisted of the following tracks:

- Security, Usability and Technical Issues Track

- Administrative, Legal, Political and Social Issues Track

- Election and Practical Experiences Track

- PhD Colloquium, Poster and Demo Session (held on the day before the
conference).

E-Vote-ID 2020 received 55 submissions, each of them being reviewed by
three to five Program Committee members, using a double-blind review pro-
cess. The selected papers cover a wide range of topics connected with electronic
voting, including experiences and revisions of the real uses of e-voting systems
and corresponding processes in elections. We would like to thank the German
Informatics Society (Gesellschaft fiir Informatik) with its ECOM working group,
and KASTEL for their partnership over many years. Further we would like to
thank the Swiss Federal Chancellery for their kind support. Special thanks go
to the members of the International Program Committee for their hard work in
reviewing, discussing, and shepherding papers. They ensured the high quality
of these proceedings with their knowledge and experience. We are also thankful
for the financial support received through the European Union (H2020 Research
and Innovation Programme, Grant Agreement No 857622).

October 2020 Robert Krimmer
Melanie Volkamer
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Shifting the Balance-of-Power in STV Elections

Michelle Blom®, Andrew Conway?, Peter J. Stuckey?, and Vanessa J. Teague*

' School of Computing and Information Systems, University of Melbourne
michelle.blom@unimelb.edu.au
2 Silicon Econometrics Pty. Ltd
andrewelections@greatcactus.org
3 Department of Data Science & AI, Monash University
Peter.Stuckey@monash.edu
* Thinking Cybersecurity Pty. Ltd.
vanessa@thinkingcybersecurity.com

Abstract. In the context of increasing automation of Australian electoral pro-
cesses, and accusations of deliberate interference in elections in Europe and the
USA, it is worthwhile understanding how little a change in the recorded ballots
could change an election result. In this paper we construct manipulations of the
ballots in order to change the overall balance of power in an Australian Federal
Senate election — the upper house of Parliament. This gives, hopefully tight, over-
estimations of the Margin of Victory (MOV) for the party or coalition winning
the Senate. This is critical information for determining how well we can trust the
reported results, and how much auditing should be applied to the election process
to be certain that it reports the true result. The challenge arising in Australian
Federal Senate elections is that they use a complicated Single Transferable Vote
(STV) method for which it is intractable to compute the true MOV, hence we
must rely on greedy methods to find small manipulations.

Keywords: Single Transferable Vote - Balance of Power - Margin of Victory

1 Introduction

In a climate of increasing public mistrust in all governmental activities, assurances that
the results of elections are correct are critical for democracies to function well. One
critical statistic that helps to define how trustworthy an election result is, is the so called
Margin of Victory (MOV), which indicates the minimal number of ballots that need to
be modified to change the election result. If the MOV is small, then we should invest
considerable effort in auditing the election processes, since the true result may differ if
inevitable errors lead to changes greater then that MOV. If the MOV is large we require
less auditing to be assured that the election outcome is likely to be correct.

The Australian Federal Parliament consists of two houses: the House of Representa-
tives, which defines the executive part of government responsible for making new laws;
and the Senate, a house of review. For laws to be enacted they must pass both houses,
so the controller of the Senate has significant influence on what legislation can be en-
acted. Australian politics is dominated by two “parties”: the Labor Party (progressive);
and the Liberal/National Party Coalition (conservative), an enduring coalition of two



parties. Historically, one or other party has formed government. The Senate is more
complicated as there is a greater number of smaller parties and independents. In some
cases no party has held the balance of power in the Senate, though usually one or other
party, with perhaps some agreements with minor parties, does.

Existing work [2] has examined how to compute the MOV for Australian House
of Representatives elections, which makes use of Instant Runoff Voting (IRV). In this
paper, we examine the much more challenging problem of estimating the MOV for Aus-
tralian Federal Senate elections. The difficulty arises because the election uses Single
Transferable Vote (STV) which is a complicated election methodology. Determining
the MOV of an STV election is NP-hard [8]]. While we can determine MOV for small
individual STV elections [3]], these methods do not scale to the size of the elections that
actually occur for the Australian Federal Senate.

An Australian Federal Senate election consists of a separate STV election in each
of the six Australian states, and the two Australian territories. There are 76 seats in
the Senate, with 12 seats awarded to each of the six states, and 2 to each of the two
territories. In a regular election, 6 of the available 12 seats for each state, and both of
the 2 seats for each territory, are up for re-election. In a double-dissolution election,
all 76 seats are vacated. The party, or coalition of parties, that occupies the majority
of seats in the Senate chamber (39 or greater) significantly influences the legislation
that the government is able to pass. Legislation has to pass through both houses of
Parliament (the lower and upper house) before it can become law. In the 2016 and 2019
Australian Federal elections, conservative politicians have formed the majority in both
houses. This has limited the power of more progressive parties to shape legislation.

In this paper, we consider estimating the number of ballot changes required to
change the outcome of such an election to give a particular coalition of parties the ma-
jority in the Senate. In 2016, we would have had to shift four Senate seats away from
conservatives, to progressive candidates, to change the nature of the majority. In 2019,
only two seats were required to change hands to achieve a progressive majority. We
present a heuristic, combined with an integer program (IP), to compute an upper bound
on the number of ballot changes required in order to award an additional n seats to a
coalition of parties, C. In other words, if a coalition d € C was originally awarded Ny
seats, we are interested in manipulations that would result in d being awarded n + Ny
seats. This implies that n seats are taken away from candidates outside of d.

An Australian Federal Senate election consists of a number of separate STV elec-
tions. Our approach is based on finding small manipulations of each individual s-seat
STV election, that awards an additional j = 1,...,k seats to our desired coalition,
where k£ = min(s,n). A knapsack problem is then solved to determine the combina-
tion of these manipulations that results in a combined n-seat shift to our coalition with
the least number of required ballot changes. Existing work [[1]] considers the use of local
search for finding small manipulations of a STV election that elects a specific, favoured
candidate c to a seat. This paper moves beyond this to find an upper bound on the ma-
nipulation required to elect n additional candidates from a coalition of parties, across a
set of individual STV elections responsible for allocating seats in a Senate.

We apply our method to data from the 2016 and 2019 Australian Federal Senate
elections. In both elections, candidates from conservative parties form the majority in



the elected Senate. We consider a coalition of more centrist or left-leaning parties, form-
ing our desired coalition d. We then use our approach to find an upper bound on the
number of ballots we would have to change, across each of the state and territory STV
elections that form part of the Senate election as a whole, to shift enough seats to can-
didates in d to change the nature of the majority. In the 2016 and 2019 elections, we
want to shift n = 4, and n = 2, seats respectively. Our local search algorithm is used to
compute candidate manipulations that shift j = 1,..., min(s, n) seats in each individ-
ual s-seat STV election. A simple integer program (IP) is then applied to the results to
select a least cost combination of manipulations to apply in each state and territory. We
have found that we can give a progressive coalition d a majority by changing 40,008
ballots in the 2016 election, and 27,635 ballots in the 2019 election.

2 Preliminaries

STV is a preferential system of voting in which voters rank candidates or parties in
order of preference, and candidates compete for s seats. In Australian Senate Elections
voters may cast their ballot in two ways. First, they may vote above the line. At the
top of each ballot is a sequence of boxes, one for each party and group of independent
candidates. To vote above the line, a voter ranks at least 6 of these parties and grouped
independents.Alternatively, a voter may vote below the line. Under each of the above
the line party boxes is a list of candidates belonging to that party or group. To vote
below the line, a voter ranks at least 14 individual candidates in order of preference.
STV elections for the Australian Senate can involve over 100 candidates.

Definition 1 (STV Election) An STV election & is a tuple £ = (C, P, B, Q, s) where C
is a set of candidates, P is the set of parties or groups to which candidates belong, B
the multiset of ballots cast, ) the election quota (the number of votes a candidate must
attain to win a seat — the Droop quota — Eqn[l), and s the number of seats to be filled.

|B]

0= |21

We will use a small running example to describe the concepts in this section, and
our n-seat shifting approach. In this example, two 3-seat STV elections, £ and &, are
held to elect a total of 6 candidates to a small Senate. In each election, four parties (A,
B, C, and D) field 2 candidates, resulting in a total of 8 candidates. The candidates of
&1 are denoted ai1, aio, ..., di1 and di2, and those of &3, a1, asa, ..., da; and das.
Tables|Taand[2a]define the ballot profiles of £, and &, listing the number of ballots cast
with a range of different above the line party rankings. For each ranking, we state the
equivalent below the line ranking, indicating how the ballot would pass from candidate
to candidate if they were eliminated in that sequence. During the election counting
process, valid above the line votes are treated exactly as their below the line equivalent.
The counting of ballots in an STV election starts by distributing each ballot to the
tally pile of its first ranked candidate. An above the line vote with a first preference
for party p is given to the first candidate of that party listed on the ballot. Candidates
are awarded a seat if the number of votes in their tally reaches or exceeds a threshold,



Ranking Ranking Count
ATL BTL
[A, B] [a11, a12,b11, b12] 270

[B,A,D,C] [bi1,b12,a11,0a12,d11,d12, c11,c12] 250
[C,D, A,B] [ci1,c12,d11,d12,a11, @12, bi1,b12] 20

[D, C, A] [di1,d12,c11,C12, 011, G12] 5
(a)
Seats: 3, Quota: 137

Candidate Round 1 Rounds 2-3 Rounds 4-6 Rounds 7-8
ai1,b11 elected  ci2,di2 eliminated c11 eliminated
133 votes to a2 di1 eliminated 250 votes to a12
113 votes to bi2 50 votes to c11 a12 elected
ail 270 - - -
ais 0 0+133 =133 133 133 +25 =158
b11 250 - - -
bi2 0 0+113 =113 113 113
c11 20 20 2045 =25 -
C12 0 0 — —
di1 5 5 - _
di2 0 0 — _

(b)

Table 1: STV election, &, stating (a) the number of ballots cast with each listed above-
the-line ranking over parties A to D, their equivalent below-the-line ranking over can-
didates a1 to dy2, and (b) the tallies after each round of election, and elimination.

called a quota. The value of the quota is based on the total number of ballots cast in the
election, and the number of seats available (Eqn[I). The quotas of elections £; and &,
are 137 votes (1 + | 545/ (3 + 1) | = 137) and 188 votes, respectively.

Counting proceeds by electing candidates whose tallies (Definition [2) reach or ex-
ceed the quota, and distributing their surplus to the candidates that remain standing. A
candidate’s surplus is equal to the difference between their tally value and the quota.
The non-exhausted ballots in an elected candidates tally pile are distributed to eligible
candidates at a reduced value. Each ballot, starting with a value of 1, is reduced in value
so that the sum of the value of the transferred ballots is equal to the surplus.

Definition 2 (Tally ¢;(c)) The tally of a candidate ¢ € C in round i is the sum of the
values of the ballots in c’s tally pile. These are the ballots for which c is ranked first
among the set of candidates still standing, S;. Let B; . denote the subset of ballots
sitting in ¢’s tally pile, and v;(b) the value of ballot b, at the start of round i.

ti(e) = > wvi(b) )

beB;, e



Ranking Ranking Count
ATL BTL

[B,C,D, Al [b21,b22,c21, c22,d21, d22, a21, az22] 2,000
[A,D,C,D] [a21,a22,d21,d22, c21, C22, d21, d22] 2,100
[D, A, B, C] [d21,d22,a21, a22,b21, b22, c21, c22] 1,700
[C,D, A,B] [c21,c22,d21,d22, a21, a2z, ba1, b22] 1,700

(a)
Seats: 3, Quota: 188

Candidate Round 1 Rounds 2-3 Rounds 4-6 Rounds 7-8
a21,b21 elected  da2, o2 eliminated  ao2 eliminated
22 votes to a2 bao eliminated 22 votes to da1
12 votes to bas 12 votes to c21 ds1 elected
a1 200 - — _
as2 0 0+22 =22 22 -
ba1 210 - - -
b22 0 0+12 =12 — —
Co1 170 170 170 +12 = 182 182
C22 0 0 — -
do1 170 170 170 170 +22 =192
da2 0 0 - _

(b)

Table 2: STV election, &, stating (a) the number of ballots cast with each listed above-
the-line ranking over parties A to D, their equivalent below-the-line ranking over can-
didates a7 to dog, and (b) the tallies after each round of election, and elimination.

Table [1b| shows that for £, only the first listed candidate of each party have votes
in their tallies after Round 1 of counting. This is because all voters have cast an above
the line vote. The ballots sitting in a3 ’s tally will pass to a;2 when a1 is either elected
or eliminated. Candidates a;; and b;; have a quota with tallies of 270 and 250 votes,
and surpluses of 133 and 113 votes. They are elected to the first two available seats in
Rounds 2-3 of counting. All 270 ballots in a;; s tally pile are given to a;2, but they now
have a combined value of 133 (each ballot now has a reduced value of 0.4926).

If no candidate has a quota, the candidate with the smallest tally is eliminated. In &;
(Table , no candidate has a quota after the election of a1; and b1;. The candidates
with the smallest tally, c¢12 and d;2, both with 0 votes, are eliminated in Rounds 4-5. In
Round 6, d1, with 5 votes, is eliminated. These 5 votes are transferred, at their current
value, to c;1, as d; 5 is no longer standing. Candidate c;; now has 25 votes.

The STV counting process continues in rounds of electing candidates whose tallies
have reached a quota, and elimination of candidates with the smallest tally. In &;, can-
didate c;; is eliminated in Round 7, with their votes distributed to a5. In Round 8, a2
is elected to the final seat, with their tally having exceeded a quota’s worth of votes.



Several STV variants exist, differing in the way that surpluses are distributed [7]].
The method of reducing the value of transferred ballots described above is the Inclu-
sive Gregory Method [3]]. The precise rules used by the Australian Federal Senate for
adjusting the values of transferred ballots are more complex, and outlined in legislation.

The approach we present in this paper searches for manipulations of the STV elec-
tions that form part of an Australian Federal Senate election that achieve a desired
outcome. Given a favoured coalition of parties d, whose candidates have been awarded
N, seats in the un-manipulated election, we are interested in manipulations that award
Ny + n candidates in d a seat. We define a manipulation of an STV election as follows.

Definition 3 (Manipulation M) A manipulation for an election £ = (C,P,B,Q, s)
is a tuple M = (BT, B7), where: Bt denotes a multiset of ballots to add to B; B~ a
multiset of ballots to remove from B; and |BT| = |B~|. The result of applying M to an
election & is a modified election profile &' = (C, P, B, Q, s), where B is the result of
removing each ballot in B~ from B, and then adding each ballot in B to B.

To assess whether a given manipulation M awards n additional seats to our favoured
coalition d, we simulate the STV counting process on the manipulated election profile
&', and count the number of seats awarded to d in the outcome. We use a simulator,
denoted SIM-STYV, that captures the intricate rules specific to the Australian Federal
Senate election, as defined in legislation. All the manipulations we generate in our ex-
periments are validated on the full federal rules [4]] using SIM-STV, and ballot data
published by the AEC, standardized at https://vote.andrewconway.org/.
An example manipulation for the election of Table[I]is shown in Example T}

Example 1. Consider election &; of Table[T] If we replace 111 ballots with the above the
line ranking [A, B] with the above the line ranking [D], we no longer elect candidate a2
but elect dy; in their place. Candidates a1, and b;; are elected in the first two rounds,
as before. Candidates dio, c12, and ¢11, are then eliminated. The reduced flow of votes
from a1; to a12 leaves aq2 on only 22 votes, compared to dq1’s 136 and b15’s 135 votes.

The rules used for Australian Federal Senate elections [[6] are close to that described
above, with some idiosyncrasies. For example, when ballots are distributed from one
candidate’s tally pile to another, the total value of those ballots is rounded down to the
nearest integer. This practice causes a number of votes to be lost over the course of the
tallying process. For further details of SIM-STV, we refer the reader to [[1].

3 Finding n-seat Senate Manipulations

We present an approach for computing a manipulation of one or more of the individual
STV elections that form an Australian Federal Senate election, to shift the majority of
seats away from an unfavoured coalition of parties to a favoured coalition. In the 2016
and 2019 Australian Federal Senate elections, a conservative coalition of parties had a
4 and 2 seat majority. Our approach looks for the best combination of manipulations to
apply to the state and territory STV elections to realise a combined n = 4, and n = 2,



seat shift to a progressive coalition. A shift of 2 seats could be realised by shifting 1
seat to our favoured coalition in Victoria, for example, and 1 seat in New South Wales.

Our approach consists of two stages. The first stage looks at each constituent s-seat
STV election individually. We use a local search heuristic, described in Section @
to find small manipulations that shift varying numbers of seats (k = 1,..., min(s,n))
away from the undesired coalition u € C to candidates that belong to a desired coalition
of parties d € C. The local search method is not optimal — it may not find the smallest
possible manipulation that shifts k seats to our favoured candidates.

As a result of this first stage, we have a series of manipulations, for each state and
territory election, that shift varying numbers of seats to our desired coalition. The sec-
ond stage of our approach solves a simple integer program (IP) to select the combination
of manipulations that realises our n-seat shift with the smallest number of required bal-
lot changes. To achieve a shift of 4 seats, for example, we may shift 1 seat in each of
four state elections, or 2 seats in one state and 2 seats in another.

Example 2. In Example[I} we manipulated & by 111 ballots (shifted from party A to
D), giving 1 seat to D at the expense of A. In order to give 2 seats to a coalition of
parties C' and D, we need to shift ballots away from A and B to C' and D. Consider
a manipulation that removes 116 ballots with ranking [A, B], replacing them with the
ranking [C], and 131 ballots with ranking [B,A,D,C], replacing them with [D]. This
manipulation results in both ¢;; and d;; being elected at the expense of a2 and by;.

3.1 Finding Manipulations with Local Search

Given an s-seat STV election £, we present a local search heuristic for finding manip-
ulations that award an additional & seats to a candidates in a desired coalition d. In the
original outcome of £, Ny seats have been awarded to candidates from d. We seek a
manipulation of £ in which Ny + k seats are awarded to candidates from d. The heuris-
tic is provided as input k candidate pairs of unfavoured original winner w, and favoured
original loser [. We then search for smaller and smaller manipulations that aim to rob
each w of a seat, and elect [. We repeatedly apply this heuristic to different sets of k
candidate pairs, returning the smallest found successful manipulation as a result.

To identify sets of k& winner-loser pairs to consider, we start with: a set of unfavoured
original winners W; and a set of favoured original losers L.

1. Let W denote the set of all k-candidate subsets of W, and £, the set of all k-
candidate subsets of L.

2. The k-candidate subsets in W are sorted in order of the total tally of candidates
upon their election, from smallest to largest. This is the sum of each candidates
tally in the round in which they were elected to a seat. The first subset in the sorted
W consists of candidates who were elected to a seat with the smallest tallies.

3. The k-candidate subsets in £, are sorted in order of the total tally of candidates
upon their elimination, from largest to smallest. This is the sum of each candidates
tally in the round in which they were eliminated. The first subset in the sorted £y
consists of candidates who were eliminated with the largest tallies.



4. To limit the complexity of our approach, we restrict our attention to the first M
subsets in V) and L. For each W € W, we consider each L € L;. We apply our
local search heuristic with k£ winner-loser pairs formed by pairing the first winner
in W with the first loser in L, the second winner in W with the second loser in L,
and so on. We return the best (smallest) successful manipulation found by applying
our local search heuristic to each set of the M x M generated k& winner-loser pairs.

Given a list of k& unfavoured winner, favoured loser, pairs, our method aims to re-
place each unfavoured winner with its paired loser. However, any manipulation that
elects N4 + k candidates from d is considered to be successful. Each application of the
local search heuristic involves two phases.

Phase 1 The first stage finds an initial, but potentially quite large, successful manipula-
tion that, upon simulation of the manipulated election profile, elects at least k + Ny
candidates from our desired coalition d € C. This manipulation is denoted M.

Phase 2 We then repeatedly search for a good ‘size reducing’ move to apply to M.
These moves reduce the number of ballots shifted between candidates, while still
ensuring that the manipulation successfully elects & + N, candidates from d. In
each iteration, we examine the set of possible changes (moves) we could make to
the current ‘best found’ manipulation, selecting the move that results in the largest
reduction in the number of ballot changes. When no ‘size reducing’ move can be
found, search terminates and returns the best (smallest) manipulation it has found.

A manipulation defines k sets of ballot shifts between pairs of candidates from W
and L. For each such (w,!) pair, our goal is to find a manipulation that replaces a
certain number of ballots that favour w — ballots that form part of w’s tally at the point
of their election — with ballots that favour /. We consider three different approaches for
specifying the ranking of these [-favouring ballots, denoted BTL, ATL, and IW. The
latter, IW, uses the set of original winners from our desired coalition d, denoted W.

BTL A below the line vote that preferences [ first, and each other loser in L subse-
quently, in the order they appear in L.

ATL An above the line vote that preferences [’s party first, and the parties of all other
candidates in L subsequently, in the order they appear in L.

IW A below the line vote that preferences [ first, and each of the original winners from
our desired coalition d, Wy, subsequently.

Example 3. When seeking to elect k& = 2 candidates from the coalition d = {C, D} in
&1, our list of original winners is W = {ay1, a12, b11} and favoured losers L4 = {c11,
12, d11, d12}. Our winner subsets W, sorted in order of the total tally of the candidates,
upon their election (smallest to largest), are W = {{a12,b11}, {a12.a11}, {b11,a11}}.
Our subsets of favoured losers, sorted in order of the total tally of candidates, upon their
elimination (largest to smallest), are L4 = {{c11,d11}, {c11,d12}, {c11,c12}.{d11,d12},
{dy1,c12}, {d12,c12}}. Our approach will try to elect each pair of losers in Ly, at the
expense of each pair of winners in W, starting with {c11,d11} and {a;2,b11}. For these
winner-loser pairs, a12-c11 and by1-dq1, we find a M|, that: replaces 226 ballots that sit



FINDINITIALMANIPULATION(k, Ng, W, L, t)
My <~ @
for¢in 1..k do
w <+ Wi
[+ Li]
As o [t[w] —t[]]
verified <— Verify My with SIM-STV.

if verified then
return M as our initial manipulation
else
M(/) < My
while not verified do
My < Increase each A; o by a factor of 2, capping each A; o by t[7].

13 verified < Verify M{, with SIM-STV

14 if verified then
15 return M as our initial manipulation
16 return failure

O NN AW~

—_— — \D
N = O

Fig. 1: Phase 1: Find initial manipulation to achieve the election of k + N, candidates
from a desired coalition, where: W denotes original winners that are not in our de-
sired coalition; and L are original losers who are in our desired coalition. Note that ¢[c]
denotes the tally of candidate ¢ upon their election (if ¢ € W) or elimination (if ¢ € L).

in a12’s tally upon their election, with a ranking that favours cq1; and 249 ballots that
sit in by ’s tally upon their election, with a ranking that favours dy;. The total size of
this manipulation is 475. The IW method would replace 226 of a;2’s ballots with the
ranking [c11]. The ATL method would replace these ballots with the ranking [C], where
C is the party to which c;; belongs. The BTL method would form 226 ballots with
ranking [c;1,d11, €12, d12], adding the remaining favoured losers after cp;.

Additional Notation We use notation 4; ; to denote the number of ballots shifted be-
tween the i*" of our k& winner-loser pairs, (w, [), in a manipulation M;. A ‘shift’ of
A, ; ballots between w and [ replaces 4, ; ballots that sit in w’s tally at the time they
are elected with A; ; ballots whose ranking has been specified according to one of the
above methods (BTL, ATL, or IW). The notation t[c| denotes the tally of candidate ¢
upon their election (if they are an original winner) or elimination (if they lost).

Phase 1: Finding an Initial Manipulation We define an initial manipulation M, by
assigning a suitably high value to A; ¢ for each winner-loser pair ¢ = 1,. .., k (see Fig
[T). We verify M by simulating it with SIM-STV, and verifying that k + Ny candidates
from our coalition are elected in the manipulated election.

Phase 2: Reduce size of Manipulation In the case where k£ = 1, we have one winner w
that we want to replace with a loser /. Our initial manipulation M| is iteratively reduced
by only one type of move (as shown in Fig[2). A ‘step size’, 4, controls how we reduce
the size of our manipulation. We first reduce the number of ballots shifted between
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MINIMISEMANIPULATION =1 (Mo, k, Ng, a, )
1 Mbest — MO
> Initialise step size § based on size of initial manipulation
5 [220]
while true do
Ml — Mbest
Al,l — Al,best -9
verified <— Verify M, with SIM-STV
if verified then
Mbest — Ml
else
if 6 = 1 then return M.,
5121

—_ = 0 00 1O L W

— O

Fig.2: Phase 2 (kK = 1): Reduce size of an initial manipulation Mj by reducing the
number of shifted votes A by a step size J. The step size J is reduced each time the
manipulation becomes too small (i.e., fails to realise the election of & + N4 candidates
from our desired coalition). In the above, o > 2 and v > 2 are predefined constants.

our winner and loser by the step size J. If that reduction does not lead to a successful
manipulation, we reduce §, and keep trying (until we fail to find a better manipulation
by shifting 1 less ballot). If a successful, smaller manipulation is found, we increase §.

In the case where k > 1, our heuristic applies one of three types of moves in each
iteration: reduce the shift of votes between one pair unfavoured winner and favoured
loser (MOVE7); reduce the shift of votes between each unfavoured winner and favoured
loser pair (MOVE3); and reduce the number of ballots shifted between one winner-loser
pair while increasing the shift of votes between each other winner-loser pair (MOVE3).

We maintain a step size 6;" for each move type m and winner-loser pair ;. When we
first use a particular move type m € {1, 2, 3} to reduce the size of a shift of ballots be-
tween the ¥ winner-loser pair, we reduce the number of ballots shifted by the step size
0;". Asin the k = 1 setting, if that reduction does not lead to a successful manipulation,
we reduce §. If a successful, smaller manipulation is found, we increase the step size
for the next time this kind of move is applied. An interpretation of the steps sizes is that
they are an estimate of how much we think we can reduce the size of a shift between
two candidates, via each different move type, and achieve a successful manipulation.

We apply these moves iteratively, as follows. Pseudocode for each type of move is
provided in Fig[3] The predefined constants v > 2 and o > 2 are used when initialising,
and updating, step sizes. The constant +y is used to initialise our step size § — the amount
by which we reduce the size of a manipulation as we look for smaller and smaller
successful manipulations. Given an initial, quite large, manipulation that shifts A; o
ballots between winner-loser pair , our step size J; is initialised to [ﬂ] . The constant
« is used to reduce our step size as the algorithm progresses (Step 11 in Fig[2)), allowing
us to make more fine grained changes in the search for a minimal manipulation.

1. We maintain a running record of the best (smallest) manipulation found thus far,
Mpest, initialised to M.



2. Step sizes, §!", are first initialised to [Af] fori=1,... k.

3. As per Fig.[3] we apply move type 1 (MOVE;) to find a smaller manipulation than
My, using the current set of step sizes ;. The result is a new manipulation M.

4. If M7 # 0, we have been able to reduce the vote shift between one winner-loser
pair. We then apply move type 2 (MOVE, in Fig. [3) to Mp.s; to find a smaller
manipulation than M7, denoted M5, using the step sizes 5?.

5. If either move type 1 or 2 were successful, we update My, to the smallest of the
two manipulations, M7 or Ms, and return to Step 3.

6. If neither moves 1 and 2 were successful, we apply MOVEs to find a smaller ma-
nipulation than M., denoted M3, using the current set of step sizes 6;-9’.

7. If M3 = ), we have failed to improve upon My, and return Mpeq; as our best
found manipulation. If M3 # (), we replace Mys; with M3, reset our step sizes for
move types 1 and 2 to their initial values, and return to Step 3.

Example 4. After finding an initial manipulation of 475 ballots to award candidates ¢
and dy; a seat at the expense of a5 and b1, we move to Phase 2 and try to find a smaller
manipulation. In our initial manipulation My, we have A; o = 226 and Ay o = 249,
where winner-loser pair 1 is aj2-c1; and winner-loser pair 2 is by1-dy;.

Using the parameters o = 5 and v = 2, we initialise our step sizes for each move
and winner-loser pair combination as follows:

0l =67 =63 =[226/7] =113 63 = 0% = 03 = [249/7] = 125

As per Fig. E], we first apply MOVE; to reduce one of the shifts A; g and Ag g. We
consider each A; o in turn. For pair 1, we can reduce 4 ( by the step size, from 226
to 113, and maintain a successful manipulation. Similarly, we can reduce A, ( by its
step size, from 249 to 124, leaving A; o = 226, and successfully manipulate £; to elect
2 candidates from C and D. We choose the downward shift that results in the largest
reduction in ballot changes, and reduce As ( to 124. Our best found manipulation now
shifts 350 ballots. We next consider MOVE; on our initial manipulation M. Here, we
see if we can reduce both A, o by their step sizes 62, and still maintain a successful
manipulation. We find we cannot, the resulting manipulation of 237 ballots is too small.
After the first iteration of local search, we accept the best manipulation found across the
three move types, MOVE; (of 350 ballots) in this case, and increase 5% by a factor of
'yE] Note that we only consider MOVE3 when neither MOVE; and MOVE; is successful.

In the next two iterations, MOVE- yields the largest reduction in manipulation size,
resulting in a manipulation of 282 ballots (A1 pest = 193 and A pesr = 89). In the
fourth iteration, MOVE; and MOVEs are not successful, and we consider MOVE3. We
start by reducing Ay pes: by 67, which is still 113 ballots, and increasing Ay pes: by 112
ballots. The manipulation with A pes: = 80 and A pes¢ = 201 is successful, resulting
in a new best manipulation size of 281. Reducing Aj pes: and increasing A pes: does
not lead to a smaller manipulation, and we accept the shift of 80 and 201 ballots as our

5 Where 67" > A; ;, we reset 6 to [ A ;/7].
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MOVEl(S, Mcurrent, k, Nd, «, '7)
1 Mbest <~ @s Sbest «— S
2 foriinl..kdo

3 Ml <~ Mcur'rent
4 while true do
5 Ai71 < Ai,l — (511

> Consider M only if it is smaller than the size of the current best, Spest

6 if |[M1] > Spes: then break

7 if manipulation M, is verified by SIM-STV then
8 Myest <— M1, Spest ‘Ml‘

9 O} 6}

10 break

11 else if 5} = 1 then break else §; (%]

12 return Mpes:

MOVE2(S, Mcurrent, ks Na, o, )

1 Mbest — @, Sbest — S? M2 — Mcu'rrent

2 while true do

3 if Zle 82 = 0 then break

Qi+ Aig — 67 foralli € {1..k}

if |M2| > Shest then break

if manipulation M5 is verified by SIM-STV then
Mpest < Mo, Spest < |M2|
62 « v 67 foralli € {1..k}

9 break

10 else Set all §7 that are smaller than  to 0, and all remaining to [%W

11 return Mpes:

MOVEg(S, Mcurrenta ka Nd’ «, ’Y)
1 Mbest <~ @, Sbest <~ S
2 foriinl..kdo

o3 L A~

3 M3 <~ Mcurrent
4 while true do
5 Ai73 < Ai,3 — (513

> Distribute decrease of 6 across other pairwise shifts

6 Ajs = Ajs +max (0, [25] = 1) for j € {1k} \ {3}
7 if manipulation M3 is verified by SIM-STV then

8 Mbest — MS» Sbest — ‘M3‘

9 break

10 else

11 if 67 = 1 then break

12 5% 9

13 return Mp,s;

Fig. 3: Algorithms for move types one to three, where: S denotes the size of the best
found manipulation in the current iteration of local search; My, rent 1S the best found
manipulation at the start of the current iteration; k is the number of additional candidates
we wish to elect from our desired coalition; N, is the number of candidates from our
desired coalition originally elected; and o > 2, v > 2 are predefined constants.
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new ‘best found manipulation’. After applying MOVEs, the step sizes associated with
move types 1 and 2 are reset to their initial values.

After 9 iterations, we have reduced our overall manipulation size to 247 ballots
with a MOVE3. In the next iteration, we cannot reduce the size of this manipulation
further and local search terminates. This process is repeated for different combinations
of subsets in W and £, returning the smallest found manipulation as our result. In this
example, the smallest successful manipulation we can discover is 247 ballots.

3.2 Choosing a best combination of manipulations

Let x; ;, denote a binary variable that takes on a value of 1 if we choose to apply a
manipulation to election ¢ that elects &k additional candidates from our desired coalition
d, and 0 otherwise. Let |M; ;| denote the size of the manipulation required to elect k
additional candidates from d in election . We formulate an integer program (IP), mod-
elled as a knapsack problem, to select the best combination of manipulations that, when
applied to their respective elections, realise a combined n-seat shift toward our coali-
tion. Our objective is to minimise the total number of ballot changes required across all
selected manipulations. We use s to denote the number of seats available in election :.

min(s,n)
minimise Z Z | M; k| 2k 3)
i k=1
subject to:
min(s,n)
Z kxir=n 4
i k=1

The constraint in Eqn E] restricts the total number of seats shifted to our coalition,
across the set of individual STV elections 7, to n. Where our local search method was
unable to find a manipulation that elects k additional favoured candidates to an election
1, we fix x; ), = 0. As we shall see in Section [Z_fl, there are a number of situations in
which a k-seat shifting manipulation is not possible in a given election.

Example 5. For &1, the best found manipulation to award £ = 1 extra seats to our
coalition d = {C, D} is 111 ballots in size. Awarding k = 2 extra seats to d requires
247 ballot changes, across all ballot replacement methods. For &, 15 ballot changes are
required to elect & = 1 more members from d (for IW, BTL, and ATL), and 121 ballots
for £ = 2 (using BTL). In the latter case, using IW and ATL result in a manipulation
of 122 ballots. For our small 6-seat Senate, the best manipulation we can find to shift
n = 2 seats to our coalition is to shift 2-seats in £, with a cost of 121 ballots.

4 Case Studies

We use the 2016 and 2019 Australian Federal Senate elections as case studies. We have
partitioned the set of parties taking part in these elections into two groups: conserva-
tive; and progressive. The conservative group includes parties such as the Liberal Party,
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Table 3: For each of the individual STV elections forming part of the 2016 and 2019
Australian Federal Senate elections, we report the number of: seats available; candi-
dates standing; and formal votes cast. We additionally state the quota, and number of
candidates elected from our desired ‘progressive’ coalition d, for each election.

2016 Senate Election 2019 Senate Election

Region|[Seats| |C|[Formal Votes| Quota|Elected||Seats| |C|[Formal Votes| Quota|Elected
Cast from d Cast from d

ACT 2| 22 254,767| 84,923 1 2| 17 270,231| 90,078 1
NT 2| 19 102,027| 34,010 1 2| 18 105,027| 35,010 1
SA 12| 64 1,061,165| 81,629 7 6| 42 1,094,823(156,404 3
VIC 12|116 3,500,237/269,250 6 6| 82 3,739,443|534,207 3
QLD 12|122 2,723,166|209,475 5 6| 83 2,901,464 (414,495 2
NSW 12151 4,492,197|345,554 5 6/105 4,695,326(670,761 3
WA 12| 79 1,366,182(105,091 4 6| 67 1,446,623|206,661 3
TAS 12| 58 339,159| 26,090 7 6| 44 351,988| 50,285 3

the Nationals, and One Nation. The progressive group contains parties such as the Aus-
tralian Labor Party and the Greens. The conservative coalition attained a 4-seat majority
in 2016, and a 2-seat majority in 2019. Consequently, we use the progressive group as
our desired coalition d in our experiments, and seek to find as small as possible a ma-
nipulation to award 4, and 2 respectively, additional seats to candidates in d in the 2016
and 2019 elections. All experiments have been run with parameters v = 2 and o = 4.

TableE]reports the number of candidates standing, seats available, and formal (valid)
votes cast in each of the individual STV elections forming part of these two Senate elec-
tions. In addition, we report the quota and number of candidates elected from d.

We report in Table [] the sizes of the smallest manipulations our local search ap-
proach was able to find to shift £ = 1, 2 seats toward our favoured candidates in coali-
tion d, in each state and territory STV election in 2019. A ’-’ indicates that no manipu-
lation was found to achieve a given shift of seats. In the ACT and NT, for example, only
2 seats are available for election. In each case, 1 candidate from d has been elected to a
seat in the original outcome. We can only award 1 additional seat to candidates in d. We
report the number of ballot shifts required to shift 1, and 2, seats toward our favoured
candidates when using the BTL, ATL, and IW ballot replacement methods. Overall, the
IW method leads to smaller manipulations. Recall that the IW approach replaces ballots
that favour an undesired winner with a below the line vote that preferences a favoured
loser first, and each of the original winners from our desired coalition subsequently.

Table [3] states the sizes of the smallest manipulations our local search approach
could find to shift k = 1..4 seats toward our favoured coalition d, in each state and
territory STV election in 2016. We use the IW method of replacing ballots for each
election. As in 2019, we can only award 1 additional seat to candidates in d in the ACT
and NT. In SA and TAS, we were unable to find a manipulation that awarded 4 addi-
tional seats to candidates in d. Both Tables{|and[5|show that the degree of manipulation
required to shift £ seats to desired candidates increases significantly as k increases.

We apply the IP of Section to the available manipulations for 2019, listed
in Table |4l The coefficients of our objective are obtained from reported manipula-



Table 4: Smallest manipulations found to elect 1 to 2 additional members of a centre-
left leaning coalition of parties, in each state/territory for the 2019 Australian Federal
Sentate election. For each region, the election quota, and number of ballot changes re-
quired to realise the desired change, are stated for each method of forming new ballots.
We additionally state the number of ballot changes as a percentage of formal votes cast.
1 additional seat to desired coalition
Region| Quota Ballot Shifts Required
ACT | 90,078|BTL| 12,938 (4.8%)|ATL| 12,938 (4.8%)[TW| 12,938 (4.8%)
NT | 35,010 BTL| 14,697 (14%)|ATL| 14,922 (14.2%)|IW| 14,697 (14%)
SA |156,404|BTL| 50,535 (4.6%)|ATL| 50,695 (4.6%)|IW| 50,535 (4.6%)
VIC |534,207|BTL|126,906 (3.4%)|ATL|127,068 (3.4%)|TW|126,906 (3.4%)
QLD |414,495|BTL| 56,913  (2%)|ATL| 56,913 (2%)|IW| 58,605 (2%)
NSW (670,761|BTL|296,472 (6.3%)|ATL|297,389 (6.3%)|I1W|296,472 (6.3%)
WA 206,661 BTL{108,915 (7.5%)|ATL|108,915 (7.5%)|IW|108,915 (7.5%)
TAS | 50,285|BTL| 19,824 (5.6%)|ATL| 20,399 (5.8%){IW| 19,824 (5.6%)

2 additional seats to desired coalition
Region| Quota Ballot Shifts Required
ACT | 90,078|BTL - ATL - W -
NT | 35,010{BTL - ATL - w -
SA |156,404|BTL|177,554 (16.2%)|ATL|177,730 (16.2%)|1W 177,504 (16.2%)
VIC [534,207|BTL|559,035 (14.9%)|ATL|558,734 (14.9%)|1W |558,521 (14.9%)
QLD |414,495|BTL|370,091 (12.8%)|ATL|370,046 (12.8%)|1W 353,692 (12.8%)
NSW |670,761|BTL|835,217 (17.8%)|ATL|835,180 (17.8%)|1W|832,314 (17.8%)
WA |206,661|BTL{294,005 (20.3%)|ATL|294,005 (20.3%)|IW (294,005 (20.3%)
TAS | 50,285|BTL| 53,617 (15.2%)|ATL| 55,275 (15.7%)|IW| 54,295 (15.4%)

tion sizes. We use the smallest manipulation discovered for each state and territory,
across the different ballot replacement methods. For example, |[Macr,1| = 12,938 and
|Msa,2| = 177,504. The least cost way to shift 2 seats to our desired coalition is to
shift 1 seat in ACT, with 12,938 ballot manipulations (4.8% of cast formal votes), and
1 seat in the NT, with 14,697 ballot changes (14% of the cast formal votes). The nature
of the elected Senate in 2019 could have significantly changed with a change in 27,635
votes. If we chose to minimise the percentage of formal ballots cast in any manipulated
election, in place of the total number of ballots changed, we would instead shift 1 seat
in QLD (56,913 manipulations, 2% of formal votes) and 1 seat in VIC (126,906, 3.4%
of formal votes). The total manipulation size is significantly larger, at 183,819 ballots,
yet it involves a smaller percentage of changes (a maximum of 3.4%).

In 2016, the least cost combination of manipulations to shift 4 seats to our coalition
d are: a 1 seat shift in SA, with 1,772 manipulations (0.17%); a 1 seat shift in the NT,
with 11,245 manipulations (11%); a 1 seat shift in NSW, with 12,313 manipulations
(0.27%); and a 1 seat shift in WA, with 14,678 manipulations (1.1%). The nature of the
elected Senate in 2016 could have significantly changed with a change in 40,008 votes.
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Table 5: Smallest manipulations found to elect 1 to 4 additional members of a centre-left
leaning coalition of parties, in each state/territory for the 2016 Australian Federal Senate
election. For each region, the election quota, and number of ballot changes required to
realise the desired change (using the IW method of forming new ballots) are stated. We
additionally state the number of ballot changes as a percentage of formal votes cast.
Region| Quota Ballot Shifts Required
1 seat 2 seats 3 seats 4 seats
ACT | 84,923|18,836 (7.4%) - - -
NT | 34,010/11,245 (11%) - -
SA | 81,629| 1,772 (0.17%)| 57,607 (5.4%)(132,576 (12.5%) -
VIC [269,250|45,046 (1.3%)|181,770 (5.2%)[420,880 (12%)|682,348 (19.5%)
QLD |209,475|49,829 (1.8%)|139,196 (5.1%)|354,475 (13%)|573,357 (21.1%)
NSW [345,554(12,313 (0.27%)|149,046 (3.3%)| 386336 (8.6%)|731,280 (16.3%)
WA [105,091]14,678 (1.1%)| 79,308 (5.8%)|161,963 (11.9%)|280,426 (20.5%)
TAS | 26,090(21,692 (6.4%)| 43,383 (12.8%)| 65,698 (19.4%) -

5 Conclusion

We have presented a local search heuristic that, in combination with an integer program,
finds an upper bound on the number of ballot changes required to change the nature of
the majority in an elected Senate. We have found that in two case study elections, a
relatively small, but not insignificant, number of cast ballots need to be changed to shift
the majority from a conservative coalition of parties to one that is more progressive.
This number is a lot larger, however, than the number of ballot changes required to
realise any change in outcome. For example, the 2016 results in Tasmania were very
close, requiring only 71 ballot changes to change the result [1].
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Abstract. Errors are inevitable in the implementation of any complex process.
Here we examine the effect of random errors on Single Transferable Vote (STV)
elections, a common approach to deciding multi-seat elections. It is usually ex-
pected that random errors should have nearly equal effects on all candidates, and
thus be fair. We find to the contrary that random errors can introduce systematic
bias into election results. This is because, even if the errors are random, votes
for different candidates occur in different patterns that are affected differently by
random errors. In the STV context, the most important effect of random errors is
to invalidate the ballot. This removes far more votes for those candidates whose
supporters tend to list a lot of preferences, because their ballots are much more
likely to be invalidated by random error. Different validity rules for different vot-
ing styles mean that errors are much more likely to penalise some types of votes
than others. For close elections this systematic bias can change the result of the
election.

1 Introduction

We investigate the effects of random errors on election outcomes, in the context of pref-
erential elections counted using the Single Transferable Vote (STV). It is often assumed
that random errors (whether from human or manual counting) are unimportant because
they are likely to have nearly equal effects on all candidates. In this paper we show that
this is not the case, using simulated random errors introduced into real STV voting data.
In some cases, this introduces a systematic bias against some candidates.

Random errors have a non-random effect because real votes are not random. Voters not
only express different preferences, but express them in a different way, according to
whom they choose to support.

In STV, some candidates are elected mainly on the strength of their party listing; others
rely on gathering preference flows from other parties, or on their individual popularity
relative to their party’s other candidates. So when we look at the votes that contributed
to the election of different candidates, we find that the types of votes chosen by their
supporters may be very different. Hence a random error that affects different types of
votes differently introduces a systemic change in the election result.
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One obvious kind of error is to misrecord a number. Usually, this either invalidates
the ballot completely, or invalidates preferences below the error. The more preferences
there are on a ballot, the more likely that at least one of them is misrecorded. So as a
general rule, candidates that are more dependent on later preferences or long preference
lists are more severely disadvantaged by random errors.

Although these results are significant, and need to be taken into account for close con-
tests, we find that reasonable error rates produce changes in only very few elections,
which (so far) correspond only to those that are obviously very close. It is possible
for STV elections to have hidden small margins, but this seems to be uncommon—in
almost all the elections we simulated, no plausible error rate produced a change in out-
come. Typical random error rates will affect election results when the election is close,
but are not expected to do so when the election is not close.

We do not consider the errors necessary to alter the election result in a targeted way by
altering specific carefully chosen votes—they would obviously be much smaller. Hence
the results of this paper apply to random errors, but not deliberate electoral fraud.

The remainder of the paper is organized as follows. In the next section we explain
STV elections, in particular in the case of Australian Senate elections, and discuss how
the votes are digitised and counted. In Section 3 we describe our experiment design
and introduce the three error models we explore. In Section 4 we provide a number of
different approaches to estimate the likely error rate that occurs for Australian Senate
elections. In Section 5 we examine the result of applying simulated errors to Australian
Senate elections and discuss how these errors can change the result of the election.
Finally in Section 6 we conclude.

2 Background on STV counting

2.1 The Single Transferable Vote (STV) counting algorithm

STV is a multi-winner preferential voting system. Candidates compete for s available
seats. A candidate is awarded a seat when their tally reaches or exceeds the quota, @,
defined as a function of the number of ballots cast in the election, ||, and the number
of seats, s. One popular definition is the Droop quota,

_ | I8l
o= |2 ]+

When a voter casts a ballot in one of these STV elections, they have the option of voting
‘above the line’ or ‘below the line’. Figure 1 shows an example of a ballot for a simple
STV election in which candidates from three parties are competing for s seats. Each
party or group of independents fielding candidates in the election have a box sitting
‘above the line” (ATL). A voter may rank these parties and groups by placing a num-
ber in their corresponding box (Figure 1a). Alternatively, a voter may rank individual
candidates by placing a number in their box, below the line (BTL) (Figure 1b).
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(b)

Fig. 1: An example of two simple ballots for a 3-party STV election. In (a), the voter
has chosen to vote above the line, and in (b) they have voted below the line.

Tabulation starts by giving each candidate all the below-the-line ballots in which they
have been ranked first. ATL ballots are awarded to the first candidate listed under the
party that has been ranked first. For example, a ballot in which Party A has been ranked
first sits in the first preference pile of candidate a;. A BTL ballot in which candidate
bs is ranked first sits in that candidate’s first preference pile. Each ballot is assigned a
weight, starting at 1, that changes as counting proceeds. The tally of a candidate is the
sum of the weights of ballots sitting in their tally pile, possibly with some rounding.

Counting proceeds by awarding a seat to all candidates whose tallies have reached or
exceeded (). Their surplus—their tally after subtracting ()—is distributed to remaining
eligible candidates. A candidate is eligible if they have not been eliminated, and their
tally has not reached a quota’s worth of votes. The ballots sitting in an elected candi-
date’s tally pile are re-weighted so that their combined weight is equal to the candidate’s
surplus. These ballots are then given to the next most-preferred eligible candidate on
their ranking. The ATL ballot in Figure la is given to candidate as if a; is elected to
a seat. If neither as or ag are eligible, the ballot then moves to candidate c;. The BTL
ballot in Figure 1b is given to candidate by if b, is elected or eliminated.
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If no candidate has reached a quota, the candidate with the smallest tally is eliminated.
The ballots in their tally pile are distributed to the next most-preferred eligible candidate
in their rankings at their current weight.

Counting proceeds in rounds of election and elimination until all s seats are filled, or
until the number of candidates that remain eligible equals the number of remaining
seats. In this setting, each of the remaining candidates is awarded a seat.

2.2 Australian vote digitisation in practice

Australians cast their votes on paper ballots. The Australian Electoral Commission
(AEC) digitises the preferences in a hybrid manual and automated process. Precise
details about this process are unavailable, but most ballots seem to receive both auto-
mated digitisation and secondary human data entry. (Ballots that are judged blank are
not re-examined.) It is possible that manual data entry is performed on ballot papers.’
Other pamphlets suggest that only the images, not the paper ballots, are used.®

An automated system then checks, for each ballot, whether the automated digitisation
matches the human interpretation. Obviously this does not defend against software er-
rors or deliberate manipulation, particularly downstream of the process, but it probably
does produce reasonably low random error rates, assuming that the human errors are
not highly correlated with the errors of the automated system.

Ballots are required to have a minimum number of preferences before they are consid-
ered valid; such ballots are referred to as formal ballots. In the 2016 and 2019 elections,
a BTL formal vote must have every preference from 1 to 6 inclusive present exactly
once; an ATL formal vote requires the preference 1 to be present exactly once and a
formal BTL vote not to be present. According to the information about the digitisation
processes mentioned above, non-blank informal ballots seem to get a second human
inspection automatically.

The AEC publishes on their website the complete digitised preferences for all Senate
votes, excluding blanks and votes judged to be informal.

In summary, the published data could differ from the actual ballots for many reasons:
— random errors that match in both the automated and human digitisation process,

— random errors that occur in either the automated or human digitisation process, and
are endorsed rather than corrected by the reconciliation process,

— erroneous exclusion of ballot papers judged to be informal,
— accidental alterations, duplicates or omissions caused by software bugs,

— deliberate manipulation by malicious actors, either of the images (before digitisa-
tion) or of the preference data (from digitisation to publication).

7https://www.aec.qov.au/Votinq/counting/files/cssfintegrity.pdf
$https://www.aec.gov.au/Voting/counting/files/senate-count.pdf
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Our investigation does not apply to the last two kinds of errors, which could be intro-
duced in a non-random way that worked for or against a particular candidate. It does
apply to the errors that are random. In particular, we show that digitisation errors that
randomly cause some ballots to be judged informal can impact candidates differently.

3 Experimental design

Our analysis is performed on the AEC’s published data for the 2016 and 2019 Australian
federal elections for the Senate, i.e. the output of the process described in Section 2.2.
Ideally our analysis would be based upon the actual marks that voters made on their
ballots, or even what they intended to make, and the comparison with the AEC’s output.
However, these data are not available. Instead, we use the AEC’s output as the ‘actual’
ballot data, and add simulated errors.

3.1 Analysis code

For logistical reasons, and to make it easy for anyone to replicate this experiment, we
extract those preferences that are actually considered valid in the election. If a number
is absent or repeated in the preference marks, then it and all subsequent preferences are
disregarded. We have made available a standardised “.stv” file format based on the data
published by the AEC’. This common format does unfortunately mean that we lose
some (invalid) marks that could conceivably have become valid when we added new
random errors, or which could, through errors, invalidate earlier preferences.

We used the Java pseudo-random number generator java.util.Random to generate
random numbers, and ensured that different executions used different seeds. Our code
is available for download'?.

3.2 Error models

We simulate the effect of errors by making random changes to the votes. We are not
certain exactly what “random” failures in the scanning process would be, so we have
devised three different models for simulated errors, in increasing order of complexity
and plausibility. The first models an error where, somewhere in the list, something goes
wrong that invalidates the rest of the preference list. The second models an error in
which a digit is randomly misread as another digit, chosen uniformly. The final model
recognises that some misreadings are much more likely than others—for example, a 3
is more likely to be confused with an 8 than a 1—so we use a model that includes a
specific error probability for each digit and each potential misreading.

Each model applies to a valid list of preferences and treats either each number or each
digit separately with random errors chosen independently.

1. For each preference, with probability €, truncate the list at that preference.

% See the downloads section for each election at: https: //vote.andrewconway.org
Yhttps://github.com/SiliconEconometrics/PublicService
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2. For each digit, with probability e, replace that digit with a digit uniformly chosen
from {0,1,2,3,4,5,6,7,8,9}, which may be the original digit.

3. Start with a table of pairwise error ratios for digits such as Table 1 (that is, the
probability that a certain digit is mistranscribed into a certain other digit). For each
digit, change it into a different digit with the probability given in the table.

Note that in all three models, the probability of at least one error on the ballot increases
with the number of preferences listed on the ballot. We are primarily motivated by
machine errors, so per-digit or per-number random errors seem plausible, but it is worth
noting that other errors might be important too, such as models that considered that
some voters (those with bad handwriting) were much more likely to have their vote
misinterpreted than others.

After applying errors, formality rules are checked again, reducing the number of ballots
considered for the election.

4 What is a realistic error rate?

As far as we know, there are no publicly available results from any rigorous estimate
of Senate scanning random errors in Australia. However, there are several independent
estimates, which give us a per-digit error rate ranging from 0.01% to 0.38%. We define
an error to be a discrepancy between the paper ballot and the electronic preference list
output at the end of the process.

4.1 Using data from the Australian Electoral Commission

As far as we know, the AEC does not conduct, nor allow anyone else to conduct, a large
random sample of Senate ballots for comparison between electronic and paper records.
However, an Australian National Audit Office report'' describes a process for gaining
an estimate from a small sample. This process was conducted by AEC officials.

A batch of 50 ballot papers was randomly selected and then six ballot papers from
that batch were reviewed;

Compliance inspectors recorded the first six preferences from the physical ballot
paper on a checklist;

Verification officers compared the preferences recorded on the checklist against
those on the scanned image of the ballot paper and those in the related XML file;

— The IT security team compiled, investigated and reported on the findings.

The compliance inspection report outlined that a total of 1,510 ballot papers were in-
spected and 4 processing errors were identified. This seems to indicate an error rate
of less than 0.3% per ballot. Although it wasn’t recorded how many preferences were

llhttps://www.anao.gov.au/work/performancefaudit/
aec-procurement-services—-conduct-2016-federal-election
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on each ballot, it seems to indicate a very small per-digit error rate. However, a care-
ful reading of that experimental description shows that the officials verified only the
numbers from 1 to 6. Errors in later preferences were ignored. So this estimate may
substantially underestimate the overall rate of error.

To estimate the per-digit error rate implied by these data, we assumed that all of the
1,510 ballot papers that were inspected had six preferences marked on them, giving a
total of 9,060 digits. We also assumed that the 4 ‘processing errors’ were each a single-
digit error. This gave a per-digit error rate of 0.04%, with a 95% confidence interval of
(0.01%, 0.11%).

In reality, some proportion of these ballot papers were likely to be informal and have
fewer than six preferences marked. Adjusting the above assumptions based on reported
rates of informality by the AEC'? had negligible impact on these estimates.

4.2 Informal experiment

For the 2019 federal election, we conducted an informal experiment amongst 15 of
our colleagues to get a rough estimate of the ‘end to end’ accuracy of the Senate vote
digitisation process. Each of our colleagues decided on their Senate vote ahead of the
election and made a private record of it for later comparison. On polling day, they each
carefully completed their Senate ballot paper in accordance with their planned vote.
After the election, it was possible to compare these against the electronic file of ballots
published by the AEC. Each of our colleagues searched for a vote that matched their
own vote either exactly or very closely.

All of our colleagues voted below the line in Victoria. Due to the very large number
of possible ways to vote below the line, each of their votes was extremely likely to be
unique. In addition, the electronic file from the AEC also recorded the polling booth for
each ballot. These two facts together allowed each of our colleagues to easily identify
their own ballot paper in the file and be confident that it was indeed their own. This was
true even if the match were not exact, since the next ‘closest’ matching ballot would
typically vary substantially from each person’s private record.

Of our 15 colleagues, 12 found ballots in the file that exactly matched their own records.
This indicates perfectly accurate digitisation. The remaining 3 found a mismatch: each
of them had a single one of their preferences recorded differently in the file than in
their private record. These mismatches could be due to an error in the AEC digitisation
process or to a transcription error on the part of our colleagues. However, they do give
us at least a rough estimate of accuracy.

What per-digit error rate does this imply? We use the following assumptions: a) Each
ballot had votes below the line; b) All boxes below the line were numbered; ¢) All of
the reported errors were for a single digit. These assumptions maximise the number of
possible digits and minimise the number of errors, and thus will give the lowest possible
error rate estimate. There were 82 candidates for Victoria. This gives 9 + 73 X 2 = 155

12 For example, https://www.aec.gov.au/Voting/Informal_Voting/senate/
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Table 1: Pairwise error digit rates. The entry for row = and column y gives the per-
centage chance of (mis)recognizing a digit y as a digit z. A dash ‘—’ indicates less than
0.01% chance of misrecognition.

Actual

Digit 0 1 2 3 4 5 6 7 8 9

0 1]99.22 — 0.08 0.02 0.10 0.04 0.14 — 0.06 0.20

1 —98.75 0.14 — — — — 0.40 0.04 0.08

- 2 | 0.12 0.2899.56 0.24 — — — 0.18 0.02 0.10
{*'i 3 — — 0.2299.50 — — — 0.24 0.14 0.22
'g 4 1 0.16 0.16 — — 98.65 0.08 0.10 — 0.12 0.30
A& b — 0.02 — — —99.52 0.22 0.10 0.18 0.12
6 | 0.10 0.12 — — 0.06 0.08 99.48 — 0.14 —

7 | 0.08 0.42 — 0.16 — 0.02 — 98.90 — 0.38

8 | 0.10 0.06 — — 0.48 — — —99.16 0.26

9 | 0.22 0.20 — 0.08 0.72 0.26 0.06 0.18 0.14 98.34

digits per ballot, which is 155 x 15 = 2,325 digits in total. Out of these, we have 3
single-digit errors. These give a per-digit error rate of 0.13%, and a 95% confidence
interval of (0.03%, 0.38%). The error rate here captures any errors either by a voter or
by the digitisation process, so it provides a rough upper bound on the latter’s error rate.

4.3 What is the state of the art in digit recognition error rate?

Accurately recognizing handwritten digits by computer is an important consideration
for many applications where data crosses from the physical world into the digital. The
MNIST (Modified National Institute of Standards and Technology) database is a large
database of handwritten digits that is commonly used for training image processing
systems. The database consists of digits written by high school students and American
Census Bureau employees, and normalised to be represented as grayscale images of
size 28 x 28 pixels. The current state of the art approach [ 1] to this dataset has an error
rate of 0.18%."> Care must be taken with this result, which is on a well studied and
well curated data set. While Australian ballot papers have boxes marked where each
number should be filled in, not all digits written in practice fall completely within the
box. Nevertheless, this gives an accurate lower bound on pure computer-based digit
recognition accuracy. The AEC process involves human inspection which means that it
may be able to achieve better overall digit recognition accuracy.

The errors in digit recognition are not uniform: some digits are easier to confuse, for
example 1 and 7. Most work on digit recognition does not publish the cross-digit con-
fusion rates. Table 1 gives a confusion table showing the percentage of each actual digit
versus its predicted value from experiments reported by Toghi & Grover [3]. The over-
all digit recognition error in this work is 0.89%, which is substantially greater than the
best results reported above.

13 There is unpublished work claiming 0.17%.
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Table 2: Counts of ballot papers with repeated and missed preferences. Tasmanian
ballots with BTL marks, 2016.

Preference 1 2 3 4 5 6 7 8 9 10 11 12 13

Ballots with preference repeated 573 385 303 231 212 211 492 494 542 372 256 250 122
Ballots with preference skipped 240 43 54 49 45 37 130 133 134 193 203 45 44

4.4 Analysing the election data (NOT simulations) to infer the error rate

We only have the reported ballots, not the ones that were ruled informal. (Except of
course we cannot distinguish human mistakes from scanning errors.) Errors that make
the vote informal are hidden.

Recall that the formality rules require at least 6 unambiguous preferences below the
line, and that informal votes are not reported. We can estimate the number of hidden
informal votes by observing the erroneous but formal ones. We use the number of re-
peated or missing numbers greater than 6 to approximate the number of repeated or
missing numbers less than or equal to 6.

Table 2 shows the data, for BTL votes cast in Tasmania for the 2016 Senate election.
The first column is the preference p on the ballot. The second column is the number
of ballot papers that contain p more than once. The final column shows the number of
ballots missing that preference, showing preference p — 1 and p+ 1 but not p. A 0 is not
required for p = 1. Note that there is a sudden drop at 12 because voters were instructed
to list at least 12 preferences, so many people listed exactly 12. If the 12th preference
was miswritten or misrecorded, then it did not count in our table (there being no 13).

There would be no informal BTL ballots at all, and perfect zeros in the first 6 rows of
Table 2, except for one special formality rule: if there is also a valid ATL vote present
on the same ballot paper, then it is counted instead, and both the valid ATL vote and
the invalid BTL markings are reported in the final database. Hence we expect that the
numbers in the first 6 rows are only a small fraction of the ballots rendered informal
by either human or scanning errors. There is a sudden increase at the 7th preference,
because BTL votes with a repeated or omitted 7th preference are still included in the
tally, as long as their first 6 preferences are unambiguous.

There are 97,685 published votes with BTL markings. Most of these were valid BTL
votes but some were only published because they had valid ATL votes as well. The most
representative preferences are probably 7 to 9, being single digits whose count is not
artificially suppressed due to repetitions in them causing the BTL vote to be informal
and thus usually not published. For these preference numbers, the observed repetitions
are on the order of 0.5%. This doesn’t prove that the scanning process introduces errors
at arate of 0.5% per digit, because they could be caused by voter error. It could also un-
derestimate the scanner error rate because it includes only those not rendered informal.
Nevertheless this provides an estimate of voter plus process error.
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5 Results

5.1 Results from truncation and digit error models

We simulated counts with errors using the ballot data for all 8 states and territories
from both the 2016 and 2019 Senate elections. We used both the truncation and digit
error models, across a wide range of error probabilities. For any given choice of model
and error probability, we simulated 1,000 elections (each with their own random errors
under that model).

For error rates between 0% and 1%, the only election for which we observed any change
in the elected candidates was for Tasmania in 2016. This election was somewhat unusual
in three ways. First, it was a very close election, with the difference in tallies between
the final two remaining candidates, Nick McKim and Kate McCulloch, being only 141
votes. For comparison, 285 votes were lost due to rounding. Second, there was a popular
labor candidate, Lisa Singh, who won a seat despite being placed fourth on the party
ticket, and the candidate above her not winning a seat. This means she received many
BTL votes specifically for her, rather than relying on ATL votes for the party. Finally,
the 2016 election was a double dissolution, which means that twelve candidates were
elected rather than the usual six.

In the real election, the 12th (final) candidate that was elected was Nick McKim. In
our simulations, once we introduced a small amount of error we saw that a different
candidate, Kate McCulloch, was sometimes elected instead. As we increased the per-
digit error rate from 0% to 1%, we saw a complete shift from one candidate to the other,
see Figure 2. The truncation error model led to the same outcome (data not shown).

5.2 Pairwise digit error model

We ran 1,000 simulations for Tasmania 2016 using the pairwise digit error model. Un-
like the other models, we did not have a parameter to set but simply used the pair-
wise error rate matrix shown in Table 1. This model has an average per-digit error rate
of 0.89%. Across the 1,000 simulations, we observed Kate McCulloch being elected
99.5% of the time, and Nick McKim for the remaining 0.5%. This is consistent with the
simple per-digit error model, which also resulted in Nick McKim occasionally being
elected when the per-digit error was comparable.

5.3 Sharp transitions

The fact that such a sharp transition happens from electing one candidate to another was
initially surprising to us. Rather than simply ‘adding noise’ and leading to randomness
in which candidates got elected, the noise seems to be leading to a systematic bias
in favour of or against specific candidates. This behaviour can be seen more clearly
as the error rate is increased to larger values (beyond values that would be plausible in
practice), see Figure 2, where sharp transitions are visible also at 28%, 36%, 62%, 68%,
82%, 86% and 97%.
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Fig. 2: Changing election outcomes as a function of error rate, Tasmanian Senate
election 2016. The lower graph shows a complete reversal for a small error rate (about
0.5%), between the state in which McKim wins consistently (no error) and that in which
McCulloch wins consistently (1% or greater error). The upper graph shows similar
behaviour for larger error rates—with error rates of more than 20% there are sharp
transitions between different election outcomes.

To investigate possible reasons for this, we looked at how individual ballots were af-
fected by the simulated errors. Compared to the no-error scenario, two broad types of
outcome are possible:

— The ballot becomes informal and is not counted. This will happen when it does not
meet the formality requirements, e.g., does not have at least a single first preference
above the line or consecutive preferences numbered 1 to 6 below the line.

— The ballot ends up exhausting before reaching a candidate. This will happen if
the preference order becomes disrupted due to an error, which has the effect of
truncating the preferences and not enabling the ballot to be counted in favour of
any candidates further down the preference list.

We investigated these effects in the context of the Tasmanian 2016 election; we report
on this in the next few sections. We found that the first type of effect was the dominant
factor in determining the election outcome.
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Table 3: Partition of the Tasmanian 2016 ballots. The number of ballots split by
whether it is an above-the-line (ATL) or below-the-line (BTL) vote, and which candi-
date (if any) out of Kate McCulloch or Nick McKim is preferred over the other.

McCulloch McKim Neither

ATL 73,975 97,331 72,468
BTL 17,066 42,170 36,149

5.4 Why random errors affect different candidates differently (Tasmania 2016)

We saw earlier that for small error rates, we have either Nick McKim (from the Aus-
tralian Greens party) or Kate McCulloch (from the One Nation Party) elected as the
final candidate. There were 339,159 formal ballots for this election. For each one, we
looked at the preferences to see:

— whether it was an ATL or a BTL vote,

— which of the above two candidates (or their respective parties, if it was an ATL
vote) was more highly preferred, or neither one.

Table 3 shows how the ballots split into these categories. The most important fact to
note is the relative number of ATL and BTL votes in favour of each candidate: more
than 80% of the ballots in favour of McCulloch were ATL votes, while for McKim it
was less than 70%.

When errors are introduced, ballots that were BTL votes were much more likely to be-
come informal. Figure 3 illustrates this: the larger the error rate, the greater the disparity
in how many of the ATL or BTL ballots became informal. This on its own is enough to
explain the systematic shift from McKim to McCulloch as error rates increase.

For more insight, we took a closer look at the simulations that used a per-digit error rate
of 1%. For each ballot, we define the formality rate to be the proportion of simulations
for which it remained formal. Figure 4 shows the distribution of the formality rate across
different types of ballots. The left panel shows the clear disparity between ATL and BTL
votes. This reiterates the difference we saw on average from Figure 3, but in addition
we see that this disparity is very consistent across individual ballots (from the very little
overlap for the ATL and BTL ballots).

When we further divided the ballots based on where in the preference list the voters
placed their preferred candidate out of McKim or McCulloch, the distribution of for-
mality rates was relatively consistent (right panel of Figure 4). This indicates that the
major factor leading to McCulloch replacing McKim is simply the lower formality rate
for BTL votes, after random errors were added, coupled with the fact that a larger pro-
portion of ballots in favour of McKim were BTL votes.

For the less plausible larger errors, the sharp transitions came from new effects caus-
ing biases against major parties, who lost out as randomisation of preferences reduced
their typical large first preference collection. This also caused major parties to not get
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Fig. 3: Effect of the per-digit error rate on the formality of votes. The impact on
above-the-line (ATL) and below-the-line (BTL) votes are shown separately.

multiple candidates elected in the first counting round, which meant that major party
candidates low down on the party ticket tended to get eliminated before they could
get preferences passed on to them, as they were reliant on BTL votes to avoid being
eliminated before the first candidates of minor parties who could get ATL votes.

5.5 Varying the formality requirements

The formality requirements differ for ATL and BTL votes. In particular, BTL votes
require at least 6 consecutive preferences in order to be declared formal, whereas ATL
votes only require a single preference. This is one reason why the formality rate for
BTL is lower once errors are introduced.

We investigated whether changing the formality rules could ameliorate the systematic
bias caused by the introduction of errors. Specifically, we varied the number of consec-
utive preferences required for a formal BTL vote, ranging from 1 (i.e. the same as ATL
votes) to 9 (i.e. more stringent than the current rules).

Figure 5 shows the impact of these choices on how often McCulloch was elected instead
of McKim. Making the formality requirement less stringent reduced the bias, and once
the formality rules were aligned for ATL and BTL votes, the election result remained
mostly unchanged even in the presence of errors.

5.6 Truncation of preferences

Other than causing ballots to become informal, errors can result in votes not being
counted for certain candidates if the error truncates the preference order. Candidates
who obtain more of their votes from later (higher-numbered) preferences should be
more affected by such truncation.
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Fig.4: Formality rates for votes with random errors injected. These are split by
ATL/BTL (left panel) or by the position of the preferred candidate (right panel). Error
rates vary greatly between ATL and BTL votes, but not much between preferences
within those categories.

We investigated whether this might be occurring in our simulations. For each ballot, we
compared the number of valid preferences before and after simulated errors. There was
a clear signal of truncation: ballots that had around 60 valid preferences (which were
all BTL) only had on average around 30 valid preferences remaining when the per-digit
error was set to 1%. In contrast, ballots that had 10 valid preferences (irrespective of
whether they were ATL or BTL) maintained almost 10 valid preferences on average.

While this extent of truncation is stark, it might not necessarily lead to any change in
the election outcome because many of the later preferences might not actually be used
during the election count.

In the case of the Tasmanian 2016 election, we looked at ballots in favour of each of
McKim and McCulloch to see whether they tended to get their votes from earlier or
later preferences. Figure 6 shows the distribution of these. Interestingly, we see that
McCulloch relies more on later preferences than McKim. Therefore, it is McKim rather
than McCulloch that should benefit from any truncation effect. This works in the reverse
direction of the formality-induced bias described earlier, however the truncation did not
act strongly enough to reverse that bias.

6 Concluding remarks

We are not aware of any previous study of the the effects of random errors in digitization
on election outcomes. While there is a considerable body of work on margin of error
for polling, there is little study of the effect of errors on elections. Richey [2] examines
how ‘errors’ in voting can effect elections, but here the error is that a voter votes for a
party that does not represent their best interests.



31

o
c § —BTL preferences required
X — 9
s — 8
=< - —_— 7
O o
z % — 6
§ — 5
3 o — 4
fo) 3 7 — 3
3 —
[5)
= 8
[0) <
Gl
N
L g
g «
S
s
S

o

T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0

Per—digit error rate (%)

Fig.5: The effect of formality rules on election outcomes. As the number of pref-
erences required for a valid BTL vote increases, so does the rate at which BTL votes
are excluded due to random errors. This produces a faster transition from one winning
candidate to another as the error rate increases.

The previous section clearly demonstrates that random errors during counting do not
necessarily lead to ‘random’ changes to election outcomes. We were very surprised by
the sharp transitions in election results as error rates changed, illustrated in Figure 2.
Systematic biases can arise due to interactions with the election rules.

For Australian Senate elections, a key factor is the formality requirements. BTL votes
have more stringent requirements, which ends up creating a systematic bias against BTL
votes in the presence of random errors. Candidates who rely on BTL votes (e.g. if they
are relying on their individual popularity) will be more affected by random errors than
those relying on ATL votes (e.g. via membership of their party). Changing the formality
requirements to reduce the disparity between ATL and BTL votes also reduces this bias.

Candidates who rely on accumulating later preferences are more affected by random
errors than candidates who rely primarily on their first-preference votes. However, this
effect was much weaker than the bias induced by differences in formality requirements.

These results raise questions about how formality rules should be specified in order to
be fair to candidates with different voting patterns. More relaxed formality rules could
be applied which are less likely to have strong differences across different kinds of
votes. For example, a BTL vote could be formal if the first 6 most preferred candidates
are clear, even if they are not numbered from 1 to 6, e.g. a vote with preferences 1, 2, 4,
5, 6, 7 and no preference 3 still gives a clear ranking of the first 6 candidates.
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Fig. 6: Histograms of preference number. These are shown for a candidate or party
depending on whether the votes are above or below the line.

In this paper we consider only Australian Senate elections with their particular ATL/BTL
voting mechanism. Two lessons can be taken from this exercise to other forms of voting.
First, if there are two or more forms of ballot and the rules for formality are different
for these different forms of ballot, then random errors may affect the different forms
differently, regardless of whether the voter can choose their form or different voters are
assigned to different forms. This is applicable to any kind of election whether plurality
voting or ranked voting. Second, considering elections where voters rank candidates
with only one form of ballot, e.g. standard STV, Borda, or Condorcet elections, assum-
ing the rules of formality are such that the ballot is truncated when the ranking becomes
uninterpretable, then candidates relying on accumulating later preferences will be more
affected by random errors than other candidates. But we do not have a real world case
that illustrates that truncation errors alone lead to a change in a result.
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Abstract. Anonymous veto networks (AV-nets), originally proposed by
Hao and Zielinski (2006), are particularly lightweight protocols for eval-
uating a veto function in a peer-to-peer network such that anonymity
of all protocol participants is preserved. Prior to this work, anonymity
in all AV-nets from the literature relied on the decisional Diffie-Hellman
(DDH) assumption and can thus be broken by (scalable) quantum com-
puters. In order to defend against this threat, we propose two practical
and completely lattice-based AV-nets. The first one is secure against pas-
sive and the second one is secure against active adversaries. We prove
that anonymity of our AV-nets reduces to the ring learning with er-
rors (RLWE) assumption. As such, our AV-nets are the first ones with
post-quantum anonymity. We also provide performance benchmarks to
demonstrate their practicality.

1 Introduction

In many jury or executive committee votings, certain results are only effective if
supported by all members. Such votings, of which there are many instances in the
real world, are called veto votings. Very recently, for example, the Supreme Court
of the United States ruled that guilty verdicts for criminal trials be unanimousﬂ
In order to protect each voter’s freewill, veto votings are often required to not
reveal any sensitive information except for the final result, i.e., whether or not
at least one voter vetoed. Such votings are called anonymous veto votings.

Solutions for electronic anonymous veto protocols have a long history. In fact,
David Chaum proposed the first such protocol, named dining cryptographers
network (DC-net), more than three decades ago [0 6]. Since Chaum’s original
protocol returns the correct result if and only if an odd number of voters decides
to veto, modifications of Chaum’s protocol have been proposed to solve these
and further issues (see, e.g., [12]).

However, DC-nets assume pairwise shared keys among the voters and their
complexity is quadratic in the number of voters. In order to overcome these lim-
itations, Hao and Zielinski introduced the concept of anonymous veto networks

3 Ramos v. Louisiana, No. 18-5925, 590 U.S. __ (2020).
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(AV-nets) (originally proposed in [I4], with some extensions in [I]). In contrast
to DC-nets, AV-nets are very lightweight, both regarding the number of rounds,
computation, bandwidth and system complexity.

Anonymity of existing AV-nets from the literature relies on the hardness
of the decisional Diffie-Hellman (DDH) problem. Since this problem could effi-
ciently be solved by (scalable) future quantum computers, no AV-net with post-
quantum anonymity has been proposed prior to our work. Unfortunately, as we
will explain in Section[2:3] the fact that previous AV-nets are tailored specifically
to the DDH problem makes it infeasible to transform them into AV-nets with
post-quantum anonymity in a straightforward way.

Our contributions. We present the first completely lattice-based AV-nets. Our
protocols are efficient and practically realizable. Anonymity of voters relies on
the decisional ring learning with errors (RLWE) assumption. Using the RLWE
assumption in our protocol is inspired from [I8, [19] in which an RLWE analogue
of the Diffie-Hellman key exchange was proposed. Our protocols do not require
a central tallying authority; instead the voters themselves securely compute the
final result. More precisely, we provide the following contributions:

1. We propose a 2-round lattice-based AV-net that is secure against passive
(honest-but-curious) adversaries (Section . We first precisely describe this
protocol (Section , then show that it produces the correct final result
(Section , and that anonymity/privacy of the voters is guaranteed un-
der RLWE if all but two voters are corrupted by a passive adversary (Sec-
tion .

2. We propose a 4-round lattice-based AV-net that is secure against active (ma-
licious) adversaries (Section . We first precisely the describe this protocol
(Section 7 then show that the correctness of the final result can publicly
be verified (Section[5.2), and that anonymity/privacy of the voters is guaran-
teed under RLWE if all but two voters are corrupted by an active adversary
(Section [5.3)).

3. We provide experimental performance benchmarks of our lattice-based AV-
nets (Section [G)).

4. We discuss the properties of the two lattice-based AV-nets as well as possible
alternative approaches (Section .

We note that, in the remainder of this paper, we use the expressions “privacy”
and “anonymity” interchangeably.

2 AV-Net by Hao and Zielinski

In this section, we first describe the original AV-net proposed by Hao and Zielin-
ski [I4] which provides anonymity under the DDH assumption. We then elabo-
rate on why building AV-nets with lattice-based anonymity is challenging and
requires careful attention.
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2.1 Protocol description

The main idea behind the AV-net protocol by Hao and Zielinski [I4] is the follow-
ing one. The protocol is divided into an offline and an online phase. In the offline
phase, the voters collaboratively generate certain related blinding elements, one
individual element y; for each voter V;. In the subsequent online phase, voters
can then decide to either veto or not. If V; decides not to veto, then she raises
y; (as generated in the offline phase) to a specific integer s;, and to a random
integer r;, otherwise. After that, all blinded choices are homomorphically ag-
gregated. Furthermore, both in the offline and the online phase, zero-knowledge
proofs (ZKPs) of knowledge are integrated to guarantee that voters choose their
(otherwise malleable) messages pairwise independently.

The specific structure of the blinding elements ¥, ..., 4., generated in the
offline phase ensures that the result of the homomorphic aggregation equals 1
if and only if all voters choose “no veto”. The technical mechanism behind this
concept is based on the following result (details will become clear further below).

Lemma 1. Let R be a commutative ring. Let r1,...r, be elements in R. Then
the following equation holds true:

m i—1 m m
E E Ty Ty = E E T Ty
i=1 j=1 i=1 j=i+1

Proof. See [14].

Let us now describe the AV-net protocol by Hao and Zielinski [14] with full
technical details.

Protocol participants. The AV-net protocol is run among the following partici-
pants:

— Voters Vq,...,V,,.
— Bulletin board B.

We assume that for each voter V;, there exists a mutually authenticated
channel between V; and the bulletin board B.

Parameters. Let G be finite cyclic group of prime order ¢ with generator g. We
assume that the decisional Diffie-Hellman (DDH) assumption holds true in G,
i.e., the following two distributions are computationally indistinguishable:

— (9% 9%, g%, where a,b < Zy.
T
— (9% 9%, g°), where a,b, c <~ Z,.
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Offline phase. Each voter V; runs the following program:
1. S; (i Zq
2. hi — gsi
3. m} + ZKP of knowledge of log, h;
4. Publish (7}, h;)
After all voters have published their h;’s (equipped with valid ZKPs), each
voter V; (locally) computes her individual blinding element y; as follows:

-1

i—1 m
Yi < H hj . H hj
j=1 j=it+1

Online phase. Voter V; computes her “encrypted” choice as follows:

1. If “no veto”, then set ¢; < y;*.
2. If “veto”, then choose r; <~ Z,, and set ¢; < y..
3. 72 + ZKP of knowledge of log,, ¢;
4. Publish (72, ¢;)
After all voters have published their ¢;’s (equipped with valid ZKPs), each
voter (locally) computes the final result as follows:

no veto if [[",¢; =1
res < H“? ! .
veto otherwise

2.2 Correctness and anonymity

We now describe why the AV-net by Hao and Zielinski is correct and provides
anonymity under the DDH assumption. We focus on the case of passive adver-
saries; the ZKPs invoked ensure that the AV-net is also secure against active
adversaries (see [I4] for details).

Correctness. Let us first assume that all voters choose “no veto”. Then, we have
that

—1\ 5S¢
m

HCi:HyZ-Si:H th th
i=1 =1

i=1 j<i §>i

— g(ZI":’l Yi<i Sisj)*(zrz'l s Sisj) _ go =1

holds true, where the second but last equality follows from Lemmal[l] Conversely,
assume that (at least) one voter vetoes, say voter V;. Then, we have that

m m

T
[Jei=v 11
i=1

i#l
is distributed uniformly at random in G. Hence, if |G| is sufficiently large, then
the probability that this product equals 1 is negligible.
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Anonymity. Let V; be an arbitrary (honest) voter. Assume that at least one
further voter V; is honest, too. Then, the sum >, s; — >, s; is distributed
uniformly at random in Z,. Hence, if V,; does not veto, then the triple

(hi,yi,ci) = (g7, g(zj<i 53)=(Z;5: SJ‘), gsl'-((zjg 53)= (5 5]‘)))
is a DDH-triple, and otherwise a random triple

Zj<isj)_(zj>i Sj)

Si-Ti)

(hir yir i) = (%, ¢ .9

Under the assumption that the DDH problem is intractable in G, it is not possible
to distinguish between these two distributions.

2.3 Challenges for lattice-based anonymity

As we have seen in Section the design of [14] is tailored specifically to
reduce anonymity to the DDH-assumption. Therefore, if we want to design an
AV-net whose anonymity reduces to a different (e.g., lattice-based) hardness
assumption, then we have to adapt all technical details accordingly. This is
even more challenging in the case of lattice-based anonymity: controling the
noise of lattice-based cryptographic primitives is non-trivial and requires careful
attention.

Furthermore, the original AV-net [14] includes ZKPs of knowledge to defend
against active adversaries which choose their messages in relation to the honest
voters’ ones. Even though there exist efficient lattice-based ZKPs in the litera-
ture, these ZKPs are tailored to specific lattice-based primitives. Unfortunately,
it is not immediately clear how to employ these primitives to construct a lattice-
based AV-net. Therefore, we decided to construct an actively secure lattice-based
AV-net without ZKPs altogether (Section [f]).

3 Cryptographic Primitives

In this section, we introduce the cryptographic primitives that we later employ
in our lattice-based veto protocols (Section 4| and . Throughout this paper, we
use the following parameters and conventions:

— Let n be a power of 2.

— Let R be the cyclotomic ring Z[X]/f(X) where f(X) = X" 4 1.

— Let ¢ be a prime such that ¢ =1 mod 2n.

— Let R, be the quotient ring R/qR.

— Let the coefficients of a polynomial in R, be in the interval [—-%5=, 45~

— Let || - || be the fo—norm on R, and || - ||« be the oo—norm on R,.

— Let m be an integer. (This will be the number of voters.)

— Let A=27Z".

— Let p,(x) =€ be the Gaussian function on R™ with center at the
zero vector and the parameter o.

g=1 q—l}

—llx|?/o®
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— Let p,(A) = Z 0o (x) be the discrete integral of p, over A.

xeA
— Let Dy be the discrete Gaussian distribution over A with center at zero

vector and parameter o. For all y € A, we have Dy ,(y) = 5"—83.

— Let x be the discrete Gaussian distribution Dzp .

The decisional ring learning with errors (RLWE) problem is about determin-
ing whether a list of polynomial pairs (a;, b;) € R, x R, were generated uniformly
at random or were constructed such that a; is chosen uniformly at random while
b; = a; - s + e;, where s € Ry is the secret and e; < x is the error.

The parameters are chosen to satisfy the theorem below:

Theorem 1 ([21]). For n, R, q and 8 as defined above, there is an efficiently
samplable distribution x over R with Pr[||lz|| > B : < x] < negl(n), such

that if there exists an efficient algorithm that solves RLWE%TZ),X, then there is an
efficient quantum algorithm for solving n?°(q/B)(nm/ log(nm))*/*-approzimate
worst-case SVP for ideal lattices over R.

We recall some useful lemmas.

Lemma 2 ([I7], Lemma 2.5). For o >0, r > 1/4/2x, Pr[||z| > rov/n:z «
Dyn o] < (V2mer? - e )n,

Lemma 3 ([20], Lemma 2). For a,b € Ry, ||a - b|lec < |la]| - ||D]|-

In addition, we let § = ro/n and we need to carefully choose r > 1/ Vor
so that choosing z from Dyzn , with fo—norm greater than S has negligible
probability according to Lemma 2.

Furthermore, to ensure the correctness of our veto protocol, we require that

s}

1722m(m71)52+mﬂ

holds true.

4 Passively Secure Lattice-Based AV-Net

The following AV-net protocol provides privacy in the presence of passive (honest-
but-curious) adversaries. In Section [5} we show how to extend the this AV-net
such that privacy can be guaranteed even if all but two voters actively deviate
from their specified programs.

In what follows, we first describe the passively secure AV-net protocol with
full technical details (Section , then we prove that this protocol is correct
(Section , and eventually elaborate on the privacy it provides (Section .

4.1 Protocol description

We use the same protocol participants as in the original AV-net (Section [|2.1)).
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Parameters. We briefly recall the main parameters from Section [3] that we use
in the passively secure veto protocol. Essentially, all computation is done in the
ring R,. The distribution x samples elements from R, such that RLWE%TJ{X
holds true. Let a be an element from R, chosen uniformly at random. In what
follows, we implicitly assume that all protocol participants take these parameters

as input.

Offline phase. If, in the online phase (see below), voter V; chooses “no veto”,
then she uses a specific element y; € R, to blind her choice, and a random
element otherwise. The elements 1, ..., Y, (for voters Vi,...,V,,) will have a
specific structure such that

— the distribution of blinded “veto” choices is indistuingishable from the uni-
form distribution over R, (under RLWE) which itself is the distribution of
“no veto” choices, and

— all blinding elements collectively equal out if and only if all voters choose
“veto”.

In fact, each voter’s blinding element y; is a specific linear combination of ele-
ments b; that are generated by all the other voters V; (i # j). More precisely,
each voter V; generates b; as follows:

1. Choose s;,e; < x2.
2. Set b; < a-s; + e;.

After all voters have published their b;’s, each voter V; (locally) computes
her individual blinding element y; as follows:

1—1 m
v | 2ob ) - 2
=1 j=it1
Online phase. Voter V; computes her “encrypted” choice as follows:

1. If “no veto”, then choose €} < x, and set ¢; + s;y; + €}.
2. If “veto”, then choose r; & R4, and set ¢; < 7;.

After all voters have published their ¢;’s, each voter (locally) computes the
final result as follows:

. q

to if Mol < 2 =2

o [noveto IS el < 4
veto otherwise

4.2 Correctness

In this section, we show that the veto protocol, as defined in Section is
correct, i.e., it outputs the correct result (with overwhelming probability) if all
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participants follow the protocol specification correctly (Theorem . To this end,
we use the following result which ensures that the error terms introduced (for
privacy reasons) do not undermine correctness of the veto protocol except for
with negligible probability.

Lemma 4. The probability that a uniformly chosen random element r € R, has
max norm less than or equal to N > 1 is given by

(2N + 1)

o
Theorem 2 (Correctness). Let P be the veto protocol defined in Section[{.1]
Assume that all voters V1,...,V,, (and the bulletin board B) are honest, i.e.,
run their programs as specified by the protocol. Then, we have that for all runs
(of this instance) of P, the following equivalence holds true with overwhelming

probability: The final result res is “veto” if and only if there exists (at least) one
voter V; who chooses “veto”.

Prlllefl, < N: @ Ry] =

Proof. Let us start with a variant of the veto protocol without error terms, i.e.,
e;, e; = 0 for all voters VZ-E| Now, if all voters choose “no veto”, we have that

m m m 1—1 m
E C; = E S Yi = E S; E bj — E bj
i=1 i=1 i=1 j=1 Jj=i+1
m i—1 m
= S; a - E Sj — E Sj
i=1 j=1 Jj=i+1
m i—1 m m
=a- g g s 85| — E g 8;+8j =0
i=1 j=1 i=1 j=i+1

holds true, where the last equation follows from Lemma

Conversely, if (at least) one voter vetoed, then the sum Y 1", ¢; is distributed
uniformly at random over R,. Hence, res correctly reflects how voters voted in
the veto protocol (without error terms).

Due to space limitations, the proof that the error terms remain sufficiently
small, is provided in our technical report [T1].

Hence, altogether, we can conclude that (with overwhelming probability) the
final result res equals “veto” if and only if at least one voter vetoes. This proves
the correctness of the veto protocol defined in Section [41]

4.3 Privacy

In this section, we show that the veto protocol, as defined in Section 4.1} provides
privacy in the presence of honest-but-curious adversaries. The privacy notion we
apply follows [3].

4 We note that, in this case, the protocol would not guarantee privacy.
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Theorem 3 (Privacy). Assume that RLWEgZZ),X holds true. Let A be an arbi-
trary passive ppt adversary which controls (at most) all but two voters (V;)iez,,, -
Let (V;)iez,,, denote the remaining (uncorrupted) voters. Let (v;)iez,,, and
(V))iezy,, be two arbitrary vectors of choices that yield the same result res. Then,
the probability that the adversary A can distinguish between the set of runs in
which the honest voters (V;)iez,.., vote according to (v;)icz,.., or to (V))iez,..
is negligible.

Proof. We distinguish between the following two cases:

1. (vi)iez,,, and (v})iez,,, yield the result “no veto”.
2. (vi)iez,,, and (v))iez,,, yield the result “veto”.

In the first case, both (v;);ez,., and (v});ez,., consist of “no veto” choices

only, hence (vi)iez,,, = (V})iez,,,- In particular, it is impossible to distin-
guish between runs in which the honest voters vote according to (v;)iez,,, or to
(’Ug)iezh,on’

To prove indistuingishability in the second case, we use the following hybrid
argument. To this end, we simulate the protocol as follows: if there exists at
least one honest voter who chooses to veto, then all honest voters (V;)icz, ..
veto. Under the assumption that RLWE&'Z),X holds true, it follows that for any
possible set of choices (9;)i¢1,,, which contains at least one “veto”, the simulated
protocol is indistuingishable from the original veto protocol in which the honest
voters vote according to (?;);ez,,,- Due to the symmetry of this argument, we
can conclude that no ppt adversary A can distinguish between runs in which the
honest voters vote according to (v;);ez,,, or to (v})icz,,, if there exist j, k € Thon
such that v; = veto and v}, = veto.

5 Actively Secure Lattice-Based AV-Net

In this section, we describe how to extend the veto protocol from Section [
such that it provides privacy and verifiable correctness in the presence of active
adversaries.

Let us first explain why the protocol from Section |4] does neither protect
privacy nor correctness if (some) voters do not follow their prescribed programs:

— Privacy: Assume that we have three voters Vi,Vs, Vs, where Vi and Vy
are honest, and V3 is malicious and aims to actively break privacy of, say,
voter V1. Now, V3 waits until V5 has published b, and then simply publishes
bs < —bo. By this, we have that y; = 0. Hence, if V; does not veto, it follows
that ¢; = €] is chosen according to x, and that ¢; = r; is chosen uniformly
at random otherwise. Therefore, the adversary (controling V3) knows that
(with high probability) Vi did not veto if ||c1|lec < B. This breaks Vi’s
privacy.
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— Correctness: Assume that we have two voters V1, Vo, where V7 is honest and
decides to veto, and Vs is malicious and aims to actively cancel out Vi’s
veto. Now, Vo waits until V; has published ¢; and then simply publishes cs
such that |lc; + c2llce < § — 2. Therefore, the final result is “no veto” even
though Vi had chosen “veto”.

At a high level, what both attacks have in common is that the adversary
can adaptively choose the corrupted voters outputs depending on the honest
voters’ ones. In order to eliminate this vulnerability, we employ a lattice-based
commitment scheme as described in Section [5.1] We will then demonstrate that
the resulting veto protocol in fact provides verifiable correctness (Section
and privacy (Section against malicious adversaries.

5.1 Protocol description

We now explain how the passively secure veto protocol from Section [ can be
extended in order to defend against active adversary that aim to undermine
privacy or verifiable correctness. More precisely, we need to ensure that vot-
ers choose their messages pairwise independently. To this end, we additionally
employ an arbitrary lattice-based commitment scheme (KeyGen,,,, Com, Open)
which is (at least) computationally hiding and (at least) computationally bind-
ing under standard lattice hardness assumptions. More concretely, one could, for
example, instantiate this generic commitment scheme with the highly efficient
lattice-based commitment scheme by Baum et al. [2].

However, we need to be careful since commitment schemes like [2] are mal-
leable. Even though there are generic compilers for transforming malleable com-
mitment schemes into non-malleable ones (see, e.g., [8]), we are not aware of
any existing work that analyzes such compilers in a quantum setting. Therefore,
we will specify that voters open their commitments exactly in the reverse order
according to which they published them. With this simple trick, we can still use
malleable commitment schemes (see Section [7] for a discussion).

More precisely, we extend the veto protocol from Section [4] as follows. We
refer to Appendix [A] for the notation related to the generic commitment scheme
(KeyGeny,,, Com, Open).

Parameters (extended). We denote by prm_,,,, the joint public parameters of the
commitment scheme (computed by running KeyGen_,,).

Offline phase (extended). Each voter V;, after having computed b;, executes the
following steps:

3. Compute (4, p;) < Com(prm gy, bz)ﬂ
4. Publish ~;.
5. Wait until all ; were published (j € {1,...,m}).

® In other words, 7; is the commitment to b; using randomness p; (see Appendix.
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Set o < order of pubhbhed 7v,’s (according to their time stamps).
Wait until all (b;, p;) were published for o(j) > o(i).

Publish (b;, p;).

Wait until all (bj, p;) were published for o(j) < o(2).

If Open(prmgyy,, b5,7;, ;) = 0 for some j # ¢, then abort.

S

1

Online phase (extended). Each voter V;, after having computed c¢;, executes the
following steps:

3. Compute (v, pi) < Com(prm gm, Ci)-

4. Publish ~}.

5. Wait until all v} were published (j € {1,...,m}).

6. Set o’ < order of published 7;’s (according to their time stamps).
7. Wait until all (cj, p;) were pubhshed for o’(j) > o' ().

8. Publish (¢4, pf).

9. Wait until all (c;, p’;) were published for ¢’ (j) < o’ (7).
10. If Open(prmcom, ¢j, 75, pj) = 0 for some j # 4, then abort.

5.2 Verifiable correctness

In this section, we show that the veto protocol defined in Section is verifiably
correct [7] even if an arbitrary adversary actively corrupts (a subset of) voters.

We note that we can restrict our attention to the case that an adversary aims
to swap an honest “veto” into “no veto”. In fact, if an adversary (controling at
least one voter) wants the final result to be “veto”, then he can simply let the
corrupted voter run her “veto” program.

Theorem 4 (Verifiable correctness). Let P be the veto protocol defined in
Section [5.1l Assume that the bulletin board B is honest. Assume that the com-
mitment scheme is computationally binding and hiding. Then, we have that for
all runs (of these instances) of P, the following implication holds true with over-
whelming probability: If there exists an honest voter who chooses “veto”, then
the final result is “veto” (or the protocol aborts prematurely).

Due to space limitations, the complete proof is provided in our technical
report [11].

5.3 Privacy

In this section, we show that the veto protocol, as defined in Section[5.1] provides
privacy in the presence of malicious adversaries.

Theorem 5 (Privacy). Assume that RLWEYY . holds true. Assume that the
commitment scheme is computationally binding and hiding. Let A be an arbitrary
malicious ppt adversary which controls (at most) all but two voters (V;)iez,,.-
Let (V;)icz,,, denote the remaining (uncorrupted) voters. Let (v;)iez,.. and
(v))iez,., be two arbitrary vectors of choices that yield the same result res. Then,
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the probability that the adversary A can distinguish between the set of runs in
which the honest voters (V;)iez,., vote according to (v;)icz,.., or to (V))iez,..
s negligible.

Due to space limitations, the complete proof is provided in our technical
report [11].

6 Experimental results

We have implemented the passively secure AV-net described in Section [d] Since
the commitment scheme that is additionally required in the actively secure AV-
net (Section is generic and independent of the rest of the protocol, any efficient
lattice-based commitment scheme can be chosen (e.g., [2]).

Our implementation uses C++ language and NTL library. We run 10,000
times experiments using the parameters (the same as in [20]) n = 512,60 =
4.19,q = 120833 on a computer with Intel Core i7-6500U CPU @ 2.50 GHz, run-
ning Cygwin version 3.1.5, g4++ compiler version 9.3.0. Then we evaluate average
runtime for discrete Gaussian sampling based on [22] (TimeDGS), polynomial
multiplication (TimePoly), and vote tallying (TimeVeto) respectively. We show
the experimental results with two decimal precision in Table

Table 1: Runtime (millisecond) of our implementation.

m ‘TimeDGS ‘ TimePoly ‘ TimeVeto
3 0.42 0.89 0.24
10 2.44 8.44 6.94
15 5.60 23.49 16.51
20 8.69 39.44 24.35

The optimizer used was -O2. GCC basically performs almost all the sup-
ported optimizations that do not involve a space-speed tradeoff. This option is
to benefit the compilation time and performance of the generated code. -O2 flags
the compiler mainly to inline functions when able. -O3 adds some flags for loop
unrolling and tree distribution and -Ofast disregards standards compliance and
adds a couple extra flags like -ffast-math.

We just tested this code and it also works with -O3 as well as -Ofast, but at
m = 3 and 10, 000 runs, it does not appear to have any noticeable impact on the
execution time of the code. We also tried several values for m and experimentally,
no error showed up when m = 100 but errors start to show up when m is
approximately 125.
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7 Discussion

In this section, we elaborate on the properties of the AV-nets proposed and
analyzed above.

Post-quantum anonymity. We have proven that the 2-round AV-net (Section
and the 4-round AV-net (Section guarantee anonymity under the decisional
RLWE assumption in the presence of arbitrary passive or active adversaries,
respectively. The decisional RLWE assumption is a well-studied lattice-based
hardness assumptions and commonly believed to be intractable even by quantum
algorithms. Since anonymity of previous AV-nets [Il, [I4] relies on the DDH-
assumption, our AV-nets are the first ones with post-quantum anonymity.

Observe that, both the two AV-nets proposed in this work as well as the
previous one by Hao and Zielinski [I4] have the following property: if there is
a single voter who vetoes, then this voter knows that she is the only one who
vetoed.

Robustness. It is obvious that if just a single voter does not participate in the
online phase of our AV-net(s), then the complete protocol needs to restart again.
Therefore, similarly to previous AV-nets [1l [14], our protocols have a low level of
robustness, too. Typically, in order to increase robustness, protocols for secure
computation employ threshold schemes: if at least ¢ out of n parties participate,
then the protocol terminates successfully. On the downside, however, threshold
schemes lead to stronger trust assumptions for anonymity/privacy. In the case of
(our) AV-nets, where we merely require that two voters are honest for anonymity,
introducing a threshold structure would impair this mild trust assumption.

We note that in our actively secure protocol, opening the commitments in
reverse order puts some burden on the underlying infrastructure, more precisely
on the bulletin board. In fact, it is a non-trivial challenge in practice to guarantee
verifiable time-stamps. One possible solution to this problem is to employ a
distributed ledger technology (DLT).

Round complexity. Previous AV-nets [I [14] require 2 rounds of interaction,
both in the presence of passive and active adversaries. In contrast to that, our
actively secure AV-net requires 4 rounds of interaction. The reason for this are
the different techniques to make the voters’ intrinsically homomorphic outputs
non-malleable. While [T}, [14] employ ZKPs for this purpose, it is not immediately
clear how to efficently do this in the lattice-based setting. Therefore, we decided
to add two further rounds of interaction in which the voters first commit to
their outputs before revealing them. Since there are a number of highly efficient
lattice-based commitment schemes (see, e.g., [2]), we argue that our variant is a
reasonable trade-off.

Alternative approaches. AV-nets can be regarded as specific instances of secure
boardroom voting or, more generally, secure multi-party computation (MPC)
protocols. We elaborate on this in what follows.
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There are numerous efficient MPC protocols in the literature that could be
used for securely evaluating veto functions, in particular with post-quantum
privacy (see, e.g., [9]). Typically, employing such generic MPC protocols is ad-
vantageous for complex result functions. However, generic MPC protocols are
less well-suited for the specific case of veto protocols, where the result function
is simply Boolean OR.

In a boardroom voting protocol, the voters themselves tally the ballots, with-
out having to rely on a trusted set of talliers or election authorities. Several such
protocols have been proposed so far (see, e.g., [13 [15]). However, these proto-
cols employ specific ZKPs, and therefore, as explained above, transforming them
into a lattice-based setting undermines efficiency. Furthermore, we note that if
we applied one of these boardroom voting protocols to evaluate the veto function,
then the final result would reveal how many voters actually vetoed. In contrast
to that, in an AV-net, the final result merely reveals whether or not at least one
voter vetoed (without revealing the number of vetoing voters). Hence, AV-nets
are tally-hiding [16] and thus provide an essentially perfect privacy level.

We note that existing verifiable post-quantum secure e-voting systems [4, [10]
would not be (immediately) useful for our purposes as well. The reason is that
they are neither tally-hiding nor designed for peer-to-peer elections.

8 Conclusion

We proposed the first AV-nets with post-quantum anonymity. The first variant
of our protocol requires 2 rounds of interaction and is passively secure, whereas
the second one requires 4 rounds of interaction and is actively secure. Anonymity
of our AV-net reduces to the decisional ring learning with errors (RLWE) as-
sumption.
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Abstract. Although Indigenous communities in many European settler-states
have experienced acknowledgment of their status and been increasingly granted
the right to administer their own affairs, imposed western-style systems of gov-
ernance have often proved unviable in their context. However, in some cases
communities have utilized these policies as an impetus to regain agency over
their lives and the land that they inhabit. In Canada, First Nations have been in-
creasingly drawn to the use of digital technologies to strengthen community con-
nectedness and improve political participation. In particular, internet voting has
been utilized to mitigate the challenges of collective decision making that many
communities are facing. As Canadian cases have shown that internet voting was
able to positively impact the degree of self-determination and capacity building,
the question arises as to what extent the deployment of internet voting in the In-
digenous communities of other jurisdictions can yield similar results. A cross-
comparison of Indigenous self-governance in Canada, Australia and the United
States of America shows that Indigenous communities are often facing similar
obstacles to effective governance that can be over-come by new means of politi-
cal participation. The identification of the three underlying factors of self-gov-
ernance framework, political participation, and social geography serve as an an-
alytical tool that guides the cross-comparison. The resulting analysis demon-
strates that, albeit significant similarities between the Indigenous populations,
self-governance and the deployment of online voting therein is impacted by dif-
fering legislation and socio-political factors.

Keywords: self-governance, online voting, Indigenous communities, Australia,
Canada, United States of America

1 Introduction

Since the beginning of European colonization, the Indigenous peoples of the Americas,
Australia and New Zealand have been subject to policies of displacement and enforced
assimilation that often resulted in cultural extrusion and genocide. Although many have
experienced acknowledgment of their status over the course of the 20th century, most
legal frameworks established in the respective settler states have practically reaffirmed
colonial sovereignty over Indigenous communities. This applies especially to financial
and territorial reimbursements paid to Indigenous people but also pertains to early
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policies of self-determination, which by imposing western-style systems of administra-
tion often proved unviable in the Indigenous context. While it is arguable that the adop-
tion of European forms of governance presented a continuation of historic wrongs, in
some cases communities have utilized these policies as an impetus to push “into a par-
adigm of negotiation which assumes the political or legal authority of Indigenous com-
munities to represent their members and to control resources” (Ford & Rowse, 2012, p.
3). For instance, Ford & Rowse (2012) argue that the neoliberal withdrawal has enabled
Indigenous communities to mediate between resource extracting corporations, thereby
creating opportunities for enhanced capacity-building.

Within the last decade, Canada and its sizable Indigenous population have continu-
ally provided examples of such developments where progressive legislation in combi-
nation with new means of collective decision-making are enabling Indigenous commu-
nities to overcome previous obstacles to successful self-determination and capacity-
building. In particular, the cases of the Whitefish River Nation (WFRN) and the Wa-
sauksing First Nation (WFN) and their deployment of online voting (OLV) for the rat-
ification of the new matrimonial real property law (MRP) and the 2017 Land Code vote,
respectively, have showcased the potential benefits of digital voting technology for
strengthening political participation and modernizing Indigenous self-governance
(Gabel et al., 2016a; Budd et al, 2019). While the WFRN and WFN experiences only
present a small sample size of Indigenous existence and the Canadian legal framework
is distinct from other settler states, many communities in other jurisdiction face similar
challenges of being increasingly targeted by corporate resource extraction and dimin-
ishing administrative capacities. Therefore, the question arises as to what extent the
deployment of OLV in the Indigenous communities of Australia and the United States
of America (USA) can yield similar effects on communal capacity-building and self-
determination. The question of a potential applicability to these jurisdictions suggests
itself not only because of their shared characteristic of being colonial settler-states, but
also because all three have a common law legal system and a similar federal framework.
Additionally, the choice of comparing Canada, the USA and Australia and not includ-
ing additional jurisdictions with sizable Indigenous populations, such as New Zealand?,
Mexico or various South- and Latin-American countries, was made because, in contrast
to other settler-states, OLV has been trialed and used in multiple local and regional
elections in all three of the selected countries. Although public opinion and acceptance
of OLV in the three jurisdictions differ from one another, it is feasible that the respec-
tive experiences facilitate the adoption of OLV for the purpose of Indigenous self-gov-
ernance. Hence, the focus of the article is on OLV deployment in self-governance, ra-
ther than Indigenous participation in the federal system of the respective countries.

To answer the aforementioned research question, in section 2 the author will first re-
examine the cases of the WFRN and WFN and the respective case studies by Gabel et

L While the Indigenous population in New Zealand has no officially recognized self-government
framework and are instead given special representation in the federal system, Local Maori
communities have already utilized OLV in their local iwi elections. For instance, Te Korowai
0 Ngaruahine Trust, which is the post-settlement governance entity for Ngaruahine iwi, of-
fered OLV next to traditional voting channels for their 2020 Board and Trustee Elections (Te
Korowai o Ngaruahine Trust, 2020)
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al. (2016a) and Budd et al. (2019). In doing so, the underlying factors and circumstances
that were able to produce the positive outcomes in regards to self-determination and
capacity building are going to be identified. In particular, it will be shown that the as-
sessment of the Canadian experiences highlights the need to compare the three Indige-
nous communities across the three underlying factors, namely: the legal framework of
Indigenous self-governance, the political participation in Indigenous communities, and
the social geography of the respective populations. Thereafter, the USA (in section 3.1)
and Australian (and 3.2) legal frameworks, as well as the contemporary situation of
their Indigenous populations, will be examined and analyzed on their potential to yield
similar results through the employment of OLV. Eventually, the last two sections of the
paper will provide a summary of the findings (section 4) as well as concluding points
of references for future research (section 5).

2 Indigenous Existence in Canada

For most parts of the 19th and 20th century, Canadian Indigenous affairs have been
governed through the Indian Act of 1876, a piece of legislation that has for the time of
its enactment sustained the colonial and paternalistic character of Indigenous-state re-
lations. Although the Indian Act of today entails certain aspects of self-governance,
such as the right to elect community chiefs and councils and the authority to pass by-
laws, it only allows for a limited form of local governance with little regard to the re-
spective circumstances of individual communities (Abele & Prince, 2006). Principally,
the Act covers to main aspects of Indigenous-state relations. First, it determines the
legal status of Indigenous individuals, which is defined through descendants. It was
only in 1985 that amendments finally terminated previous regulations that fostered as-
similation through not granting the native title to descendants of mixed Indigenous/non-
Indigenous couples?. Secondly, the Act defines the rights, obligations, and functions of
Indigenous communities. Moreover, the Acts describes the way in which communities
can be created and governed. Generally, self-governance is only partially envisaged, as
Indigenous governments remain accountable to the Crown-Indigenous Relations and
Northern Development Canada and Indigenous Services Canada and the designated re-
serve lands cannot legally be owned by a community or its members (Flanagan et al.,
2010).

However, since the end of the 20th century alternative paths to self-governance have
come into existence. Based on section 35 of the 1982 Constitution Act, the Inherent
Rights Policy of 1995 has led to the launch of self-government negotiations between
individual First Nations and the federal government. Contrasting previous legislation,
self-government agreements bestow communities with law-making authority in a broad
range of matters from governance and socio-economic development to health and edu-
cation (Alcantara & Davidson, 2015). In addition, communities can enter established
agreements or initiate their own negotiations and agreements. However, in order to opt
into self-governance, the negotiated agreement needs to be approved by community

2 The Indian Act and First Nations Election Act specifically pertain to First Nations, and not
Metis or Inuit communities, which are other Indigenous populations in Canada.
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vote which needs to entail an approval of at least 25% of the respective community’s
electorate (Goodman & Pammet, 2014, p. 215). Although more than 30 communities
have already made the transition into self-government agreements and several others
are in the process of negotiation, most of Canada’s 617 First Nations are still governed
under the framework of the Indian Act (Goodman & Pammet, 2014).

In addition to the Indian Act, the First Nations Elections Act came into force in 2015
as a result of negotiations between the Government and First Nation leaders from across
Canada. The aim of the Act was to provide First Nations with a stronger, more effective
framework of governance by, among other things, introducing longer office terms and
allowing for advance polling. However, adoption of the First Nations Elections Act are
optional, and have to initiated by First Nation Council resolution. The current form of
both Acts still requires communities to achieve relatively high participation rates, which
in the light of a geographically dispersed population and generally low political partic-
ipation can present a significant obstacle to effective decision-making, as they have
often done so in the past (Gabel at al., 2016b). This has meant the path to more effective
governance is rendered continuously complicated for communities lacking administra-
tive capabilities. Nonetheless, it needs to be noted that in 2018 amendments to the
Framework Agreement on First Nation Land Management were passed that allow First
Nations to set their own participation thresholds or choose a simple majority for the
passage of Land Code Agreements, thereby providing an opt out for the land manage-
ment sections of the Indian Act and the First Nations Elections Act.

While there are several factors at play that prevent Indigenous communities from
entering self-government agreements, it is arguable that low political participation rates
prevent willing communities from achieving the required 25% approval rate to opt into
the First Nations Elections Act. Moreover, low participation rates in Indigenous affairs
are generally hampering collective decision-making and self-governing capacities even
when needed agreement and self-administering frameworks are already given. While
low participation rates are often attributed to general distrust of the Indigenous popula-
tion towards state and federal institutions, it is argued that a lack of community con-
nectedness stemming from a growing off-reserve population is likely to be most deci-
sive (Alport & Hill, 2006). While OLV arguably has the potential to alleviate some of
the described obstacles of decision-making in Indigenous communities, it can only do
so indirectly and under certain circumstances. Both the Indian Act and First Nations
Elections Act regulations only allow for the use of postal and stationary paper polling
and outlaw the use of OLV for referenda and election of representatives. However, the
deployment of OLV is not prohibited for community polls and ratification votes such
as the ones discussed in this section (Budd et al., 2019, p. 211).

Both the WFRN an WFN serve as exemplary experiences for the circumstances that
many Canadian Indigenous communities face in their pursuit of self-governance. At the
time at which the research had been conducted by Gabel et al. (2016a) and Budd et al.
(2019), off-reserve population of the WFRN as well as that of the WFN made up for a
considered share of the total population, of up to one third, with ca. 400 of the WFRN’s
1,200 (equivalent to 33%) and 369 of the WFN’s 1,090 member (34%) residing outside
of their respective reserves (Gabel et al., 201643, p. 4; Budd et al, 2019, p. 215). Further,
at the time of writing, both communities are governed under the framework of the
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Indian Act and both had, prior to the employment of OLV, struggled with low partici-
pation rates (Gabel et al., 2016a; Budd et al, 2019). However, it shall be noted that with
the WFN's adoption of the Land Code, the First Nation is now only partially governed
under the Indian Act, as the Land Code present an opt-out of the Indian Act’s land
management provisions.

In the case of the WFRN, OLV technology was employed for the ratification of the
new Matrimonial Real Property Law (MRP). The law itself presented an important
piece of legislation for the property rights of Indigenous women and the self-govern-
ance capacities of the WFRN more generally, as it was intended to replace persisting
inequalities in matrimonial law of the Indian Act. OLV was provided both as the chan-
nel for early voting and as an additional channel to paper ballots on election day. In the
case of the WFN, OLV technology was used for the vote on the passing of Land codes,
an integral part of the First Nations Land Management Act that is sought to replace
sections of the Indian Act regarding the management of reserve lands. In this case,
OLV was solely offered as an early voting method, additionally to mail-in ballots in the
ratification vote of the WFN’s newly drafted land code. As such, they present an im-
portant contribution to Indigenous governance and capacity building as they allow com-
munities to regain control over their lands and resources.

As for all ratification administered under the Indian Act, both communities were
required to achieve a quorum of 25% approval rate, which in both instances was suc-
cessfully reached. However, uptake of internet voting in the WFRN was significantly
differing from that in the WFN: while votes cast via internet in the WFN land code
ratification accounted for 30% of the votes, only 12% of the votes cast in the WFRN’s
ratification of the new MRP were cast via internet (Gabel et al., 2016 p. 9; Budd et al,
2019, p. 216). Nonetheless, as in both cases the quorums for minimum participation
were only barely met, it is arguable that the vote cast via internet played an important
part in preventing a failure of the ratification votes. Although it is feasible that those
who have voted online would have utilized another voting channel if OLV had not been
made available, it nevertheless can be assumed that OLV technology facilitated the
success of the ratification votes.

Table 1. Comparison of the WFN’s and WFRN’s ratification votes

WFN’s Land Code Rati- WFRN’s MRPL
fication
Population Size 1,090 1,200
Size of off-reserve popu- 369 (34%) 400 (33%)
lation
Mandated quorum 25% approval 25% approval
Use of OLV As early voting method As early voting method
and on election day
Participation rate 26% 27%
Proportion that voted via 30% of all votes cast 12% of all votes cast
oLV
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Moreover, Gabel et al. (2016) and Budd et al. (2019) hold that the employment of OLV
improved community connectedness and facilitated political participation more gener-
ally as it enabled the involvement of members who are living off-reserve or change
residency frequently. In addition, community leaders were reported to find OLV a cost-
effective way of keeping off-reserve member engaged and informed. Besides the direct
benefits of OLV, Gabel at all (2016) noted that the use of OLV indirectly led to the
advancement of self-governance capacity as it successfully contributed to the passage
of the respective pieces of legislation. Most importantly, however, the adoption of OLV
presented an empowering process in and of itself that ultimately fosters community
autonomy (Gabel et al., 2016, p. 222). Considering the fact, that such advantages were
made evident by the use in ratification votes only, it seems feasible that extending the
use of OLV to elections of representatives and referenda will prove beneficial to com-
munities as well. Although many of the communities governed under the Indian Act
and the First Nations Elections Act are still excluded from such deployments of OLV,
Goodman & Pammett (2014) point out that already more than half of 617 First Nations
in Canada are governed under the self-government agreements and custom and com-
munity election codes that make a wide-ranging use of OLV possible.

3 Indigenous Self-determination in Australia and the United
States

Having revisited Indigenous OLV experiences in Canada, three underlying factors can
be identified as having played a significant role in enabling the positive effects stem-
ming from the employment of OLV technology. First, without an existing legal frame-
work that acknowledges the inherent right to self-governance, Indigenous self-govern-
ance would not exist nor could it be positively impacted by OLV. Second, the social
geography of communities that are often widely dispersed with growing off-reserve
populations creates a need for community connectedness that can be address by OLV
technology. Third, low rates of political participation paired with high participation re-
quirements, which are aggravated by the social geographies, create a hinderance to col-
lective decision-making that can be overcome by the employment of OLV.

In order to identify the extent to which the employment of OLV can yield similar
effects in Australia and the USA, the situation of their respective Indigenous population
is going to be analyzed in the following section. Hereby, the three underlying factors
identified in the previous paragraph will serve as guidance for the analysis

3.1 Indigenous Self-Determination in Australia

Although Australia as a post-colonial settler state exhibits similar characteristics to
those of Canada, the evolution of Australia Indigenous affairs is differing in significant
ways to that of its Canadian counterpart. Acknowledging the historic wrongs commit-
ted against Australia’s Indigenous population, the Australian State has taken various
measures to compensate Indigenous people for the mistreatment they have experience
over the past centuries. While granting Aboriginal and Torrie Strait Islander People a
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native title that is accompanied by Land rights and other forms of cultural protection,
the Federal state does not view the Indigenous population as a political separate entity
and thus fails to grant Indigenous peoples the right for self-governance (Vivian et al,
2017). Moreover, after officially distancing themselves from early policies of assimila-
tion, the path chosen by the federal administration was that of providing Indigenous
groups with channels of political representation within the white mainstream society
rather than establishing independent Indigenous system outside of it. Over the course
of the second half of the 21st century, these channels of representation took on various
forms of differing competences, with most of them having been discontinued by fol-
lowing administration. Examples of such bodies include the Department of Aboriginal
Affairs (1972-1990), the National Aboriginal Consultative Committee (NAAC) (1972-
1985), and the most recent Aboriginal and Torres Strait Islander Commission (ATSIC)
(19902005) (Perkins, 2008). While the Department of Aboriginal Affairs was more of
a public service with Indigenous employees than a representational body, the NAAC as
well as the ATSIC consisted of Indigenous representatives elected by Aboriginals in
the 36 regions of Australia to (Patterson et al., 2017).

As the ATSIC was eventually abolished and merged with the Department of Fami-
lies, Community Services and Indigenous Affairs, Indigenous communities started to
seek out other mechanisms of self-determination. In South Australia, for example, the
Nation of the Ngarrindjeri people has made numerous political efforts that resulted in
constructive and beneficial relationships between their people and state and regional
governments (Vivian etal., 2017, p. 217). Additionally, the Gunditjmara People of Vic-
toria are using democratic mechanisms to attend to their peoples™ needs and have ne-
gotiated several agreements with the state government to advance their self-determina-
tion in regards to cultural heritage, land and resource use (Vivian et al., 2017, p. 217).
Most notably, however, the amicable attitude of the state of Victoria towards its Indig-
enous population resulted in the creation of the Victorias First People Assembly
(VFPA). Although the VFPA is not responsible for the negotiation of treaties, its main
objective is the creation of a treaty negotiation framework as well as rules and processes
by which a treaty can be agreed in Victoria (VFPA, 2019).

Despite the regional character of Indigenous politics in Australia, it can be argued
that approaches like those followed by the VFPA ultimately contribute to the advance-
ment of self-determination and Indigenous governance. However, even if new channels
of representation are being created, the general lack of political participation among
Australia’s First People presents a challenge of similar magnitude. Ever since the ex-
tension of the franchise to Indigenous Australian in the 1960s, voter mobilization has
been difficult to achieve. This is partly due to socio-economic reasons, but similar to
their Canadian counterpart, many Aboriginal Australians are wary of participating in
the Anglo-Australian political system and view doing so as a continuation of institu-
tional assimilation (Hunt et al., 2008). For instance, in 2020 only 76% of Indigenous
Australians were registered to vote, in comparison to 96% of the general population
(AEC, 2020.) Moreover, it is arguable that a general distrust of the Indigenous popula-
tion led to the low participation rate in the VFPA election, where only 2,000 of the
eligible 30,000 Indigenous voters cast their vote (Towell, 2019).
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Despite growing number of Indigenous Australians, the issue of underrepresentation
is aggravated by the socio-geographical characteristics of the Indigenous population,
which is widely dispersed Australia’s territory and thus varies greatly from state to state
(ABS, 2018). While the in the Norther Territory Indigenous population present about
20% of the regional population, they only make up for less than one percent of Victo-
ria’s population. Additionally, the migratory pattern further complicates political or-
ganization and collective decision-making. For example, between 2011-2016 45% of
Aboriginal and Torres Strait Islander people moved their residency, with many of them
moving from one state or territory to another (ABS, 2016). Although there is a general
trend of migration to urban areas, almost 20% of the Indigenous population continues
to live in remote areas (ibid).

3.2 Indigenous Self-Determination in The United States

The development of Indigenous-state relation in the USA is similar to that in Canada,
and thus differs significantly form the Australian approach to Indigenous and settler
coexistence. While the first centuries after the colonization of the territory that now
comprises the USA was generally characterized by hostility towards the Indigenous
population, there was a gradual move away from cultural suppression and assimilation
towards recognition and self-determination®. Although the passage of the Indian Reor-
ganization Act in 1934 foresaw an extension of Indigenous governance and a strength-
ening of Indigenous communities, the succeeding administrations terminated most spe-
cial relationship and agreements between communities and the federal government and
implemented assimilationist policies such as mandatory boarding schools and other
forms of governmental paternalism (Strommer & Osborne, 2014). It was only after the
increased activism for civil rights in the 1960s that the concepts of Indigenous sover-
eignty and self-determination began to characterize Indigenous-state relationship.
Thus, the passage of the Indian Self-determination and Education Assistance Act
(ISDEAA) in 1975 is widely regarded as the key-legislation that laid the foundation for
self-determination and the state to state character that coined Indigenous affairs ever
since.

Most importantly, the ISDEAA acknowledges the status of Indigenous peoples as
First Nations and their inherent right for sovereignty. Moreover, the Act grants com-
munities the right “to assume the responsibility, and associated funding, to carry out
programs, functions, services and activities that the United States government would
otherwise be obliged to provide to Indians and Alaska Natives” (Strommer & Os-
bourne, 2014, p. 4). As a consequence, First Nations of today are legally authorized to
administer their own healthcare and social services, determine matters of education,
religion and infrastructure. Additionally, Indigenous governments are given the author-
ity to administer the use of Indigenous lands and the extraction of resources through
third parties, which significantly contributes to the economic capacity of Indigenous

3 It shall be noted that the circumstances and legal matters described in section 3.2 only pertain
to Indigenous population in the contiguous USA, and no to the Indigenous peoples in Alaska,
Hawaii and Samoa. Affairs regarding Alaska, Hawaii and Samoa Indigenous peoples are each
governed by separate legislation.
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communities and thus furthers their economic and ultimately political autonomy.
Nonetheless, although recognized communities retain their political sovereignty, their
status is similar to that of federal states as they receive financial assistance from the
federal government and are bound by and subject to some aspects of federal law (John-
son & Hamilton, 1994).

In comparison to their Canadian counterpart, In the USA Indigenous communities
enjoy sovereignty in a much wider array of policy areas. Many communities have es-
tablished their own state organs and political bodies that are not limited to resource and
land-management, but also include Indigenous courts, law enforcement agencies and
first responders (Johnson & Hamilton, 1994). However, probably the most distinctive
feature of Indigenous governance in the USA is that in contrast to Canadian First Na-
tions, collective decision-making within the communities is not bound to electoral
codes or federally mandates quorums. Stubben et al. (2005) note that although a major-
ity of communities are still governing themselves through European-style of democratic
decision-making their understanding of politics is still heavily influenced by traditional
practices of direct democracy and unanimous decision making

As of today, there are 6,8 million Indigenous people living in the USA, with 566
federally recognized communities presiding over the lives of their members in 35 fed-
eral states (US Census, 2020). While most of the communities have a population of
fewer than 10,000, some nations such as the Navajo People or the Cherokee have more
than 200,000 members (Navajo Nation, 2020; Cherokee Nation, 2020). The most pop-
ulous communities have established electoral commissions and regularly hold elections
for position such as chief, deputy chief as well as regional and local councils. For in-
stance, the elections of the Cherokee Nation are held on a specific day and conducted
through walk-in polling stations that are on reserve or at specifically assigned polling
stations across the country (Cherokee Nation, 2020).

Despite the relatively well-established systems and self-governance, achieving ad-
equate political representation remains a challenge for many Indigenous nations De-
spite the widespread use of information and communication technology, many struggle
to maintain sufficient community connectedness as over 75% of the total Indigenous
population is living outside of jurisdictional boundaries of their nations (Milke, 2020).

4 Cross-Comparison of Canadian, Australian and US-
American Self-Governance of Indigenous Communities

Having explored the state of Indigenous existence and the varying degrees of self-de-
termination in the Australian and US-American settler state, the following last section
of the paper will compare their respective features to the situation of Canada’s First
Nations in order to come to conclusions about the potential applicability of OLV in the
Australian and USA contexts. Hereby, the focus will be on the preconditions identified
in section 2, so as to guide the cross comparison of the three jurisdictions. More specif-
ically, the goal of the comparison is to determine the degree to which Australian and
US-American Indigenous peoples exhibit the characteristics that facilitated the positive
effects of OLV for Canadian First Nations.
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4.1  Legal Frameworks of Indigenous Self-Governance

First, the legal frameworks and policy approaches towards the respective Indigenous
populations of the three settler states shall be compared. In Canada, although Indige-
nous peoples are officially recognized and granted the right to administer their own
affairs, federal legislation directed at First Nations is still limiting the self-determina-
tion and capacity-building of many communities. This is mainly due to the remnants of
colonial legislation, such as the Indian Act, that exhibit paternalistic and assimilationist
characteristics. While the self-governance of many communities remains to be regu-
lated under the Indian Act, there has been a gradual move towards the adaption of leg-
islation that mitigates and compensates for the systemic injustices of the existing frame-
work. Moreover, past and on-going negotiations have resulted in the drafting of new
self-government agreements that present an opt-out of the Indian Act and provide com-
munities with the opportunity to create self-governance structures in accordance with
their own values and principles. The cases of the WFRN and WFN can be regarded as
first-hand experiences of this advancement in self-governance and capacity building.

Similar to Canada, the US Government’s policy approach towards Indigenous peo-
ple is characterized by recognition of the Indigenous status and acknowledgement of
the right for self-governance. The US-American legal framework grants Indigenous
communities many of the rights and competences that are also given to Canadian First
Nations under the Indian Act. Moreover, the degree of autonomy granted through the
ISDEAA exceeds that of Canadian communities. Most notably, Indigenous self-gov-
ernance in the USA is not limited by federally imposed election codes, which arguably
facilitates collective decision-making and therefore allows for a higher degree of self-
determination.

On the other hand, Australia’s legislation and policy approach towards its Indige-
nous population stands in stark contrast to that of Canada and the United States. Alt-
hough the Australian state acknowledges the native title and grants Australian First
People cultural protection and settlement rights, there is no legal framework that grants
Indigenous communities the right to govern themselves as distinct political entities.
Instead of presenting a channel for self-determination, Indigenous representation in the
form of regional councils solely presents a channel of co-determination within the ex-
isting settler society.

4.2  Political Participation

Next, the political participation and the general acceptance of imposed self-governance
structure shall be compared. In Canada, political participation of the Indigenous popu-
lation in Indigenous as well as federal affairs is differing widely across the individual
communities, but in most instances turnout rates are far below the non-Indigenous av-
erage. While low participation rates present a significant challenge to effective deci-
sion-making in First Nation governance, self-determination is additionally impeded by
inadequately high election quorums mandate through federally imposed election codes.
While in Australia there is generally no nation-wide framework for Indigenous self-
governance and hence no mandated election quotes that would hamper collective
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decision-making, local efforts of community organization struggle to attract the atten-
tion of the Indigenous population and further suffer from low participation rates. In this
regard the VFPA is paradigmatic, as during its first general elections the participation
rate did not exceed 7% of the eligible voters (VFPA, 2019).

The situation among Indigenous people in the USA, on the other hand, seems to be
differing from that of Australia’s first people and Canada’s First Nations. While the
participation of Indigenous citizens in state and federal election is generally below the
average of other non-Indigenous groups, the research conducted over the process of
writing this essay has not produces any relevant indication that self-governing commu-
nities are suffering from comparable lack of participation. Moreover, as Indigenous
people in the USA are granted the right to determine their own election codes, collec-
tive-decision making is not bound to externally imposed participation quorums that
complicate effective self-governance.

4.3  Social Geography

Lastly, the social geography of Indigenous communities shall be compared. In the case
of Canada, high shares of the Indigenous population residing off-reserve as well as a
high seasonal mobility of community members aggravated collective decision-making
and therefore provided the circumstances in which the employment of OLV proved to
be profitable. While in the WFRN and WFN around two thirds of the population was
still residing on Indigenous lands, in the whole of Canada only 44% of all First Nation
members are still living on their designated reserve lands (Milke, 2006).

The analysis of Australian and USA communities has shown a similar situation of
community connectedness. In Australia, the vast majority of the Indigenous population
is dispersed over the urban areas of the various federal states, with only 20% remaining
in the remote areas traditionally inhabited by Australian first people (ABS, 2016). Ad-
ditionally, Australia’s Indigenous population is highly mobile, with 45% having
changed their place of residency in the period between 2011 and 2016 (ABS, 2016).
Under these conditions, it is arguably obvious that community connectedness is diffi-
cult to sustain and collective action and decision-making are challenging undertakings
for Indigenous communities. Moreover, similar to Canada, the vastness of the Australia
territory and great distances between individual rural and urban settlements further
complicate such matters.

Indigenous communities in the USA as well have not been spared from urbanization
and the dissemination of their population over the territory of the federal states. With
75% of Indigenous residing out of their respective jurisdictions, community connect-
edness is challenged in a similar way to that of Canadian and Australian communities.
However, it can be argued that despite the geographical vastness of the US territory, a
more densely developed infrastructure as well as measures of remote voting are able to
mitigate the effects of population dispersion more effectively than in Canada or Aus-
tralia.

Table 2. Comparison of the preconditions in Canada, The USA and Australia
| | Canada | USA | Australia |
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Legal Framework

Allows for com-
prehensive self-
governance

Allows for com-
prehensive self-
governance

Does not allow for
any form of self-
governance

Social Geography

Highly dispersed;
Significant off-re-
serve population

Highly dispersed;
Significant off-re-
serve population

Highly dispersed

Polit. Participation

Low participation
rates

No information

Low participation
rates

5 Conclusion

Having evaluated and compared Indigenous self-governance in the United States, Aus-
tralia and Canada, the following section summarizes the findings in order to come to a
conclusion about the applicability of OLV technology in the self-governance of US-
American and Australian Indigenous communities. More specifically, the objective of
the preceding analysis was to determine the extent to which an employment of OLV in
Australia and the USA could yield similar positive results on self-determination and
capacity building. As the author has determined, the three underlying factors of the
social geography of Indigenous communities, low political participation and existing
legislation of self-governance to be most decisive in providing the necessary circum-
stances under which Indigenous communities could benefit from the employment of
OLYV technology, the following conclusion is based on the existence of these factors in
Australia and the USA.

The analysis of the state of Australia’s Indigenous population has shown that local
Indigenous communities exhibit similar social geographies. Indigenous communities
in Australia are often widely dispersed over the different federal states with a sizable
share living in urban metropolitan areas, which hampers community connectedness and
aggravates collective decision-making. Additionally, political participation of the In-
digenous population is often significantly below that of the average settler population,
while turnout rates for local council election, such as the pioneering Victoria's First
People Assembly fail to exceed 10%. However, the lack of a legal framework that
grants Australia’s First people the right to govern themselves, presents a considerable
obstacle to Indigenous self-determination and the advancement thereof. Although the
existence of low community connectedness and low participation rate speak for the
utilization of OLV technology, the lack of a designated self-governance structure in
which such technology could be employed, call the potential of OLV for Australia’s
First Peoples into question. However, it is perceivable that once a legal framework of
self-governance has been implemented, Australia’s Indigenous communities could ben-
efit from the use of OLV. In such a case, Australia’s geographical make-up and the
demographics of its Indigenous population would render traditional voting via polling
stations and mail-in ballots burdensome for small communities with limited resources.

In the United States, the social geography of the Indigenous population is similar to
that of Canada’s First Nations and Australia’s First People. Only 25% percent of the
Indigenous people in the USA still reside on the reserve land of their respective Nations,



61

which present a challenge to collective decision-making. While some of the more pop-
ulace communities have remote voting channels in place to accommodate for their off-
reserve electorate, it is perceivable that for smaller communities, elections present a
considered administrative and financial burden. Although research into Indigenous
communities on US territory has not revealed any issues with low participation rates, it
is arguable that an employment of OLV technology could yield benefits for their degree
of self-determination. More specifically, since US-American legislation on Indigenous
self-governance is similarly comprehensive as the Canadian framework, it is perceiva-
ble that the utilization of OLV technology could lead to more effective decision-making
that ultimately contributes to the advancement of self-determination and capacity build-
ing. Although it can be argued that OLV's effect on self-determination will not be as
far-reaching as for Canada’s First Nations, as there is no need to achieve participation
thresholds in order to extend Indigenous autonomy, OLV can nevertheless facilitate the
participation of Indigenous individuals residing off community lands in the USA.

Finally, the legitimacy of Indigenous institutions in all three jurisdictions, be they
federally recognized or only of regional character, could benefit from an increased po-
litical participation and interest of their respective populations. While previous studies
have shown that OLV only leads to moderate increases in turn-out rates (Goodman &
Stokes, 2018), there has been no research on the participation rates of electorates with
significant shares of remote voters. The question whether or not the deployment of OLV
can led to noticeable increases of participation rates is still lacking sufficient data back-
ing and hence needs to be addressed in future research. As OLV is thought to make the
voting process easier and more comfortable it is conceivable that OLV could lead to
increase of participation among the sizable off-reserve population of Indigenous peo-
ples. Further, taking on a pioneering role in the adaption of OLV and modernizing col-
lective decision-making might be able to provide an identity-establishing and empow-
ering process which ultimately benefits the self-determination and capacity building of
Indigenous communities. However, it shall be noted that potentially positive effects of
OLV, would predominantly impact Indigenous communities that were able to adopt
western-style governance system. Hence, it seems unlikely that the employment of
OLYV has a similar effect in Communities for which western-style systems of govern-
ance have proven unviable in the past.

Nevertheless, a potential employment of OLV in an Indigenous context is dependent
on a multitude of factors of which only a few have been explored in this paper. Among
others, it still needs to be clarified to which extent participation of electorates with high
shares of remote voters, such as Indigenous communities or migrant countries, is im-
pacted by OLV. On a more general note, it needs to be stressed that issues and chal-
lenges experienced by Indigenous communities in Canada, the USA and Australia also
exist in other settler-states where Indigenous peoples are striving for recognition and
self-determination. Most notably, Indigenous peoples in New Zealand, Greenland, Peru
as wells Columbia, have been granted different forms of self-governance and political
representation and thus the potential benefits of OLV for those communities should be
included in deliberations for future research.
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Abstract. The Aland Islands spent years preparing an internet voting system, to
be implemented for the first time in October 2019 for Parliamentary Elections.
Despite this, the project was canceled the evening before the expected release
date. In this paper, we explore the causes of this failure using a two-pronged ap-
proach including Information System failure perspectives and the approach to e-
voting Mirabilis, focusing on organizational elements which provoked the deci-
sion not to use the system.
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1 Introduction: Three contextual questions

The Aland Islands were expected to introduce an internet voting system (IVS) during
their last Parliamentary elections (October 2019), for expatriate voters, with the expec-
tation to extend use of the same system to Municipal elections too and to all possible
voters on the next possible occasion. Unexpectedly, internet voting was cancelled the
day before it should have started. This paper explores this case approaching it from an
Information System (IS) failure framework [18, 20], describing how interactions be-
tween the different stakeholders involved are a central element for understanding the
final decision, and the e-voting Mirabilis frame, focusing on the organizational ele-
ments which provoked the decision to not use the system.

1.1  What are the Aland Islands and how does their electoral system operate?

The Aland Islands are a Swedish speaking autonomous region of Finland comprising
around sixty inhabitable islands and around six thousand small rocky islands not suita-
ble for human habitation or settlement. The archipelago is situated in the opening to the
Gulf of Bothnia, bordering south-western Finland and central-eastern Sweden and is
inhabited by 29,789 citizens, 11,743 of them living in the capital, Marichamn. The au-
tonomy of the Aland Islands was affirmed in 1921 by the League of Nations, through
which Finland would protect and guarantee the continuation of the culture, language
and traditions of the archipelago, and the Alandic Government would have a say in
foreigners acquiring franchise and land in the isles [4]. Similarly, the autonomy of
Aland was reaffirmed by the treaty for admitting Finland into the European Union.
Amongst other elements of self-government, the Aland Islands have their own Parlia-
ment (Lagting) and Government (Landskapsregering), elected in their own independent
elections.

The uniqueness of Aland’s status translates to implementation of its elections, relat-
ing to both the archipelago and Finland. The Aland administration is in charge of or-
ganizing Parliamentary and Municipal elections, and uses the electoral system of pro-
portional representation, in which voters cast votes for a particular candidate, instead
of for a party. Votes are transferred into seats using the D’Hondt method. Participation
in elections is determined by acquiring the Right of Domicile in Aland, or after having
been an inhabitant of any Alandic municipality for one year prior to Election Day (the
latter only applies for municipal elections). Legislation regulating these elections is
covered in the Election Act for Aland [1], adopted by their Parliament in January 2019,
on the occasion of introducing internet voting.
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1.2 Why were the Aland Islands attempting to use internet voting?'

As the head of election administration, Casper Wrede describes [21], the idea to imple-
ment this voting channel in the Aland Islands was following the general worldwide
trend and popularity of internet voting in the late 1990°s, but the initial debate and re-
search which produced the recommendation not to introduce the system until voter in-
tegrity and identification issues had been resolved. The idea of postponing introduction
of a remote voting system in the islands was reinforced by the Finnish failure in their
attempt to use electronic voting machines in 2008 local elections. Using internet voting
was again introduced to political debating chambers after discussions on the reform of
the electoral system in 2014 where, amongst other proposals, the suggestion was voiced
to start introducing internet voting as an additional advance voting channel, only appli-
cable for people living outside the Aland Islands. The introduction of internet voting
was expected to be facilitated in two steps: 1) in 2019, only for expatriate, overseas
voters in Parliamentary Elections; and 2) in 2023, based on the results of the 2019 ex-
perience, internet voting would become available for all voters [21]. Three main ele-
ments are mentioned as key factors triggering implementation of internet voting: con-
venience, turnout, and international projection.

Given the geographic location of the Aland Islands, it has been a long term goal of
electoral authorities [19] to make voting more convenient for remote voters, as well as
a traditional element considered as a driver for internet voting. The logic is based on
two assumptions that 1) a general demand for convenience voting channels exists
among the population; and 2) trust has been established towards remote voting chan-
nels, implemented in an uncontrolled environment. The Aland Islands have a legacy of
convenience and remote voting channels being available to the population, since even
before 2019 they were already offering, a number of voting channels consisting of 1)
early voting at general voting locations not linked to the voter’s place of residence,
meaning that a voter could vote at any early voting polling station across the Alands
during an 11-day period; 2) early voting at care institutions; 3) Election Day voting;
and 4) Postal voting for those who “are out of the country or are ill/handicapped and
unable to vote in any other way” 2.

Advance voting channels are quite popular for the population and currently are used
by around 1/3 of all voters who cast a vote (35% in 2019 and 2014 EU Parliament
Elections)®. Said differently, Postal voting was not able to gain popularity due to the
cumbersome procedure. During 2015 elections to the Legislative Assembly, around 150
people voted by post, constituting only 0.7% of all eligible voters [3], with about 10%
of postal ballots arriving too late to be counted for the elections. Besides Postal voting,
no other voting channels are available to voters residing overseas, outside of the islands.

For a more detailed development of this point, see our previous work on the preparation of
Aland’s internet voting project [5]

As described in the leaflet produced by the government of Aland to explain how Elections
function to citizens: “Election on Aland, 18 October 2015”.

Statistics and Research Aland, URL: https://www.asub.ax/sv/statistik/valet-europaparlamen-
tet-2019
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Aland does not have any embassies, representative agencies, or consulates and, as a
result, voters do not have the option to vote in foreign missions. It is no coincidence
that expatriates — ‘absentee, overseas’ voters - constituted a target group for initial use
of internet voting.

The introduction of internet voting was also connected to projecting Aland to the
outside world. In recent years, the Government of Aland provided IT-services for the
public sector and contributed to overall digitization of the islands in various ways,
through the public company ADA*. Both the development of internet voting and digit-
ization of the islands are elements for creating a digital narrative of Alandic identity
and creating a positive image to promote the islands as a place where innovation thrives,
and to highlight the positive impacts of their self-government.

In contrast, the reduced costs and time required are not amongst primary reasons for
introducing internet voting. Cost savings were highlighted as a potential advantage for
the long term [2, 3], under the assumption that a realistic assessment of cost-efficiency
would only be possible once the system had been consolidated and the number of users
increased. Regarding time savings, another dimension which is often highlighted as a
potential positive outcome of using internet voting, the small size of the electorate
would limit the potential impact of using the system in this regards.

1.3  Why are we writing this paper?

Discussions on the convenience of introducing internet voting to the Aland Islands were
held for more than 20 years, intensifying during the last months of preparatory work.
The first use of internet voting seemed to be ready for ‘go live’ on October 2019 but,
at the very last minute and after the system had been set up, the use of internet voting
was cancelled hours before elections opened. Our initial goal with this research was to
approach the Alandic case in order to observe their initial use of internet voting and
conduct a cost-efficiency calculation of multichannel elections as we had already done
for the case in Estonia [9, 10]. The fact that elections were cancelled when our team
was already in-place and on site and we had already conducted extensive preparatory
work (analysis of electoral law, preliminary interviews, initial study visit) made us di-
rect our gaze towards analyzing the reasons for failure. We had the rare and unexpected
opportunity to directly observe management of an electoral crisis and to interview the
relevant actors. Our aim is to pinpoint the different elements which may have contrib-
uted to this final decision and try to extract lessons to be applied by other electoral
managers and for implementing voting technologies. Failures help unveil processes
which would remain hidden when assertions are made for systems that are successful
[14], in this particular case, the complexity of electoral management and technological
innovation and the interaction of different stakeholders.

To do this, we will propose and use a framework describing the Information System
(IS) failure and interactions between the different stakeholders involved, relying on in-
terviews conducted during our study visits to the islands.

4 Aland Digital Agenda, see: www.ada.ax/
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2 Stakeholders and Models of failure

Several studies targeted the issue of Information Systems (IS) failures [5, 6, 8, 12, 16,
22] over the last few years, and some proposed explanatory frameworks described the
concept of IS failure and tackling the determinants for successful implementation [18,
20]. Definitions of an IS failure are generally in line with the two categories Ewusi-
Mensah described [8]: either the system fails due to inability to perform to users’ levels
of expectations or due to the inability of producers to produce a fully-functional, work-
ing system for users. Sauer [18] considers the definition of an IS system failure as a
system abandonment due to stakeholder dissatisfaction.

Sauer [18] developed an explanatory framework describing IS failure based on three
key elements: 1) Supporters, 2) Project Organization and 3) IS. In it, he creates a trian-
gle of dependencies between these three elements and there must be interaction between
them to prevent eventual failure occurring. In his analysis, failure is presented as the
outcome of the interplay between context, innovation process and support. Flaws occur
if the context is inadequately addressed in the innovation process, and, if flaws should
accumulate, the system loses support and faces risk of failure. Sauer also highlights the
importance of system supporters and their perceptions regarding the system itself, ra-
ther than solely focusing on technological characteristics of the IS. In his interactive
framework, the IS serves the supporters, while they in turn support the project’s organ-
ization, and this last component innovates the system. According to Sauer’s way of
thinking, failure is seen as total abandonment of a system, which occurs when this tri-
angle of dependencies breaks down. The role of Project Organization is seen as a mid-
dleman between stakeholders and the IS. What is more, the role of project organization
is not limited to this: it also serves as “‘a mediator” between context, system and stake-
holders.

Toots [20] iterated and adapted Sauer’s model in order to develop an analytical
framework for contextualizing and explaining factors which influence system failure
for e-participation. The framework proposed by Toots consists of four key elements,
focusing on: a) Innovation Process; b) Contextual Factors; ¢) Processes with contextual
factors interacting with innovation process and stakeholders and; d) Project Organiza-
tion, where they have the power to change influential contextual factors or if it can, to
align the system to the context. The sub-elements of context include technology, organ-
izational variables, and politics. In both frameworks mentioned above from Sauer and
Toots, the elements complement one another, creating an interactive triangle of depend-
encies which allows us to understand the reasons for failure in exchanges occurring
between different elements.

The Supporters in Sauer’s model can be also viewed as stakeholders in Toots’ model,
but Toots includes a differentiation between “Project Organization” and “Stakehold-
ers”, based on the following logic: stakeholders need the project organization to de-
velop IS according to their interests (p. 548). Therefore, Project Organization is viewed
as a middleman between stakeholders and the IS, but the role is not limited solely to
this, serving also as “a mediator” between context, system and stakeholders.
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Even if Toots’ efforts bring the causes for e-participation IS failure closer to the case
we are analyzing, her model does not apply in full for understanding reasons for the
Aland Islands’ failure. Of the four key assumptions presented, only two of them are
indicative for our case:

“1. Implementation of an e-participation system may be regarded as an innovation
process characterized by uncertainty and susceptibility to changes in the context;

2. While contextual factors and changes are not the immediate cause of failure,
context may constitute an important trigger for failure.”

However, even these assumptions do not apply fully in our case, because Toots,
following Macintosh’s [13] definition of e-participation, explicitly distinguishes e-par-
ticipation from other e-democracy instruments such as e-voting (p. 546). Alands’ IVS
is a type of e-voting and thus could not fully benefit from applying a framework de-
signed for e-participation, even if it is an excellent fulcrum for developing a new itera-
tion of the model.

Some of the arrangements proposed for Toots” model relate to the role stakeholders
play and the fact that the technology was never used. One of Toots’ arguments is that
if using an e-government system is not satisfactory for those who must use it, they will
abandon its use and condemn the system to failure. In the case under analysis, the IVS
was never used by stakeholders, so their impact is minor. On the contrary, the role of
Project Organization and the Context in which the IVS is framed play a more relevant
role, since the unequal discourses collected from Election Managers and Vendors high-
light the existence of a difference in criteria towards the system. Also, some of the
difficulties highlighted for developing IVS relate to adapting to the context, either legal
or technological, of the Alandic environment.

Taking one step forward, for iteration and for adapting Toots’ framework to the
case of the Aland Islands, we can detect different elements proposed in the framework
mentioned: 1) Project Organization existed and managed creation, development and
implementation of the system (here, also, a difference to Toots” model, since the role
of Project Organization was not to innovate an IS which already existed, but to imple-
ment a brand new one); 2) the IS was in-place but never used; 3) the Supporters never
accessed the system, but they could track developments through the media and further
discard the system; 4) external contextual factors might have facilitated failure of im-
plementation, such as the Data Protection Authority arriving late or integration of the
IVS in the Finnish e-Government environment. Failure, in our case is transposed to
being the decision to not proceed with internet voting, even with the system in-place,
giving more relevance to the interaction between the different elements than to the IS
itself.

Since some of the elements included in the frameworks proposed by Toots and by
Sauer cannot be included in the same manner as has just been described, their models
need to be iterated and adapted to the conditions of the case study. For this reason, we
refer to the conceptual model analyzing e-voting implementation — the E-voting Mira-
bilis [11]. Including this allows enlarging the context in which the IVS is implemented.
It focuses on four macro dimensions influencing application of ICT in elections:
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technological dimension;
legal dimension;
political dimension;
social dimension.

For the technological dimension, we consider what supporting infrastructure for
internet voting was already in place (in particular, voter register and voter identifica-
tion). For the legal dimension, we trace how the legal framework has been amended to
adjust for internet voting, and whether it covers such aspects as secure processing of
voters’ personal data. For the political dimension, we analyze what groups of voters’
internet voting was supposed to enfranchise, how the IVS was evaluated, and what was
the overall political discussion on its introduction. The social dimension focuses on
citizens’ understanding and level of trust in [VS.

The E-voting Mirabilis is also helpful for stakeholder categorization, distinguish-
ing between Voters, Politicians, Election managers, Vendors, and Media representa-
tives and election monitors or observers. Combined with Toots” model, distinguishing
between stakeholders and project organization, categorization should look like this:

o Stakeholders: Voters; Politicians; Media representatives and election observers;
e Project organization: Vendors; Election managers, Project managers.

Therefore, our theoretical framework builds on the conceptual model of the ‘E-
voting Mirabilis’ [11] and an adaptation of the information system failure framework
by Toots [20]. Based on these, we propose and use the “Mirabilis of internet voting
System (IVS) failure”. Toots’ ‘e-Participation System’ was replaced by the IVS, and
inside it we find Krimmer’s e-voting components. All around, the ‘contextual factors’
(Toots) or ‘four main macro dimensions’ (Krimmer) that explain the areas that influ-
ence e-voting deployment [11]. Afterwards, Krimmer’s five stakeholder groups which
help to apply ICT to the electoral process, are grouped as either a ‘Stakeholder’ or ‘Pro-
ject Organization’, according to Toots’ framework and to their direct involvement in
implementation of internet voting. Relationships between IVS, Project Organization
and Stakeholders have remained similar (with some minor changes) to Toots’ original
diagram.
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Fig. 1. Mirabilis of IVS failure.

Aland Internet
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In the context of the Aland Islands, project organization will be represented by the
vendor (Scytl) and the organization responsible for the IVS procurement (ADA) and
project management (Electoral Management Body). The rest of the actors will fit into
the category Stakeholders: voters, government, election administration, parties, Data
Protection Authority, and others. Stakeholders send requirements of IVS to project or-
ganization and provide them with the resources to fulfill those requirements. The IVS
produced should satisfy stakeholders, otherwise, they will not use it. In other words,
the IVS produced should meet the expectations of key stakeholders. In the context of
the Aland Islands, this first and foremost concerns the stakeholders responsible for the
decision on whether to start using internet voting. Already at the stage of modelling,
we can observe that there is a possible mismatch between stakeholders’ requirements
formulated to project organization at the start of IVS development, and expectations
which the final IVS should satisfy.

In this conceptual model, the context plays the key role: it shapes the demands of
stakeholders, thus affecting the requirements they will send to project organization; it
constrains or defines what is possible for project organization to fulfil the requirements;
and the final IVS should serve the context.

3 Methodology

Data collection for developing this case study took place between March and December
2019. During this period, we conducted two visits to Marichamn in teams of two re-
searchers: 9-16 June and 14-22 October. Most of the interviews and observations in-
cluded in this research were carried out during these visits to Aland, although we had



72

completed some preparatory interviews with the Alandic Electoral Management Body
(EMB) before the first visit, and arranged some digitally mediated interviews after the
second visit. A total of 20 semi-structured interviews were conducted with EMB, ADA,
Scytl, Central Committee for Elections, Data Protection Authority, local politicians,
and voters. Many interviews had more than one respondent and some interviewees were
contacted at different times. In all, a total of 20 people were finally interviewed, and
the interviews were anonymized (see Fehler! Verweisquelle konnte nicht gefunden
werden.). Data was analyzed using NVIVO qualitative data analysis software follow-
ing a multi-stage inductive approach consisting of identifying a set of core themes dur-
ing transcription (including, amongst others, 1) the electoral process, 2) government, 3)
introduction of internet voting, 4) cancellation of internet voting and 5) voting organi-
zation) and the further coding of interviews based on the above themes. This inductive
method was aligned with re-focusing of the research plan described below, allowing us
to include the information collected in a context of crisis and relate our conclusions to
the literature on Information Systems failure.

Table 1. List of interviewees, anonymized.’

Occupation Date
Head of election administration March, 2019
Head of IT-unit at Alands Landskapsregering June, 2019

System administrator at Alands Landskapsregering ~ June, 2019

Legal Director, Government Offices, Unit for Legal June, 2019
and International Affairs

CEO of Ada Ab June, 2019
Project Manager at Ada Ab June, 2019

Data Inspector June, 2019
Minister June, 2019
Minister June, 2019

Head of election administration (IT) June, 2019
Voter October, 2019
Voter October, 2019
Head of election administration (III) October, 2019
Data Inspector (II) October, 2019
Head of IT-unit at Alands landskapsregering (II) October, 2019
CEO at Ada Ab (II) November, 2019
Worker at Ada Ab November, 2019
Worker at Scytl November, 2019
Worker at Scytl November, 2019
Worker at Scytl November, 2019

> The numbers in brackets refer to the number of times the person was interviewed
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Worker at Scytl November, 2019

The case of the Aland Islands was selected due to the fact that they intended to imple-
ment internet voting for the first time and it represented a good comparison to research
already conducted by the research team. The size of the country and administration
allowed swift, effective communication and privileged access to data. Also, it would
have covered a relatively unexplored dimension of electoral analysis, the costs of initial
implementation of voting channels and their evolution over time.

We must point out here that the methodological plan was reframed during the re-
search, due to cancellation of the IVS. Whilst applying the methodology for calculating
costs, the initial plan followed on from previous research [3, 4] and research mentioned
in a previous publication on the same case [5]. Cancelling implementation of internet
voting took place during the research team’s second visit to the Aland Islands, at a time
at which the analysis of electoral law and modelling of the electoral processes had al-
ready been completed, as well as several interviews for understanding and describing
the electoral system, its management and the costs involved. The fact that the research
team was on-site during the cancellation, allowed them to observe and conduct inter-
views about management of the crisis, which were followed by a second round of in-
terviews with the key stakeholders. Hence, this publication is the result of refocusing
our research goals, given the opportunity to gather information on a critical case study
relating to management of an electoral crisis due to cancellation of a voting channel.
As aresult of this, the interview design was modified (¢the contents of the questionnaire)
in the course of the data collection process, paying special attention to integrating the
different steps of data collection in the final analysis of the data.

The value of the data collected is derived from the opportunity and the uniqueness
of the situation but, at the same time, it may involve some limitations given that it was
not possible to plan such a methodological reconfiguration in advance. Amongst the
strengths of our data collection process: 1) we developed a deep analysis of the electoral
system prior to cancellation, and so were able to rapidly identify the key stakeholders
to interview and the key processes to direct our attention to; 2) the presence of our
research team on the ground allowed us to gather first impressions and reflections after
cancellation and to experience the moment of cancellation on-site: direct observation
of events provides us some interpretative clues which it would not be possible to gather
through other data collection methods [7]. Amongst the limitations: we could not access
some information on grounds of secrecy and confidentiality; the sources which, accord-
ing to some discourses, could shed light on legitimacy of their claims.

4 Data Analysis

The context surrounding the Aland IVS looked promising for implementation of the
new voting channel. At a socio-political level, no objections were raised against the
system, the media did not pay much attention to implementation of the voting channel
and no political party openly opposed it. There were more concerns about lowering the
age of voters to 16 years of age for example, a reform discussed simultaneously to
introduction of internet voting.
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The overall political discussion on internet voting was fairly positive. Stakeholder
evaluation varies from feeling fairly optimistic (I-1) to endorsements: I always thought
that this is a good thing, this is something we need to do (I-13). The Parliament also has
not seen much of the debate on internet voting, besides some discussion on the security
issues (but) in general, all parties in Aland responded positively to this voting channel
(I-13). Media outlets in the Aland Islands were not interested in internet voting, until
almost right before voting started: here is not big interest because everybody’s focused
on the transformation of the municipalities (1-13), I think, as a journalist, the interest
in the elections will awaken in the end of August, when the campaign starts (1-13)

This smooth political development crystalized in the decision that, during the first
binding trial during the 2019 Parliamentary elections only expatriates (overseas, absen-
tee voters) were eligible to vote via the Internet, most of [the expats] are young people,
they are studying or have been studying and stay for some years after studying (I-3).
This decision was considered as a clear improvement of voting conditions for expat
voters (a very strong urge from the younger generation to have a simplified voting pro-
cedure, possibly electronic — 1-5) since they could avoid the problems associated with
using postal ballots to cast their votes (last election 10% of our postal votes came back
too late to count — 1-5).

As aresult of which, the whole new electoral act passed unanimously (1-3). The legal
dimension, in accordance with Krimmer [11], regulates how the electoral code can be
changed in order to permit votes cast by electronic means and to provide the level of
accountability required to the voter and should further: 1) provide the voter with the
ability to see how personal data are processed; 2) include the principle of proportional-
ity when handling personal data; and 3) serve as a guiding indicator. The Election Act
for Aland, issued on May 2019, consists of 15 chapters and 122 individual sections (or
articles), and defines all voting channels including postal voting, advance voting, Elec-
tion Day voting and contains new provisions on internet voting (I-5). The legal dimen-
sion was further bolstered by the ‘Registerbeskrivning’® or Privacy Policy (2019) which
describes processing of personal data in connection with implementation of the Parlia-
mentary and Municipal elections in Aland, including a description of the personal data
required, its use during various stages of the election process, and the entities responsi-
ble which may interact with it, either directly or indirectly.

In order to specifically implement internet voting, the government decided quite
early [for] the procurement process, that they should buy a service, not the system and
that they need/[ed] someone else to run it (I-10). To this end, the law and the procure-
ment requirements were written in “parallel”. As confirmed by an interviewee, this was
not ideal, perhaps theoretically. But in practice, it was quite good because we could
adjust the wording and the law, according to what we experience, what is possible and
how things should be (I-10). This procurement process was run by ADA, resulting in a
bicephalous organizational structure from the side of the government: ADA for man-
aging the contract and the Electoral Management Body for management of elections,
both interacting with the vendor.

% Available at: https://www.val.ax/sites/default/files/attachments/subject/behandling-av-per-
sonuppgifter.pdf Last accessed 15 June 2020
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The development of IVS was accompanied by audits and evaluations. The checks
and balances are prescribed by law: the government [...] should check and to have a
third party to check everything, all the processes. So, we will also have somebody to
check when the election takes place that everything is [OK] (I-4). However, in June
2019, the independent body which would check and review the i-voting system had not
yet been defined. The notions of who this independent body could potentially be were
still vague: It could perhaps be some authority from the Finnish state government, but
it must be independent from the vendor and from the government... (...) it could also
be some representatives from the Finnish authorities. Could be representatives from
Estonia, for example. I mean, experts on internet voting, would be possible. Or it could
be some audit company like KPMG, or whatever (1-9).

At some point during development of the IVS, the Data Protection Authority of
Aland became interested in auditing the process [17], for the following reasons: Well,
the biggest reason is because this is a new project, that has not been done before. And
also, since this is a democratically critical process, pertaining to a lot of sensitive per-
sonal information or other special categories of personal information as in political
opinions... since that kind of data is being processed [ ...] That is the kind of processes
that the data protection authorities should be auditing to make sure that they re safe
(I-17). The arrival of the Data Protection Authority brought a new along with it player
to the table; since it was not possible to conduct the audit on their own, it was necessary
to outsource this to an external consultant for auditing the security documentation sent
by [the vendor]. And to see if they fulfilled the safety requirements (1-17). The main
findings of the audit, were that the Data Protection Impact Analysis (DPIA) has not
been completed’.

From a technological perspective, the IVS used the digital infrastructure provided
by Finnish government — e-ID systems (e-ID Cards and Mobile-ID) — and private insti-
tutions (e-Banking), and consisted of main elements such as an e-ballot box, a list of
voters and candidates, voter identification and authentication as well as vote verifica-
tion.

During the development process of the IVS, a number of deficiencies were detected
with the e-Identification system: in relation to integration during the first pilot we found
errors in the Suomi.fi implementation. So when I cast a vote, I was not successfully
logged out from the authentication (...) And then they have corrected one mistake in
Suomi.fi identification but there was still one loop, one error more. (I-19); In June al-
ready. And then in July again and in August, again (I-15). Discovery of these problems
was motivation for outsourcing a penetration test to an external vendor who dealt di-
rectly with the vendor in charge of IVS. The interaction between both vendors presented
some problems in relation to accessibility to the source code of the voting system, since
the vendor in charge of the penetration test was allowed access to the code but in the
premises of the IVS provider, in a different country, and this option was not accepted

7 For further details on the General Data Protection Regulation in the Alandic elections, see the
work of Rodriguez-Pérez [17].
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and delayed the auditing process®: The argument that they were unable to access the
source code for me is not a valid argument (...) they were invited... but even if they
decided to not to come, this particular issue has been tested (1-20).

According to the vendor’s position, the problems detected challenged the develop-
ment of the system: during such integration, [or] maybe during any sort of customiza-
tion or development, when you test, you find things, with the objective to correct them,
fix them (1-20); The main challenge here is that, since we are not (...) Finnish, we don’t
have Finnish ID, so we have few test credentials that we can use in our tests to automate
them (...) the personnel both from ADA and the government (were) very helpful as well
in providing (them) to us (1-20). Problems were resolved according to their position,
and the system was in place and ready to run during the elections as expected: this issue
with the verification of the digital signature. It was corrected, and was said that was
corrected (by the vendor).

The report from the vendor in charge of the penetration test was finished very late
on (we got the report from the security company very late, so it was not so much time
to evaluate that and also to have a meeting with them and to discuss about — I-19) and,
even if the problems might have been solved, we have not run the pilot from start to
end (...), never ran it from beginning to end in a test environment (...), it doesn't feel
right to do it (run the elections) (I-19). The result was, cancellation of using internet
voting at the very last moment.

5 Discussion and Conclusions

In the complex environment of electoral management, many factors can tip the scales
towards failure if these are not perfectly aligned. In the case analyzed, even if there was
a long process of preparation, training and a well-documented Electoral Management
Body with members and experienced vendors, their joint efforts did not match up to
initial expectations and the IVSs could not be implemented. It is not our role (nor our
aim) to blame anyone for this outcome, but to understand the process in order to gain
some useful knowledge and experience for others who aim to implement similar sys-
tems.

As we described, the context in which the IVS was to be implemented appeared to
be quite friendly, accommodating, and welcoming: positive political discussions, lack
of external agents discussing the suitability of the decision taken. The law was approved
on time, as was the procurement process too. The problem, then, relied on the process
of adjusting the IVS and the interaction between the members of the project organiza-
tion, particularly with relation to timing. The accumulation of delays in some deliveries,
responses and interactions, combined with organizing pilots during the summer period
(in June and in August) reduced the time available for resolving problems detected
(problems of integrating IVS into the Finnish e-ID system). Developing two Penetra-
tion Tests in a relatively short period of time and the presumed problems of collecting

8 In this regard, it is worth noting that it was not possible to interview the vendor in charge of

the penetration test due to a disclosure agreement. The views collected in this research might
be distorted due to this issue.
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data for the audits delayed the responses until a time when they were already redundant
and no longer required. The Data Protection Authority’s appearance late in June, and
creating a new parallel legal and document audit probably superimposed a new layer of
complexity onto implementing the system. Even if problems could have been resolved,
as the vendor in charge of the IVS states, the authorities ‘confidence in reliability of the
system had already been damaged and the decision to cancel the elections could seem
reasonable for those who were legally qualified to make it. Paraphrasing the idea ex-
pressed by Oostven and Van den Besselaar [15], a voting system is only as good as the
Administration (“public” in the original version) believes it to be.

The key takeaway we can extract from this case is the relevant role which organiza-
tion of the overall process plays in successful implementation. In the case under analy-
sis, time management appears to be the main limiting factor for effective resolution of
problems identified. We believe that with better time-management, four critical factors
could have been managed more effectively: 1) the vendor could have resolved the prob-
lems detected in a timely manner, 2) project organizers would have had time to make
sure these issues were resolved, 3) the final version of the system could have been
tested, and hence, 4) the system could have been operated securely in real time. In ad-
dition to this, other factors, that without time constrictions could have had an irrelevant
impact, in the case analyzed played an important role. Firstly, the bicephalous structure
followed for project management divided the knowledge available on the side of project
organizers, that is the technical knowledge separate from contract management and
adding to the complexity of the process. Due to this fact, the process was slowed down
at critical moments when a more directed management structure could have forced the
vendor to react more swiftly in order to solve problems encountered. Secondly, the
unexpected problems encountered related to the integration of the Finnish e-Identity
system and their late resolution, damaged the trustability of the IVS. A faster detection
and a smooth resolution of these problems could have walked the process to a different
ending.

In contrast to the case proposed by Toots[20] in which the e-participation system
failed due to a lack of a meaningful connection with stakeholders, in the case of the
Aland Islands, failure originated on the side of interaction between project organization
and the IVS itself, showing, in the end, the relevance of the organizational factor for
creating, developing and implementing technological innovations.
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Abstract. This short paper reports the results of ongoing research into
the effect of remote internet voting on electoral turnout among Swiss
citizens who live abroad. Preliminary results show that internet vot-
ing increases registered expatriate voter turnout by around 5 percentage
points compared to mail-only voting. This suggests that internet voting
is an effective method to increase turnout among citizens abroad.

Keywords: Internet voting - Turnout - Citizens abroad.

1 Introduction

In response to increasing geographical mobility, most democracies have extended
voting rights to citizens who live outside of the state territory [1]. However,
electoral turnout among citizens abroad is often very low [5]. In this short paper,
I report first results from ongoing research into the potential of remote internet
voting to increase expatriate voter turnout.

2 Case and Research Design

I examine the case of Switzerland. Between 2008 and 2019, a total of 15 Swiss
cantons trialed internet voting for expatriates. In many of the 15 cantons, the
trials extended over several years and covered a large number of electoral events
[3]. Internet voting was generally popular among Swiss expatriates. In most of
the trials, 50% or more of all votes were cast online [6]. All other votes were cast
by mail, the only alternative voting option available to the Swiss abroad.

There are two key challenges with the identification of the causal effect of
internet voting on turnout among the Swiss abroad. First, voter turnout is a
function of many factors other than internet voting, and little data is available
on, for example, the socio-demographic profile expatriate voter populations that
could be used for statistical controlling. Second, data on expatriate voter turnout
is available only for some but not other cantons and expatriate voter turnout can
only be measured in terms of registered expatriate voters. The latter constitutes
a key concern because internet voting may affect the registration probability,
which would give rise to sample selection bias.

To simultaneously minimize the risk of bias due to confounders and endoge-
nous sample selection, I choose to focus the empirical analysis not on the in-
troduction of internet voting, but on its continued provision (or not) after a
prolonged period of prior availability. This strategy minimizes the risk of sam-
ple selection bias, principally because internet voting is most likely to affect the



81

registration probability when it is first introduced. For causal identification, I
exploit the circumstance that internet voting was suspended in several cantons in
August 2015 due to the discovery of security issues with one of the internet voting
systems in use at the time, the Consortium system. The suspension enables me
to estimate the causal effect of internet voting on expatriate voter turnout using
difference-in-differences estimation, which by design rules out many potential
confounders [4, 2].

3 Preliminary Results and Conclusion

The sample consists of 8 cantons.! All 8 cantons had started to trial expatriate
internet voting between 2008 and 2010, but are only observed starting in 2013
and until and including early 2019. 4 of the 8 cantons were affected by the
suspension of internet voting in 2015, during which expatriates could vote only
by mail. Internet voting resumed within 1 to 3 years in these cantons. The
dependent variable is registered expatriate voter turnout in federal referendums
and elections. There were a total of 23 federal electoral events during the period
studied. The total number of observations is 184.

The causal effect is estimated using two-way fixed effects regression with stan-
dard errors clustered by canton to account for serial correlation. Two-way fixed
effects regression generalizes the classic difference-in-difference estimator for two
time periods to multiple time periods. I find that turnout among registered ex-
patriate voters decreased by an estimated 5.2 percentage points as a result of the
temporary suspension of internet voting (p < 0.000). Additional analyses sug-
gest that pre- and post-suspension trends in registered expatriate voter turnout
were close to identical in treated and control cases, thus supporting the parallel
trends assumption. Overall, the preliminary findings of this study suggest that
internet voting can markedly increase turnout among citizens abroad.
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Abstract. This paper considers the current state of Estonian Internet
voting, identifies its shortcomings with respect to the present-day threat
landscape, and discusses possible mitigation measures. It turns out that
the area requiring the most attention and introduction of new measures is
electronic identity. We also propose and analyse an update to the current
Estonian individual vote verification protocol allowing to use PC as a
verification device in case voting would move to mobile platforms.

1 Introduction

Casting a vote via Internet (i-voting) has been an option in Estonia since 2005.
In 2019 Parliamentary elections, about 44% of all the votes were cast via this
medium®. The system has been a subject of debates and research scrutiny since
the beginning of deployment.

The first full security study was composed by a group of Estonian researchers
in 2003, and later updated in 2010 [3]. In 2011, several potential problems (e.g. an
invalid vote and proof-of-concept vote manipulation malware) surfaced in prac-
tice [6]. To counter them, individual verification option was added to Estonian
Internet voting in 2013 [9]. In 2014, Springall et al. published a study pointing
out the need for better verifiability of system-level properties [14]. As a result,
in 2017, a completely re-designed IVXV protocol was deployed in Estonia [7].

In 2019, the debate about Internet voting security intensified again in Estonia
after a new political coalition was formed. The Minister of Foreign Trade and
Information Technology called together a committee that produced a list of open
action items to potentially work on®.

One of the ideas listed was to introduce the option of casting votes from
mobile devices. Since this would be quite a significant change in the current

® https://rk2019.valimised.ee/en/participation/participation.html
S https://wuw.mkm.ee/sites/default/files/content-editors/e-valimiste_
tooruhma_koondaruanne_12.12.2019_0.pdf, in Estonian
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Estonian i-voting infrastructure, a separate analysis effort was initiated by the
State Information System Authority and State Electoral Office.

The current paper builds on the initial findings gathered during the analysis”.
Even though the original focus of the study was on mobile voting, it turns out
that most of the issues and recommendations are actually more general and
hold for the PC-based voting as well. In Section 2, we will first cover the general
electronic identity and OS level threats. Section 3 discusses a possible change
that introducing mobile voting may bring along for verification. In Section 4,
we list and categorise existing and newly proposed mitigation measures. Finally,
Section 5 presents the conclusions and sets directions for future work.

2 General risks

2.1 Threat actors

We start our study by identifying the main classes of threat actors.

— Civil hacktivist seeking publicity. Such an attacker is not necessarily
malicious, but can cause unintended problems as side effects of his activities.

— Single candidate trying to get more votes. Such an attacker acting
alone has limited resources, and his attacks are not likely to scale too much.

— Political party trying to increase the number of seats. Such an at-
tacker has medium level of resources. It may have significant organisational
capability, enabling certain attacks (e.g. coercion) to scale quite well.

— Organization that aims at influencing policy decisions. Such an at-
tacker may have financial or ideological motives. This category includes large
national or international enterprises, and their methods range anywhere from
media campaigning and lobbying to direct bribery.

— Foreign state-level actor interested in gaining more control over
the country. Such an attacker may have significant resources and access to
rare technical capabilities (like zero-day attacks against common OS-es).

2.2 eID level risks

The Estonian Internet voting scheme relies heavily on the electronic identity
(eID) infrastructure. There are currently three main eID solutions in use in
Estonia.

— ID-card, first launched in 2002, was historically the first one and is still
in wide use. The latest generation of ID-cards also possesses Near Field
Communication (NFC) functionality which provides an option of using it in
the context of m-voting as well.

" https://www.valimised.ee/sites/default/files/uploads/eng/2020_m-voting-
report.pdf
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— Mobile-ID (mID), first launched in 2007, relies on the mobile phone Sub-
scriber Identity Module (SIM) card as the key storage and cryptographic
COProcessor.

— Smart-ID (sID), first launched in 2016, is a software-only solution making
use of a specific cryptographic scheme [4] where the signature key is split
between the mobile device and server.

Right now, only ID-card and mID are used for i-voting.

Regarding security aspects, we consider the user’s personal computing envi-
ronment to be the weakest point in the e-ID ecosystem (see Section 2.3). All the
above e-ID solutions use OS input-output mechanisms to display confirmation
codes, enter PINs, etc. While ID-card is theoretically also usable with a PIN-
firewalled smartcard reader featuring a separate PIN-pad, such readers are not
widely available on the market and hardly anyone is using them in Estonia. If
an attacker is able to monitor PIN entry of some legitimate session, he will later
be able to enter the same PINs in the session of his choosing.

The most serious implication of this threat is an attacker submitting a vote
using a compromised e-ID environment without the voter noticing. This is a
problem both in the scenario when the attacker changes the originally submitted
vote by re-voting, and also when the voter did not intend to vote at all (which is
her legal right in Estonia). To complete such an attack, the attacker would need
to implement his own voting client. This is feasible as the protocol description
is public, even though not always sufficiently detailed [11].

There are a few aspects of user behaviour that contribute to this problem.

— General low level of digital hygiene, e.g. installing software from untrustwor-
thy locations, carelessly opening email attachments, failure to keep the OS
updated, etc. Such failures are often required as presumptions for attackers
to launch malware-related attacks. Raising digital hygiene awareness is one
key measure in raising the security level of every kind of digital services,
including i-voting.

— Usage scenarios where ID-card is left attached to the working terminal for
extended periods of time, e.g. as a login token. Even though short periods
of legitimate ID-card usage might already be sufficient to implement an
attack, the login token scenario has more problems. Namely, it is typically
implemented at an OS level by leaving the card’s authentication environment
open. As a result, applications (including malicious ones) do not need to have
access to PIN1 in order to perform authentication.

In general, one of the core problems seems to be that e-ID tokens (be it an
ID-card or an mID SIM) are getting too intimately connected to the computing
platforms and OSes. On one hand, this connection is convenient for the users,
but at the same time it increases the attack surfaces and time windows. Whether
the corresponding risk level still remains acceptable depends on the application
scenario and threat actor we consider.
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In case of electronic voting (both PC and mobile platform based), the in-
tegrity risks become significant when the attacks start to scale easily. We esti-
mate that out of the threat actors listed in Section 2.1, high-resource state level
attackers have the capacity to attack mobile platforms in a sufficiently scalable
manner.

There are several possible mitigation measures to both prevent and detect
unauthorised use of voter’s e-ID. We will describe and discuss these measures in
Section 4.3.

2.3 OS level risks

It is very hard to rationally estimate security level of an operating system or a
particular version of it. There are several folk beliefs either based on common
knowledge (“A newer version of OS should have less vulnerabilities”) or some
sort of personal view (“iOS is more secure than Android”), but these beliefs are
quite hard to quantify.

Concerning the more updated versions having less vulnerabilities we may look
at published vulnerability reports®. However, even one critical zero-day flaw may
be sufficient for a state-level attacker to implement an attack, so the number of
unpatched vulnerabilities is not necessarily a good measure of security.

Claims about the comparative security level of specific OSes (say, Android
vs 10S or Linux vs Windows) are even more questionable. In case of open devel-
opment models (Android, Linux) the attackers have easier time of discovering
weaknesses, but at the same time public disclosures also speed up patching. For
example, the potential bounties paid out for a fresh Android zero-click exploits
are even higher that those of i0S?. This may be interpreted as an indication that
such Android exploits are more rare. However, as argued by Ross Anderson, open
and closed development models produce software of roughly comparable security
level in the long run [2].

One way how such argumentation could be backed up is by comparing the
number of exploits for open source and closed source software. There is a recent
study by RAND Corporation, analysing a rare dataset of exploits based on
zero-day vulnerabilities [1]. The dataset contained 74 exploits for open source
software and 123 exploits for closed source software. The analysis showed that
the survival probability for both classes of exploits was roughly the same, with
the average life expectancy of an exploit for closed source software being 6.93
years and 6.51 years for open source software.

Acquiring superuser credentials In general, malware has two ways of getting
root access to a device. It can either escalate privileges by using an exploit, or
abuse the access that an unsuspecting user provides. On a PC, users may choose
to run software with root user permissions, but doing the same in Android or iOS
is not so easy. While root access gives more freedom to the user, it also breaks

8 See e.g. https://www.cvedetails.com/
9 https://zerodium.com/program.html
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the security model of the underlying platform and makes it easier to attack the
device. Thus, some vendors are trying to prevent the user from getting root
access. E.g. with each new release of i0S, Apple has taken more serious steps to
prevent users from getting root access (called jailbreaking in iOS community). At
the same time, Apple is also working to decrease the motivation of jailbreaking in
the first place (e.g. by increasing configurability of the official i0S). As a result,
the i0S jailbreaking community has recently decreased!®.

Android rooting, on the other hand, is still happening a lot. It can be clas-
sified into hard rooting and soft rooting [15]. The former is done by flashing
the device with an executable having root permissions, while the latter is based
on exploiting vulnerabilities. Malware applications typically abuse the method
from the second category. While there are plenty of vulnerabilities for Android,
recent studies show that developing a universal exploit is not common due to
the fragmentation of hardware and software [12]. Thus, root exploits are usu-
ally tailored either for specific devices, models or operating system versions [5].
However, public sources do not reveal information about zero day vulnerabilities
that are stored by governmental entities. The report [1] by RAND corporation
revealed that the median lifetime of an exploit based on a zero-day exploit is
5.07 years. Given the long lifetime of the exploits, it is likely that the arsenal of
stored exploits is quite large.

3 Verification

One of the problems that arises when Estonia would introduce voting on mobile
devices is losing mobile devices as an independent verification platform. Indepen-
dence of the voting and verification platforms is important for the verification
to fulfil its primary goal of detecting whether a vote has been manipulated by a
potentially malicious (e.g. malware-infected) voting device [9].

In principle, there are two possible solutions to this problem.

1. Retain verification from the mobile device as the only option, hoping that
voters will be using different devices for voting and verification.

2. Allow verifying mobile votes from a PC-based verification app (possibly also
allowing verification with mobile devices in parallel).

The first option has the benefit of making use of workflows and apps that
the voters are already accustomed to. On the other hand, many voters could
perceive the need to grab for yet another mobile device as a superfluous action
that gives them little to no added value. Some voters could try to trick the
system and verify the vote with the voting device (say, using mirrors to relay

10 1t is hard to find reliable statistics about the actual usage of jailbreaking, but there
are several recent posts written by the developers expressing their rapid decline of
motivation to continue working on the respective applications, see e.g. https://
www . idownloadblog.com/2019/10/26/coolstar-sileo-development-suspended/
and https://old.reddit.com/r/jailbreak/comments/7iu0sx/discussion_can_
we_please_find_someone_to_help/dr2ménx/.
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the QR code to the camera, or perhaps finding some esoteric apps that fulfil the
same purpose). Behaviour of the voters in this scenario is hard to predict at this
point; it would require conducting a dedicated user study.

In order to consider the second option above, we propose using PC-based
verification to be used in conjunction with mobile voting.

The current verification scheme (see also [9]) is displayed in Figure 1.

PC (voter) Sever Mobile device

Authenticate
Candidate list L

Siguoter (ENCpkoeryer (v,1))

Vote reference vr

ur, T &

ur

Siguoter (ENCplyepyer (V7))

Display v

Fig. 1. Present Estonian voting and vote verification protocol

Note that the communication between the voter/PC and the mobile device
is close range and optical. After the voting is over, the voting application dis-
plays a QR~code containing vote reference vr and encryption randomness 7. The
voter uses her mobile device to capture and decode the QR-code, downloads the
corresponding encrypted vote from the server and decrypts it with the help of r
(the latter operation being straightforward for the ElGamal encryption that the
IVXV system currently uses). The vote is displayed on the mobile device screen
for the user to inspect, again in close range and visually.

In case of voting with the mobile device, it would in principle be possible
to display the QR~code on the mobile device screen and capture it with PC.
However, not every PC has a camera, so we can not take this design path. Also,
capturing the QR-code with the mobile device from the PC screen is a workflow
familiar to the users, so we would like to retain it.

Of course, since the PC in the mobile voting scenario does not know vr and
r, we have to change the content of the QR-code. Our proposal is to let the
PC generate a one-time cryptographic (say, symmetric) key k and display it on
screen as a QR-code. The mobile device will then capture and decode it, and use
it to encrypt vr and r. The cryptogram will be sent to the PC that will decrypt
its content and run the rest of the verification protocol in the familiar manner.

The resulting voting and verification scheme is is displayed in Figure 2

There are two main differences between the protocols presented in Figures 1
and 2.
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PC Sever Mobile device (voter)

Authenticate
Candidate list L

Sigvoter (Encpkserver (U, ’f'))

Vote reference vr

K &

Encg(vr,r)

ur
Sigooter (ENCpkgeper (V;7))

Display v

Fig. 2. Proposed Estonian voting and vote verification protocol

First, there is an extra cryptographic key k that aims at protecting vote
secrecy by protecting confidentiality of the communication between the mobile
device and verification PC. However, the voter has no assurance about the origin
of the key — it may have been generated by an adversary in an attempt to breach
the verification protocol.

Note that we are considering here the scenario where the verification PC is
under the adversarial control. If besides the verification device either the server
side or voting device would be malicious as well, we can not obtain meaningful
security guarantees for the voter. Thus, it only makes sense to study the situation
when the verification PC alone is malicious, but the voting device and server are
honest.

Under such a scenario, there are two main kinds of attacks that the attacker
can mount.

— Breaching privacy of the vote. This is an inherent risk present with any kind
of verification that has to be accepted. This is similar to the present Estonian
vote verification.

— Manipulating the verification process (manipulating the keys, delaying mes-
sages, etc.) leaving the voter with an impression that she voted for someone
else. Note that under the attack model where only the verification PC is
malicious, the vote was cast and recorded correctly. Thus, the adversary’s
activities will efficiently cause voter confusion, mistrust and general havoc.
This is also what an attacker can do in the present scheme by manipulat-
ing the mobile verification device. There are standard measures designed for
such a user experience (essentially, helpdesk will recommend the voter to use
different voting and verification devices, and try again).

Thus we conclude that malicious manipulation of the verification device (and
the key k along the way) does not make the situation worse compared to the
present Estonian vote verification protocol.
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The second difference between the two protocols is that there is an extra
attack capability potentially gained by the adversary when he only manages to
breach the voting device. Unlike the protocol in Figure 1, the protocol in Figure 2
is active in the sense that the voting device has to participate in initiating the
verification process. Thus, the attacker could dynamically decide which voters to
attack depending on whether they start with the verification process or not. For
example, malware can delay delivery of the ballot and wait to see if the voting
application is closed right after the vote has been cast via the user interface. In
such a case it is unlikely that the voter verified the vote and thus malware can
drop the vote without the voter noticing it. This kind of an attack could be pre-
vented by introducing a feedback mechanism which notifies the voter once a vote
has been successfully cast. This mitigation measure is discussed in Section 4.3.

4 Mitigation measures

In this Section, we are going to elaborate on possible mitigation measures for the
risks listed in Section 2. Table 1 summarises the measures and classifies them
according to their aim.

4.1 Awareness measures

Increase digital hygiene It is important to raise the general awareness level of
digital hygiene. For example, it would have a significant positive impact if many
citizens would regularly update their software to patch existing vulnerabilities.
While such action is necessary, it won’t be possible to educate every voter. In
addition, state level actors are able to bypass antivirus software and have access
to exploits built on top of zero day vulnerabilities [1].

Promote verification Currently, the rate of verifiers is about 4-5%!!, but the
more there are, the smaller attacks we are able to detect [9]. In case individual
verification would be more widespread, it would also act more as a preventive
measure. When an attacker wants to change the election outcome, the attack
should be executed silently. Thus, widespread individual verification can reveal
if votes get dropped or changed by malware, and thereby deter such attacks from
attackers who have to prevent detection. However, the current vote verification
system is not able to detect malware that casts a re-vote which overwrites voter’s
original choice. The following mitigation measures also address the issue of pre-
venting such malware from succeeding. As a possible new detection mechanism,
establishing a feedback channel can also be considered (see Section 4.3).

" https://www.valimised.ee/en/archive/statistics-about-internet-voting-
estonia
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Table 1. Classification of mitigation measures based on their effect to i-voting.

Prevention|Detection|Recovery

Increase digital hygiene )

[=

Promote verification o

LY

Introduce a feedback channel o

Do not support legacy
mobile operating systems

[N

Obfuscation

=

Add freshness notification to vote verification

e o0 & 000

Prevent ID-card from being
in the reader when not used

Promote the usage of PIN-pad
based ID-card readers

Require both ID-card signature and
mobile-ID /Smart-ID signature

Analyse i-voting logs o’

-

Allow to re-vote on during i-voting period ®°

-

Allow to re-vote on paper on election Sunday o°

Postpone i-voting

o000
o o

Fall back to paper voting after a large scale attack

@® = measure is effective © = measure is partially effective

n case individual verification is widespread, the motivation for some types of attacks
falls.

2 A feedback channel may stop an attacker who wants to invisibly interfere.

3 An attacker is able to run his own voting client on legacy operating systems.

4 Client side restrictions can be bypassed if adversary has full control over the voting
device.

5 This is a system-wide measure to detect anomalies.

5 The option of the voter re-voting limits the coercer’s capability to ensure that coer-
cion was successful.

7This is an individual recovery measure for voters who were coerced.

8 This is a system-wide measure to recover from a malfunction or from an attack.

Prevent ID-card from being in the reader when not used Discourage
the scenarios where it is required to leave the ID-card in the reader for extended
periods of time, and practices where the card’s authentication environment is
left open on the OS level. In case voter’s device is infected with malware and the
voter is not using a PIN-pad-based ID-card reader, the malware could re-vote
and thus overwrite the voter’s initial choice.

Promote the usage of PIN-pad based ID-card readers Target e-ID solu-
tions with better separated authentication factors. E.g. on the regular PC plat-
forms, make use of PIN-pad-equipped ID-card readers. Without such a reader,
malware could issue a re-vote right after the voter has voted as the ID-card is
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still in the reader. Currently individual verification would not detect such an
attack. For usage with mobile devices as terminals, NFC cards with integrated
displays and PIN-pads could be utilised. In case individual verification would
provide some integrity guarantees as described in Section 4.3, the NFC based
vote signing could be a step forward. While the majority of smartphone users rely
on Smart-ID and mobile-ID for daily interactions, the NFC based vote casting
could offer a way to prevent malware from re-voting by more strongly separating
the e-ID token and the main computing platform.

4.2 Existing measures

Analyse i-voting logs Log analysis can reveal anomalies which can be used
to identify attacks. For example, it is possible to monitor when and how many
times people vote, which e-ID tools and OSes they use, whether and when they
verify their votes, etc. [8].

Allow to re-vote during i-voting period Allowing the voter to overwrite
her vote by casting a new i-vote is a measure designed to prevent coercion. The
rationale is that if the coercer knows that the voter can easily change her vote,
his motivation to coerce (say, to pay for a vote) decreases. It is also possible
to go to the polling station during the advance voting period to vote on paper.
To enable this, the i-voting period currently ends two hours before the advance
paper voting period.

Allow to re-vote on paper on election Sunday If the voter was coerced in
the end of the i-voting and she was unable to attend the polling station during
the extra two hours of advance voting period, there was no way to cast a re-vote
up to 2019. However, this will change in 2021 when the i-voters will have the
option to re-vote on paper during the election Sunday as well.

Postpone i-voting This is a legal measure that can be executed when a large
scale attack is detected.

Fall back to paper voting after a large scale attack This is a legal measure
that allows to cancel i-voting in case a large scale attack is detected that can
not be mitigated by other means. That way the voters can be asked to vote on
paper during the election Sunday. This is also one of the reasons why i-voting
should be limited to the advance voting period.

4.3 Newly proposed measures

Introduce a feedback channel A feedback channel (say, an SMS or email)
can be used to notify the voters about their act of voting. This measure would
be useful in multiple scenarios. For example, the voter would be able to detect
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re-voting malware or malware that drops votes based on a prediction on whether
the voter is going to verify the vote. In the latter case, the voter could detect
vote dropping attacks even without using the verification system, which would
make it difficult for an attacker to avoid detection. This is relevant e.g. when
considering the proposed verification scheme for m-voting discussed in Section 3.
Similarly to individual verification, the feedback channel is mainly a measure to
detect interference. However, as a side effect, it can also deter an attacker in the
fear that the attack to be revealed. Again, similar to individual verification, we
can hope that this deterrence will also act as an efficient prevention measure.

Introducing a feedback has actually been considered before in Estonia, and
the main reason why it has not been implemented this far is the fear of making
coercion attacks (e.g. vote buying/selling) easier. Thus, before taking a decision
on whether to introduce such a measure or not, a wider analysis including also
legal aspects should be conducted.

However, from the technical point of view we make the following observations
about the potential coercion-enabling risk.

— Even if the coercer observes a voter during the voting session and demands
to see her feedback channel (say, mailbox) during this session, the voter can
still re-vote later.

— We assume that it is hard for the coercer to maintain physical access at
many victims at the same time (most importantly, during the last minutes
of the voting period). However, it is possible to demand virtual presence, say,
in the form of e-mailbox passwords. To counter this threat, we can use an
email redirection service that the voter can privately configure. In Estonia,
there is the official @eesti.ee email redirection service that can be used for
this purpose. Every citizen has an official government-supplied email address
of the form personalcode@eesti.ee and is expected to redirect the emails
from there to his/her personal email account.

— If the coercer is trying to get a control of all the digital channels of a voter,
there must be sufficient evidence of this attempt so that the voter can turn to
the law enforcement. However, the main rationale behind making use of the
@eesti.ee redirection service is to lower the coercer’s incentive to control the
voter’s main mailbox, since this gives the coercer no guarantee of detecting
a revote.

— If the coercer is willing to go as far as ceasing all the e-ID means from
the voter in an attempt of blocking her option of logging onto the Qeesti.ee
redirection service, he can use the same approach to block the voter’s revoting
ability already with the present system. However, the voter is still able to
cast a paper ballot in case she has access to a passport, driver’s licence or any
other valid ID. Thus, from this point of view, introducing the notification
feedback channel does not open significant new attack vectors.

Of course, in order for the feedback channel to be an efficient measure, care
has to be taken in implementation. For example, it should be difficult for a piece
of malware operating in the user’s voting environment to block the feedback
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channel. If mobile voting would be introduced, we have to take into account that
people would probably vote and read SMSes from the same device. This would
render SMS as a potential feedback channel weaker since malware operating on
the mobile device could cast a vote without the user knowing, and also block
the SMS that notifies the voter about the vote being cast on her behalf.

A possible drawback of the feedback channel measure is also the possibility
for an attacker to generate havoc by sending out a lot of fake notifications. A
possible countermeasure would be to include a statement signed with a key of
the election organiser. In any case, also the legal impacts to voting freedom need
to be assessed before such a measure can be implemented.

Add freshness notification to vote verification Estonian i-voting system
gives voters the option to use individual verification. This means that the voters
can check whether their vote reached the voting system. The existing imple-
mentation allows to verify the vote during a limited time window, which has
historically been set between half an hour and an hour. Thus, after casting a
vote, the voter has up to an hour to take a smartphone with a verification appli-
cation and check whether her ballot reached the voting system. It is important
to note that the voter is not able to check whether the ballot that reached the
voting system will be counted in the tally as such an ability would also make
vote selling easier.

The current verification system is optimised for being coercion resistant and
thus verification does not reveal if a re-vote has been cast. Now, imagine what
could happen when a voting device would be infected and controlled by malware.
As noted in Section 2.2, malware can use voter’s e-ID if it is directly connected
to the infected device, by recording and re-using the PIN codes. The voter is
physically not sufficiently fast to remove the ID-card from the card reader to
prevent malware from accessing it (which can be done in a fraction of a second).
Verifying the previous vote would still succeed with the current set-up.

However, the existing individual vote verification mechanism can be easily
extended so that it would also provide a partial integrity check. The verification
system could notify the voter during verification whether the given vote was
overwritten or not. If the voter performs this verification after she has removed
the ID-card from the possibly malicious device and does not use it any longer
during the i-voting period, the voter can be sure that malware has not abused
access to the ID-card. The verification time window is short and is probably
not suitable for re-voting in case the initial vote was given under coercion. The
coerced voter can re-vote later after the verification time-window has passed as
then the coercer can not check whether the coerced vote was overwritten. In
case coercion takes place during the last hour of the i-voting period, the coerced
voter can fall back to casting a re-vote on paper (see Section 4.2).

Until ID-card’s NFC interface is not used for other activities on a mobile
device (nor over a regular smart card reader), the voter can be sure that malware
does not have access to the ID-card. This measure only works when the voter
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is careful and when malware can not rely on mobile e-ID solutions (i.e. mID or
sID) to cast a (re)vote.

Require both ID-card signature and mobile-ID/Smart-ID signature
The idea is to force the vote casting to depend on two independent devices. The
vote should be accepted only if the timestamps of both signatures are within
a certain time-limit. This measure would lower usability of electronic voting,
but it may be an acceptable trade-off with increased resistance against malware
attacks.

4.4 Other possible measures

Do not support legacy mobile operating systems It is possible to try to
restrict the official voting client so that it would run only on up-to-date operating
systems. However, the effectiveness of this measure depends on the capabilities
and attack goals of the attacker.

The problem is that a really determined and resourceful attacker can develop
a voting client also for an old and vulnerable platform where he can potentially
run it without the user knowledge. This is doable as the voting protocol is open
even though not always documented the best way [11]. If an e-ID utility is also
accessible without the user knowledge, the attacker can mount an attack against
vote integrity. Efficient measures against this threat include increasing the gen-
eral level of digital hygiene and establishing a feedback channel as described
above.

However, not supporting legacy OSes by the official voting client has a posi-
tive effect on vote privacy. If the voter only has access to the voting client on an
up-to-date OS, it will be harder for an attacker to develop and deploy malware
that would attempt to, say, read the user’s screen during the voting session.

Obfuscation Obfuscation and malware detection measures only work against
some attackers. State level actors and researchers have the capability to reverse
engineer the voting application to detect which measures are used. Once the
measures are known, they can be bypassed, assuming that the attacker has root
access to the device. A good example of bypassing obfuscation and malware
detection measures is given by Specter et al. in case of Voatz [13].

5 Conclusions and future work

In this paper we reviewed the current state of Estonian Internet voting, iden-
tified its shortcomings with respect to the present-day threat landscape, and
discussed possible mitigation measures. Even though the original motivation of
the research was the question about feasibility and the associated risks of mobile
voting, the conclusions are more general and hold for PC-based i-voting as well.
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The most serious attack vectors against Estonian Internet voting system
include malicious unauthorised use of e-ID devices (ID-card, mobile-ID). With
such an access, the attacker can cast a re-vote and thereby overwrite the choice
of the voter. One of the strongest measures suggested against such a threat is
end-to-end (E2E) verifiability that would allow every voter to verify that her vote
has been correctly counted in the final tally. Unfortunately, such a strong notion
of verifiability potentially conflicts with voter privacy and coercion-resistance.

For example, the (to-date the most comprehensive) report by Kiniry et al.
studies a number of proposed E2E voting schemes and concludes that “No us-
able E2E-VIV protocol in existing scientific literature has receipt freedom when
the voting computer is untrusted.” [10]. Currently, the Estonian Internet voting
scheme does not provide full E2E verifiability, but instead balances the verifi-
ability and coercion-resistance requirements using a combination of individual
verification [9], server-side auditability [7] and an option of re-voting. However,
the search for a better balance is on-going and the question of introducing some
form of E2E verifiability without increasing the coercibility level of the protocol
too much is one of the main directions of future research.

There are still residual risks that E2E verifiability does not address. For
example, if a citizen never intended to vote, but due to hostile take-over of her
e-ID, the attacker manages to submit a vote on her behalf, the voter would not
learn about this fact even if there is strong E2E verifiability in place. Thus, we
propose to add an independent notification channel. The question which channel
is the optimal one (also considering the implications on coercion-resistance) is
still open and needs future study. This includes the need for additional legal
analysis on such a measure.

We have also made two other new recommendations — adding freshness noti-
fication to the individual verification protocol, and requiring several independent
e-ID tools to submit a valid vote. These recommendations also require further
analysis from the coercibility and usability points of view, respectively.

In conclusion — any voting protocol suite is a complex set of mechanisms
balancing between conflicting requirements. Improving one component may ac-
tually decrease the overall security level of the whole system. Thus, before im-
plementing any of the above-mentioned measures, a holistic study of the whole
suite needs to be conducted. This will be general direction of our future research
steps.
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Abstract

In France, electronic voting machines are used in approximately 2 % of voting stations
while the voters of the rest of the country still vote with ballot papers. We decided to
focus on this small proportion to check whether the electronic voting machines in use in
France could pose a problem to voting efficiency and reliability. We compared the
accuracy of the voting process by checking whether the number of votes to signatures
were equal in each polling station. We found that the gaps between votes and signatures
were, on average, four to six times higher when electronic voting machines were used
by comparison with polling stations where people votes with ballot papers. We discuss
some hypotheses to explain this gap.

1 Voting process

In France, for political elections, the election process takes place entirely in a polling
station. It usually concerns one election at a time. There are two ways to cast a vote:

— with a ballot paper: voters have the choice between several paper ballots, each ballot
naming a candidate (figure 1). A voter takes several ballot papers naming different
candidates. In a voting booth he or she selects one ballot to vote for a candidate, puts
it in an envelope and then (outside the voting booth) slips this envelope into a
transparent ballot box. If the voter does not want to choose one of the candidates, he
or she can vote blank by slipping an envelope containing none of the proposed ballot
papers.

Figure 1: Ballot Papers of the two candidates of the French presidential election in 2007
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— with a voting machine: a voter chooses a candidate or the blank choice on the voting
machine, the voting machine shows a message with the name of the choice, then the
voter confirms his or her choice.

We did not consider expatriate French citizens because they may vote remotely (an
option that is not allowed in France) and there are no voting machines in their polling
stations.

Voters do not decide how they vote. The voting method (ballot papers or voting
machine) is mandatory for all the voters of a polling station.

For the two ways of casting a voting, the process to ensure that a person votes only
once is identical: each voter has to sign (with a permanent ink pen) a signing sheet
made of paper, which completes the voting process.

2 Voting machines used in France

2.1 A brief history

Voting machines have been authorized in France since 1969 [16]. At that time, they
were pure mechanical engines. They were subsequently imposed in the communes’
where the government had suspicions of fraud. This first generation of voting
machines were withdrawn little by little due to high costs and flaws related to these
machines [18].

Around 2000, Direct Register Electronic (DRE) voting machines were introduced in
communes that were allowed by the interior ministry to use electronic voting. The
only criteria was a population greater than 3,500 persons. There is no national register
of the communes that are allowed to use voting machine. However, we determined
that at least 145 communes obtained this authorization [11].

These second generation voting machines are computers that are not connected to any
network (except electricity).

2.2 Authorized voting machines

The interior ministry authorized different types of voting machines issued from three
companies:

—Nedap: 2.07 F model [2], ESF1 model [4] and ESF1 (HW 1.06/2.01 — FW 4.02)
model [5];

— Election Systems and Software: iVotronic model [6];

— Indra: "Point & Vote" model [1], "Point & Vote plus" model [3].

These agreements were delivered according to the compliance with technical
regulations [12]. The verification of the compliance with these regulations must be
done by some agencies accredited according to the European Cooperation for
Accreditation and recognized by the Interior Ministry. These technical regulations list
114 requirements.

1 A commune can be a huge town such as Paris, or a small village. This is the first stage of the electoral
process where election data are collected and then sent to the Interior Ministry.



100

However the accreditation reports are not public. At the end of its observation mission
of the 2007 presidential election [14], the Organization for Security and Co-operation in
Europe (OSCE) noted that “transparency should be improved in order to enhance
confidence in the electronic voting method, including through certification, auditing”.
This observation mission also noted that the Nedap voting machines have been agreed
although they did not comply with all the requirements:

"However, as a consequence of a complaint in Vaucresson, the Ministry of Interior
released an extract from the Bureau Veritas certification report on the NEDAP
machines in a court proceeding. This extract contained the assessment of the NEDAP
machines on a few of the 114 points. The extract indicated that the NEDAP machines
did not fully comply with some criteria but that the discrepancies were minor. This
raised concerns that the certification companies have too much discretion in
determining the acceptable amount of variance in meeting each certification criteria
and in determining whether some criteria are relevant at all."

In addition, the 2007 Presidential election has been associated to controversy,
highlighted by the media over the 100,000 person-strong petition demanding a return
to paper-based elections.

These circumstances caused the French government to form a working group on
voting machines during the autumn 2007. Following the recommendation of this
working group, the government froze the list of communes where electronic voting
could be used. Since 2008, the government has been producing a new circular for
each election (the first, being [13] with some recommendations about voting
machines, as the secure storage of the voting machines since their reception?, or the
prohibition of technical operations without any person from the municipal staff (there
is no precision about any technical skills that would be required to understand and
control the technical operations)

Questioned by several deputies [7, 8] and senators [19, 20] the government expressed
many times the necessity to enhance the legal and technical framework of the voting
machines. Nevertheless, since 2008, the situation has been staying unchanged.

2.1 Utilization

The peak of use of these electronic voting machines was reached during the French
presidential election in 2007 with 83 communes and more than 1,5 million voters
using voting machines: 7 communes were equipped with Indra voting machines
(180,000 voters), 8 communes with iVotronic voting machines (120,000 voters) while
Nedap voting machines were used in 68 communes (1.3 million voters).

Following the 2007 controversy, 17 communes chose to stop the use of voting
machines: 5 ones using Indra voting machines, 4 ones using iVotronic using
machines, the 7 others using Nedap voting machines.

2 Because almost all the voting machines have been received several months or years before the first
circular, this recommendation of a secure storage since reception can not be respected. Actually, it is
not an obstacle because these circulars are not legally binding.
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This evolution strengthened the dominance of Nedap voting machines in France with
92% of the electronic polling station (and 93% of the voters casting votes on a voting
machine) (figure 2).

Figure 2: Use of voting machines in France in 2007 ans 2017

Use of voting machines in France
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Nevertheless the rest of the voters carried on using paper ballots to vote. This partition
of the voters into two sets according to the voting method (with voting machines or
paper ballots) has allowed us to make a comparison between these two types of voting
methods.

3 Objectives

Our main objective is to estimate whether voting machines are more or less precise
than ballot papers for collecting votes.

3.1 Difficulties

It is particularly difficult to observe® electronic voting. Voters express their choice by
clicking on a mouse, touching a screen or pushing a button. This physical movement,
which is a force, is transformed into an electric signal which is encoded as
information. This information will be transformed several times and finally
aggregated to obtain electoral results. In addition, because the vote is secret (a vote is
secret when nobody can know what an elector has voted), an observer should not be
able to see an entire string of transformations. Therefore electoral results cannot be
independently verified [17]. As these transformations occur at an electronic level, they
cannot be directly observed (i.e. by the human eye). In addition, it is not allowed to

3 In this context « to observe » should be understood as the collection and study of data when voting
occurs according to the OSCE manual [15].
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carry out a forensic audit of voting machines [9] in France because of commercial and
industrial privacy laws.

3.2 Votes and Signatures

To check whether a voter has voted, there is a signing sheet that each voter must sign.
This rule applies to both paper and electronic voting. We therefore decided to use the
difference parameter between the number of votes and the number of signatures to
define a measure of accuracy of a polling station®. Theoretically, in a polling station,
the number of signatures should be equal to the number of votes. Nevertheless, there
can be differences between votes and signatures (either more or fewer signatures than
number of votes). These differences are slight (around 1 difference per 1000 votes),
nevertheless, they can be measured. We have therefore defined the K error rate as the
number of differences between the number of votes and signatures per 1000 votes.

K = number of votes — number of signatures| / number of votes *1,000 (1)

This measure underestimates the loss or excess of votes or signatures because, for
instance, it is possible for there to be both an excess vote and an excess signature in
the same polling station. In such a case the gap between signatures and votes will be
null. The only way to prove the existence of such compensation is by collecting the
remarks written by the voting officials on the register.

Here is an example collected from the electoral register of the polling station 8 in
Nevers (second round of the presidential election in 2017): "Voter X signed without
hitting ‘validate’ after having voted'. At this polling station, we therefore expect to
get one vote less than signatures, but actually, the numbers of votes and signatures
were equal (780 for the both). An explanation of this situation could be that another
voter voted twice electronically.

The K rate is easily generalized to a set of polling station:
Let n be the number of polling station
Let Vi be the number of votes counted in the polling station i
Let S; be the number of signatures counted in the polling station i

K= =t %1000 @

4 In France, there is always only one ballot box or one voting machine in a polling station.

extract from polling station 8, Nevers, electoral register 6 May 2017. « L’¢lecteur X a signé sans
valider son vote »
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4 Methods

The voting data were collected directly from the mairies (town halls) from various
sources: official websites, photocopies of registers of the polling stations or tables
sent by the mairies in answer to our request for voting data.

For each election round, we defined two sets of communes. The first set is referred to
as SEV (Set of communes with Electronic Voting). The second set is referred to as
SBP (Set of communes with Ballot Papers). Both sets were chosen for their
compatibility in number of inhabitants per communes so as to avoid large communes
being compared to small villages. In addition, we chose to count SBP communes that
were situated in the same departmental region as SEV communes. These two sets
were compared to each other according to the K error rate factor.

The data we collected was issued from 250 to 400 communes, (depending on the
responses we received). After 2007, the data relates to almost all the communes where
voting machines were used and until 40 % of the communes that met the criterion of
belonging to the SBP set.

5 Results

We present the results obtained during the national elections only: presidential (table 1
and figure 3) and legislative (table 2 and figure 4) elections (to elect the
representatives at the National Assembly) in 2007, 2012 and 2017. Presidential
elections occur in two rounds while some legislative elections elect a winner in the
first round.

For each set of data, the K rate was established according to the formula (2).

Table 1: Collected data and K rate for presidential elections in 2007, 2012 and 2017

2007 2012 2017

Round 1 |Round2 |Round 1 Round 2 | Round 1 Round 2

SEV Number of votes | 922,937 | 876,691| 917,856| 939,141 1,020,006| 960,368
Electroni
Voe;nfgomc Differences 1167 638 790 542 802 583

between votes
and signatures

K error rate 1.26 0.73 0,86 0.58 0.79 0.61
SBP Number of votes | 2,106,234 | 2,079,629 2,977,610 | 3,064,284 | 3,997,741 | 3,739,382
Ballot
Paapeors Differences 596 316 529 347 684 418

between votes
and signatures

K error rate 0.28 0.15 0.18 0.11 0.17 0.11
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Figure 3: K rate for presidential elections in 2007, 2012 and 2017°¢
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We observe that, for the French presidential elections between 2007 to 2017, the K
error rate of the polling stations of SEV (electronic voting) is 4.4 times (second round
of 2007 election) to 5.4 times (second round of 2017 election) higher than the K error
rate of the polling stations of SPB (ballot papers).

Table 2: Collected data and K rate for legislative elections in 2007, 2012 and 2017

2007 2012 2017

Round1 |Round2 |Round1 |Round2 |Round1 |Round 2

SEV Number of votes | 494.964| 327,373 | 660,482 584,195 633,407 536410
Electroni
Voting | Differences 313 210 333 339 321 281

between votes
and signatures

K error rate 0.63 0.64 0.50 0.58 0.51 0.52
SBP Number of votes | 1,363,289 | 1,116,509 | 2,073,632 | 1,797,743 | 2,432,711 | 2,099,601
Eaum Differences 222 161 170 185 284 205
apers

between votes

and signatures

K error rate 0.16 0.14 0.08 0.10 0.12 0.10

6 2007P1 is the first round of the 2007 presidential election, 2007P2 is the second round of the same,
etc.
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Figure 4: K rate for legislative elections in 2007, 2012 and 2017’
Gaps between Votes and Signatures
(Collected Data for Legislative Elections)
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Our observations on legislative elections in France are similar to those on presidential
elections : between 2007 to 2017, the K error rate of the polling stations of SEV
(electronic voting) is 3.9 times (first round of 2007 elections) to 6.1 times (first round
of 2012 elections) higher than the K error rate of the polling stations of SPB (ballot

papers).

In addition, we note that, in both ballot paper and electronic voting methods, the gap
between votes and signatures is more often than not an excess of votes (from 60% to
77%), than an excess of signatures. That is to say, there are more votes than
signatures. This balance between vote excess and signature excess has been stable
throughout the elections we have studied.

During the 2007-2017 period, we also investigated local and European elections,
representing 14 election rounds and found similar results [10].

6 Analysis

Indisputably, the use of electronic voting machines jeopardizes the accuracy of the
voting process in the sense that it increases difference between votes and signatures.
This observation is quite puzzling and we have examined different explanations for
this phenomenon.

When voting machines were first used, we considered the hypothesis that the
discrepancy between votes and signatures at polling stations with voting machines
were due to the novelty of this voting process. Voters, but also officials, may have
found the new voting machines a challenge. But the discrepancy between votes and
signatures continued as the years went by.

7 2007L1 is the first round of the 2007 legislative election, 2007L2 is the second round of the same, etc.
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We looked for correlations between specific circumstances and the occurrence of
differences between votes and signatures. Was the gap between votes and signatures
higher when there were many voters, or many candidates, or many votes by proxy?
None of these tracks gave significant results.

Our last investigation concerns an explanation expressed by an official: in polling
stations with ballot papers, an excess in votes may have been reduced by the
retraction of some blank votes in order to balance out the number of votes and
signatures. This illegal manipulation of votes cannot be achieved so easily when
voting machines are used. We studied this possibility by suppressing excess votes
issued from the SEV sets. First it appeared that this attempt was not sufficient enough
to explain the discrepancy we measured: even with no more votes in excess, the K
error rate of the SEV sets were still 1,3 to 1,8 higher than those of the SBP sets. In
addition we have observed in the initial data a quasi regular distribution of the
number of votes with no matching signatures (excess votes) compared to the number
of signatures with no matching vote (missing votes): on average there are two excess
votes for each missing vote (figures 5 and 6). Suppressing all the excess votes would
disturb this proportion since the excess votes would completely vanish (0%). Thus,
the hypothetical removal of blank votes in polling stations with ballot papers does not
explain the difference between votes and signatures when using voting machines.

Figure 5: Proportion of excess votes during three presidential elections
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Figure 6: Proportion of excess votes during three legislative elections
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Finally we examined this discrepancy with the help of the remarks written in the
polling station minutes where there was a gap between votes and signatures.
Sometimes the official reported that some voters had voted several times, some had
not cast a vote, and some forgot to sign the signing sheets. In most cases, they could
not explain the gap between votes and signatures. We cannot exclude that the voting
machines were the cause of some of these gaps. All software handles errors and
exceptions and some treatments may nullify some votes, or even destroy votes or
create votes. Even soft error could occur [22], as the spontaneous inversion of the
value of a bit of a voting machine in 2003 in Belgium [21].

8 Conclusion

Among politicians, there is perhaps a common belief that voting machines cannot
make mistakes and would improve the collection of votes. The results we obtained
and presented in this paper show that accuracy did not improve when voting machines
were used in France.

These surprising results were obtained due to the following conditions

— some voters used voting machines while others cast votes with ballot papers;

— the collection of signatures was independent of the vote casting process;

— the possibility to collect a large amount of detailed data.

It would be interesting to repeat this study in other countries where these conditions
could be met.

A DRE voting machine is not a neutral technical object, it is a computer which
processes information. Because of the secrecy of the vote, such information
processing cannot be tracked openly. Conversely, ballot papers and a transparent
ballot boxes are neutral technical objects because they don’t transform the ballot
papers into something else. If the ballot box is watched consistently, the ballot papers
that are counted are exactly the same as those which had been collected. In addition,
the counting process can take place publicly under the eyes of the general public and,
by the way, strengthen the confidence of the voters in the electoral results.
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Abstract. Considering several key elections this autumn, this paper seeks to
explore the connection between recent cyberattacks, various foreign influence
campaigns and states’ digital infrastructure robustness during the COVID-19
pandemic. The pandemic has introduced greater complexity to an already chal-
lenging task of conducting secure, democratic elections. This paper seeks to
help democracies conduct more secure elections during these unprecedented
times, examining the challenges many countries face with securing elections,
including those posed by foreign influence prior to the advent of the pandemic.
Then it looks at how the pandemic has made securing elections even more diffi-
cult by examining how some election officials' responses to the coronavirus
have create new vulnerabilities in election infrastructure. Finally, it provides
possible solutions to address the election security threats that have been exacer-
bated by this crisis.

Keywords: Coronavirus, Elections, Cyberattacks, Robustness

1 Introduction

With several key upcoming elections across the transatlantic region, this paper seeks
to explore the connection between recent cyberattack, various foreign influence cam-
paigns and states’ digital infrastructure robustness during the COVID-19 pandemic.
The coronavirus pandemic has introduced an additional layer of complexity into an
already challenging task of conducting secure, democratic elections. Prior to the pan-
demic, many democracies were working to try and secure their elections from foreign
adversaries, often with limited budgets. These challenges have only grown more acute
as a result of the pandemic.

Since COVID-19 arrived, much attention has, correctly, been focused on how to
administer elections in a manner that reduces the likelihood of contracting the virus.
However, after reviewing many elections held in Europe and the United States
(“transatlantic region”), including several during the pandemic, we believe that more
can and should be done to secure them, particularly since both the foreign interference
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and pandemic threats show no signs of dissipating. While this paper seeks to help
democracies, particularly those in the transatlantic region, conduct more secure elec-
tions during these unprecedented times, it is not tailored to any one specific country or
election. Instead, it examines challenges many countries have faced with securing
elections, including those posed by foreign influence prior to the advent of the pan-
demic.

Then it looks at how the pandemic has made securing elections even more difficult
by examining how some election officials' responses to the coronavirus have create
new vulnerabilities in election infrastructure. Finally, it provides possible solutions to
address the election security threats that have been exacerbated by this crisis. The
integrity of future elections held during COVID-19 could go a long way towards bol-
stering or undermining citizens’ trust in democratic elections.

2 Challenges to Secure Elections pre-COVID-19, including
Foreign Interference

The new difficulties of the pandemic have not displaced the challenges that election
officials throughout the transatlantic community faced before the coronavirus arrived,
including the threats posed by malicious foreign actors. While many of these assets,
such as online voter registration systems, electronic pollbooks, electronic voting de-
vices, and election night reporting websites, were initially deployed with the aim of
making elections easier to participate in and administer, some have also introduced
additional points of vulnerability for malicious attacks that need to be identified, miti-
gated and managed.

Ukraine’s 2014 presidential election is a case in point. Here, a three-pronged attack
was launched on the eve of the presidential election against the Central Election
Commission (CEC) website, which helps broadly disseminate the election results.
Hackers infiltrated CEC computers and deleted key files, rendering the tabulation
system inoperable; breached the CEC’s computer’s network infrastructure and re-
leased many of the Commission’s emails and other documents onto the Internet; and
installed a “virus” covertly on CEC computers that nearly resulted in a fringe candi-
date, Dmytro Yarosh, being portrayed as the winner. Instead, the attack was caught
and mitigated before the results were publicly presented, but not before Channel One
in Moscow broadcast false results with a faked CEC webpage purporting Yarosh had
won the election. Even though election night reporting provide unofficial results, the
public can perceive them as official, which is why providing assurance to the public
that the election night reporting data is accurate and protected is so critical to the pub-
lic’s confidence in elections.

The United States 2016 presidential election further underscored the importance of
securing elections from foreign interference. Beginning in 2014, Russia began attack-
ing the United States in an effort to influence the 2016 election, and more broadly
undermine the integrity of U.S. elections and American confidence in democracy. It
made efforts to influence the election through disinformation using social media and
other tactics; conducted cyber intrusion operations against entities, employees and
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volunteers affiliated with a presidential candidate’s campaign as well as both conven-
tion committees; and targeted U.S. election systems, conducting cyberattacks against
private technology firms that make election software, as well as the election infra-
structure at the state and local level. While there is no evidence that Russian actors
altered vote totals in the 2016 election, it targeted many states’ voter registration sys-
tems and public election websites, and was in position to delete or change voter data
in at least one state.

While France’s 2017 presidential election is a success story in how to counter for-
eign electoral interference pre-pandemic, it also illustrated many of the steps a state
must take to successfully defend its elections from a foreign adversary. For example,
France’s National Cybersecurity Agency (ANSSI) offered to meet with and educate
all campaign staff on the risks of cyberattacks and disinformation early in the election
cycle, even holding an open workshop on cybersecurity in October 2016. In Decem-
ber 2016, the minister of defense announced the creation of a cyber command agency
composed of 2,600 cyber experts. Shortly after President Macron’s political move-
ment En Marche! announced that it was the target of an orchestrated attack, in Febru-
ary 2019 the Ministry of Foreign Affairs, at the behest of the head of ANSSI, an-
nounced cessation of electronic voting for citizens abroad because of the high risk of
cyberattacks.

3 The Difficulty in Securing Elections under COVID-19

The election infrastructure is comprised of physical, cyber and human assets, all of
which are susceptible to intentional and unintentional threats. Physical assets are
things such as ballots, voting locations and storage facilities that support or provide
protection for election activities. Cyber assets are hardware and software such as voter
registration systems, election-night reporting websites and electronic voting equip-
ment. Human assets are personnel with unique training, experience, knowledge, skills,
and authorities, whose absence could hinder election activities. They include election
officials, information technology and security staff, election equipment vendor em-
ployees, and temporary staff such as poll workers. Since the onset of the COVID-
pandemic, securing each of the above assets has become increasingly difficult.

3.1 Human Assets

As of August 19- 2020, there had been 21,989,366 confirmed cases of COVID-19,
including 775,893 deaths reported to the World Health Organization, and these num-
bers not only affect society at-large, but elections as well. For example, in many
countries, such as the United States, the people who have traditionally administered
elections at polling places are often older workers who are more susceptible to
COVID-19. These workers often help verify a voter’s eligibility, assist the voter with
casting a ballot, and protect the voted ballots from any untoward behavior.

While many countries have used an array of measures to try and limit the risk of
spreading COVID-19 during in-person voting, there is a still significant concern that
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large numbers of pollworkers who have historically helped conduct elections will not
do so again until the virus is brought under control. With the United States continu-
ing to see high COVID-19 case numbers and coronavirus infections again rising in
Europe, it is important that every democracy in the transatlantic community recruit
and train a surplus of poll workers so that it can adequately service voters during an
election, even if many poll workers drop out on short notice.

Such a concern is not merely theoretical. For example, the government of Alabama
recently issued an emergency proclamation to help municipalities “that are struggling
to find election workers due to COVID-19.” Although there is no ‘silver bullet” for
finding extra workers, a few ideas that could be helpful include raising the renumera-
tion for people that serve as poll workers on Election Day during the pandemic; low-
ering the age requirement to serve as a pollworker and allowing polling station work-
ers to serve in places other than their own locality. Consideration could also be given
to targeting certain organizations, such as businesses, social organizations, and sports
teams, who might be more civic-minded and willing to pitch in.

3.2  Cyber Assets

COVID-19 has not only made it more difficult to protect election workers, but elec-
tion operations as well. For example, many election officials have worked from home
or away from their traditional work sites during the outbreak, often using networks
that lack the firewalls?® of their traditional sites and are more exposed to cybersecurity
threats. This added challenge creates new targets for those interested in conducting
disrupting cyber-attacks on elections infrastructure. Good cybersecurity practices for
remote environments are therefore critical.

It is important that election officials review the technology their offices are using
while working away from their traditional worksites, such as videoconferencing and
chat services. They should evaluate the technology against their own policies and
their country’s cybersecurity standards, and seek assistance as needed from other
security experts to make their offices as secure as possible.

As part of these efforts, election officials need to update their devices regularly.
This includes consistently installing updates on, or ‘patching’ devices? that are used at
home, including laptops, tablets, phones and home routers. Operating systems, brows-
ers and other applications used by election personnel should also be patched. If the IT
department approves, auto-updates should be enabled. Such steps help address identi-
fied vulnerabilities, which may allow bad cyber actors unauthorized access to infor-
mation systems or networks.

Election workers should also know how to avoid phishing attacks, rogue Wi-Fi hot
spots, and other malicious activity. If necessary, election officials should seek out
organizations in their countries to provide ongoing training and assessments on these

L A part of a computer system or network which is designed to block unauthorized
access while permitting outward communication.

2 patching is the process of applying available updates to an operating system, web-
site, software, hardware or plugin.
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threats. This will help ensure that they stay abreast of the most significant threats and
know how to respond in the event of an attack. If possible, election officials should
also adopt two-factor authentication. Requiring this for all log-ons is an important
way of reducing unauthorized access to sensitive infrastructure.

While not all of the above measures may be applicable to any country right now, it
is imperative that election officials throughout the transatlantic community prepare
for the possibility of remote work and social distancing in the run up to elections for
as long as the pandemic is around. That way, in the event that one or more election
officials is infected with the coronavirus, preparation for any given election can con-
tinue unabated. In that same vein, it is imperative that election managers cross-train
their staff on different functions and consider how staff from other agencies could
provide assistance on short notice.

3.3 Physical Assets

In addition to cyber and human assets, securing physical election assets amid the
pandemic has also become a greater challenge. One example of this is voting equip-
ment. In response to COVID-19, more voting by mail is occurring throughout the
world, including within the transatlantic community. Some countries such as the
United States, South Korea, Poland, and France have expanded who is eligible to vote
by mail during the pandemic. Other countries such as Australia have encouraged vot-
ers to vote by mail, while some like Germany and Switzerland have resorted to con-
ducting certain elections solely by mail ballot. Although it is not a certainty, an in-
crease in voted mail-in ballots could result in official election results not being known
until later than is customary due the process of receiving, processing, verifying and
counting such ballots.

Authoritarian regimes such as Russia and Iran have already tried to used corona-
virus precautions and resulting delays in the voting process as evidence of election
malfeasance. One way to counter such disinformation efforts is to try and improve the
speed and accuracy of vote counting by getting additional equipment to help tabulate
mail-in ballots. As a number of studies have shown, using machines, such as the bal-
lot optical scanners used in South Korea and much of the United States, to initially
tabulate the results can be faster and more accurate than hand-counting, while at the
same time offering the possibility of a voter verified paper trail. Some election offi-
cials are also using barcode scanners to more quickly process inbound mail ballots,
envelope openers to more quickly open inbound ballots, significant verification soft-
ware to more quickly and accurately verify the voter returning the ballot; additional
hardware (computers, monitors and scanners) to support the adjudicating of signa-
tures; and a ballot monitoring camera to provide transparency to the public about the
operation. Processing, storing and counting large numbers of mail ballots using some
of the above equipment requires a lot of space; even more due to the pandemic.
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3.4  Elections during the Pandemic Cost More

The adjustments made to human, cyber and physical assets in response to COVID-19
not only require careful planning and execution, but more money. In the past, changes
to voting procedures that impacted election security could often be done gradually to
accommodate voters, candidates, election workers, government budgets, and other
factors. Now, many countries are being forced to keep up with the evolution of the
pandemic just to ensure that their elections are safe. For example, New Zealand is
planning to spend $19 million to fund additional staff and safety measures for its Oc-
tober 2020 parliamentary elections - a cost of around $6.20 for each expected voter.
To put that in additional context, if the U.S. were to match New Zealand’s investment
for its 2020 presidential election, it would need to spend some $750 million more
based on its 2016 turnout.

Countries are implementing a range of measures to help ensure that voting during
COVID-19 can be done safely. Many are purchasing materials such as personal pro-
tective equipment, protective screens, and sanitation supplies to protect voters, elec-
tion workers and others who visit elections offices or polling places. A number are
modifying work places and polling locations to ensure social distancing, whether
that’s putting markings on floors, printing additional signage, or having additional
people on hand to remind the public of these changes. If the facilities can’t sufficient-
ly accommodate social distancing, election officials are often seeking out additional
facilities to safely accommodate voters and their workers. And after such changes are
implemented, many election officials are notifying voters and the public of them
through mailings, newspaper and television ads, digital ads, and other means.

Working to address each of the aforementioned considerations in a relatively short
period of time is critical, but it is already straining some election officials’ budgets. In
the United States, the coronavirus pandemic has drastically changed voting behavior.
Millions more voters are requesting mail ballots, far more than expected prior to the
virus, and the costs associated with this are significant. For example, in Macon-Bibb
County, Georgia the elections board indicated that it was already short of cash, with
an August runoff and the November general election still to come. A flood of absen-
tee ballot requests increased election expenses and the county’s budget has shrunk as
Covid-19 has slashed tax revenues. For other election jurisdictions that are similarly
situated, this makes financing the administration of future elections, let alone securing
them, a major challenge.

In the Republic of Georgia, even before the pandemic on 28 October 2019, the
country experienced one of the most extensive cyberattacks witnessed to date, bring-
ing down some 2,000 website and two television stations.® Then in March 2020, just
as the pandemic was starting to take hold, another data breach connected with voter’s
data took place. Sources reported that that “voter information for more than 4.9 mil-
lion Georgians, including deceased citizens, had been published on a hacking fo-
rum...” Although it was eventually determined that the data was not that of the Geor-

3 The U.S. later went public, blaming the GRU for this attack.
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gian CEC, the event underscored the continued seriousness of this issue, despite the
rising threat of and resources required by the pandemic.

4 EMB Responses and New Vulnerabilities in Election
Infrastructure

As election officials rush to modify their election systems to account for COVID-19,
they must build infrastructure that can handle the strains of large, challenging elec-
tions while remaining secure. Otherwise, their responses to the coronavirus could
create the new vulnerabilities in the election infrastructure that underpins their elec-
tions. If election infrastructure is expanded or changed, security and resiliency
measures should be part of their design, not introduced after the fact.

Poland’s governing ‘Law and Justice’ party initially proposed conducting its 10
May presidential election as with full postal voting for the first time, on the grounds
that the pandemic didn’t constitute an emergency and that the situation could worsen
in the autumn, even though the country was under lockdown at that point to limit
infections during the coronavirus pandemic. In preparation for this scenario, the
Polish Post (Poczta Polska) requested personal data of Polish citizens via email with-
out any additional protection or password. While email is convenient for sharing in-
formation, it has limited security protections and should not be used for sending sensi-
tive information, such as personal data. Email can be viewed or tampered with at
multiple places in the transmission process and is often used in cyber-attacks on or-
ganizations. As a result, some Polish local authorities voiced their concerns about
potential privacy violations and refused to provide such data. Putting the security of
its citizens personal information at risk in this manner could have made it vulnerable
to a hack and leak operation like those done to the Democratic National Committee
and Emmanuel Macron’s presidential campaign during the 2016 US presidential
campaign and 2017 French presidential campaign, respectively.

To print the ballots for the full postal election, the Polish national government
awarded a contract to a firm that could not ensure the security of the ballots. A few
days later, copies of the ballots were leaked, and an angry presidential candidate
demonstrated how easy it would to copy them and submit multiple votes. Vendors
often build and maintain much of a State’s election infrastructure, by doing things
such as printing ballots, creating election websites and maintaining voter registration
databases. Such roles can make them targets for adversaries. It is, therefore, impera-
tive that such vendors follow cybersecurity good practices, have processes for report-
ing cyber incidents, conduct background checks and other security measures for per-
sonnel, and maintain supply chain integrity, among other things. Fortunately, a few
days before this election was to set take place, an agreement was reached to delay the
election and it was subsequently rescheduled for on 28 June with voting in polling
stations under health protection measures.

The Ukrainian case is also exemplary. The presidential administration had an-
nounced intentions to introduce full-scale Internet voting by the time of the next elec-
tions (nationwide local elections have now been scheduled for 25 October 2020). This
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is in a country that had not conducted any previous pilot projects or had not intro-
duced any technology in their elections other than the website results page discussed
above. Such a move would present clear risks to the integrity of the election process,
although it was partially posited as solving health concerns raised by COVID-19. It
presents a stark example of vulnerabilities that can be created when EMBSs introduce
quick responses to the crisis.

5 Possible Solutions to Addressing Election Security Threats

As countries move to hold key elections across the transatlantic region in the coming
months, there are a number of things they can potentially do to secure their elections
against the threats above:

Ensure your voter registration databases are secure during the pandemic. Due to
the pandemic, many election officials and their staff have been working from home,
and there’s a greater risk for people who are teleworking to become victims of a
cyberattack, like a spear phishing campaign. In that vein, if election officials remotely
access election infrastructure such as the voter registration database, it is imperative
that they do this in a secure a manner as possible. VVoter registration systems are often
critical and interconnected components of states’ election infrastructures, and as the
2016 U.S presidential election demonstrated, foreign adversaries are capable of tar-
geting and infiltrating them. Therefore, for those countries that utilize similar voter
registration databases, there are a number of steps they should try and take to ensure
they are more resilient. Those include requiring multi-factor authentication and pass-
words that are consistent with international cybersecurity standards; monitoring all
voter registration database login attempts and backing up their databases on a regular
basis.

Use paper-based voting methods. Some have argued that a fully digital voting pro-
cess will protect election workers that might otherwise contract coronavirus from
tabulating the paper ballots votes, but a recent study cited by the United States Center
for Disease Control and Prevention asserts that the virus can survive on paper or
cardboard for only 24 hours. As a result, voted ballots sent through the mail are un-
likely to carry the virus and many voted ballots that could be subject to a subsequent
recount or audit will have a small risk of transmission as well. Paper-based voting
system are also the most secure. Paper ballots can be verified more easily by most
voters, secured more effectively by most poll workers, and reviewed / audited more
accurately after an election. In the event that any election-related infrastructure, such
as electronic voting machines (e.g., ballot scanners) or election night reporting web-
sites, are breached by bad actors or experience technical glitches, paper ballots can be
used to verify the election outcome and thereby ensure public confidence in the elec-
tion.

Ensure that the election process, including procedures modified in response to
COVID-19, are observable to the public. In response to the pandemic, many de-
mocracies are adjusting their voting procedures, such as expanding opportunities to
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vote before Election Day, which impacts the security of their elections. These changes
should not only be shared in a timely and proactive manner with the electorate, but
observable as well. If the public can see that the adjusted procedures for conducting
an election are beyond reproach, it makes it much difficult for foreign adversaries or
other bad actors to either interfere with the modified election infrastructure or create
doubt about the adjusted election procedures among large segments of the electorate.
Implement robust post-election audits to validate the results of elections con-
ducted amid the pandemic. Due to the uncertainty around the pandemic, many elec-
tion officials have been forced to make significant changes to their elections in short
periods of time. Such changes have included quickly scaling up vote by mail opera-
tions, expanding early voting opportunities, consolidating Election Day polling plac-
es, and recruiting scores of new workers, any of which could create more vulnerabili-
ties. One way to mitigate any mistakes that could arise from such changes is to con-
duct robust post-election audits. As places such as the state of Colorado have shown,
reviewing statistically significant samples of voted paper ballots to verify the winner
of the cost helps to ensure that any issues with the tabulation of the election results are
caught and corrected. The gold standard is the “risk-limiting audit” (RLA), which
uses statistics to determine how many ballots must be audited following the results of
an election to verify that the outcome is correct. That said, RLASs can take a good deal
of time, expertise and resources to plan and implement, and many election authorities
could find it easier to first conduct a smaller, more traditional audit of a certain per-
centage of ballots before trying RLAs. While such audits may not be as full proof,
they are certainly better than no audit at all.

Ensure that the election night reporting system data is accurate and protected.
The attack on Ukraine’s 2014 presidential election underscored the importance ensur-
ing that election night reporting system data is accurate and protected. Before
COVID-19, allowing public observation of the actual tabulation of results was a great
way to retain credibility in the face of such attacks. However, because of COVID-19
and the need to socially distance to reduce the risk of contracting the virus, it could be
harder to observe in-person the tabulation of results. Election officials will therefore
need to develop other resiliency measures to deploy in the event of such attacks,
whether that is establishing redundant election night reporting sites to be made avail-
able in the event the main site is attacked, live-streaming the results tabulation in a
secure manner, or developing a comprehensive public outreach communications plan
in the event of similar attacks.

Give voters as many secure choices as possible to cast their ballots. Elections that
offer only in-person voting on a single day are higher risk for COVID-19 spread be-
cause there will likely be bigger crowds and longer wait times. Such elections are also
higher risk from a security perspective because any issues that arise are harder to
detect, investigate and/or recover from in a timely manner that ensures all who wish
to vote can successfully do so. Depending on the county and its election, this could
mean offering longer voting periods (more days and/or hours), more opportunities to
vote by mail, or opportunities to vote outside of traditional polling stations. For ex-
ample, in Sweden, changes in the legislation ahead of its 2004 vote meant that in ad-
dition to voting by mail, eligible voters could vote ahead of Election Day in places
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such as libraries, senior citizen homes, and even shopping malls. This expanded ac-
cess to the ballot while ensuring that the integrity of the vote was protected as well.
Communicate widely and proactively accurate information about elections to the
public through an explicit communication strategy, including information about
the pandemic and how the election is being secured in response to the virus. That
will help ensure confidence in the election process and reduce the likelihood that bad
actors, including foreign adversaries, can amplify mis- and disinformation in a man-
ner that successfully undermines confidence in a state’s election and democratic pro-
cesses more broadly.

Work to ensure that all government agencies involved in the administration and
securing of a country’s elections are accessible, flexible, open and supportive of
one another. Clear timely communication between different government agencies is
critical to better identifying and responding to election cyber threats. This has been
noted in countries like Bosnia and Herzegovina, Georgia and Ukraine, where only
limited coordination currently exist and more must be done to promote better cyber-
security practices throughout government and society at large.

Ensure that all individuals involved in the administration of elections know what
to do in the face of cyber threats from foreign adversaries. This includes getting
cyber training, having good cyber hygiene, and saying something when you see some-
thing. Ensuring the cybersecurity of elections is a common responsibility. Anyone
who has access to an elections system, no matter how minor, bears some responsibil-
ity for the cybersecurity and integrity of the election. As this paper is the latest to
note, ‘security through obscurity’ is no longer a viable option. Instead, training of
election management bodies and their partners should be done on a consistent, ongo-
ing basis by security experts with knowledge in the field, many of whom can be found
at key academic institutions, think tanks, and other private sector and civil society
organizations.

In Ukraine, in relation to Internet voting proposal discussed above, the international
community quickly stepped in to try to countenance a more nuanced approach and
introduce emerging good practices in this space. In particular, IFES advocated and
undertook a feasibility study into the question and made a series of recommendations
to analyze the problem that the Ukrainian authorities were trying to solve, examining
key parameters of long, medium and short-terms costs, the possible impact on turnout,
efficiency, end-to-end verifiability, result audit possibilities, security concerns, and
especially the key questions of trust and transparency. This was later further devel-
oped into a global white paper. On this basis, a group of key international experts was
also brought together in June 2020 to discuss these issues in a Global Online Seminar
on Internet VVoting; more than 500 people registered to examine the risks and benefits
of such an approach.

In Bosnia and Herzegovina, North Macedonia, and Georgia IFES has undertaken
innovative cybersecurity and elections assessments, which has resulted in concrete
programming being developed and later funded by international donors, which in-
clude risk mapping and mitigation strategies, building better institutional communica-
tion channels and more robust technology infrastructure, and developing and deploy-
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ing technology and cyber-hygiene trainings. The efficacy is already being proven and
in the most recent COVID-19 election on 15 July 2020 in N. Macedonia, these efforts
helped thwart a large-scale cyberattack from bringing down the CEC’s results system.

These are but some possible solutions to addressing election security threats that
can be developed and deployed. But they should focus in the first place in analysis
(both of feasibility and risk), concrete and prioritized recommendations, and then
concrete implementation in improving system robustness, but equally important hu-
man understanding and behavior.

6 Conclusions

Cybersecurity and foreign influence threats already presented a serious risk to demo-
cratic elections prior to the advent of the COVID-19 crisis. The pandemic has further
complicated this situation, by forcing many countries to quickly adjust some of their
traditional voting processes. In some cases, countries have deployed novel technology
solutions shortly before an election, making proper planning and resource allocation,
both human and financial, more challenging.

As countries’ authorities and election management bodies make changes to their
election processes in response to COVID-19, they must carefully consider the election
security risks such changes introduce, while ensuring that elections carried out during
the pandemic are accessible, secure, and legitimate. Doing otherwise risks making
elections more vulnerable to adversaries and undermining public confidence in the
democratic process.
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Abstract. Often discussed in the context of general elections, remote
electronic voting has recently become a pressing topic for legislatures.
Parliaments and assemblies worldwide face a stark choice between the
legislative traditions of in-person debate and voting with new physi-
cal distancing requirements brought about by the COVID-19 pandemic.
Faced with suspending legislative activity, or a drastically reduced com-
plement of in-person representation, legislatures are naturally exploring
remote online voting options. Unlike general elections, legislative divi-
sions! are typically not secret—they are a matter of public record, which
significantly simplifies the detection and recovery from errors or faults.
We examine the why, how, what, and where of legislative e-voting, with a
particular focus on the Canadian context. Analyzing four approaches to
remote electronic voting currently in use, we argue voting via video tele-
conference presents Canada’s House of Commons with the most workable
solution.

Keywords: E-voting, Online voting, Legislative voting, Legislatures,
Elected representatives

1 Introduction

Discussions of electronic voting are often situated in the context of public elec-
tions. Electronic voting technologies are used for public elections in countries
worldwide, including Armenia, Australia, Canada, Estonia, India, Norway, Switzer-
land, and the United States. They are also adopted by private organizations such
as unions, political parties, and corporate firms for internal votes [13]. Electronic
voting in a legislative context has attracted increased interest with the onset of
the COVID-19 pandemic, which has seen governments around the world suspend
or modify legislative sittings. These actions are unprecedented in many countries,
notably parliamentary democracies such as the United Kingdom and Australia,
which kept legislatures open during previous crises such as the 1918 Spanish

1 A vote taking method where members are divided into groups supporting, opposing,
or abstaining from a motion.
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Flu pandemic and both world wars [7, 38]. These extraordinary circumstances
have caused governments to rethink how to keep legislative democracy working
in emergencies and to explore remote electronic voting as a possible solution for
legislative and committee votes.

This article examines remote electronic voting in a legislative context, paying
specific attention to Canada, given the country’s consideration of remote voting
options at the time of writing. Evaluating how countries worldwide respond
to legislative voting in a pandemic, we examine why voting remotely online
works better in a legislative context than in a public general election. We also
consider how legislatures could adopt remote electronic voting and the type of
remote electronic voting that will work best in Canada and other parliamentary
democracies. Our argument is two-fold. First, we assert that remote electronic
voting is more workable in legislatures than in public elections because most
votes are a matter of public record. The government could also support the voting
system and the accompanying process. Second, we make the case that voting by
video teleconference represents the best option for the House of Commons in
terms of cybersecurity.

The article proceeds as follows. First, we define and categorize remote voting
options and provide background on voting in the legislative context. Next, we
give a brief review of the literature and legislative functions. Third, we review
how legislatures around the world have tried to balance procedures with physical
distancing requirements. Fourth, we outline the key requirements for how to
conduct legislative divisions safely online. Fifth, we identify four main ways to
hold remote divisions and weigh relative risks and benefits, arguing that video
voting is the most workable option. We conclude by discussing implications for
legislative democracy.

2 Definitions and Background on Legislative Voting

Definitions. In this article, we use the terms remote online voting and remote
electronic voting to reference several types of voting that both ask ballot ques-
tions and receive vote preferences via internet-connected devices. We use these
terms interchangeably for stylistic relief to refer to four main subtypes: voting
via email, web, mobile app, and video teleconference. Typically, the category of
electronic voting encompasses a range of technologies such as voting machines,
ballot scanners, and internet voting systems [10]. While references to online or
internet voting are more targeted to the use of the internet and ICTs for the
casting, recording, and counting of votes [43], both definitions can include digital
voting types that are not remote and require voters to attend a physical location
to cast a ballot. This article focuses only on voting approaches that can be done
remotely.

Under these definitions, voting by email may fall outside the traditional on-
line voting gamut given that voting preferences may not be returned via email.
Likewise, voting by video teleconference is different from systems traditionally
identified as online voting since ballots may not be recorded directly recorded
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by an internet-facing server depending on the specifics of the approach. Web-
and mobile app-based methods, by contrast, are typically identified as online
voting systems. All four types examined here rely on the internet and ICTs to
support the voting process. According to our conception of how they would work
in a legislative context, members receive ballot questions and communicate their
voting preferences via the internet.

To delineate between these four sub-types, we define them as follows:

Email. A member receives a ballot form electronically via email and submits
their vote via email.?

Web. Ballots are accessed and cast via a website

Mobile App. Ballots are accessed and cast via an app on a mobile device.
Video Teleconference. Takes place via video by a physical show of hands
or voice.?

Voice Votes and Divisions. Legislative voting differs from voting in general elec-
tions. Each voter in a general election can cast a ballot, and ballots are indi-
vidually tabulated to produce an objective, numeric total. Legislatures do not
follow this explicit model of recording and counting individual vote preferences—
at least not initially. Typically a threshold of dissent on a particular question
must be met before a formally recorded vote occurs. The frequency of decisions
combined with the comparatively small and traditionally in-person nature of leg-
islatures means that it is more efficient to subject questions to an initial voting
step called a voice vote, determining whether a formal recorded vote is held.

A wvoice vote involves the leader of the legislature (i.e., speaker, chair) inviting
members approving a motion to vocalize their support by calling/shouting out.
Next, members opposing the motion are invited to vocalize their dissent. The
speaker then makes a subjective judgment as to which group contained more
members. If a threshold of members disputes the speaker’s determination, the
question proceeds to a division.

A division individually counts members by their voting intentions. The term
derives from physically dividing members into groups: those supporting the ques-
tion, those opposing it, and those who abstain.

The particular method of the physical division of the legislature varies by
country. For example, the UK House of Commons and German Bundestag have
separate labeled rooms called division lobbies, which members enter according
to their voting preference. The number of occupants in each room is tabulated,
and the highest occupancy room decides the outcome. Australia’s House of Rep-
resentatives directs members to move to the chamber’s side, reflecting their vote:
right side for support, left side for dissent. Other countries like Canada and the
US direct members to sit in their regular seats. Those voting in favour are asked

2 There are variations of this approach that could include receiving the vote via email
and submitting by other means such as postal mail or fax as done in the US [42].

3 Indicating voting intent with a teleconference app’s “raise-hand” feature could be
regarded as a hybrid of web, application and video modes.
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to rise and remain standing until counted. This standing and counting continue
for dissenting and abstaining members.

Some legislative voting tasks are done by secret ballot. For example, the
speaker of Canada’s House of Commons is elected via secret ballot. In this article,
however, we focus on non-secret divisions where each member’s vote is a matter
of public record.

3 Literature

E-voting Literature. The literature has mostly focused on understanding the
cybersecurity and social and political effects of electronic voting in the context
of public elections [13]. Our review found only a couple of articles addressing
electronic voting in legislatures or assemblies. One paper, published in Spanish,
examines solving public verifiability of the vote in the context of elections and
parliaments [31]. The other article examines the conceptual aspects of electronic
voting and the differences between voting elections and collegiate bodies [32].

Aside from these works, contributions examine other shifts toward a virtual
legislature such as electronic petitions [24], the concept of e-parliament [27], and
the idea of parliament opening up to technology more generally [36]. Since the
onset of the pandemic, there has also been a move to explore the concept of a
virtual legislature [37]. The lack of literature examining electronic voting in a
legislative context could be explained by the fact that legislatures are steeped
in tradition and are often slow to embrace technology to ensure maintenance of
the institutional heritage. In addition, prior to COVID-19 there was no overar-
ching pressure for legislatures to consider voting remotely except for individual
circumstances such as the birth of a baby (i.e., as in the UK).

Despite this lacuna, there is a rich literature addressing legislatures and their
functions. We briefly review these functions and, further down, examine the
extent to which remote electronic voting enhances or impedes the ability of
members to exercise these goals.

Legislative functions. In his review of legislatures, David Docherty [11] points
to three functions of modern parliaments: scrutiny, representation, and lawmak-
ing. Such functions are also noted in other work [2]. Scrutiny implies holding
the government to account to ensure it is meeting citizens’ needs, spending ju-
diciously, and acting appropriately. Opportunities for scrutiny include Question
Period, debates on legislation, and key items such as the budget and throne
speech, committee work, and caucus discussions [11].

Second, members are elected as agents of representation. Once elected, there
is a general expectation that members will speak up for the voters who elect
them; although there is debate regarding whether members have an obligation
to represent local issues or put national concerns first [14]. Some members, how-
ever, may embrace a free mandate not tied to their constituencies. In addition,
representation may look different in 'working’ and ’debating’ parliaments. The
former focuses on committee work established in standing orders (e.g., Nordic
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parliaments), while the later emphasizes plenary debates (e.g., Canadian and
British parliaments) [3].

A final function of legislatures is lawmaking, whereby members pass or de-
feat legislation. Part of passing legislation, however, involves debate. As Docherty
points out, “Parliament is the one forum where public debate must be held on
legislation,” which includes debate in the legislature and discussions at commit-
tees [11].

4 Survey of Responses to Legislative Voting During
COVID-19

To get a sense of how legislatures have adapted voting during the pandemic, we
surveyed legislative responses Table 1. For practical reasons we present several of
these cases here in Table 1, which reflects all four currently identified approaches
for online voting in legislatures as well as modified in-person sittings.

In-person sittings. Legislatures generally opted to either continue holding ses-
sions with reduced members present or postpone sittings as temporary workarounds
to protect members’ health and safety. Australia, Canada, Estonia, and the
United States are cases where national legislatures have continued to sit with
restrictions. On March 13, for example, both Australia and Canada announced
sittings would proceed with a reduced number of members and a reduction in
sitting days. The scope of legislation during that time focused solely on the dis-
cussion and passage of emergency measures [30]. While Australia’s House will
meet again in August, Canada has postponed regular sittings until October 2020
[15]. In the meantime, Canada’s Standing Committee on Procedure and House
Affairs (PROC) is investigating remote voting [29].

Other chambers have moved more quickly to implement remote electronic
voting. While the context and arrangement of legislative politics differ in each
jurisdiction, it is interesting that such a diversity of approaches has been adopted
across legislatures.

Email voting. The EU Parliament was one of the first to move forward with
a digital solution by adopting email voting. While a limited number of members
still attended the House physically, the majority voted via email. Under this
approach, members receive a ballot paper to their official EU Parliament email
address. They then print, sign, scan, and email their ballots to an internal par-
liamentary mailbox where they are recorded and counted. Votes must include
the member’s name and vote selection in a readable format. To be counted as
valid, they must be signed and submitted before the close of the vote [23].

Web-based. An example of web-based adoption is the system UK House of
Commons staff developed in several weeks. This system’s infrastructure already
existed as part of the MemberHub platform, which was introduced in 2017 to
provide digital service to members and staff [40]. The presence of this groundwork
made development easier.

When a vote is called, members receive a notification by SMS or email. This
notification specifies whether the vote is a division or party whip vote [20]. The
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. . Date Permanency of Scope of Legislation Process of
Country Legislature Special Measures Taken (2020) Moeasures During Crisis Change
House of In-person voting with HmQ.EoSQ. Hb.vmwmos Parliament and
. L P March sittings with physical . . .
Australia Representa- restrictions (‘pairing’ to . A Essential legislation only Senate approved
. 13 distancing resumed
tives reduce number of MPs) return
May 12
Web-based: T:S.@_ hybrid Continuing hybrid
model (reduced in-person . X : Remote technology for
House of A . . April proceedings for MPs . . Procedure
UK Commons with video conferencing), 21 requirine physical questions, urgent questions Committee
: later use of MemberHub "4 '8 phy and ministerial statements
. . distancing
voting website
Emergency legislation only.
House of HH.T@.mnmo: voting with March Extended from April <amouoo:mm5505m. for Procedure ws&
Canada Commons significantly reduced (ca. 13 20th and remain in use debates and committees. House Affairs
10%) complement of MPs Studying possibility of Committee
remote voting.
Email hybrid: limited Maintaining core functions
. . - . . Bureau of the
. in-person presence with March Continuing until July (passing laws, plenary
EU Parliament . . European
majority of members 20 31 unless extended sessions, budgetary Parliament
voting remotely via email approvals) ‘
Application-based: First First virtual Emﬂmw% on
. . March 25th, ten virtual
Virtual Plenary session Temporary: In-person sessions as of April 9th, 15
. Chamber of held March 25th using March -omp ¥ p . ' AD L Chamber of
Brazil X . LS. sittings expected to pieces of legislation, six X
Deputies Infoleg mobile application. 17 . Deputies
eventually resume urgency motions and one
MPs cast votes remotely 0
. . . constitutional amendment
from their mobile devices
passed
Belgium  Representa- and semote vothmg via MO e etet 1o Bmergency legislation House of
g ep voting 23 g p relating to COVID-19 Representatives
tives custom application eventually resume

Table 1: Changes to Legislative Voting During the COVID-19 Pandemic
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system requires multi-factor authentication and uses Microsoft logins [1, 39].
Once accessed, the member can view the motion text and has the option to
select ‘Aye’ or ‘No.” The tabulation of ballots is observed by the Public Bill
Office team, and outcomes are provided to the Speaker for announcement in
the House. Members have 15 minutes to cast a ballot once receiving the vote
notification [41].

Application-based. Like the UK, Brazil’s application-based online voting also
relied on existing infrastructure. Following the transition to virtual sittings, the
Chamber of Deputies moved to vote via the mobile application Infoleg. Orig-
inally developed to create transparency for citizens regarding House business,
the application was loaded to members’ mobile devices and adapted to allow
members to register their presence and cast ballots remotely [33].

Members install the system and then register the device with the legislature’s
internal network. Each registration requires a unique identification. When joining
a plenary session, members are presented with a Zoom link, a registration button,
and a vote button. Members can cast their ballot via the vote button during the
voting period and by entering a personal password to confirm the vote. The
system uses two-factor authentication [9].

Video teleconferencing. Finally, Belgium has adopted a hybrid model that
relies on video teleconference voting via Zoom for committee votes. Other juris-
dictions, such as Canada, Brazil, and the UK, are also using Zoom to facilitate
committee meetings or virtual parliament sessions. Voting in the Belgian context
has been conducted verbally and also by a show of hands. Voting for plenary
sessions will be conducted through a digital voting system recently developed by
the legislative IT department [20].

There are also other approaches not explored here. One example is the Isle of
Man’s use of a chat box in Microsoft Teams for parliamentary voting. To exercise
this, members types 'yes’ or 'no’ in the chatbox. This allowed members to vote
quickly and votes to be tallied within 3-4 minutes [12, 37|. Despite differences
in approaching legislative voting during the pandemic, one commonality is that
many legislatures are relying on video for committees and plenary sessions [37].
Second, legislatures that had IT infrastructure in place beforehand seem to be
better positioned to adapt traditional processes. While it could be that certain
modes of technology work best in the political and cultural contexts of specific
legislatures, in what follows, we argue that voting by video teleconference is the
most workable short-term solution for legislative voting.

5 Verifiability Requirements

Remote legislative divisions are workable from a cybersecurity perspective, as
they differ from general elections in three crucial ways. First, a member’s vote is
a matter of public record, making it possible to verify it was correctly recorded
and counted. Second, the smaller scale and more frequent nature of divisions
make it feasible for the legislature to support its members with cybersecurity
infrastructure and technology to ensure the protection of electronic information.



128

Third, legislatures can provide members training on the procedures necessary to
ensure votes are successfully entered into the record [16].

With these elements, we argue that a secure, remote online solution for leg-
islative divisions is viable. However, care must be taken in the design so that
faults are detected, reported, and corrected. We use the term fault to denote an
incorrectly recorded vote. Three broad categories of faults include human-error
(misunderstandings, improperly followed procedures), technical failure (software
errors, network outages), and malicious intent (hacking).

The non-secret nature of legislative divisions lays the foundation of fault
detectability, however, technology and procedures must be developed to ensure
three essential security goals reliably:

1. Detection. The voting member must check the recorded vote.

2. Reporting. The voting member must reliably report faults to the legisla-
ture.

3. Recovery. The legislature must have a mechanism to recover from and
correct the fault.

6 Options for Remote Divisions

We examine four different methods for remote online divisions and compare
each according to credential transferability, intent capture accuracy, and attack
complexity given privileged access to modify the vote. A summary is shown in
Table 2.

Typical Modification

Casting Mode Authentication ’I‘ransfer'able Intent Capture Co.m'plexﬂ:y w/
. Credential? Accuracy Privileged
Scenario
Access
Email Password Yes Pote.ntlally Low
ambiguous

‘Website Password Yes Unambiguous Low
Mobile App Password Yes Unambiguous Low
Video Face and voice No Pote‘ntlally Medium—High
Teleconference ambiguous

Table 2: Comparison of Remote Voting Modes

6.1 Email-based Divisions

There are two main scenarios involving the question being put to member via
emails. In the first case, the vote is written out as text and returned to the legis-
lature via email. The member’s voting intent may be ambiguous if, for example,
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the voter makes a typo, or the email client performs an auto-correct. In the other
scenario, the email contains a link that opens a website or app.

Email-based question delivery and vote return is perhaps the riskiest of these
modes for at least two reasons. One is that email offers no inherent message in-
tegrity. Although closed communities such as legislatures can feasibly overcome
this shortcoming with a secure email infrastructure such as S/MIME, our exam-
ination of our email exchanges with Canadian members of parliament revealed
the use of DomainKeys Identified Mail (DKIM) signatures only. While this in-
dicates the email came from Parliament’s IT infrastructure, it does not tie the
email to the specific member, nor does it prescribe any particular course of action
in the event of a signature failure. The second is that email is still a vector for
phishing, especially sophisticated spear-phishing efforts, which could be used to
misdirect the member to an attacker-controlled return email address or website.

Finally, the complexity of modifying a returned vote is low for an attacker
with privileged access (e.g., one with root privileges on the local machine, or
a man-in-the-middle network connection). In such a scenario, vote modification
would require changing a few characters in the response email or HTTP POST.

6.2 Web-based Divisions

Web-based vote return involves the member signing into a website using their
browser. While typically providing a more formal authentication and message
integrity mechanism via TLS, the onus is still on the member to recognize when
they are misdirected to a fake/credential-harvesting website, are the subject of
a TLS-stripping attack [6], or the sign-on page loads resources from an insecure
3rd-party [18].

As noted above, the UK House of Commons recently added a voting feature
to their MemberHub website. However, it acknowledged that the “high level
of authentication (of traditional voting) is not replicated in the remote voting
system over MemberHub,” and the “temporary purpose of the system is not
sufficient to justify the development and expense” of a more secure solution [34].

MemberHub uses multi-factor authentication, a parliamentary virtual private
network (VPN), and sign-on is redirected to a Microsoft login portal. We ob-
served, however, that the MemberHub domain memberhub.parliament.uk did
not use HST'S headers or HSTS pre-loading, which would be necessary to prevent
TLS-stripping.

Tests of the system also experienced problems, with some MPs failing to
receive notifications, and two-factor authentication being disabled. Despite a
web-based voting approach nominally having a more clear-cut intent capture
methodology than email (i.e., enforcing selection of a single explicit option in-
stead of writing a free-form response), in a remote division in on 13 May 2020,
several members voted opposite from their intention by mistake [35]. The Deputy
Speaker additionally noted that “there is no provision under the current tempo-
rary system by which a Member can change their vote once it has been cast.”
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6.3 Mobile App-based Divisions

Mobile app-based vote return is comparable to web-based return, except the
mobile app environment reduces the attack surface in several essential ways. It
removes more of the human-element from verifying the security of the network
connection. The app can be designed to enforce TLS strictly, and certificate
pinning could remove some of the threats posed by a foreign nation-state to the
public-key infrastructure.

Also, having a dedicated interface prevents the member from being misdi-
rected to a fake website. Furthermore, designing an app for a single purpose
seems to be a better practice than using a general-purpose extensible web-
browser, whose behavior can, by design, be arbitrarily modified with extensions

(cf. [5]).

6.4 Video-based Divisions

Video teleconferencing allows members to express their voting intent verbally
or visually (e.g., physically raise a hand). In our conversations with members
of Canada’s PROC, one of the concerns members and witnesses expressed was
the possibility of a member delegating their vote to someone (e.g., a staffer
or party whip). This is possible in each of the other three other modes, and
instances of credential delegation have been reported in online general elections
(such as in the 2018 Ontario municipal election) [5]. Casting a vote over video
teleconference, by contrast, offers a non-transferable credential: the member’s
face and voice.

Expressing intent, however, may potentially lead to the most significant op-
portunity for ambiguity. For example, the city council of Sarnia, Ontario passed
a bylaw by mistake when one of the councilors voted “disagree.” However, the
first syllable dropped due to a glitchy network connection, causing the council to
understand his intent as “agree” [22], and tipping the vote count in favor of the
motion. Fortunately, city staff caught the error after the fact, and the decision
was reversed.

The aeronautical industry may provide some guidance in this area. For ex-
ample, to qualify for a license to be a restricted radio operator, pilots must learn
speech transmission, phonetic alphabets, reserved procedural words and phrases,
and other special techniques to ensure clarity.

Finally, unlike the other modes of vote return, an attacker with privileged
access would face comparatively greater technical complexity to modify a vote
respounse, involving selectively modifying and/or replaying video.

6.5 Threats to Video-based Divisions

In this section we explore the primary attack vectors for divisions held by video
teleconference. An attack tree based on the attacker goal of modifying a mem-
ber’s vote is shown in Figure 1. Broadly speaking, the attack vectors identified
involve either modifying the video feed, or disrupting it.
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Modify Vote

Modify question Modify response Prevent vote

Selective edit Deep fake Selective edit Deep fake Network DoS Zoombomb

Fig. 1: Attack Tree for Remote Video Teleconferencing-based Divisions

Modifying Video. To alter a member’s vote, one main attack strategy would be
to modify the video feed; either the video feed of the question being put to the
member or the member’s video feed responding with their vote. Modifications
could broadly take two forms. One is selective edits, either selectively replaying,
inserting, or deleting portions of the video stream.

An example of a replay attack could involve selectively replaying earlier video.
For example, if a member voted “agree” to a question earlier in the day, that
video segment could be replayed as the legislature counts those in favour. An
earlier video segment of the member sitting silently listening could be replayed
as the legislature counts those who disagree. An example of an insertion attack
might be possible if the question is put to the member as a text-based image. An
attacker could insert/overlay an image of a different question. From the view of
the legislature/speaker, the video of the member appears genuine. An example
of a deletion attack could follow the approach of the Sarnia council vote and
selectively truncate syllables (e.g., deleting “dis” from “disagree”).

Finally, our conversation with Canada’s PROC touched on concerns over
video voting’s eventual vulnerability to deepfakes. However, it was agreed that
this methodology was likely not a realistic threat at this time.

Preventing the Vote. Another strategy to alter voting outcomes would be to
prevent the question from being put to the members, or limiting their ability to
respond. One traditional approach is a network-based denial-of-service attack;
however, a far more plausible approach would be to degrade internet access of
select members in rural ridings. Canada’s PROC committee raised concern over
the consistency of internet connectivity throughout the country and acknowl-
edged that “internet connectivity and speed vary throughout the country. This
lack of connectivity would especially be the case for members representing rural
or remote areas, who could potentially face internet-related challenges,” [29].
On the other end of the deniability spectrum is the phenomenon of “Zoom-
bombing” in which unauthorized participants disrupt video voting. When we
testified to the Commons Procedure committee in June 2020, we were provided
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an 11-digit Zoom meeting ID and a 6-digit password representing a maximum
upper bound of 56-bits of entropy. Meeting IDs, however, are not always correctly
conceptualized as secrets. For example, the UK government was criticized for its
use of Zoom after the Prime Minister tweeted a meeting ID [19]. Furthermore,
a recent study demonstrated the ability to guess random Zoom meeting IDs [§],
and another found a vulnerability in the waiting room feature that revealed the
video-feed decryption key to non-admitted users [25]. Worse, they found these
keys passed through servers in China, even when all meeting participants were
outside of China [26].

7 Legislative Implications

Scrutiny. The introduction of remote online voting in the legislature has implica-
tions for legislative democracy. For one, while establishing a secure online voting
system looks after the voting portion of legislative business, it does not address
motion introduction or debate. This raises questions about the extent to which
members can fulfill their scrutiny function in a situation where they are not face
to face to oppose and question one another [2, 11]. Specifically, concerns have
been raised that virtual proceedings mean debates are “silted” and “scripted,”
limiting the ability to debate legislation adequately [28].

That said, scholars have called into question the extent to which scrutiny
has been adequately fulfilled in recent years given that there are often fewer
sitting days than in the past and that members do not meet as frequently to
debate. In addition, committees have been criticized for being underutilized and
not reaching out to witnesses enough, affecting participation and responsiveness
[11]. As noted above, some countries are employing technology to fill in the
gaps beyond voting by facilitating committees via Zoom (e.g., Belgium) [20]
and hosting virtual chamber debates and plenary sittings (e.g., European Union
Parliament) [37]. Albeit, these are temporary and not likely long-term solutions
to address debate and accountability in a virtual legislature.

Lawmaking and Representation. The functions of lawmaking and represen-
tation are perhaps better fulfilled with the support of remote electronic vot-
ing since it allows for necessary laws to pass with enhanced legislative voice
while in-person sittings are modified. The passage of legislation with a handful
of members significantly limits representation, inclusion, and participation [11].
This situation continues to occur in Canada. On March 23, for example, 32 of
338 members attended a session to pass emergency measures. Similarly, on May
26, 51 members voted 28-23 to pass a controversial motion suspending regular
sittings until October [16, 15]. Such few members making important decisions
in a time of crisis pose its own issues for democracy.

While remote electronic voting allows legislatures to fulfill lawmaking func-
tions and representation as it pertains to the passage of bills. Although cy-
bersecurity is solvable for legislative divisions, this solution addresses only the
legislative business’s voting component. The scrutiny function depends on the
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participation and inclusion of members to represent their constituents in votes
and in debate. In this way, while we present a solution for legislative divisions
during a pandemic or other emergency, addressing the dimension of accountabil-
ity with remote means is more challenging and is an area scholars and practi-
tioners can continue to reflect upon to determine if it can be replicated virtually.

Accessibility. Beyond the COVID-19 pandemic, remote electronic voting might
bring long-term benefits to members’ voting accessibility. For example, it could
be useful in future cases of national crises such as a second or third wave
of COVID-19, the onset of other viruses, or in situations of extreme weather
brought on by climate change where members may not be able to attend the
legislature physically. Having the infrastructure in place to seamlessly adopt a
remote voting system would support democracy and ensure governance could
continue uninterrupted during uncertain times in the future.

Adoption of these practices could also be helpful for the accessibility of indi-
vidual members in exceptional circumstances. Such circumstances could include
the birth of a child and while nursing an infant [21], in cases of emergency in a
particular area where a member is required to stay in their constituency or in
severe illness situations. Allowing these types of accommodations is not unlike
introducing convenience voting reforms in public elections to make voting easier
for groups of electors facing additional voting barriers [17]. However, the imple-
mentation of such allowances would have to be carefully thought through and
outlined to ensure that members do not take advantage of these permissions in
cases of a busy constituency schedule or a bad cold.

To be sure, some legislatures already have proxy voting in place for certain
situations, notably following a child’s birth. The UK House of Commons, for
example, has proxy voting for new parents, while Australia’s House of Represen-
tatives allows proxy voting for members nursing infants [4]. Remote electronic
voting would further enable member accessibility in this regard by allowing them
to cast their own vote. This could be a long-term change as part of legislative
modernization to enhance the equality of legislative voting.

Conclusion

This article identified four possible ways of voting remotely using technology in
the legislature: email, web-based, application-based, and video teleconference
voting. We argue that remote electronic voting is solvable for regular, non-
anonymous votes because they are a matter of public record, making it easier
to verify the votes are correctly cast, recorded, and counted as intended. Leg-
islatures also have the resources to put necessary procedures in place and the
technical capacity to support these changes. Of the voting types reviewed, we
assert that voting by video teleconference presents the most workable remote
electronic voting solution for Canada’s House of Commons. The technology is
less easy to spoof (compared to changing an email), and voice and face cannot
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be shared. Using video also interfaces more closely with the parliamentary tra-
dition of standing during a vote. Voting by video teleconference is a model other
legislatures should consider in the pandemic and post-pandemic stages and, in
future instances, when remote voting is warranted.

Despite the advantages of video, implementing a voting solution still requires
the establishment of a verification loop and other procedures. For example, pro-
cedures need to be instituted to allow for the checking and double-checking of
votes, reporting, and correction of errors, and to ensure a recount if necessary.
Even though the voting component is solvable, issues remain regarding how
members can adequately fulfill the scrutiny of legislatures in a virtual chamber.
This is a topic for future research.

Future research could also more closely examine the types of remote elec-
tronic voting being used and evaluate their functionality and security. Studies
could examine how remote online voting affects legislative democracy, particu-
larly how these changes impact motion introduction and debate. In addition, it
could examine how complementary technical solutions can support members to
carry out these crucial objectives during uncertain times. Finally, studies could
consider how members respond to particular electronic voting methods and the
extent to which they can identify cognitive biases and report ballot errors.

The COVID-19 pandemic has made clear that remote electronic voting may
be needed in legislatures during times of emergency. Developing the proper ap-
proach for elected members to vote remotely online will not only promote the
inclusion of legislative voice and enhance representation, but it will also ensure
that votes are carried out as safely as possible, promoting democratic integrity.
Building the capacity and infrastructure today will enhance government’s ability
to govern in a crisis tomorrow.

Acknowledgments. Both authors contributed equally to this work. Special
thanks to Richard Ackerman for many helpful discussions. Thanks to Joe Ab-
ley, Valere Gaspard, Gary O’Brien and the members of the Canadian House
of Commons Standing Committee on Procedure and House Affairs (PROC) for
their helpful insight and feedback. We also extend our sincere thanks to Amanda
Tieber for research assistance.

References

[1] Akerman, R. Remote voting in the UK House of Commons: Remote
Divisions become reality, Paper Vote Canada 2 Blog. Published on May 12,
2020. Available: https://papervotecanada2.wordpress.com/2020/05/
12/remote-voting-in-the-uk-house-of-commons-remote-divisions-
become-reality/

[2] Atkinson, M. M., Thomas, P. G. Studying the Canadian Parliament. Leg-
islative Studies Quarterly, 423-451, 1993

[3] Arter, D. Scandinavian Politics Today. Manchester University Press; 1999



[4]

[5]

[6]

8]

19]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

135

BBC News. Commons approves proxy voting trial for new parents, BBC
News. Published on January 29, 2019. Available: https://www.bbc.com/
news/uk-politics-47027143

Cardillo, A., Akinyokun, N., Essex, A. Online Voting in Ontario Munici-
pal Elections: A Conflict of Legal Principles and Technology? International
Joint Conference on Electronic Voting (E-Vote-ID) 2019. Lecture Notes in
Computer Science, vol 11759, 2019.

Cardillo, A., Essex, A. The Threat of SSL/TLS Stripping to Online Elec-
tions. International Joint Conference on Electronic Voting (E-Vote-ID).
LNCS wvol. 11143, pp. 35-50, 2018.

Carr, K. Parliament sat during world war two and Spanish flu, Morrison
should not be cancelling it for coronavirus, The Guardian. Published on
April 3, 2020. Available: https://www.theguardian.com/commentisfree/
2020/apr/03/parliament-sat-during-world-war-two-and-spanish-
flu-morrison-should-not-be-cancelling-it-for-coronavirus
Chailytko, A. Zoom-Zoom: We Are Watching You. Check Point Re-
search. Published on: Jan 28, 2020. Available online: https://research.
checkpoint.com/2020/zoom-zoom-we-are-watching-you/

Chamber of Deputies, Brazil. Virtual Plenary Strategy and Architecture,
Directorate of Innovation and Information Technology, 2020. Available:
https://www.ipu.org/file/9013/download

Council of Europe. Council of Europe Adopts New Recommendation on
Standards for E-Voting. Electoral Assistance Newsroom. Published on
June 14, 2017. Available: https://www.coe.int/en/web/electoral-
assistance/-/council-of-europe-adopts-new-recommendation-on-
standards-for-e-voting

Docherty, D.C. Legislatures. UBC Press; 2011

Electoral Reform Society. Isle of Man: World’s oldest parliament goes online.
Published on April 6, 2020. Available: https://www.electoral-reform.
org.uk/isle-of-man-worlds-oldest-parliament-goes-online/

Essex A., Goodman N. Protecting Electoral Integrity in the Digital Age:
Developing E-Voting Regulations in Canada. Election Law Journal: Rules,
Politics, and Policy. 2020

Eulau, H. Changing views of representation. The politics of representation
continuities in theory and research, 31-53, 1978

Global News. Normal House of Commons sittings to be waived an-
other 4 months amid coronavirus, Global News, May 26, 2020. Avail-
able: https://globalnews.ca/news/6987857/coronavirus-canada-
parliament-voting/

Goodman N., Essex, A. Online voting entirely possible for MPs
during times of crisis, Policy Options, March 25, 2020. Available:
https://policyoptions.irpp.org/magazines/march-2020/online-
voting-entirely-possible-for-mps-during-times-of-crisis/
Gronke, P.; Galanes-Rosenbaum, E., Miller, P. A., Toffey, D. Convenience
voting. Annu. Rev. Polit. Sci., 11, 437-455, 2008



136

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

28]

[29]

[30]

Halderman J.A., Teague V. The New South Wales iVote System: Security
Failures and Verification Flaws in a Live Online Election. E-Voting and
Identity (Vote-ID), Lecture Notes in Computer Science, vol 9269, 2015.
Hamilton, I. Researchers found and bought more than 500,000 Zoom pass-
words on the dark web for less than a cent each, Business Insider. Published
on April 14, 2020. Available https://www.businessinsider.com/500000-
zoom-accounts-sale-dark-web-2020-4

Inter-Parliamentary Union. Country compilation of parliamentary responses
to the pandemic. Published on March 25, 2020. https://wuw.ipu.org/
country-compilation-parliamentary-responses-pandemic

Johnston, R. How e-voting could close Canada’s political gender gap, The
Conversation, April 28, 2020. Available: https://theconversation.com/
how-e-voting-could-close-canadas-political-gender-gap-136163
Kula, T. Council Decision Changed Amid Technical Glitch.
The Sarnia Observer. Published on June 4, 2020. Available:
https://www.theobserver.ca/news/local-news/council-decision-
changed-amid-technical-glitch

Library of Congress. European Union: Parliament Temporarily Al-
lows Remote Participation to Avoid Spreading COVID-19. Published
on April 21, 2020. Available: https://www.loc.gov/law/foreign-
news/article/european-union-parliament-temporarily-allows-
remote-participation-to-avoid-spreading-covid-19/

Lindner, R., Riehm, U. Broadening participation through e-petitions? An
empirical study of petitions to the German parliament. Policy & Internet,
3(1), 1-23, 2011

Marczak, B., Scott-Railton, J. Zoom’s Waiting Room Vulnerability. Citizen
Lab, University of Toronto. Published on April 8, 2020. Available: https:
//citizenlab.ca/2020/04/zooms-waiting-room-vulnerability/
Marczak, B., Scott-Railton, J. Move Fast and Roll Your Own Crypto: A
Quick Look at the Confidentiality of Zoom Meetings. Citizen Lab tech re-
port. Citizen Lab, University of Toronto. Published on April 3, 2020. Avail-
able: https://citizenlab.ca/2020/04/move-fast-roll-your-own-
crypto-a-quick-look-at-the-confidentiality-of-zoom-meetings/
Missingham, R. E-parliament: Opening the door. Government Information
Quarterly, 28(3), 426-434, 2011

Parliamentary Business. Minister questioned on the continuation of
hybrid proceedings after recess, Parliament.UK, May 20, 2020. Available:
https://www.parliament.uk/business/news/2020/may/ministers-
questioned-on-continuation-of-hybrid-proceedings-after-
recess/

Parliamentary Duties and the COVID-19 Pandemic. Report of the Standing
Committee on Procedure and House Affairs. Canada House of Commons,
May 2020. Available: https://www.ourcommons.ca/DocumentViewer/en/
43-1/PROC/report-5/

Parliament of Australia. Australian COVID-19 response management
arrangements: a quick guide. Published on April 28, 2020. Avail-



[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]
[43]

137

able: https://www.aph.gov.au/About_Parliament/Parliamentary_
Departments/Parliamentary_Library/pubs/rp/rp1920/Quick_Guides/
AustralianCovid-19ResponseManagement#_Toc38973757

Dalmau, Rubén Martinez. Aspectos diferenciales del uso del voto electronico
en los procesos electorales y en los érganos colegiados. Corts: Anuario de
derecho parlamentario 25, 229-245, 2011

i Esteve, Jordi Barrat. Vot electronic i organs col- legiats: El cas de les Corts
Valencianes. Corts: Anuario de derecho parlamentario 21, 125-138, 2009
Peixoto, T. Virtual Parliaments in Times of Coronavirus: Flatten-
ing the Authoritarian Curve?, DemocracySpot Blog. Published on
April 21, 2020. Available: https://democracyspot.net/2020/04/21/
virtual-parliaments-in-times-of-coronavirus-flattening-the-
authoritarian-curve/

Procedure under coronavirus restrictions: remote voting in divisions. Pro-
cedure Committee, UK House of Commons. HC 335, May 2020.

Remote Division result: New Clause 2, UK House of Commons Hansard,
vol. 676, 13 May 2020.

Reynolds, W. “Open Parliament” More Than Data. Canadian Parliamen-
tary Review, 42(3), 33, 2019

Samara Centre for Democracy. Towards a Virtual Parliament: De-
sign choices and democratic values. Published on May 1, 2020. Avail-
able: https://www.samaracanada.com/democracy-monitor/towards-a-
virtual-parliament

Stokel-Walker, C. What happens if coronavirus forces us to close par-
liament? WIRED. Published on May 12, 2020. Available: https://www.
wired.co.uk/article/parilament-uk-coronavirus

Stokel-Walker, C. Inside the troubled, glitchy birth of parliament’s online
voting app. WIRED. Published on April 23, 2020. Available: https://www.
wired.co.uk/article/virtual-parliament-voting

Stutely, M., Barnes, T. MemberHub: changing the way MPs ask ques-
tions. Parliament.UK Blog. Published on November 27, 2017. Available:
https://pds.blog.parliament.uk/2017/11/27/memberhub-changing-
the-way-mps-ask-questions/

Stutely, M. MPs make history with remote voting — the story
of how it happened, Parliament.UK Blog. Published on May 14,
2020. Available: https://pds.blog.parliament.uk/2020/05/14/mps-
make-history-with-remote-voting-the-story/

Thompson, J. R. Email Voting in Indiana Elections. E-Vote-ID 98, 2018
Wolf, Peter, Rushdi Nackerdien, and Domenico Tuccinardi. Introduc-
ing electronic voting: essential considerations. International Institute for
Democracy and Electoral Assistance (International IDEA), 2011



E-Voting System evaluation based on the Council of
Europe recommendations: nVotes

David Yeregui Marcos del Blanco![0000-0001-7702-66021 [avid Dyenas-Cid??3 [0000-0002-0451-
#147and Héctor Alaiz Moreton[0000-0001-6572-1261]

! University of Leon, Campus de Vegazana, s/n, 24071 Leén
dmarcb0l@estudiantes.unileon.es
hector.moreton@unileon.es
2 Tallinn University of Technology, Akadeemia tee 3, 12618 Tallinn, Estonia
3 Kozminski University, Jagiellonska 57/59, 03-301 Warsaw, Poland
david.duenas@taltech.ee / dduenas@kozminski.edu.pl

Abstract. E-voting implantation has been facing important challenges in recent
years. Several incidents, together with a lack of evaluation methodologies social
and cultural customs hinder a broader application. In this work, the authors aim
to contribute to a safer introduction of e-voting tools by applying a practical eval-
uation framework strongly based on the security requirements issued by the
Council of Europe (CoE) in 2017 to nvotes, a system that has been utilized to
cast over 2 million votes over the last 6 years.

The ultimate goal of the analysis is not to judge from a rigid, “infallible” but to
contribute to a gradual and secure implementation of e-voting solutions in the
democratic processes. The authors believe it can constitute a useful source of
information for election officials, researchers and voters.

Keywords: e-democracy, e-voting, system evaluation, nvotes.

1 Introduction

Since the first implementation of remote electronic voting in the 90s [4], the process of
dissemination of internet voting did not meet the initial and promised expectations.
Several countries experimented with the possibility of adding internet voting systems
to their elections', but it just turned into a reality in a reduced number of them: Estonia,
Canada, Australia, Switzerland or Norway, amongst others. The Estonian case is the
most prominent success story, using Internet Voting uninterruptedly since 2005 in all
elections [1] an reaching high levels of acceptation [2] and cost efficiency [3, 4].

The dissemination of internet voting technologies is challenged by a complex set
of factors that affect different layers of administration, law, society and technology [5]
and that should be achieved in a constant dialogue between themselves: dealing with
complexity in electoral management, reforming electoral laws, ensuring transparency,

! For a better understanding, see International IDEA’s database on use of ICT in Elections:
https://www.idea.int/data-tools/data/icts-elections (last accessed 4 June 2020)


mailto:dmarcb01@estudiantes.unileon.es
mailto:david.duenas@taltech.ee
https://www.idea.int/data-tools/data/icts-elections

139

neutrality and participation and ensuring secure and risk-free technological apparatus.
The latter factor, has been constantly labelled as an important element not only for the
correct functioning of the internet voting and its integration in the electoral systems,
but also as an element projecting trust in the society where the system is being imple-
mented [6,7,8].

Pursuing the same goal, the creation of trust as a key element for the adoption of
internet voting systems, the Council of Europe (CoE) proposes a set of recommenda-
tions to guide the process of implementation of electronic remote voting systems [9].
The CM/Rec(2017)5 updates the previous Recommendations from 2004 and integrates
lessons learned from previous experiences and developments in the electoral field to
create a useful and up-to-date document. Specifically, proposes a set of Principles,
Standards and Requirements that every electronic voting system should fulfil for the
development of elections and for reinforcing the democratic principles that are the com-
mon heritage of its member states [10]: Elections should be Universal, Equal, Free and
Secret, should meet a set of regulatory and organizational requirements, should be
transparent and allow observation and should be accountable, and should use reliable
and secure systems.

In view of the aforementioned list, this paper presents an analysis on how the system
nVotes fits within the CoE requirements. The ultimate goal of the authors is not to judge
from a rigid immovable or infallible point of view for the sake of pin pointing short-
comings, but to establish a comprehensive, multi-faceted evaluation in order to improve
the knowledge and security level in the deployment of e-voting systems

2 Related Works

The research work of Braunlich, Grimm and Richter in 2013 [111] is considered one
of the most relevant to date. The authors presented the first interdisciplinary collabo-
ration which has transformed legal requirements into technical criteria. Specifically,
they established thirty Technical Design Goals (TDG), using the KORA methodology
(Konkretis-ierung Rechtlicher Inforderungen, Concretization of Legal Requirements)
[12]. This methodology had been used previously for mobile devices amongst others.

Neumann combined the previous methodology of Bréaunlich, Grimm and Richter
with the Common Criteria for IT-Security Evaluation [13] and established sixteen tech-
nical requirements to relate the legal criteria to Braunlich’s TDGs.

While Neumann’s work [14] has critically contributed to constructing a very valua-
ble framework, it still had room for improvement from a practical standpoint:

On the one hand, the security evaluation framework is aimed at schemes rather than
entire systems, with the author himself coming across an example of a structural flaw
that would not be identified using his evaluation scheme: “for instance, the Vote For-
warding Server and the Vote Storage Server of the Estonian Internet voting scheme are
developed and maintained by the same vendor” [14, p. 135].

Additionally, the security evaluation assumes that the voters will use the authentica-
tion tools sufficiently. Unfortunately, the tendency of the voters is not to verify: for
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instance, one of the largest electoral e-voting initiatives which took place in New South
Wales in 2015, showed that only 1.7% of 283.669 votes were verified [15].

Furthermore, Neumann’s framework is based on probabilistic attack strategies
through Monte-Carlo simulations [14]. While represeting an interesting approach in-
deed, it is less useful for a practical evaluation standpoint. As a result, the author con-
cludes: “we therefore recommend to incorporate the security evaluation framework into
a larger decision-support system for elections officials” [14, p. 138].

Following with the above recommendation, a decision-support system was proposed
by Marcos, et al. as a practical evaluation framework [16]. It is in accordance with the
guidelines from the 2017 Council of Europe’s (“Guidelines on the implementation of
the provisions of Recommendation CM/Rec(2017)5 on standards for e-voting”) [17]
and deals with the five key principles of a democratic election (universal, free, equal,
direct and secret) detailed in the same document.

3 Evaluation Methodology

As previously stated, while Neumann’s work set out an irrefutable improvement, it
constitutes a scheme evaluation tool with probabilistic proofs as its core with Monte-
Carlo simulations rather than a practical evaluation framework tool for election officials
and other stakeholders involved in the democratic processes.

In 2018, Panizo et al. proposed an extended evaluation approach [19] in the context
of the Spanish Constitution [18] and the CoE’s e-voting recommendations [17]:

1. Defining an homogeneous series of e-voting requirements with the KORA method-
ology [12] as its basis, together with the CC and ISO 27001-IT Grundschutz guide-
line [13], their assimilation by Simic-Draws et al. [20], the Guidelines of the Council
of Europe [17] and Neumann’s methodology [14].

2. Formal conformity between point 1 and Braunlich’s TDG’s [11], as in Figure 1.

3. Consultation with more than 30 international experts in e-voting (Research and In-
dustry Experts or RIE, selected using the snowball [21] and judgement [22] sampling
methodologies) to review the evaluation framework and add weighting factors.

4. Formal definition of the practical evaluation framework, including two sine-qua-non
requirements (E2Ev and Coercion Resistance) and 41 evaluation items.
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Fig. 1. Integration of Panizo [19] and Braunlich [11]
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The work in [16] established for the first time a correlation between the end to end
verifiability (E2Ev) and coercion resistance (CR) to the legal requirements for a dem-
ocratic process and the Council of Europe: “The five key principles of electoral law are:
universal, equal, free, direct and secret suffrage and they are at the root of democracy”
(article 68 of the Spanish Constitution [18]).

Specifically, Marcos et al. Set out the equivalence of the aforementioned five key
principles, into a formal authentication of the E2Ev the universal, free, equal and direct
properties and its coercion resistance for the secrecy prerequisite (based on the findings
by Hirt and Sako on the matter in [46]).

The methodology presented to this point is solid from a legal point of view but still
lacks the technical and practical approach necessary for a complete evaluation.

In order to solve the shortcomings, five practical requisites were introduced, partially
based on the research by Benaloh, Rivest, Ryan and Volkamer [23], [24]. Subse-
quently, the requisites were codified, refined and subdivided into 73 specific items by
means of a partial application of Zissis and Lekkas [25] and New Zealand’s Department
of Internal Affair’s Communication on e-voting [26] 2.

As a final step, e-voting RIEs from Canada, France, Norway, Switzerland, Germany
and Spain among other countries were consulted to assign a weighting factors.

The following Figure 2 visually represents the complete evaluation methodology:

| Traditionsl requirements | 4@ } e
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Fig. 2. Complete evaluation framework [16]

The sine-qua-non requirements (end-to-end verifiability and coercion resistance,
representing the five compulsory principles of a democratic election), which evaluation
is not a numerical value related to performance but instead in terms of “holds” (o) or
“does not hold” (x). There is a third possibility, when the property “stands under de-
termined, credible assumptions” (A).

The second quantifiable and additional criteria, totaling 10 requirements, are evalu-
ated from O to 10. In order to obtain the numerical evaluation for each criterion, the
corresponding measurable sub-items are evaluated with three possible outcomes: non-
compliant (x), partially compliant (A) and compliant (0).

2 For a complete explanation of the previous process, please refer to the original work in [6], [8].
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Due to space constraints, the evaluation framework design, implementation and con-
stituent requirements has been simplified. For a full explanation, the reader can refer to
Dr. Marcos’ PhD thesis which originated the methodology [27].

It is relevant to mention that this practical evaluation methodology has also been
applied to Helios Voting and published by the IEEE [19].

4 nVotes Analysis

4.1 Introduction

nVotes [28] is a remote e-voting system developed by the Spanish company Agora
Voting SL in 2014. Its roots trace back to 2009 and the Internet Party, although the
developing team has since then dropped any political affiliation and nVotes is currently
an apolitical project.

Until 2017, nVotes was known as Agora Voting and under such moniker it was one
of the 18 European start-ups to be accepted in the Impact Accelerator project, and
awarded with 100,000 EUR [29].

According to their website, nVotes has been used to cast over 2 million votes for
over 150 clients, including Public Administrations like the Barcelona Provincial Coun-
cil, Madrid City Council; Political Parties like Podemos, Ahora Madrid and Barcelona
en Comu, as well as Education Institutions like UNED University in Spain.

4.2 Main characteristics

As previously mentioned, the methodology presented in Section 3 has been already
applied to other relevant e-voting tools, including Helios Voting [19] or iVote by Scytl
[30]; in both cases with numerous bibliography and research resources available:

e Helios Voting is a very well-known open source e-voting system [31], which has
been used as blueprint for several variations and improvements such as Helios KTV
[32] or Belenios [33].

e Scytl is probably the most widely used e-voting system at a global level, including
numerous legally-binding elections and pilots for a total of over 100,000 processes
managed and more than 200 employees. The information available ranges from re-
search papers to Government reports and corporate presentations.

In the case of of nVotes, the available bibliography is much more limited due to the
fact that they are neither a research standard tool, nor a global company. In order to
complement the publicly available information, the authors of this document got in
touch with nVotes and they key people have always been open and supporting in
providing all the available information and answers to the questions raised.

Additionally, the authors were provided with two documents named “Technical
Overview” and “Client Action Protocol”, which have been extremely useful for con-
ducting the analysis. They are at the reader’s disposal upon request to the authors since
they have not been published before.
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nVotes scheme components and cryptographic primitives. According to the infor-
mation included in the “Technical Overview” and complemented with a Q/A with
nVotes technical team, the key elements are:

— Registry: The registration database programmed in Python. It includes the SMS ser-
vice platform Esendex [34], server certificate with TSL support, Cloudfare [35] and
Fail2ban [36] for protection against DDoS attacks and hardware redundancy 1+1.

— Virtual Polling Station: TLS server validation, cast-or-audit voting javascript (sim-
ilar to that of Helios Voting [31]), random number generator (not specified), HMAC
client authentication, Election Manager with Scala REST API, Postgresql database
and similar to the Registry case, Cloudfare and Fail2ban DDoS protection.

— Electoral Authority: HTTP distributed queue, TLS client/server authentication,
mixnet library Verificatum [37] and tabulation library OpenSTV [38].

— Election Verificator: a Python/Java

With regards to the main cryptographic primitives, they are the following:

— EI Gamal Homomorphic Encryption [39]

— Pedersen Threshold Distributed Key Generator [40]

— Verificatum verifiable mixnet [37]

— Fiat-Shamir heuristic to convert Zero Knowledge Proofs into Non-Iteractive Zero
Knowledge Proofs [41]

— Schnorr Signature [42] to make the EIGamal Encryption IND-CCA2.

nVotes voting sequence. As presented in the “Technical Review” and “Client Action
Protocol” documents, the voting procedure is as follows:

1. Authorities distributedly generate the Election’s Public Key with Pedersen [40].

2. Eve (voter) access the Registry site and provides the required personal information,
including a security code which has been sent independently by SMS

3. The Registry system compares the information provided with the census. If it is cor-
rect, Eve is forwarded to the Virtual Polling Station.

4. Eve fills her vote, encrypts it and sends it. Alternatively, she can audit it but in such
case, the cast vote is no longer valid and will not be tallied. This cast-or-audit ap-
proach is also implemented in Helios Voting [31].

5. Once the vote casting period ends, the authorities jointly proceed with the mix and
decryption of the ballots

6. The decrypted votes are tallied

7. The election results are published, together with the tally results, the vote’s cipher-
texts as well as the mixnet and decryption Zero Knowledge Proofs.

8. Voters and third parties can download and execute the election verificator

Once nVotes has been introduced, together with its associated scheme components,
cryptographic primitives and voting process, the practical evaluation methodology for
e-voting systems [16] can be applied.
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The analysis is intended to be a sort of a guideline, which introduces strengths and
potential weaknesses in order to establish a safe range if utilization and to offer direc-
tions as to how to improve the voting system.

4.3  End to End Verifiability

Unfortunately, there is no formal, universal definition for end-to-end verifiability
(E2Ev). Additionally, symbolic analysis of security protocols still find associative and
commutative operators are out of reach. It is then not possible to analyze a homomor-
phic property [43] such as:

enc(pk; vi )*enc(pk; v2 )=enc(pk; vi+vz) (1)

and therefore, a case by case analysis has to be conducted for each system.

Currently, probably the most widely accepted definition of E2Ev is the one by
Benaloh et al. in [23] and is comprised of the properties: “Cast as intended”, “Recorded
as cast” and “Tallied as recorded”.

For the first and second items, nVotes presents a similar approach to that of Helios
Voting: the voter can audit her vote until she is convinced that it is trustable. Once cast,
she receives a hash of the encrypted vote, which she can check on public bulletin board.
Finally, for the tallied as recorded condition, EIGamal together with Verificatum mixnet
[37] and Schnorr [42] are implemented.

Consequently, on the question of nVotes being E2Ev or not and similar to the anal-
ysis in [18] for Helios Voting, it can be considered end to end verifiable assuming that:

— The cast and audit mechanism is used by a large enough number of voters so that
ballot alteration will not go unnoticed.

— The Election Authorities and the Bulletin Board (BB) are honest

— An attack which gains control of the Registry/Ballot is detected.

For the first precondition, Acemyan in [44] and the New South Wales case [15] have
shown that voters’ ballot verification percentage is quite low and they should not be
responsible of part of the security of an e-voting system.

As for the other two prerequisites, in a perfect scenario nVotes would be compliant
but in real elections, both the Election Authorities and/or the BB can illegally introduce
votes (ballot stuffing). For public, legally binding elections, it is not acceptable.

To sum up, provided that nVotes implementation is limited to elections with a low
risk of corruption such as student government bodies, local clubs, online groups, and
other education-related organizations, the pre-assumptions could be acceptable. For
other, more demanding types of elections, E2Ev cannot be recommended.

Evaluation: A. E2Ev holds if the preconditions set in nVotes’ Technical Overview
document are accepted and its use is limited to low corruption risk elections.
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4.4 Coercion Resistance

Assuming probably the most accepted definition of privacy levels by Juels et al. [45]
and the proof by Hirt and Sako [46] that receipt-freeness is not enough for preserving
it in electronic elections, the required level is Coercion Resistance. It implies that a
voter cannot provide to an attacker any proof of her vote or even whether she voted or
nor, even if she is willing to cooperate.

As for nVotes, the voter receives a verification code after casting the ballot, therefore
she can prove it to a potential attacker.

Additionally, the Election Administrator of an Election can verify whether an spe-
cific person in the census has voted or not, which clearly compromises the privacy.

Evaluation: X. Does not hold.

4.5  Inviolability (I-n)

nVotes’ Technical Overview document includes an integrity, privacy and availability
analysis. The authors include the possibility of “ballot stuffing” if the Election Admin-
istrators are corrupt and of DDoS attacks despite implementing specific tools [35], [36].

There have also been questions raised about the census integrity used in consultative
referenda [47, 48] and the separation between the tally administrator and the census
administrator, which can be the same person and thus lead to potential collusions (I-4).

Safe authentication protocols, tracking tools, Risk Assessment and modularity prin-
ciples are partially compliant, with room for improvement.

Table 1. Inviolability in nVotes
I-n Definition Val
Software and auxiliary system’s protection w/ safe authentication
protocols. Access via third-parties/vulnerable-servers not permitted.
12 Action protocols in the event of compromised inviolability.
I-3 Tracking tools and offline backup copies available.
14 Distributed control in the critical nodes with division of responsibil-
ities to minimize collusion risks.
I-5 Existence of Risk Assessment and Threat Modelling protocols.
1-6 Modularity principles to confine potential attacks and coding bugs.
1-7 Proper updating of items I-1...1-6
Evaluation: 4/10 points. The inviolability policy presents vulnerabilities which, for
private elections (while being very serious), are ultimately up to the organizer whether
to take the risk or not. For legally binding public elections, they are not acceptable and
nVotes inviolability should be improved before being used in such environment.

I11
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4.6  Usability (U-n)

nVotes presents a satisfactory performance in terms of simplicity and clarity in the
voting process (U-1, U-3) as well as in intuitiveness and lexicon choice both for the
voter and the administrators.
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Concerning the aspects to be improved, there is no version adapted to collectives
with special needs, the SMS authentication might prove challenging for the elders and
the verification codes are too long and “imposing” voters with no technical background.
An intermediate usability layer might be advisable. Overall, usability is satisfactory
while it could be enhance with some simple, easy to implement changes.

Table 2. Usability in nVotes
U-n Definition Val
U-1 Simplicity in the authentication, voting and verification (0]

Special attention to vulnerable groups pursuant to the Council of Eu-

U2 rope and the United Nations’ resolutions on the matter. X
Transparency & clarity communicating the voter that the voting pro-

U-3 . (¢}
cess has successfully ended/vote has been received.

U-4  Privacy and integrity preference over usability in a compromise. X

U-5  Intuitive/user-friendly admin interface for setup and management. (0]

Evaluation: 6/10 points

4.7  Monitoring/Auditing (MA-n)

This aspect is especially relevant for nVotes due to the possibility of Ballot Stuff-

ing if the Administrators are corrupt or collide or due to DDoS attacks.

Probably due to the nature and scope of the elections managed, the Monitoring
and Auditing Protocol is based on the Administrators training. According to nVotes’
team, a unified protocol including all the auditing activities is currently being generated.

Until then, nVotes generates retrievable logs, and provides information and data in
an easily understandable format. Even so, at this point the Monitoring/Auditing Proto-
col is still largely to be developed and implemented; therefore not satisfactory.

Table 3. Monitoring/Auditing in nVotes

MA-n Definition

MA-1 External, independent and distributed.

MA-2 MA protocol from the design phase, to assure a correct development
throughout the whole lifecycle of the project.

MA-3  Specific control on Risk Assess and Thread Modelling strategies.
Generation of periodical, tamper-proof, indelible logs; stored offline in
premises guarded by different personnel from other critical nodes.

MA-5  Implementation from census collecting to post-electoral maintenance.
MA-6  Well-documented, detailed information in the appropriate format.

MA-7  Existence of a test bench to verify that the system is working correctly.
The members of the monitoring/auditing team must be independent from
the rest of authorities/administrators involved.

MA-9  Auditing protocol for previous attacks and the MA protocol itself.

In the event of a successful attack, the system will give total priority to the
vote/voter’s privacy, even calling off the elections.

MA-4

MA-8

SR R Pl P S IS

MA-10

Evaluation: 3/10 points
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4.8 Software Development (SWD-n)

nVotes displays an overall solid Software Development (partly because of its open
source approach), with a satisfactory performance in usual software engineering prac-
tices (SWD-1), FAQ (SWD-4), impartiality (SWD-5), ballot cast termination (SWD-
8), compatibility (SWD-9), third party access (SWD-10), and protocolized application
(SWD-13).

Regarding the distributed approach (SWD-2), it has been correctly implemented for
key generation and encryption/decryption but there is no separation between the census
and the bulletin board. If the same person is responsible for both of them, there is an
important risk of collusion.

Finally, the primitives are well implemented but some of them have been already
been proven flawed and should be reviewed (SWD-11). Additionally, more frequent
updates would be preferable (SWD-14).

Table 4. Software Development in nVotes

SWD-n Definition Val

SWD-1 Usual software engineering requirements in terms of design, implemen- O
tation and documentation.

SWD-2 Distributed approach on critical operations. No authority should have at- A
tributions to single-handedly modify critical parameters.

SWD-3 User-friendly approach. User’s guide and administrator’s guide well A
documented and available well in advance.

SWD-4 Secure and accessible website, with a well-documented FAQ. (@)
SWD-5 The voting options must be presented in a totally objective and unbiased O
way, showing no preference whatsoever.

SWD-6 System must not provide the voter with evidence to proof her vote. X

SWD-7 The system must guarantee the voter’s privacy throughout the whole vot- A
ing process, not being possible to rebuild the vote/voter link.

SWD-8 The voting process must offer the possibility to be terminated at any O
time, not saving any information compromising the voter’s privacy.

SWD-9 SW to be tested in every platform, operational system and browser with O
a market share > 1%.

SWD-10  Software must neither allow for third-party access (incl. social media) O
nor include links to programs/sites outside the e-voting infrastructure.

SWD-11  The cryptographic primitives shall be tested in advance under conditions A
more demanding than the ones expected during the elections in order to
avoid breakdowns and foresee shortages.

SWD-12  Access to the source code by independent experts to reinforce security. A
The code developer can demand an NDA to protect its IP.

SWD-13  Use of protocolized systems/open standards to improve interoperability. O

SWD-14  Update policy, against new e-voting attacks as they are discovered. X

Evaluation: 7/10 points
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4.9  Scalability (S-n)

nVotes has managed elections up to 150,000 votes in consultative referenda of po-
litical parties, although they didn’t managed many of the ex_software activities, which
were handled by the Party itself.

So far, the system has proved to be scalable to the amount of votes already man-
aged in private elections. The shortcomings related to monitoring, ex-software devel-
opment and potential collusion request a further in-depth improvement before being
considered for introduction in public binding elections.

Table 5. Scalability in nVotes

S-n Definition Val

S-1  Maximum capacity tests both from a SW and a HW standpoint in environ- A
ments more demanding than the elections to be managed.

S-2  Ad-hoc performance tests for the most critical operations (authentication, X
encryption/decryption, cryptographic primitives, tallying ...).

S-3  Existence of test benches more demanding than the actual elections. X

S-4  Clear indicators and metrics on the max manageable size and complexity A
from a SW (cryptographic capabilities, number of voters) and ex_SW (in-
frastructure, costs, logistics, second channels etc.) standpoints.

S-5  Clear definition of election which can be adequately handled by the e-voting A
system (from consultative referenda to politically binding elections).

Evaluation: 5.5/10 points

4.10 Ex-Software Development (ESWD-n)

Ex Software development is intimately related to the increased complexity of public
binding elections. The lower the score in this category, the less recommended it is for
the analyzed e-voting system to be implemented for such type of elections.

In the case of nVotes, it has been deployed only for private elections and referenda,
and therefore has not implemented ESWD1-4, ESWD6-7, and ESWD-10.

The aspects in which the development is satisfactory are: authentication by alterna-
tive channels (ESWD-11) and the master initialization protocol (ESWD-12).

As for the communication/problem solving/back up policy (ESWDS5, 6, 8, 9, 14, 15),
nVotes stated that they offer different levels of services according to the needs and
budget of each election. They can even let the client handle most of the activities related
to back-up protocols, responsibilities attributions etc.

While that could make sense from a business perspective, the security implications
in case of a misuse or a scandal, and the potential impact in the reputation of nVotes,
advice against allowing the election organizer to handle such sensitive actions.

Table 6. Ex Software Development in nVotes

ESWD-n Definition Val
ESWD-1 Design, development & update of SWD/ESWD protocols in parallel.  N/A
ESWD-2 Safe protocol for credential, permission & responsib. distribution. N/A
ESWD-3 Automated access control and infrastructure surveillance. N/A

ESWD-4 Auditing and independent observers’ protocol. X
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ESWD-5 Distributed back-up protocol. A

ESWD-6 Distribution of attributions and responsibilities throughout the whole X
ex sw development to minimize collusion risks.

ESWD-7 Availability of complementary, non e-voting systems. X

ESWD-8 Voters must be informed about the e-voting process in advance, A
through websites, telephone, information stands. ..

ESWD-9 If re-voting is permitted, provide a reinforced information campaign A
to explain the prevalence of paper ballot.

ESWD-10  Organize opinion polls on selected cohorts to gather reliable feed- X
back on usability, tendencies and improvements.

ESWD-11  Authentication of credential submission by alternative channels. 6]
ESWD-12  Master initialization protocol to be executed right before the start of O
the e-voting period to verify the correct operation/readiness.

ESWD-13  Implementation, to the extent possible, of protocolized and standard- A

ized systems to improve interoperability.
ESWD-14  Free assistance phone service available before/during the election.
ESWD-15  Complete PR strategy to promote e-voting and train voters, includ- A
ing: webinars, stands, demos, open days etc.
Evaluation: 4/10 points

4.11 Incidents and Attacks Protocol (IAP-n)

Due to the track record of elections managed by nVotes, they do not have a proper
protocol in place, presenting only partial compliance in distributed/modular approach
and actions taken towards limiting the risk of an attack with the introduction of Cloud-
fare [35] and Fail2Ban services[36].

In conclusion, nVotes needs to develop a proper Incidents and Attacks Protocol be-
fore being used for legally binding, public elections.

Table 7. Incidents and Attacks protocol in nVotes

IAP-n Definition Val

IAP-1 Risk Assessment (RA), Privacy Impact Assessment (PIAS), Penetration A
Testing (PT), Control Validation Plan (CVP) and Control Validation
Audit (CVA) protocols.

IAP-2  Specific prevention protocols for each cryptographic scheme. X

IAP-3  All the information shall be kept to the extent possible in the country’s o
National soil.

IAP-4  Implementation of protocols and reinforcement operations to minimize A
the risk of permanent losses of information.

IAP-5  Reinforced distributed approach to contribute to the absence of critical A
nodes which undermine the e-voting system’s viability.

IAP-6  Training and awareness campaigns to minimize the risk of voter-driven X
attacks (phishing, social engineering, etc.).

IAP-7  Hackers/indep. experts to test and compromise the system beforehand. X

Evaluation: 4/10 points



150

4.12 Versatility (V-n)

nVotes can be used by the voter with a standard internet connection, hardware and
Operative System. While it works in most of the available browsers and devices, there
is no compatibility study available.

Regarding the existence of different versions depending on the type of election
(yes/no, 1/N, N/M, order etc.) there are no adapted versions but according to the data
in Verificatum [37], its performance is satisfactory enough to not require adapted ver-
sions. The authors believe that such statement is only partially true and largely depends
on the range of the election.

Finally, the score against the WCAG 2.0 standard was good but not brilliant (A).

Table 8. Versatility in nVotes

V-n Definition Val
V-1 Versions adapted to different election typologies (yes/no, 1/N...). A
V-2 Specific solutions for vulnerable groups (disabilities, illiterates etc.). X
V-3  The voter shall be able to vote using her personal device, through a standard O

internet connection without installing any additional SW.
V-4  E-voting system tested in browsers/devices w/ a market share > 1%.
V-5  The interface is WCAG 2.0 AA compliant.

Evaluation: 5/10 points

> >

4.13 Cost (C-n)

Cost in a sensitive issue for e-voting systems. Most of them are not transparent in
their pricing policy. That is understandable to a certain point, but even the cheapest
option should offer a sufficient security level.

nVotes used to have a very clear, direct policy with 3 plans with a fix cost of 0.2
EUR per voter plus other associated costs. In its simplest version, it was possible to
organize a 1.000 voter election with all the required elements for a little over 1.000
EUR. Currently, the policy has changed and there is no clear indication of the cost for
the organization of an election.

While probably still an affordable option, the authors believe that the previous, more
transparent approach was better from a user’s point of view.

Table 9. Cost in nVotes
C-n Definition Val
C-1 Transparency and clarity in the cost breakdown.
C-2  System cost related to quality and performance. Comparison with other e-
voting solutions.

Evaluation: Review (6/10 points)

4.14 Maintenance (M-n)

Both from a software and ex-software perspective. On the software side, nVotes is
an open source project and therefore very open and verifiable. It is regularly updated.
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Regarding the ex_software aspect, there is not much improvement and it would be very
advisable in order to extend the safe utilization range of the system.

As for everlasting privacy and post-quantum security, nVotes team is working on it
but there is no expected imminent announcement.

Finally, the maintenance cost is quite limited and performed internally.

Table 20. Maintenance in nVotes
M-n Definition Val
M-1  Covering both SW and ex_SW aspects. Frequency, thoroughness and ex- A
istence of security logs to check the maintenance process are also evalu-

ated.
M-2  Maintenance as everlasting privacy. N/A
M-3  Maintenance cost itself. A

Evaluation: 6.5/10 points

5 Final Results and Conclusion

nVotes [218] is a remote e-voting system developed by the Spanish company Agora
Voting SL and active since 2014. It has managed a total of 2 million votes with up to
150.000 votes in the same election.

In order to complement the relatively limited publicly available information for the
analysis in this article, they have been diligent and helpful and the authors with like to
extend their gratitude for their availability.

The ultimate goal of the analysis is not to judge from a rigid, “infallible” perspective
for the sake of it, but to try contribute to a gradual and secure implementation of e-
voting solutions in the democratic processes.

The formula and table below summarize the findings and scores of nVotes:

R L L e L)

Table 31. Practical Evaltuation Methodology [16] applied to nVotes

Requirement Code Weight nVotes
E2Evy E2Ev N.A. A
Coerc. Resistance CR N.A. X
Inviolability (I-n) 1.2 4*12=4.8
Usability (U-n) 0.8 6*0.8=4.8
Monitoring/Audit (MA-n) 1.2 3*%1.2=3.6
Software Devel. (SWD-n) 1.2 7*1.2=8.4
Scalability (S-n) 0.8 5.5*%0.8=44
Ex_Soft. Develop. (ESWD-n) 1.2 4*12=4.8
Incid./AttackProt. (IAP-n) 1.2 4*12=4.8
Versatility (V-n) 0.6 5*%0.6=3
Cost (C-n) 1.0 7*1.0=7
Maintenance (M-n) 0.8 6.5*%0.8=5.2

TOTAL 10 50.8
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Due to the nature of the elections in which nVotes has been deployed, it is in an
intermediate position between Helios Voting and Scytl’s iVote systems. nVotes can
manage elections with a number of voters that Helios Voting has not been able to proof
so far while showing serious shortcomings in legally binding elections, where a strong
infrastructure, ex-software policies and monitoring/auditing protocols are a must.
Therefore, currently nVotes’ safe range of use is that of private elections.

The areas in which nVotes presents a stronger performance are:

— Open source approach, with good software engineering and possibility of review by
researchers/academia

— Intuitive, simple and user-friendly interface for both the voter and the administrators.

— Compatibility

— Open standards, modularity

— Support service during the elections

Conversely, the aspects which should be improved include:

— No proper Audit/Monitoring or Incidents/Attacks protocols in place

— Policy for credential, access and permit distribution. Currently allows for collusion
to happen between the census administrator and the election administrator

— Ex_software development

— Certain cryptographic primitives implemented are vulnerable [41]

— No version for voters with special needs

Additionally, the election administrator can know whether a voter has voted or not and
a voter with a fake ID might be able to authenticate to vote. Even for private elections,
it should be an issue to be solved.

In short and considering all the points reviewed in the analysis, the authors estimate
that nVotes is currently not ready to be introduced for public, politically binding elec-
tions due to the limitations in auditing, monitoring, backup and potential collusion. Its
current secure rage is that of private elections, always taking into account the highly
recommended distribution of administrative roles.

To conclude, the authors hope that it can contribute, even if modestly, to improve the
knowledge and security level in the deployment of e-voting systems, through the com-
prehensive, multi-faceted results presented. Nonetheless, in order to make the best pos-
sible decision, Elections Officials should also consider complementing the information
contained in this document with other inputs from different, more atomistic and cryp-
tographically formal analyses.
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Abstract. On 19 September 2019, the Data Protection Authority of the Aland
Islands (in Finland) published its findings on the data processing audit for the
autonomous region’s parliamentary election special internet voting procedure. It
claimed that there were faults in the documentation provided by the processor,
which in turn meant that the election’s integrity could not be guaranteed without
further precautions from the government of the Aland Islands. Since the Euro-
pean Union’s General Data Protection Regulation (GDPR) entered into force in
May 2018, it has set new critical requirements for remote electronic voting pro-
jects. Yet, to date, no specific guidance nor research has been conducted on the
impact of GDPR on remote electronic voting. Tacking stock of two recent inter-
net voting experiences in the Aland Islands and France, this paper aims at iden-
tifying and understanding these new requirements. More specifically, based on
these two case studies it analyses four different challenges on the processing of
personal data in remote electronic voting under the GDPR: the definitions and
categories of personal data processed in online voting projects; the separation of
duties between data controllers and data processors; the secure processing of
(sensitive) personal data, including the use of anonymisation and pseudonymisa-
tion techniques; as well as post-election processing of personal data, and possible
limits to (universal) verifiability and public access to personal data.

Keywords: Internet voting, data protection law, GDPR

1 Introduction

Since the European Union (EU)’s General Data Protection Regulation (GDPR) entered
into force in May 2018, it has set new critical requirements for the processing of per-
sonal data in remote electronic voting projects. In some countries where internet voting
is widely used, both in public as well as in private elections, data protection authorities
have adopted or updated their regulations on i-voting. This is the case, for instance, of
the Recommendation on the security of e-voting systems by the French Commission
Nationale de l'Informatique et des Libertés (CNIL). Yet, this case is rather the excep-
tion than the rule. In turn, no specific guidance at the European level has been provided
on this matter.
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Tacking stock of two recent internet voting experiences in the Aland Islands (an
autonomous region in Finland) and France, this paper aims at identifying the nature of
these new requirements, to understand how they have been translated into practice, and
to comprehend how they have impacted the implementation of i-voting. More specifi-
cally, it addresses the four following aspects: (i) the definitions and categories of per-
sonal data processed in these two experiences; (ii) the separation of duties between data
controllers and data processors; (iii) the secure processing of (sensitive) personal data,
including anonymisation and pseudonymisation techniques; and (iv) post-election pro-
cessing of personal data, including its destruction, as well as possible limits to (univer-
sal) verifiability and public access to personal data. To the best of our knowledge, this
one is the first academic paper on the topic. Thus, our goal is to identify some critical
aspects in the implementation of GDPR’s requirements in online voting, rather than to
come up with solutions on how to guarantee compliance with its provision.

To do so, we start by providing an overview of the legal framework governing the
use of personal data in elections (section 2). First, we analyse the wider, overarching
principle of secret suffrage (section 2.1). In the framework of remote electronic voting,
it helps us identify the requirement of data minimisation, as well as that of respect with
provisions on data protection. We then move to study the main provisions on personal
data protection at the European level (section 2.2). More specifically, we study data
protection by comparing it to the international right to respect for private life, and then
we move to analyse the more recent provisions on European data protection law, with
a specific focus on the EU’s GDPR, which was adopted in May 2016 and entered into
force two years later. This analysis will allow us to argue that the requirements for
personal data processing are independent of and complementary to those of secret suf-
frage. Following (section 3), the actual implementation of the GDPR’s provisions in
real internet voting projects is studied. We focus on the extent to which the (planned)
used of internet voting in the Aland Islands (section 3.1) and France (section 3.2) com-
plied with the provisions of the new EU Regulation. Drawing from these two projects,
we have identified the four above-mentioned trends, which we consider specifically
relevant when it comes to the processing of personal data in i-voting under the GDPR
(section 3.3). After this analysis, the fourth and final section provides the conclusion of
the paper, attempts to draw some lessons learned, acknowledged limitations in our
study, and outlines potential future research.

2 Beyond secret suffrage: European data protection law

2.1  The right to vote and secret suffrage

Secret suffrage is one of the key principles of the right to free elections. The obligation
to guarantee the secrecy of the ballot features in both Article 21(3) of the Universal
Declaration on Human Rights (UDHR) as ‘secret vote’, as well as in Article 25(b) of
the International Covenant on Civil and Political Rights (ICCPR) as elections held by
‘secret ballot’ (International IDEA, 2014: 43). In Europe, the right to free elections is
enshrined in Article 3 of the Protocol (no. 1) to the Convention for the Protection of
Human Rights and Fundamental Freedoms (ECHR). Article 3 of the Protocol explicitly
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recognises that democratic elections are to be held by secret vote or by equivalent free
voting procedures. In this sense, “the secrecy of the vote is [considered] an aspect of
free suffrage, which aims to shield voters from any pressure that might result from the
knowledge of his [sic] choice by third parties and, in fine, to ensure the honesty and
sincerity of the vote” (Lécuyer, 2014: 76).

As part of secret suffrage, the Council of Europe’s recently updated Recommenda-
tion CM/Rec(2017)5 on standards for e-voting specifies that “[p]rovisions on data pro-
tection shall be respected” (Council of Europe, 2017a: 20). More specifically, it states
that “[t]he e-voting system shall process and store, as long as necessary, only the per-
sonal data needed for the conduct of the e-election” (2017a: 20), and that “[t]he e-voting
system and any authorised party shall protect authentication data so that unauthorised
parties cannot misuse, intercept, modify, or otherwise gain knowledge of this data”
(Council of Europe, 2017a: 21). The Guidelines on implementation of the Recommen-
dation also state that “[t]he legal framework should include procedures for the process
of data destruction, in particular to align processing, storing and destruction of the data
(and equipment) of voting technology with the personal data protection legislation”
(Council of Europe, 2017c¢: 28.d), and that “printing of voter identification data such as
polling cards should be reviewed to ensure security of sensitive data” (Council of Eu-
rope, 2017c: 48.a).

These standards are related to the requirement of ‘data minimisation’, which refers
to “data necessary for fulfilling legal requirements of the voting process” (Council of
Europe, 2017b: 65). Interestingly enough, this provision of the Recommendation’s Ex-
planatory Memorandum states that it is “[t]he electoral management body in charge of
organising e-voting [who] identifies such data and should be able to explain what are
the underlying legal provisions and considerations that render them necessary” (Coun-
cil of Europe, 2017b: 65). The Explanatory Memorandum concludes that “data mini-
misation aims at ensuring data protection and is part of vote secrecy” (Council of Eu-
rope, 2017b: 65). However, and as we will see now, we should consider personal data
protection requirements as protecting a distinct, independent legal asset.

2.2 The rights to respect for private life and to personal data protection

From the right to respect for private life to the right to personal data protection.
The right to privacy (article 12 of the UDHR and art. 17 of the ICCPR), also known as
the right to respect for private life (article 8 of the ECHR), provides that “everyone has
the right to respect for his or her private and family life, home and correspondence.”
Interference with this right by a public authority is prohibited, except where the inter-
ference is in accordance with the law, pursues important and legitimate public interests
and is necessary in a democratic society (EU Agency for Fundamental Rights and
Council of Europe, 2018: 18). The development of computers and the Internet presented
new risks to the right to respect for private life. In response to the need for specific rules
governing the collection and use of personal information, a new concept of privacy
emerged, known as ‘information privacy’ or the ‘right to informational self-determina-
tion’ (EU Agency for Fundamental Rights and Council of Europe, 2018: 18).
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Data protection in Europe began in the seventies at the national level, and afterwards,
data protection instruments were established at the European level: first, in the Council
of Europe’s Convention for the Protection of Individuals with regard to Automatic Pro-
cessing of Personal Data (Convention 108), adopted in 1981; and then in the European
Union’s Directive 95/46/EC on the protection of individuals with regards to the pro-
cessing of personal data and on the free movement of such data. Over the years, data
protection developed into a distinctive value that is not subsumed by the right to respect
for private life (EU Agency for Fundamental Rights and Council of Europe, 2018: 19).

While both rights strive to protect similar values (i.e., the autonomy and human dig-
nity of individuals) the two differ in their formulation and scope: while the right to
respect for private life consists of a general prohibition on interference, the protection
of personal data is viewed as a modern and active right, putting in place a system of
checks and balances to protect individuals whenever their personal data are processed.
The right to personal data protection thus comes into play whenever personal data are
processed. Therefore, it is broader than the right to respect for private life. Any pro-
cessing operation of personal data is subject to appropriate protection. Data protection
concerns all kinds of personal data and data processing, irrespective of the relationship
and impact on privacy. Processing of personal data may infringe on the right to private
life. However, it is not necessary to demonstrate an infringement on private life for data
protection rules to be triggered (EU Agency for Fundamental Rights and Council of
Europe, 2018: 20). In our opinion, the same could be argued for personal data protection
and secret suffrage: the former cannot be subsumed by this latter principle.

Data protection regulations in the EU. From 1995 until May 2018, the principal EU
legal instrument on data protection was the Directive 95/46/EC (EU Agency for Fun-
damental Rights and Council of Europe, 2018: 29). In 2009, debates on the need to
modernise EU data protection rules began, with the Commission launching a public
consultation about the future legal framework for the fundamental right to personal data
protection. The proposal for the regulation was published by the Commission in Janu-
ary 2012, starting a long legislative process of negotiations between the European Par-
liament and the Council of the EU. After adoption, the GDPR provided for a two-year
transition period. It became fully applicable on 25 May 2018, when the Directive
95/46/EC was repealed (EU Agency for Fundamental Rights and Council of Europe,
2018: 30).

The adoption of GDPR in 2016 modernised EU data protection legislation, making
it fit for protecting fundamental rights in the context of the digital age’s economic and
social challenges. The GDPR preserves and develops the core principles and rights of
the data subject provided for in the Directive 95/46/EC. In addition, it has introduced
new obligations requiring organisations to implement data protection by design and
default, to appoint a Data Protection Officer in certain circumstances, to comply with a
new right to data portability, and to comply with the principle of accountability (EU
Agency for Fundamental Rights and Council of Europe, 2018: 30). Furthermore, under
EU law regulations are directly applicable and there is no need for national implemen-
tation. Therefore, the GDPR provides for a single set of data protection rules to the
whole EU. Finally, the regulation has comprehensive rules on territorial scope: it
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applies both to businesses established in the UE, as well as to controllers and processors
not established in the EU that offer goods or services to data subjects in the EU or
monitor their behaviour (EU Agency for Fundamental Rights and Council of Europe,
2018: 31).

Ahead of the elections to the European Parliament of 2019, the European Commis-
sion released a guidance document on the application of the Union’s data protection
law in the electoral context. The goal of the document was to “provide clarity to the
actors involved in election processes — such as national electoral authorities, political
parties, data brokers and analysts [and] highlight the data protection obligations of rel-
evance for elections” (European Commission, 2018: 2). Specifically, the document ad-
dressed key obligations for the various actors, the role as data controller or data proces-
sor, principles, lawfulness of processing and special conditions for the processing sen-
sitive data, security and accuracy of personal data, and data protection impact assess-
ment, to name just a few examples. Yet, it is worth noticing that the guidance document
does not make specific reference to the use of (remote) electronic voting technologies.

3 Remote electronic voting experiences under the GDPR

3.1  The parliamentary elections in the Aland Islands, Finland

In 2014, the Government of the Aland Islands started studying how to amend the Elec-
tion Act for Aland. Among other issues, they wanted to know whether internet voting
could be introduced for the elections to their parliament. Work on a new Election Act
for Aland started in 2017. A draft law was approved by the Government in 2018, and
the Parliament passed it in January 2019. The law was then signed by the President of
Finland by mid-May. Thus, the Election Act for Aland, together with the Act on the
Autonomy of Aland, provide the basic electoral framework for the autonomous region.
The law provides that “[a]Jdvance voting via the internet shall be organised in parlia-
mentary elections if a reliable system for electronic voting via the internet is available”
(Election Act for Aland, section 78).

The Government of Aland started to work on the procurement of an internet voting
system for the 2019 parliamentary elections in 2018. In March, they published a Re-
quest for Information. They received answers from five different providers, but they
realised that only two providers would meet the requirements of their tender. The tender
was published in October 2018 and two offers were received (from the two vendors
that they expected that would bid). Scytl Secure Electronic Voting, S.A. (Scytl) was
awarded the project. The contract with Scytl was signed in early January 2019.

On 19 June, the Aland Data Protection Authority (DPA) decided to conduct a data
protection audit for the 2019 Election Special Internet Voting Procedure (2019a)'. The
goal was to “identify potential risks with the treatment before the election would take
place” (DPA, 2019c¢). The audit was conducted by TechLaw Sweden AB (TechLaw).
While the object of the audit was the Government of the Aland Islands’ treatment of i-
voters’ personal data, “Scytl [the processor] got the questions asked directly from the

! All translations from the original reports in Swedish by the author, using an online tool.
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Data Inspectorate [as] a practical solution to save time” (DPA, 2019¢). The report was
concluded on 12 September and the findings were published on the 19 of September,
together with another report by the DPA. The DPA criticised, “inter alia, the lack of
clarity of contracts between the Government, ADA? and Scytl, as well as, the issue
regarding the personal data of i-voters” (Krimmer et al., 2019: 11). The report also
identified faults in the documentation provided by the processor (Scytl), which in turn
meant that the election’s integrity could not be guaranteed without further precautions
from the government of the Aland Islands (DPA, 2019b). On 13 December, the DPA
also published a report with comments from Scytl. The purpose of the comment from
Scytl was “to find out any misunderstandings that may have arisen regarding their se-
curity measures by the reporter employed by the Data Inspectorate” (DPA, 2019b).

3.2 The consular elections in France

Internet voting in France dates back to 2003, with the passing of the first law allowing
the use of internet voting for the elections to the Assembly of French Citizens Abroad
(Sénat, 2014: 38)°. Subsequently, the Ministry of Foreign and European Affairs
(MEAE) carried out three pilot projects during the 2003, 2006, and 2009 elections
(OSCE/ODIHR, 2012b: 9). Nowadays, internet voting is foreseen as an additional vot-
ing channel for French voters abroad. They can cast an i-vote for the elections to the
National Assembly (the country’s directly elected lower house, with 577 seats) and for
the election of the Consular Advisers and Delegates. For the elections to the National
Assembly, a constitutional amendment of 2008 introduced 11 seats to be elected by
voters residing abroad (OSCE/ODIHR, 2012a: 3). In 2012, voters had the possibility to
vote online for these seats (Sénat, 2014: 37) for the first time (OSCE, 2012a: 1). How-
ever, in 2017 this possibility was halted due to “concerns of foreign cyber threats as
well as over certain technical issues” (OSCE/ODIHR, 2017: 6). On their side, Consular
Adpvisers and Delegates are based at each embassy with a consular district and at each
consular post. They are elected for a six-year period during the month of May, their
first elections taking place in 2014 (Sénat, 2014: 37). The next elections were scheduled
on May 2020. Yet, the MEAE decided to post-pone these elections due to the Covid-
19 pandemic. Scytl was also the technology provider for these two elections, having
signed a contract with the MEAE for a four-year period in May 2016 (Sénat, 2018: 38).

In France, and since internet voting requires the set-up of data files with the citizens
enrolled on consular lists (Sénat, 2014: 43; 2018: 29), this technology is under the legal
supervision of the CNIL. In 2010, the CNIL adopted a Recommendation on the security
of e-voting systems (CNIL, 2010). The Recommendation provides “general guidelines
regarding minimal privacy, secrecy and security requirements for any internet voting”
(OSCE/ODIHR, 2012b: 12). The CNIL prescribes both ‘physical’ measures (such as
access controls to the servers or rules for the clearance of authorized employees), as
well as software-related ones (i.e., firewalls) (Sénat, 2014: 37). The Recommendation

2 According to Krimmer et al. (2019: 9): “In Aland, it is not the government itself, but a particular
agency, ADA, which is acting as the procurement agent being in charge of the procurement
process with the Government as the “’real” customer.”

3 All translations from the original reports in French by the author.
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was updated in 2019, precisely to take stock of the new requirements introduced by the
GDPR after it entered into force (CNIL, 2019b). The goal of the update was for it to
apply to future developments in internet voting, “with a view to better respect the prin-
ciples of personal data protection, and to inform data controllers on their choice for an
online voting system” (CNIL, 2019a). Furthermore, a General Security Regulatory
Framework (RGS) is established by the Agence nationale de la sécurité des systemes
d'information (ANSSI) to regulate minimal requirements on “electronic certificates,
encryption levels, and authentication mechanisms” (OSCE/ODIHR, 2012b: 12).

3.3 Comparing remote electronic elections under GDPR

In what follows, we provide an overview of the most relevant issues in these two expe-
riences concerning the application of the GDPR. More specifically, we will focus on
(1) the definitions and categories of personal data processed; (ii) the separation of duties
between data controllers and data processors; (iii) the secure processing of (sensitive)
personal data, including the use of anonymisation and pseudonymisation techniques;
and (iv) the post-election processing of personal data, including its destruction, as well
as possible limits to (universal) verifiability and public access to personal data.

This list of issues is not exhaustive, since these aspects have been identified as rele-
vant in the two experiences studied here. It is likely that additional issues could be
raised in different cases, or after the implementation of these two specific projects.

Definition and categories of personal data. According to EU law, data are personal
if they relate to an identified or identifiable person, the ‘data subject’ (EU Agency for
Fundamental Rights and Council of Europe, 2018: 83). The GDPR defines personal
data as information relating to an identified or identifiable natural person (GDPR, art.
4.1). Any kind of information can be personal data provided that it relates to an identi-
fied and identifiable person®. Personal data covers information pertaining to the private
life of a person, as well as information about their public life (EU Agency for Funda-
mental Rights and Council of Europe, 2018: 86).

The GDPR stipulates that a natural person is identifiable when he or she “can be
identified, directly or indirectly, in particular by reference to an identifier such as a
name, an identification number, location data, and online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that person” (GDPR, art. 4.1). Yet, according to the Article 29 Data
Protection Working Party (Article 29 Working Party), it is also “possible to categorise
[a] person on the basis of socio-economic, psychological, philosophical or other criteria
and attribute certain decisions to him or her since the individual’s contact point (a com-
puter) no longer requires the disclosure of his or her identity in the narrow sense” (2007:
15). Identification, thus, requires elements which describe a person in such a way that
he or she is distinguishable from all other persons and recognisable as an individual
(EU Agency for Fundamental Rights and Council of Europe, 2018: 89). Establishing
the identity of a person may need additional attributes to ensure that a person is not

4 For the applicability of European data protection law there is no need for actual identification
of the data subject: it is sufficient that the person concerned is identifiable.
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mistaken for someone else. Sometimes, direct and indirect attributes may have to be
combined to identify the individual to whom the information relates. Date and place of
birth are often used. In addition, personalised numbers have been introduced in some
countries to better distinguish between citizens. Biometric data, such as fingerprints,
digital photos or iris scans, location data and online attributes are increasingly used to
identify persons in the technological age (EU Agency for Fundamental Rights and
Council of Europe, 2018: 90).

Personal data about candidates. Based on the above, it is clear that data about candi-
dates is personal data and thus falls under the scope of the right to personal data pro-
tection and of the GDPR. It goes without saying that candidates are to be described in
such a way that they are distinguishable from all other persons and recognisable as
individuals. How was personal data about candidates processed in these two experi-
ences? In Aland, the online voting process was similar to the paper-based one (Krimmer
et al., 2019: 11), where voters do not mark or select a candidate in the ballot but write
their number on a blank ballot paper. Likewise, in the Aland’s voting platform, voters
were not “able to select a candidate by clicking on it in the list of candidates displayed.
[Instead, a] voter will need to insert the number of a candidate, exactly like it is done
when a voter cast a vote on paper” (Krimmer et al., 2019: 11). On the other hand, in
France, the Election Management System service used by the election managers to con-
figure the election (GUES), includes personal data about each candidate. This data in-
cludes their name, surname, sex, birth date, phone, e-mail, etc. Similar information is
also processed for candidates’ substitutes.

Authentication data. Authentication means proving that a certain person possesses a
certain identity and/or is authorized to carry out certain activities (EU Agency for Fun-
damental Rights and Council of Europe, 2018: 83). This is a procedure by which a
person is able to prove that they possess a certain identity and/or is authorised to do
certain things, such as enter a security area, withdraw money from a banking account
or, as in this case: cast an i-vote. Authentication can be achieved by comparing bio-
metric data, such as a photo or fingerprints in a passport, with the data of the person
presenting themselves. However, this kind of authentication can only be conducted
face-to-face (i.e., when voters cast a paper ballot in polling stations). An alternative for
the remote setting is to ask for information which should be known only to the person
with a certain identity or authorisation, such as a personal identification number (PIN)
or a password. In addition to these, electronic signatures are an instrument especially
capable of identifying and authenticating a person in electronic communications (EU
Agency for Fundamental Rights and Council of Europe, 2018: 95).

Voter authentication was similar in both the Aland Islands and in France. In Aland,
the voters had to go to a website provided by ADA and authenticate via BankID (Tech-
Law, 2019: 9). Upon successful authentication, the voter received a KeyStore with the
election public key (to encrypt the vote) and their voter private key (to digitally sign
the encrypted vote). The voter is identified internally by the voting platform using a
randomly generated pseudonymous (VoterID) “that is used to ensure that a vote has
been cast by an eligible voter and that no voter has voted twice” (Scytl, 2019: 24).
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According to Scytl (2019: 24), “under no circumstances can Scytl correlate this voter
identifier with the real identity of the voter”.

In addition to the vote and the voterID, Scytl’s voting system also stores the voters’
IP addresses (TechLaw, 2019: 8). In a 2011 ruling, the Court of Justice of the EU
(CJEU) held that users’ IP addresses “are protected personal data because they allow
those users to be precisely identified” (CJEU, 2011: para. 51). The CJEU has also con-
sidered that a dynamic IP address, which an online media services provider registers
when a person accesses a website that the provider has made accessible to the public,
constitutes personal date where only a third party (i.e., the internet service provider)
has the additional data necessary to identify the person (EU Agency for Fundamental
Rights and Council of Europe, 2018: 91). According to Scytl (2019: 24), it is not pos-
sible to link the vote or the voter with the IP because they have “no information to
correlate [P addresses with the real identity of the voter”.

Encrypted and digitally signed electronic ballots. There are special categories of data,
so-called ‘sensitive data’, which require enhanced protection and, therefore, are subject
to a special legal regime (EU Agency for Fundamental Rights and Council of Europe,
2018: 83). These are special categories of personal data which, by their nature, may
pose a risk to the data subjects when processed and need enhanced protection. Such
data are subject to a prohibition principle and there are a limited number of conditions
under which such processing is lawful (EU Agency for Fundamental Rights and Coun-
cil of Europe, 2018: 96). Within the framework of the GDPR, the following categories
are considered sensitive data: personal data revealing racial or ethnic origin; political
opinions, religious or other beliefs, including philosophical beliefs; trade union mem-
bership; genetic data and biometric data processed for the purpose of identifying a per-
son; and, personal data concerning health, sexual life or sexual orientation. Since digital
ballots reveal political opinions (they contain the political preferences of voters), they
must be considered sensitive data. As a matter of fact, research conducted by Duenas-
Cid et al. (2020) concludes that it was precisely the processing of political opinions as
a special category of personal data that motivated an audit in the Aland Islands.

In both the Aland Islands (Scytl, 2019: 11) and in France, votes are encrypted and
sealed in encrypted envelopes (directly on the voter’s computers). The encrypted vote
is then digitally signed (also in the voting device). Since votes are digitally signed, only
the votes cast (and signed) by eligible voters are verified and stored in the voting server
(i.e., the digital ballot box) (Scytl, 2019: 38). In the case of Aland, the system also
provided individual verifiability (cast-as-intended and recorded-as-cast verifiability).
In practice, it means that after casting their vote, voters could log into the voting service
to check that their vote had reached the voting server unaltered (TechLaw, 2019: 8).

Data processing: the role of data controllers and data processors. ‘Data processing’
concerns any operation performed on personal data. According to the GDPR, “pro-
cessing of personal data [...] shall mean any operation [...] such as collection, record-
ing, organisation, structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making available, align-
ment or combination, restriction, erasure or destruction” (art. 4.2).
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Whoever determines the means and purposes of processing the personal data of oth-
ers is a controller under data protection law. If several persons take this decision to-
gether, they may be joint controllers. A ‘processor’ is a natural or legal person that
processes the personal data on behalf of a controller. If a processor determines the
means and purposes of data processing itself, they become a controller. Any person to
whom personal data are disclosed is a ‘recipient’ (EU Agency for Fundamental Rights
and Council of Europe, 2018: 101). Any person other than the data subject, the control-
ler, the processor and persons who are authorised to process personal data under the
direct authority of the controller or processor is considered a ‘third-party’.

The most important consequence of being a controller or a processor is a legal re-
sponsibility for complying with the respective obligations under data protection law. In
the private sector, this is usually a natural or legal person. In the public sector, it is
usually an authority. There is a significant distinction between a data controller and a
data processor: the former is the natural or legal person who determines the purposes
and the means of processing, while the latter is the natural or legal person who processes
the data on behalf of the controller, following strict instructions. In principle, it is the
data controller that must exercise control over the processing and who has responsibil-
ity for this, including legal liability (EU Agency for Fundamental Rights and Council
of Europe, 2018: 101). Yet, processors also have an obligation to comply with many of
the requirements which apply to controllers®. Whether a person has the capacity to de-
cide and determine the purpose and means of processing will depend on the factual
elements or circumstances of the case.

As has been already seen, according to the Council of Europe’s Recommendation it is
“[t]he electoral management body in charge of organising e-voting [who] identifies
such data and should be able to explain what are the underlying legal provisions and
considerations that render them necessary” (Council of Europe, 2017b: 65) In a similar
vein, the GDPR clearly states that the processor may only process personal data on
instructions from the controller, unless the EU or Member State law requires the pro-
cessor to do so (art. 29). According to the GDPR, if the power to determine the means
of processing is delegated to a processor, the controller must nonetheless be able to
exercise an appropriate degree of control over the processor’s decisions regarding the
means of processing. Overall responsibility lies with the controller, who must supervise
the processor to ensure that their decisions comply with data protection law and their
instructions (EU Agency for Fundamental Rights and Council of Europe, 2018: 108).
For the sake of clarity and transparency, the details of the relationship between a
controller and a processor must be recorded in a written contract (GDPR, art. 28.3 and
.9). The contract between the controller and the processor is an essential element of
their relationship, and is a legal requirement (GDPR, art. 28.3). It must include, in par-
ticular, the subject matter, nature, purpose and duration of the processing, the type of

3 Under the GDPR, “processors must maintain a record of all categories of processing activities
to demonstrate compliance with their obligations under the regulation” (art. 30.2). Processors
are also required to implement appropriate technical and organisational measures to ensure
the security of processing (art. 32), to appoint a Data Protection Officer (DPO) in certain
situations (art. 37), and to notify data breaches to the controller (art. 33.2).
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personal data and the categories of data subjects. It should also stipulate the controller’s
and the processor’s obligations and rights, such as requirements regarding confidenti-
ality and security. Having no such contract is an infringement of the controller’s obli-
gation to provide written documentation of mutual responsibilities, and could lead to
sanctions (EU Agency for Fundamental Rights and Council of Europe, 2018: 109). Yet,
in the case of the Aland Islands the DPA criticized, precisely, “the lack of clarity of
contracts between the Government, ADA and Scytl” (Krimmer et al., 2019: 11). In
France, the CNIL’s updated Recommendation specifically provides that “the pro-
cessing of personal data, including the voting systems, must in principle be subject to a
data protection impact assessment (PIA) when meet at least two of [several] criteria”.
Among these, this project seems to include, indeed, at least two of these criteria, i.e.:
processing of sensitive data (i.e., political opinions) and large-scale processing of per-
sonal data. Thus, such an assessment is required in internet voting in France.

Anonymisation, pseudonymisation and (sensitive) personal data. Data are anony-
mised if they no longer relate to an identified or identifiable individual (EU Agency for
Fundamental Rights and Council of Europe, 2018: 83). Pscudonymisation is a measure
by which personal data cannot be attributed to the data subject without additional in-
formation, which is kept separately. The ‘key’ that enables re-identification of the data
subjects must be kept separate and secure. Data that have undergone a pseudonymisa-
tion process remains personal data (EU Agency for Fundamental Rights and Council
of Europe, 2018: 83). The principles and rules of data protection do not apply to anon-
ymised information. However, they do apply to pseudonymised data (EU Agency for
Fundamental Rights and Council of Europe, 2018: 83).

The process of anonymising data means that all identifying elements are eliminated
from a set of personal data so that the data subject is no longer identifiable (GDPR,
Recital 26). In its Opinion 05/2014, the Article 29 Working Party analysed the effec-
tiveness and limits of different anonymisation techniques. It acknowledged the poten-
tial value of such techniques, but underlined that certain techniques do not necessarily
work in all cases. To find the optimal solution in a given situation, the appropriate pro-
cess of anonymisation should be decided on a case-by-case basis. Irrespective of the
technique used, identification must be prevented, irreversibly. This means that for data
to be anonymised, no element may be left in the information which could, by exercising
reasonable effort, serve to re-identify the person(s) concerned (GDPR, Recital 26). The
risks of re-identification can be assessed by taking into account “the time, effort or
resources needed in light of the nature of the data, the context of their use, the available
re-identification technologies and related costs” (EU Agency for Fundamental Rights
and Council of Europe, 2018: 94). When data have been successfully anonymised, they
are no longer personal data and data protection legislation no longer applies. On the
other hand, pseudonymisation means that certain attributes (such as name, date of birth,
sex, address, or other elements that could lead to identification) are replaced by pseu-
donym. EU law defined ‘pseudonymisation’ as ‘the processing of personal data in such
a manner that the personal data can no longer be attributed to a specific data subject
without the use of additional information, provided that such additional information is
kept separately and is subject to technical and organisational measures to ensure that
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the personal data are not attributed to an identified or identifiable natural person’
(GDPR, art. 4.5). Contrary to anonymised data, pseudonymised data are still personal
data and are therefore subject to data protection legislation. Although pseudonymisa-
tion can reduce security risks to the data subjects, it is not exempt from the scope of the
GDPR (EU Agency for Fundamental Rights and Council of Europe, 2018: 94). The
GDPR recognises various uses of pseudonymisation as an appropriate technical meas-
ure for enhancing data protection, and is specifically mentioned for the design and se-
curity of its data processing (GDPR, art. 25.1). It is also an appropriate safeguard that
could be used to process personal data for purposes other than for which they were
initially collected.

Based on these provisions, it is clear that both anonymisation and pseudonymisation
techniques were used in these two projects. However, most of the time the data pro-
cessed is pseudonymised, not anonymised. Since it is always possible to relate the en-
crypted data to a pseudonymous, which in turn can be related to the actual voter iden-
tity®, it is difficult to argue that no element has been left in the information which could,
by exercising reasonable effort, serve to re-identify the person(s) concerned’. In Aland,
and since multiple voting is supported (Election Act for Aland, Section 61), it is neces-
sary to keep the link between the encrypted vote and the VoterID to cleanse those online
votes cast by voters who have cast more than one i-vote, as well as those who have also
cast a postal vote or an advanced one in polling stations. In France, it is necessary to
prevent i-voters from casting a paper vote in polling stations on election day®. In order
to prevent a voter from casting a second vote, the voter rolls need to be updated. More
specifically, at the end of the internet voting period, a mark is included by the side of
the name of those voters who have already voted, i.e.: a list of voters having voted (/iste
d'émargement) is generated. The main implication here is that pseudonymous data re-
main personal data and must be processed as such.

Yet, it is also possible to talk about anonymised data. In the two projects we can find
“both technological and procedural guarantees” (Scytl, 2019: 41) in place to break the
link between the vote and the voter’s pseudonymous identifier (VoterID). In the case
of Aland, during the counting phase a mix-net removes the connection between the
identity of the voter and their vote (TechLaw, 2019: 8). According to Scytl (2019: 12),
this “cryptographic mixing process shuffles the encrypted votes and re-encrypts them
at the same time. In this way, any correlation between the original encrypted votes and
the re-encrypted ones is broken”. Once mixed, it is no longer possible to link a vote
with the identity of the voter who has cast it. In France, on the other hand, homomorphic
tallying is used. In homomorphic tallying, the different options (whether selected or
not) are encrypted separately, aggregated, and then decrypted anonymously. When the

® Which is necessary to “to guarantee that all votes have been cast by eligible voters and that only
the appropriate number of remote electronic votes per voter gets counted” (Scytl, 2019: 38).

7 Recital 26 of the GDPR explicitly includes a scenario where it is foreseeable that further data
recipients, other than the immediate data user, may attempt to identify the individuals (EU
Agency for Fundamental Rights and Council of Europe, 2018: 91).

8 Contrary to good practice (Council of Europe, 2017¢: 9.b), in France once a voter has cast an i-
vote, they cannot cast a second vote in person to cancel it.
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voter issues their vote, the voting client generates as many cyphertexts as possible op-
tions. Therefore, the encrypted vote is represented as an array of as many individual
ciphertexts as possible voting options there are within the ballot. During the counting
phase, the digital ballot box is exported from the online component of the voting system
and imported in the offline one. In the offline environment, all the ciphertexts from all
the votes corresponding to the same voting options are aggregated (multiplied), which
allows for the computation of a unique aggregated cyphertext for each option. In both
cases, the private key used for decryption is protected by a cryptographic secret-sharing
scheme (Shamir) that requires the collaboration of several members of the electoral
commission to reconstruct the key before decryption. Thus, to decrypt these results, it
is required that a minimum number of their members meet to reconstruct the election
private key: i.e., three out of five persons in Aland (Election Act for Aland, Section 61)
and four out of the eight members of the Bureau de vote électronique (BVE) in France
(Code électoral, R177-5).

Post-election: the destruction of data, universal verifiability and public access to
personal data and. The CNIL’s Recommendation (2019a) states that all supporting
files of an election (such as copies of the source and executable codes of the programs
and the underlying system, voting materials, signature files, results’ files, backups)
must be kept under seal until the channels and deadlines for litigation are exhausted.
This conservation must be ensured under the supervision of the electoral commission
under conditions guaranteeing the secrecy of the vote. Obligation must be made to the
service provider, if necessary, to transfer all of these media to the person or to the third
party named to ensure the conservation of these media. When no contentious action has
been taken to exhaust the time limits for appeal, these documents must be destroyed
under the supervision of the BVE. This requirement is not new, and already in 2012
various audits were conducted on data destruction in the context of the parliamentary
elections (OSCE/ODIHR, 2012b: 13). Along these lines, the Council of Europe’s Rec-
ommendation also provides, in its Explanatory Memorandum, that “[t]he duration of
processing, storing etc. [of personal data] also depends on legal requirements, namely
those related to appeals”. While these measures may be necessary to ensure the preser-
vation of data protection in the long term, they may prevent the election data from being
audited or universally verified’. Notwithstanding, the Election Act for Aland (Section
99) requires that “after confirming the result of the election, the ballot papers and a
copy of the combined list of candidates or a copy of a list of presidential candidates is
placed in a container, which shall be sealed as islaid down by the Ministry of Justice.
These are to be kept until the next corresponding elections have been conducted.”!°
Overall, there is a growing realisation of the importance of government transparency
for the functioning of a democratic society (EU Agency for Fundamental Rights and

® Universal verifiability refers to “tools which allow any interested person to verify that votes are
counted as recorded” (Council of Europe, 2017b: 56).

10 That is so even if an “appeal shall be sent to a competent Provincial Administrative Court
within 14 days from the confirmation of the election results” (Election Act for Aland, Section
102).
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Council of Europe, 2018: 62). The right to receive information, which forms part of
freedom of expression, may come into conflict with the right to data protection if access
to documents would reveal other’s personal data. Art. 86 of the GDPR clearly provides
that personal data in official documents held by public authorities and bodies may be
disclosed by the authority or body concerned in accordance with EU or Member State’s
law to reconcile public access to official documents with the right to data protection
(EU Agency for Fundamental Rights and Council of Europe, 2018: 63). Balancing be-
tween data protection and access to documents requires a detailed, case-by-case analy-
sis. Neither right can automatically overrule the other. The CJEU has had the chance to
interpret the right to access to documents containing personal data in two cases (EU
Agency for Fundamental Rights and Council of Europe, 2018: 65). According to these
judgements, interference with the right to data protection in the context of access to
documents needs a specific and justified reason. Furthermore, according to the principle
of storage limitation, data must be kept ‘in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the personal data are
processed’ (GDPR, art. 5.1.¢). For internet voting, it scems advisable that this infor-
mation is kept at least until the next election has taken place (and not, as it is provided
in the CNIL’s recommendation, until the channels and deadlines for litigation are ex-
hausted). Consequently, data would have to be erased or anonymised if a controller
wanted to store them after they were no longer needed and no longer served their initial
purpose (EU Agency for Fundamental Rights and Council of Europe, 2018: 63).

4 Conclusion

The entry into force of the EU’s GDPR has set new requirements for the implementa-
tion of internet voting in Europe. Yet, no general guidance has yet been provided on
how it impacts this kind of projects specifically. In this context, we have aimed at iden-
tifying some critical aspects in the implementation of GDPR’s requirements in online
voting, to understand how they have been translated into practice, and to comprehend
how they have impacted the implementation of i-voting projects.

Two sorts of conclusions can be inferred from this research. First, the requirements
for personal data processing in remote electronic voting projects are independent of
secret suffrage and cannot be subsumed by this latter principle. Personal data protection
is broader than the principle of secret suffrage since any processing of personal data is
subject to appropriate protection. Thus, data that may not fall under the scope of secret
suffrage, such as personal data about candidates, is also covered by the GDPR. Second,
our account of the internet voting experiences in the Aland Islands and in France has
allowed us to identify some critical aspects related to the GDPR in the implementation
of internet voting projects, namely: the categories of personal data processed (both
about voters and candidates), as well as the processing of special categories of personal
data (i.e., the votes, which are personal data that reveal political opinions); aspects re-
lated to the role played by data controllers (normally, electoral authorities) and proces-
sors (usually, technology vendors and services’ providers); the use of pseudonymisa-
tion techniques for the processing of ‘sensitive data’; and, the post-election processing
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of personal data, including its destruction, as well as possible limits to (universal) ver-
ifiability and public access to personal data. As we have seen, all these aspects could
benefit from more guidance, be it by the national regulator or at the wider EU-level.
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Abstract. The authors of this paper had the opportunity to closely
accompany the CHVote project of the State of Geneva during more than
two years and to continue the project after its abrupt stop in 2018. This
paper is an experience report from this collaboration and the subsequent
project continuation. It describes the lessons learned from this project
and proposes some best practices relative to sixteen different topics. The
goal of the paper is to share this experience with the community.

1 Introduction

Developing a verifiable Internet voting system is a delicate task. While conducting
elections over the Internet seems intuitively like a simple matter of counting
votes submitted by voters, it actually defines a unique combination of difficult
security and privacy problems. As a response to these problems, numerous
cryptographic protocols have been proposed to guarantee different combinations
of often conflicting security properties. While many aspects of the general problem
are solved today in theory, it turned out that transforming them into reliable
practical systems is a completely different challenge. In fact, not many projects
have been successful so far. In the Switzerland, which played a pioneering role in
the early days of Internet voting, three completely untransparent systems were
in used for pilot elections with a limited number of voters over more than a
decade. They were all black-box system with no verifiability. One of them was
the CHVote system from the State of Geneva.

1.1 Project Context

As a response to the third report on Vote électronique by the Swiss Federal
Council in 2013 and the new requirements of the Swiss Federal Chancellery [1,16],
the State of Geneva invited leading scientific researchers and security experts
to contribute to the development of their second-generation system CH Vote 2.0.
In this context, a collaboration contract between the State of Geneva and the
Bern University of Applied Sciences was signed in 2016. The main goal of this
collaboration was the specification of a cryptographic voting protocol that satisfies
the new requirements to the best possible degree. The main output of this project
is the CHVote System Specification document [9], which is publicly available
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at the Cryptology ePrint Archive since April 2017. In the course of the project,
updated document versions have been released in regular intervals.

In November 2018, the council of the State of Geneva announced an abrupt
stop of the CHVote 2.0 project due to financial reasons.! This implied that with
the release of Version 2.1 of the specification document in January 2019, the
collaboration between the State of Geneva and the Bern University of Applied
Sciences came to an end. In June 2019, the State of Geneva released all the
public material that have been created during the CHVote 2.0 project, including
the Java source code.? The implemented cryptographic protocol corresponds to
Version 1.4.1 of the specification document.

To continue the CHVote project independently of the support from the State
of Geneva, a new funding from eGovernment Switzerland has been acquired by
the Bern University of Applied Sciences in August 2019. The main goal of this
project was to release a final stable version of the specification document and
to update the cryptographic core of the protocol based on the code released
by the State of Geneva. As a first project deliverable, the current Version 3.0
of the specification document has been released in December 2019 [9]. At the
time of writing this paper, the developed Java code is not yet complete. Since
the project is in its final stage, the code is expected to be released soon under
a non-proprietary license.? The general purpose of the project is to make the
achievements available to others for pursuing it further.

1.2 Goals and Paper Overview

This paper presents a retrospective view of the CHVote project over the last four
years. The paper is divided into three sections. The two main sections describe
our experience and lessons learned from our work related to the specification
document and the development of corresponding software, respectively, and the
final section discusses some general aspects of the project. The whole paper
contains our proposal for best practices on sixteen different topics. We present
these topics project in chronological order. While we think that they all have
played an important role for the success of our project, we do not claim that
the given list is complete or that all points are directly applicable to all similar
projects.

Nevertheless, we believe that our experience is worth to be shared with the
community, who may struggle with similar problems in other e-voting projects.
Sharing our experience with the community is therefore the general goal of this
paper. As such, it should been seen as an experience report, which may be helpful
in other projects as a guideline for achieving the required quality level in a shorter
amount of time. Some of the proposed best practices may even set a certain
minimal quality benchmark for e-voting projects in general.

! For further details about the reasons for abandoning the project, we refer to the
State Council’s press statement at https://www.ge.ch/document/12832/telecharger.

2 See https://chvote2.gitlab.io

3 See https://gitlab.com/chvote3
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2 Specification

Item 1: Modeling the Electoral Systems

Democracies around the world use very different electoral systems to determine
how elections and referendums are conducted. A major challenge in the design
of CHVote was to cover the variety of electoral systems that exist in the Swiss
context. On a single election day, democratic decisions are sometimes taken
simultaneously on federal, cantonal, and communal issues, with election laws
that differ from canton to canton. To cope with this complexity, we managed
to map all electoral systems into a concise and coherent electoral model that is
applicable to all possible situations. The core of this model is an election event,
which consists of several independent k-out-of-n elections, in which voters can
choose exactly k different candidates from a candidate list of size n. An election
event is therefore defined by two vectors of such values k& and n.

With this simple model, we were able to cover all electoral systems from the
Swiss context with their specific properties, exceptions, and subtleties.* Elections
of the Swiss National Council turned out to be the most complicated use case, but
by splitting them into two independent elections, one 1-out-of-n, party election
and one cumulative k-out-of-n. candidate election, they fit nicely into the general
model [9, Section 2.3.2]. By reducing this complexity to essentially two public
election parameters and by instantiating them to past election events in all
regions of our country, we managed to determine upper limits ky,,x = 150 and
Nmax = 1500 for the overall problem size.

Defining a general electoral model and keeping it as simple and coherent as
possible turned out to be a really important abstraction layer, which allowed
us to design the cryptographic protocol independently of the variety of election
use cases. The above-mentioned estimation of the maximal problem size defined
important cornerstones for judging the suitability of cryptographic techniques
and for anticipating potential performance bottlenecks. Therefore, we recommend
to carefully design a suitable model of the electoral system as early as possible in
projects like this.

Item 2: Modeling the Electorate

For a given election event in the given context of the CHVote project, an
additional complication is the possibility that voters may not be eligible in all
elections. This can happen for two reasons. First, since cantons are in charge
of organizing elections, it may happen that elections are held simultaneously in
different communes of a given canton, possibly in conjunction with cantonal and
federal elections. In such cases, voters are equally eligible for federal and cantonal
issues, but not for communal issues. Second, since non-Swiss citizens are allowed
to vote in some canton and communes, they may be part of the electorate for
cantonal or communal issues, but not for federal issues.

4 We only had to admit one exception from the general model to allow write-in
candidates in some cantons.
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To map all possible cases of restricted eligibility into a general model, we
introduced in CHVote the concept an eligibility matriz, which defines for a given
electorate the eligibility of each voter in each election. By connecting this matrix
with the two vectors from the general election event model, we can derive for each
voter the number of admissible choices in each election. To ensure the correctness
of an election outcome, it is absolutely critical for all involved parties to know
these values at all times. This includes auditors performing the verification
process in the aftermath of an election. The eligibility matrix is therefore a third
fundamental public election parameter. Without taking it as additional input,
the verification of an election result can not produce a conclusive outcome.

Item 3: Cryptographic Building Blocks

Given the central role of the cryptographic building blocks in a voting protocol,
we recommend describing them in the beginning of the specification document.
This lays the grounds for the whole document, for example by introducing
respective terms and formal notations. By describing the building block next to
each other, ambiguities and conflicts in the formal notations can be eliminated
in a systematic manner. Given the overall complexity of the CHVote protocol,
finding a coherent set of mathematical symbols and using them consistently
throughout the whole document was a ongoing challenge during the project.
Providing the highest possible degree of disambiguation improves greatly the
document’s overall readability.

Another important aspect of describing the cryptographic building blocks
is to select from the large amount of related literature exactly what is needed
for the protocol. Everything can be instantiated to the specific use case and
underspecified technical details can be defined to the maximal possible degree.
Examples of such technical details are the encoding methods between integers,
strings, and byte arrays, or the method of computing hash values of multiple
inputs. Another example of an often underspecified building block is the Fiat-
Shamir transformation, which is widely applied for constructing non-interactive
zero-knowledge protocols [6]. The significance of doing these things right is
well documented [4,15]. A separate chapter on these topics helps to present all
important cryptographic aspects in a concise form.

Item 4: Cryptographic Parameters

The collection of cryptographic building blocks defines a list of cryptographic
parameters for the protocol. This list of parameters is an important input for
every participating party. In CHVote, it consists of a total of twenty parameters,
which themselves depend on four top-level security parameters [9, Section 6.3.1
and Table 6.1]. In theory, proper parameterization is fundamental for defining the
protocol’s security properties in the computationally bounded adversary model,
and in practice, proper parameterization provides the necessary flexibility for
adjusting the system’s actual security to the desired strength. Given its central
role in the security model, we recommend making the cryptographic parameters
as clear and visible as possible to everyone.
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For building an even more solid basis for an actual CHVote implementation,
explicit values are specified for all cryptographic parameters. We introduced four
different security levels [9, Section 11]. Level 0, which provides only 16 bits of
security, has been included for testing purposes. Corresponding mathematical
groups are large enough for hosting small elections, but small enough to avoid
expensive computations during the tests. Providing a particular security level
for testing turned out to be very useful for the software development process.
Levels 1, 2, and 3 correspond to current NIST key length recommendations
for 80 bits (legacy), 112 bits, and 128 bits of security, respectively [2]. All
group parameters are determined deterministically, for example by deriving them
from the binary representation of Euler’s number. Applying such deterministic
procedures demonstrates that the parameters are free from hidden backdoors.

Item 5: Parties and Communication

Parties participating in a cryptographic protocol are usually regarded as atomic
entities with distinct, responsibilities, abilities, goals, and attributed tasks. In the
design of the protocol, it is important for the parties and their communication
abilities to match reality as closely as possible. In CHVote, we decided to consider
the voters and their voting devices as two separate types of parties with very
different abilities. This distinction turned out to be useful for multiple purposes.
First, it enables a more accurate adversary model, because attacks against humans
and machines are very different in nature. Second, by including the tasks of the
human voters in the abstract protocol description, it provides an accurate model
for simulating human voters in a testing environment.

If a voting protocol depends on fully trusted parties, particular care must be
applied in the design of their responsibilities and tasks. The election administrator
and the printing authority fall into this category in CHVote. In both cases, we
placed great emphasis on limiting their responsibilities to their main role in
the protocol. The printing authority, for example, only applies a deterministic
algorithm to assemble the inputs from multiple election authorities. The resulting
voting cards, which are then printed and sent to the voters, are the only output
of this procedure. The procedure itself can be executed in a controlled offline
environment. After terminating this task, the printing authority is no longer
involved in the protocol, i.e., all its resources can be freed for other tasks. In
the aftermath of an election, the voting cards of all participating voters can be
reconstructed from the publicly available information. In this way, possible frauds
or failures by a corrupt printing authority can be detected. It also means that
the printing authority does not need to protect any long-term secrecy.

The definition of the parties in the abstract protocol model includes a descrip-
tion of their communication abilities. Properties of corresponding communication
channels need to be specified, again in close accordance with a possible real-world
setting. In CHVote, several authenticated and one confidential communication
channel are needed to meet to protocol’s security requirements [9, Figure 6.1].
This implies the existence of a public-key infrastructure (PKI), which needs to be
precisely specified as part of the communication model. To minimize the size of
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the PKI and the resulting key management overhead, we recommend keeping the
number of participating parties (except the voters) as small as possible. Ideally,
this PKI can be mapped one-to-one into an implementation of the system.

Item 6: Protocol Structure and Communication Diagrams

A precise and comprehensive description of the voting protocol is the most
fundamental system design output. To cope with the overall complexity, we
divided the CHVote protocol into three phases and a total of ten sub-phases. We
drew protocol diagrams for each of these sub-phases. A portion of one of these
diagrams is shown in Figure 1. Each diagram shows the involved parties, the
relevant elements of the acquired knowledge, the messages exchanged between
the parties, and all conducted computations. The description of the computations
involves calls to algorithms, which are given in a separate section (see Item 11).
To optimally connect these diagrams with the remaining parts of the document,
we strictly applied our consistent set of mathematical notations and symbols (see
Item 3). Keeping these diagrams up-to-date and ensuring their correctness and
completeness was a constant challenge during the protocol design. Given their
fundamental role in the whole system design, we recommend spending sufficient
effort to achieve the best possible result. We see the communication diagrams of
the protocol as the core of the system’s master plan, which does not permit any
lack of clarity or unanswered questions.

Voting Election Authority
Client je{1,...,s}
knows v, X,,s, VP, knows EP,pk, %, pk;,m;,P;, B;, F};

VP, « GetVotingParameters(v, EP)

[ijvﬂ'j]vpv
pk < (pk1,...,pks)
T (1,0 .., T)
if —CheckKeyPairProofs(w, pk)
abort
pk — GetPublicKey(pk)
('7 ERRE R 'ywv) <« V-Pv
(a, 1) < GenBallot(X,, s, pk, n, w,)

v,

-

Fig. 1: Exemplary communication diagram: vote casting sub-phase (first part).

Item 7: Pseudo-Code Algorithms

To push the given amount of technical details to the limit, we decided in an early
stage of the CHVote project to provide a full set of pseudo-code algorithms for
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every computational task in the protocol [9, Section 8]. The current version of the
protocol consists of a total of 79 algorithms and sub-algorithms for very different
purposes, including primitives for converting basic data types, for computing hash
values of complex mathematical objects, or for generating digital signatures. A
large portion of the algorithms deals with the core of the CHVote protocol, which
realizes a method for transferring verification codes obliviously to the voters in
a distributed manner [8]. Other algorithms describe the verifiable mix-net and
the distributed decryption process [10,12]. By maintaining the consistent set of
mathematical symbols and notation, this section of the specification document
is smoothly integrated into the big picture of the cryptographic protocol. A
tremendous amount of initial work, re-factoring, and housekeeping was necessary
to reach the stability of the current set of algorithms. Like in regular code, we
applied certain pseudo-code style guides to achieve a maximally consistent result.
In Figure 2, the algorithm for generating a ballot is given as an example.

Algorithm: GenBallot(X, s, pk,n, w)
Input: Voting code X € Aﬁ?

Selection s = (s1,...,8%), 1 <s1 <+~ <sp <n

Encryption key pk € G,

Number of candidates n = (n1,...,n;), nj e N, n = Z;’-Zl n;

Counting circle w € N*
x < Tolnteger(X, A,) // see Alg. 4.8
T «— ¢* mod p
p < GetPrimes(n + w) // P = Doy, Pntw), see Alg.8.1
m < GetEncodedSelections(s, p) //m=(my,...,my), see Alg.8.24

m <« Hle m;
if priw-m = p then

L return L // s, n, and w are incompatible with p
(a,r) < GenQuery(m, pk) //a=/(ay,...,ak), r = (r1,...,7%), sce Alg.8.25
7 Z?zl rj mod ¢
T GénBaIIotProof(ac,m,r,:i:7 a, pk) // see Alg. 8.26
o (&,a,T)
return (o, r) /] a€Gqx (GHF x (Zyr x (ZyxGqxZLy)), r € LE

Fig. 2: Exemplary pseudo-code algorithm: ballot generation.

To the best of our knowledge, enhancing the specification document of an
e-voting system with a complete set of pseudo-code algorithms was a novelty
in 2017—and still is today. Our experience with this approach is very positive
in almost every respect. First, it added an additional layer to the protocol
design, which created an entirely new perspective. Viewing the protocol from
this perspective allowed us to recognize certain problems in the protocol design
at an early stage. Without detecting them by challenging the protocol from the
pseudo-code perspective, they would have come up later during code development.

Another positive effect of releasing pseudo-code algorithms in an early version
of the specification document was the possibility of giving third parties the oppor-
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tunity to inspect, analyze, or even implement the algorithms (see Item 15). Within
a few months, we received feedback from two different implementation projects
in different programming languages—from the CHVote developers in Geneva and
from students of ours [13,14]. This feedback was useful for further improving the
quality of the specification document, but more importantly, it demonstrated that
we managed to considerably reduce the complexity of developing the core tasks
of the protocol in a suitable programming language. Our students, for example,
who had only little experience in developing cryptographic applications, managed
to fully implement all protocol algorithms from scratch in less than four months
time. The resulting code from these projects also demonstrated how to almost
entirely eliminate the error-prone gap between code and specification. This gap is
a typical problem in comparable projects, especially when it comes to check the
correctness of the code by external auditors. Without such a gap, auditors can
enforce the focus of their inspection to software-development issues. In the light of
these remarks, we learned in this project that providing pseudo-code algorithms
defines an ideal interface between cryptographers and software developers.

Item 8: Usability and Performance

During the design of the CHVote protocol, we realized that parts of the overall
complexity can be left unspecified without affecting the protocol’s security proper-
ties. We separated some issues that only affect the usability or the performance of
the system from the core protocol and discussed them in separate sections.® The
general idea is to identify aspects that can be implemented in a real system or in a
certain way, but with no obligation to do so. The benefit of separating them from
the core protocol is a higher degree of decoupling in the specification document,
which permits discussing corresponding aspects independently of each other. An
example of such an aspect is the strict usage of unspecified alphabets for all the
codes delivered or displayed to the voters [9, Section 11.1]. Since the actual choice
of the alphabets only affects usability (not security), it is something that can be
discussed from a pure usability perspective. The situation is similar for various
performance improvements, which are optional for an actual implementation. By
studying them in a more general context and by publishing the results, our work
generated valuable side-products [10,11].

3 Implementation

Item 9: Mathematical Library

The languages of mathematicians and computer scientists are fairly similar
in many respects, but there are also some fundamental differences. One such
difference comes from the stateless nature of most mathematical objects, which
is very different from mutable data structures in imperative or object-oriented
programming languages such as Java. Other differences stem from established

5 The performance section of the specification document is currently under construction.
It will be included in one of the next releases.
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conventions. One example of such a convention is the index notation for referring
to the elements of a list, vector, or matrix, which usually starts from from
1 in mathematics and from 0 in programming. If a complex cryptographic
protocol needs to be translated into programming code, this difference makes
the translation process error-prone.

To minimize in our CHVote implementation the difference between specifi-
cation and code, we introduced a Java library for some additional immutable
mathematical objects. The core classes of this library are Vector, Matrix, Set,
ByteArray, Alphabet, and Tuple (with sub-classes Pair, Triple, ...). All of
them are strictly generic and immutable. Applying generics in a systematic way
greatly improves type-safety, for example in case of complex nested types such as

Triple<Biglnteger, Vector<String>, Pair<Integer, ByteArray>>.

Working with immutable objects has many advantages. They are easier to design,
they can always be reused safely, and testing them is much easier [5, Page 80].
String and BigInteger are examples of given immutable classes in Java. In our
mathematical library, we adopted the convention of accessing the elements of a
vector of size n with non-zero indices ¢ € {1,...,n}, and similarly for matrices
and tuples. This delegates the translation between different indexing conventions
to theses classes and therefore eliminates the error-proneness of this process.
It also creates a one-to-one correspondence between indexing variables in the
specification and the code, which is beneficial for the overall code readability.

In our experience of implementing the CHVote protocol, the mathematical
library turned out to be a key component for achieving the desired level of code
quality in a reasonable amount of time. Given its central role in all parts of the
system, we put a lot of effort into performance optimizations, rigorous testing,
and documentation. We highly recommend the creation and inclusion of such a
library in similar projects.

Item 10: Naming Conventions

Most programming languages have a well-established set of naming conventions.
Generally, software developers are advised to “rarely violate them and never
without a very good reason” [5, Page 289]. Not adhering to the conventions
usually lowers the code readability and makes code maintenance unnecessarily
complicated, especially if multiple developers are involved. In some situations,
deviations from common conventions may even lead to false assumptions and
programming errors. In Java, the naming convention for variables, fields, and
method parameters is to use a connected sequence of words, with the first
letter of each subsequent word capitalized (a.k.a. “camel case”), for example
maxVoterIndex. Abbreviations such as max or single letters such as i are allowed,
as long as their meaning in the given context remains clear.

In our implementation of the cryptographic protocol, we decided to deviate
from general Java naming conventions. To achieve our goal of diminishing the
gap between specification and code to the maximal possible degree, we decided to
adopt the mathematical symbols from the protocol specification as precisely as
possible in the code. This includes defining upper-case variable names in Java such
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as Set<Integer> X for a set X of integers. In such cases, we prioritized project-
internal naming consistency over general Java naming conventions. Tagged,
boldface, or Greek variable names are spelled out accordingly, for example
&;; as alpha hat_ij or k’ as bold_k_prime. We strictly applied this pattern
throughout all parts of the code. Code that is written in this way may look quite
unconventional at first sight, but it turned out to be a key element for making
the Java code look almost exactly the same as the pseudo-code. As an example,
consider our implementation of the algorithm GenBallot in Figure 3, which closely
matches with the pseudo-code from Figure 2.

public class GenBallot extends ch.chvote.algorithms.common.GenBallot {

public static Pair<Ballot, Vector<BigInteger>>
run(String X, IntVector bold_s, QuadraticResidue pk, IntVector bold_n, int w, Parameters params) {

// PREPARATION

int n = Math.intSum(bold_n);

Precondition.checkNotNull(X, bold_s, pk, bold_n, params);
Precondition.check(params.GG_q.contains(pk));
Precondition.check(IntSet.NN_plus.contains(w));
Precondition.check(Set.String(params.A_X, params.ell_X).contains(X));
Precondition.check(Set.IntVector(IntSet.NN_plus).contains(bold_n));
Precondition.check(Set.IntVector(IntSet.NN_plus(n)).contains(bold_s));
Precondition.check(bold_s.isSorted());

// ALGORITHM

var x = ToInteger.run(X, params.A_X);

var x_hat = Mod.pow(params.g_hat, x, params.p_hat);

var bold_p = GetPrimes.run(n + w, params);

var bold_m = GetEncodedSelections.run(bold_s, bold_p);

var m = Math.prod(bold_m.map(QuadraticResidue: :getValue));

if (bold_p.getValue(n + w).getValue().multiply(m).compareTo(params.p) >= 0) {
throw new AlgorithmException(GenBallot.class, AlgorithmException.Type.INCOMPATIBLE_MATRIX);

}

var pair = GenQuery.run(bold_m, pk, params);

var bold_a = pair.getFirst();

var bold_r = pair.getSecond();

var r = Mod.sum(bold_r, params.q);

var pi = GenBallotProof.run(x, Mod.prod(bold_m), r, x_hat, bold_a, pk, params);

var alpha = new Ballot(x_hat, bold_a, pi);

return new Pair<>(alpha, bold_r);

Fig. 3: Exemplary Java code: ballot generation.

Item 11: Implementation of Pseudo-Code Algorithms

We already discussed our view of the pseudo-code algorithms as an ideal interface
between cryptographers specifying the protocol and software developers imple-
menting corresponding code (see Item 7). In such a setting, the implementation
of the algorithms inherently defines an important bottom layer of the whole
system architecture. To strengthen the overall clarity in our implementation of the
algorithms, we decided the create separate utility class for all top-level algorithms.
Each of them contains exactly one static method run(<args>), which implements
the algorithm (plus static nested classes for all sub-algorithms), for example
GenBallot.run(<args>) for the algorithm GenBallot. This way of structuring
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the algorithm module establishes direct links to the specification document. These
links are clearly visible by inspecting the project’s package structure. A section
of this package structure is shown in Figure 4.

algorithms
src
main
java
ch.chvote.algorithms
ch.chvote.algorithms.common
ch.chvote.algorithms.general
ch.chvote.algorithms.nowriteins
c CheckBallot
CheckDecryptionProofs
CheckKeyPairProofs
CheckShuffleProofs
GenBallot
m = run(String, IntVector, QuadraticResidue, IntVector, int, Parameters):
Pair<Ballot, Vector<Biginteger>>

O 0o o o0

c GenDecryptionProof

Fig. 4: Package structure of static utility classes for top-level algorithms.

Given the central role of the protocol algorithms for the whole system, we
put extra care and effort into developing this part of the code. To obtain the
best possible code consistency, we defined a set of project-internal coding style
guidelines and applied them strictly to all algorithms. Each algorithm went
through an internal reviewing and testing process over multiple rounds, which
involved different persons according to the Four Eyes Principle. The result is
a consistent set of Java methods that are perfectly aligned with the pseudo-
code algorithms from the specification. The example shown in Figures 2 and 3
demonstrates how precisely the algorithms have been translated into code.

We see perfect alignment between specification and code as a quality criterion
of highest priority. This implies that even the smallest change in either the
specification or the code needs to be updated immediately on the other side.
The general idea here is to view them as the same thing. This view enables
third-party auditors that are familiar with the naming conventions and coding
style guidelines to check the translation from specification to programming code
at minimal costs. We believe that auditing the implementation of the algorithms
remains a diligent (but mostly routine) piece of work, which does not necessarily
require the involvement of cryptographic experts.

Item 12: Parameter Validity Checks

An important aspect of the proposed way of implementing the protocol algorithms
is the introduction of systematic validity checks of all input parameters. These
checks complement the built-in type safety obtained from strictly using the
generic mathematical library (see Item 9). The domains of all input parameters
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are specified in the pseudo-code algorithms, for example X € Aﬁg‘ in GenBallot
for a string of characters from the alphabet Ax of length £x, which translates
into the following line of Java code (see Figure 3, Line 36):

Set.Strings(params.A X, params.ell X).contains(X)

Provided that these checks are sufficiently strong for detecting all possibilities of
invalid parameters—or invalid combinations of parameters—of a given algorithm,
they ensure that the algorithm always outputs a meaningful result. In case of a
failed check, it is clear that something else must have gone wrong, for example
that a message with a corrupt content has been received or that some stored data
has been modified. Every failed check therefore indicates some deviation from a
normal protocol run. This is the reason for implementing them in a systematic
way for all top-level algorithms (sub-algorithms do not require such checks).

To minimize the overhead of performing these checks each time an algorithm
is called, we managed to entirely eliminate expensive computations such as mod-
ular exponentiations. To efficiently perform membership tests z € G, for the
set G, C Z,, of quadratic residue modulo a safe prime p = 2¢ + 1, we imple-
mented the membership witness method proposed in [10]. The corresponding class
QuadraticResidue, which realizes this test with a single modular multiplication,
is part of our mathematical library. In Figure 3, the parameter pk is of that type,
and its membership test is conducted in Line 38.

Item 13: Implementation of Protocol Parties

To implement the protocol based on the algorithms, we designed a software
component for every involved party. These components share some code for
various common tasks, but otherwise they are largely independent. For the
design of each party, we derived a state diagram from the protocol description in
the specification document. This diagram defines the party’s behavior during a
protocol run. Typically, receiving a message of certain type triggers the party
to perform a transition into the next state. The transition itself consist of
computations and messages to be sent to other parties. The computations, which
we call tasks, can be implemented by calling corresponding protocol algorithms.

The left-hand side of Figure 5 shows the UML state diagram of the printing
authority (printer), which consists of two states SP1 and SP2 and one error
state EP1. In SP1, the printer expects messages of type MAP1 and MEP1. If all
messages are received, the transition into SP2 (or EP1) is triggered. This involves
computing task TP1 and sending two types of messages MPV1 and MAX1. The
error state EP1 is reached in case of an exception of type AE (algorithm exception)
or TE (task exception). This diagram represents the printer’s view of the printing
sub-phase [9, Protocol 7.2], which is the only sub-phase in which the printer
is active. Similar state diagrams exist for all other parties and sub-phases. We
defined further naming conventions and strictly applied them to all tasks and
message types.

Modeling the parties using the (extended) state machine formalism turned out
to be the ideal approach for structuring the parties’ implementations in the most
natural way. It also allowed us to apply the state pattern, one of the well-known
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“Gang of Four” design patterns [7, Page 305]. This made our implementation
very transparent from a general software-engineering perspective. The right-hand
side of Figure 5 shows a section of the package structure, which illustrates for
example that the party class Printer depends on three state classes SP1, SP2,
and EP1, and one task class TE1. Every other party is implemented in exactly
this way. Every task and every message type is connected to one of the sub-phase
diagrams in the protocol specification, and vice versa.

Using the state pattern, we achieve close correspondence between specification
and code also on the abstraction layer representing the parties. Again, we see
the code and the specification related to the parties as essentially the same
things, which means that the slightest change on one side needs to be updated
immediately on the other side. In this way, we tried to achieve a similar level
of structural clarity and code quality as for the algorithm implementation. The
state pattern was also useful for establishing the flexibility of running multiple
election events simultaneously (possibly using different protocol versions).

‘ ch.chvote
MAP1 MEP1 base
M % parties
SP1 administrator
trigger IE trigger |E authority
client
IE [MAP1 A all MEP1] I. coordinator
TP3 nowriteins
states
©<—[AE1 ‘ © %= EP1
€ %= SP1
EP1 [ok] ®% Sp2
tasks
8% Tp1
c EventData
writeins
€ = Printer
sP2 voter

Fig. 5: State diagram of the printer (left) vs. package structure of party classes (right).

Item 14: Cryptographically Relevant Code

Providing code for all algorithms and all parties concludes the implementation of
the cryptographically relevant part of the protocol. This is where flaws in the code
can cause critical errors or vulnerabilities. Generally, we recommend structuring
the software design into cryptographically relevant and cryptographically irrelevant
components and to link them over suitable interfaces. Our current implementation
of the CHVote protocol is limited to the cryptographically relevant part of the
system, but we provide the required interfaces, for example for connecting our
code to concrete high-performance messaging and persistence services.
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For testing purposes, we only implemented these interfaces in a rudimentary
way, but this turned out to be sufficient for simulating even the most complex
election use case from top to bottom. Such a simulation can be conducted on a
single machine using any common development environment, i.e., no complex
installation of a distributed test environment over multiple servers is required.
This is an efficient environment for running all sorts of functional tests with a clear
focus on the cryptographic protocol. With almost no communication overhead, it
is also ideal for analyzing and optimizing the overall protocol performance. A
precondition for establishing a complete test run is the implementation of all
protocol parties, including the (human) voters. Even if corresponding code will
obviously not be included in a real-world deployment of the system, we see it as
an indispensable component of our implementation.

Given its central role in the overall security of the system, we tried to
make the cryptographically relevant part of the code accessible to the broadest
possible audience. For that, we decided to avoid dependencies to complex third-
party libraries or software frameworks as far as possible. We only admitted two
dependencies to the widely used native GMP library for efficient computations
with large numbers and to the Spock framework for enabling data-driven tests.
Both libraries are almost entirely invisible in our implementation, i.e., there is
no need to familiarize reviewers with these technologies (except for reviewing the
tests). Generally, we see complex frameworks based on annotation, reflection, or
injection mechanisms as unsuited for developing cryptographically relevant code.
They are great for implementing enterprise software components at minimal
costs, but they often tend to obscure the general program flow. This reduces the
overall code readability and makes static code analysis more difficult.

4 Project Management

Item 15: Transparency

We started this project from the beginning with the mindset of maximal trans-
parency. At an early stage of the project in 2017, we published the first version
of our specification document [9]. At that time, we had already published a
peer-reviewed paper describing the cryptographic core of the protocol [8]. The
feedback that we received, mostly from members of the e-voting community,
was very useful for improving the protocol and its security properties. The most
important feedback came from Tomasz Truderung on April 19, 2017, who found
a subtle but serious flaw in the construction of our protocol. This flaw had been
overlooked by the reviewers of the published paper. After a few weeks, we were
able fix the problem to a full extent and update the protocol accordingly. In the
meantime, the success of the entire project was at stake.

We recall this anecdote here for making two important points. First, releasing
specification documents of an e-voting project usually launches a public exam-
ination process in the community. The outcome of this process is sometimes
unpredictable, but the received feedback has the potential of greatly improving
the quality of the protocol. At the time of writing this document, we have not yet
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released the source code for public examination, but we expect a similar amount
of interest and feedback from the community. Second, a cryptographic protocol
without formal security definitions and rigorous proofs provides not a sufficiently
solid foundations for building a system. In CHVote, a different group of academics
was contracted by the State of Geneva to perform this task. The outcome of
this sister project was released in 2018 [3]. The high quality of their work leads
one to suppose that the above-mentioned flaw would have been detected in their
analysis. Unfortunately, their report has not yet been updated to the current
version of the protocol.

In this project, our mindset of maximal transparency always allowed us to
openly discuss all aspects of our work with many different people, including
students of ours who developed various prototypes [13,14]. This created a per-
manent challenge for the cryptographic protocol, which forced us to constantly
question our design decisions and improve our technical solutions. We conclude
that releasing all cryptographically relevant documents as a matter of principle
was fundamental for the success of the project. More generally, we see it as an
important trust-establishing measure.

Item 16: Verifier

The last point we want to mention in this paper is an important aspect for a
verifiable e-voting system. Unfortunately, we were not yet able to cover it in
this project. It’s about specifying the verification software—sometimes called the
verifier—for the proposed protocol. In the original project setting of the State of
Geneva, it was planned to outsource the specification and development of the
verifier to a third-party institution. To establish a certain degree of independence
between the protocol and the verifier, this decision of the project owners was
perfectly understandable. We never questioned this decision, but it prevented
us from paying enough attention to this important topic. When the project was
dropped in fall 2018, the outsourced verifier project had started, but it was not
yet very advanced. This finally led to the current situation, where the specification
and the implementation of the e-voting protocol are both very advanced, but
almost nothing is available for the verifier. Even though, the e-voting protocol
describes how to verify certain cryptographic aspects, but that is not to be
confused with the complete verification of the whole voting process.

We believe that in projects like this, it’s best to let the specification of
the protocol and the verifier go hand in hand, and to apply the same level
of preciseness and completeness to both of them. We see the verifier as the
ultimate way of challenging the protocol run, both in the abstract setting of the
specification document and in the concrete setting of executing the code on real
machines. So far, this challenge is missing in our project.

5 Conclusion

In software development, best practices are available in many areas. They are
very useful for developers to avoid bad design decisions and typical programming
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mistakes. This certainly also holds for developing an e-voting system, but the
delicacy of implementing a cryptographic protocol makes the situation a bit more
complicated. We therefore believe that the e-voting community should come up
with its own set of best practices and define respective minimal standards. This
paper makes a first step into this directions based on our experience from the
CHVote project. Among the discussed sixteen topics, we believe that the advice
of providing all algorithmic details in pseudo-code is the most important one,
together with structuring the source code into a cryptographically relevant and a
cryptographically irrelevant part.
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Abstract. While Internet voting has a potential of improving the demo-
cratic processes, it introduces new challenges to the security of the election,
such as the possibility of voter coercion due to voting in uncontrolled en-
vironments. Cryptographic research has resulted in a number of proposals
for protecting against such coercion with the help of counter-strategies
that can be used by the voter to convince the coercer that they obeyed
their instructions while secretly voting for another voting option. So far,
these proposals have been theoretical, and their usability in terms of
ability of the voter to apply the counter-strategies in practice has not been
thoroughly investigated. We conducted a literature review to identify the
available counter-strategies and assumptions on voters’ capabilities. We
evaluated the identified assumptions and conclude a number of usability
issues. We provide recommendations on further research directions and
practical considerations in designing coercion resistant voting systems
are provided.

1 Introduction

With the ongoing digitalization of society, Internet voting has often been discussed
as a way to facilitate democratic processes. These discussions are furthermore
more prominent in 2020 given the ongoing pandemic, as many argue, making
remote voting a necessary option to protect the population. Several countries,
e.g. Estonia and Switzerland, introduced Internet voting as an additional voting
channel in order to improve convenience for the voters and support voters who
would otherwise be unable to get to a polling station. However, introducing
technology in electoral processes also introduced new risks, in particular, risks
connected with security and privacy. One of these risks is the possibility of
voter coercion, stemming from the fact that the voting occurs in an uncontrolled
environment where voter privacy and, correspondingly, the secrecy of the ballot
is no longer guaranteed. An adversary who is physically present next to the voter
while they cast their vote — for example, a household member or a supervisor at
work — would be able to ensure that the voter casts the vote they are instructed
to cast. Even a remote coercer could instruct the voter to reveal which voting
option they voted for, for example, by requesting the voter to prepare and send
a recording of the voting procedure.
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In order to prevent such attacks, a number of works in the e-voting community
focused on developing schemes for the voting systems with the so-called coercion
resistance property, see e.g. [1,5,28]. A scheme that is coercion resistant aims to
protect voters’ privacy even if the adversary can actively communicate with the
voter and coerce them to reveal secret information or to behave in a certain way.
A related concept is receipt-freeness, which specifically focuses on preventing the
voter from creating a receipt that would prove to the adversary how they voted.
One of the ways the schemes satisfy coercion resistance and/or receipt-freeness
is via the so-called counter-strategy. The idea is, that the voter pretends to
follow the coercer’s instructions, while secretly following a different procedure
that allows them to vote for their preferred voting option. The counter-strategy
succeeds if the coercer is not able to tell whether it has been applied, or whether
the voter has voted as instructed.

While the underlying cryptographic mechanisms of the proposed schemes can
guarantee the success of a counter-strategy under the defined security model, it
is still crucial to ensure that the voter is capable of performing them correctly.
Usability therefore becomes a fundamental issue. While a number of works have
investigated usability and other human factors in e-voting (see e.g. [37,46]),
only a few have considered the actions required by the voter to ensure coercion
resistance from the usability point of view [42,43]. These studies have pointed
that the counter-strategies proposed by investigated systems rely on complicated
concepts not understandable by the voter and on complex actions required from
the voter. As these studies focused on the evaluation of a specific voting scheme
and its implementation, no systematic investigation on the available counter-
strategies from a variety of systems has been done yet. The general practical issues
of coercion resistant voting systems are studied by Krips and Willemson [33],
however, their work does not focus on human factors of such systems.

This paper describes the results of a conducted literature review to identify the
counter-strategies available in voting literature on the topic of coercion resistance.
We study the assumptions regarding the voter capabilities in applying these
counter-strategies from the human factors point of view. We identify a number of
challenges in designing coercion resistant systems and provide recommendations
on addressing these challenges and future work directions.

2 Methodology

In order to identify the existing counter-strategies a search using keywords
”coercion resistance voting” and "receipt-freeness voting” in SpringerLink, IEEE,
ACM and USENIX proceedings databases has been conducted. The search was
limited to papers in computer science written in English language that are in
open access from the authors’ institution. Additionally, a search using the same
keywords was performed in Google Scholar. From the search results, the papers
that propose an Internet voting scheme satisfying some variant of receipt-freeness
and/or coercion resistance were identified.
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Note, we do not include proposals for polling-place voting, as these assume
a controlled environment. We furthermore do not consider the proposals that
rely on security mechanisms other than counter-strategies (e.g. rerandomisation
of a vote by a voting system component [13] or relying on a tamper-resistant
device that does not reveal the encryption randomness to the voter [8]), since
these do not protect against an attacker that is either physically present or
demands a recording of the voting procedure from the voter. Furthermore, we
exclude the papers that focus on improving one specific part of the procedure
towards providing better protection against coercion (e.g. such as the individual
verification in the original proposal in Selene [49], or preventing disclosure from
published tally results in ShuffleSum [10]) without considering other steps of the
election procedure such as actual vote casting.

3 Results

A total of 51 papers were identified, containing the proposals that can be classified
into the following categories: fake credentials, deniable vote updating, vote mask-
ing and code voting. Table 1 provides an overview of the number of proposals in
each category. We explain the counter-strategies in each category in more detail,
considering the following coercion scenario. The adversary wants to coerce the
voter to cast a vote for Eve, while the voter attempts to cast a vote for Alice
instead®. In our description, we focus on human factors challenges and assump-
tions of the counter-strategies, referring to the work by Krips and Willemson [33]
for an overview of more technical assumptions or coercion resistant systems.

Counter-strategy Papers Total

Fake credentials [2-6,12,15,16,18,19,22,24,27-29,32,41,43,47,48,52-55,29
57,58,61,65,66]

Deniable vote updating| [11,14,20,25,34, 36, 38,39, 44,45, 56] 11

Masking [7,17,26,30,31,50,59,62-64] 11

Table 1. Classification of scientific papers into counter strategies against voter coercion.

3.1 Fake credentials

By far the most popular counter-strategy relies on the existence of so-called fake
credentials. The idea behind the counter-strategy is as follows. Given a space of
available credentials C, the voter is provided with a unique and secret credential

3 Note, while other possible combinations of goals for both adversary and the voter
exist (for example, the voter might want to avoid voting for Eve without necessarily
casting a ballot for another candidate, or adversary might want to force the voter to
abstain instead of voting for a specific candidate), these are only briefly discussed
and are not in the focus of this paper.
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¢ € C during voter registration, so that the credential is distributed before the
election via an untappable channel. When voting, the voter uses the credential ¢
to authenticate themselves to the voting system. If the voter is coerced, instead
of authenticating themselves with their real credential, they generate and use
a so-called fake credential ¢’ # é. The fake credential is indistinguishable from
the real one by the adversary, and is accepted by the voting system without
outputting an authentication error. The votes submitted with the fake credential
are, however, are excluded from tallying. The voter then can cast a valid vote
for their preferred candidate when they are not being observed by the adversary.
In case the voter only wants to prevent voting for an adversarial candidate, no
further actions are required.

While some of the described schemes do not specify how the credentials are
stored, providing only a description of the protocol without going into practical
implementation aspects (e.g. [28]), others rely on storing various values such as
cryptographic secret keys on a tamper-resistant trusted device (see e.g. [43,47].
The purpose of this device is to ensure, that neither an adversary nor the voter
themselves can get access to the information stored on it.

Human factors assumptions The success of the fake credential counter-
strategy depends on how secure these credentials are managed. This results in
the assumptions on voters’ behaviour as described below.

Inputting real credentials. The first assumption is crucial, first and foremost, for
the case when no coercion occurs and the voter simply wants to cast a vote for
their preferred candidate. In that case, they have to enter their real credential
into the system. They, however, would not be provided with any feedback from
the system, whether the credential is actually correct — after all, a potential
coercer who observes the voting would otherwise be able to tell whether the voter
obeys the adversary’s instructions or applies a counter-strategy. This assumption
is especially crucial in systems where any credential ¢ € C is admissible by the
system and treated as fake as long as ¢’ # ¢ — in such a case, any typo or other
mistake in entering the credential will result in casting an invalid vote, without
the voter knowing it.

One approach to facilitate this assumption relies on the so-called panic
passwords [15]. The idea is to use a separate type of credential that would allow
the voter to signal being coerced. Thus, each voter is assigned a set I C C of
admissible credentials, of which ¢ € I is the only real credential that allows
casting a valid ballot. Whenever the voter authenticates themselves using any
value ¢ € C/I, the system outputs an authentication error. If the voter uses ¢’ € I,
¢ # ¢, the system treats ¢’ as a fake credential and the voter as coerced, and
accepts ¢’ without outputting any error. Using such an approach it is crucial to
define I in such a way that makes it unlikely that the voter mistakenly enters
another credential ¢’ € I instead of ¢. The authors of [15] propose to define I
as any passphrase that consists of a given number of dictionary words. Such a
system is likely to protect against typos (especially if one excludes dictionary
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words that differ from each other by a single letter, and hence, prone to being
mixed up due to typos). However, it will not protect voters who do not remember
the passphrase exactly, for example, not being sure about the order of the words
in a passphrase. One can furthermore argue that panic passwords introduce
further usability issues: as such, it is crucial to ensure that the voters understand
the concept of panic passwords, namely, that out of many admissible passwords
available to them, only one can be used for casting a valid ballot. Finally, if the
voters are expected to generate their passwords themselves, it should be taken
into account that humans often find it difficult to come up with passwords that
are secure enough.

Generating fake credentials. A related assumption is required to ensure that
the coerced voters are capable of applying a counter-strategy without alerting
the adversary. This assumption might be easier to fulfill if the system accepts
any credential ¢’ € C as a fake credential without outputting a warning. Still,
the voters need to be explained how and when they should do it. As with
panic passwords, generating a convincing fake credential would also get more
complicated if the voters are required to understand the rules of how panic
passwords are constructed and generate one accordingly.

3.2 Deniable vote updating

Another method of resisting coercion is the so-called deniable vote updating.
The idea is simple: while the voter might be coerced to cast a particular vote in
presence of an adversary, they can cast another vote, overwriting their previous
one, when the adversary is gone. This method, in particular, is relied upon
in real-world Internet voting in Estonia and was deployed in the Norwegian
Internet voting system between 2011 and 2013. The coercion resistance property,
in particular, is achieved due to deniability of vote updating — the adversary
should be unable to tell whether the voter has cast another vote, even if the voter
would try to prove that they did not do it. This deniability is achieved either
via restricting access to the election information, or via cryptographic solutions
that enable deniability while also publishing the cast ballots for verifiability.
As opposed to fake credentials-based systems, where the voting credentials are
generated and distributed as a part of the voting system and specifically designed
to be coercion resistant, systems based on deniable vote updating assume that an
existing infrastructure is used for authenticating the voters. Such an infrastructure
can be implemented via tamper-resistant trusted hardware tokens, such as smart
cards in Estonia. Forwarding those types of authentication material could have
severe impact to voters beyond the voting process, which lowers the risk of
forwarding voting materials.

A variant of deniable vote updating is a so-called flexible vote updating. As
opposed to simple vote updating that follows the last-vote-counts policy, the final
ballot that is included in the tally is calculated as a function of all the ballots cast
by the voter in the election, expressed by a function F(v1, ..., v,). One example of

such function is the proposal in [11,36], which sets F'(vy,...,v) = Zle v;. In this
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way, the system ensures protection against last-minute attacks that might occur if
the adversary demands that the voter casts their vote during the very last minute
of the voting phase of the election, either observing the voter while they do so
(including remote observation or recordings of the voting procedure provided
by the voter), or checking the public election information for the ballots posted
by the voter. In that case, if the voter is coerced to cast a vote for vg,e using
the system with flexible vote updating, they cast a ballot for v/ = vAjice — VEve
beforehand, so that their final ballot is computed as v/ + VEye = Vaice-

Human factors assumptions An advantage of the deniable vote updating
strategy is its initial simplicity: if the voter is not coerced, the vote casting process
is no different from simpler voting systems that do not ensure coercion resistance.
Even in case of coercion, the concept of voting again in order to overwrite the
vote cast under coercion would most probably fit into the mental models of the
voters. The simple vote updating strategy therefore only relies on one assumption:

Make sure to vote after (or before) coercion. As opposed to fake credentials
approach, the deniable vote updating strategy requires the voter to take additional
action in order to make sure that the adversarial vote will not be counted. Thus,
in addition to ensuring that the voter has such a possibility by being free from
adversarial observation, the voter should also keep in mind that they need to go
through the voting process again at some point. More complexity, however, is
introduced if the flexible vote updating is used. Namely, the following assumptions
becomes of crucial importance:

Remember all the votes cast in the election. At the moment of casting their vote,
the voter should keep track of all the votes cast in the election, including votes
that they might be coerced to cast in the future.

Calculate values to cast. The voter should be able to calculate the value they
should cast in order to get their preferred vote to be counted; that is, given
v1, ..., Vx_1 as the votes cast in the election, the voter should be able to calculate
vk so that F(v1, ..., 0) = VAlice-

Input vi,. Once the value vy is calculated, the voter has to input it without
making any errors.

Similar to the fake credentials strategy, the system would not be able to
output all the previously cast votes on voter’s request or provide any feedback
on the resulting value F(vy,...,v) upon casting vy without violating coercion
resistance. Note, that the consequences in making a mistake in inputting vy, are
even more severe than in the fake credential counter-strategy when voting in
absence of coercion. While failing to input a correct credential can only in casting
an invalid ballot that will not be counted, choosing a wrong value v; can in worst
case result in a final ballot v = F(vy, ..., vx) that will be counted as a valid vote
for one of the candidates in the election other than Alice.



195

Note also, that much of this complexity can be hidden behind the user interface
of the voting client; as such, the system with flexible vote updating can be modified
into the system with simple vote updating, if the voting client stores all the votes
v1,...,Ux—1 cast so far, and casts a value vy so that F'(vy,...,v5) = vajice if the
voter inputs “Alice” as their choice in the user interface. Such a modification,
however, will make the system vulnerable to last-minute coercion. A possible
solution would be to let the voter choose between simple and flexible vote updating
in an election, by offering to download two different voting clients; this, however,
would require further computer literacy from the voter, as well as the ability to
understand the difference between the offered choices.

3.3 Masking

As opposed to fake credentials and deniable vote updating counter-strategies that
are aimed at nullifying the vote cast in presence of an adversary (with a possibility
to change it to a vote for the voter’s preferred candidate), masking enables the
voter to cast their preferred vote for Alice while letting the adversary think that
the same cast vote is a vote for Eve. The idea is, that before the election, the
system commits to a secret masking value b € B and shares it with the voter.
When casting the vote, the voter utilises a function M : B x V — V to submit a
masked ballot vy; = M (b, vajice ), from which the value vajice = M~ (vy,, b) will
be extracted by the voting system. A voter who is coerced would, correspondingly,
cast the same masked ballot vy, and provide the coercer with a fake masking
value b’ selected such as vy = M (b, vgye). Different variants of masking strategy
have been proposed, such as using Z, as a set of possible votes v,,, and using a
one time pad b € Z,, with M (v,b) := v + b, using permutation 7 of candidate
list vy, ...vr, with b = (7(1),...,7(L)) and M (v;,b) := 7(¢) or using a code list
b= x1,...,x1, with a unique code assigned to each one of the candidates vy, ..., v,
and M (v;,b) := x; (the so-called code voting).

Human factor assumptions The main assumption crucial for the masking
counter-strategy is the voter being able to calculate the value v, that results in
a vote for an intended candidate (i.e. so that M ~1(v,,,b) = vajice). This results
in the following assumptions:

Recalling b.  While the voter does not have to manually input the masking value
during vote casting, they are expected to recall it correctly in order to perform
the calculation of M (vajice, b).

Calculating M (v ajice,b). Even if the voter remembers b, they are still expected
to calculate the masked ballot that corresponds to their intended vote b.

Input v,,. Finally, once the value v,, = M (vaj;ce, b) is calculated, the voter has
to input it without making any errors.

Similar to the fake credential counter-strategy, the voting system would not
output any feedback regarding M ~!(v,,, b) for a cast v,,. Similar to the deniable
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vote updating strategy, failing to cast a correct masked ballot, due to mistakes
either in recalling b or in calculating or inputting v, can in worst case result in
a vote being cast for another candidate that will be counted in the tally.

As one way to mitigate this assumption, the scheme in [7] proposes to use
a mobile app that receives and outputs the value b from the voting system
as the voter starts the voting process. As discussed above, such an approach
requires a trusted mobile device and does not protect against a physically present
coercer. Another solution is the code voting approach that uses paper code
sheets containing printed codes for each candidate, e.g. with T ajce and xgye
corresponding to votes for Alice and Eve respectively. The idea is that the voter
reads the code of their chosen candidate during vote casting, without having to
recall it from memory. Similar to the app approach, the voter would be vulnerable
against physically present adversary. However, assuming that the voter can print
fake code sheets by themselves and expects the coercer to force them to vote
for Eve, they could switch the codes on the fake sheets, setting x;mce = TEve
and 2, = Tajice. Yet another way to ensure that the cast masked ballot is the
same vote that the voter intended to cast is the use of so-called return codes.
The idea is to assign a code rq, ..., to each candidate, and provide the return
code sheets with codes printed on paper to the voter. After receiving a ballot
with a vote for a candidate v;, the voting system outputs a code r; to the voter,
which they should compare to the code on their return code sheet. While the
use of return codes is commonly used to protect against malicious voting device,
it can also be used as a help for the voter to ensure that they input the correct
masked ballot. In order to avoid coercion, however, the voter would have to fake
the return code sheet, assuming a certain level of computer skills.

4 Discussion

Following the description of counter-strategies and their related assumptions, we
discuss the human factors related with applying the counter-strategies and make
recommendations on designing coercion resistant systems.

4.1 Identified human factors and challenges

As the discussion of different counter-strategies revealed, there is a number of
issues related to human factors that need to be addressed for ensuring proper
use of coercion resistant voting systems, with some of these issues known from
usable security research in other domains (see e.g. [51,60]). These issues can be
clustered as follows.

Unrealistic assumptions The complexity of the proposed counter-strategies
is a significant issue that could potentially prevent the voters from applying
these counter-strategies correctly. As such, they tend to require capabilities
that are difficult or impossible to attain, such as being able to remember long,
random-looking credentials or to input them on their first try without any errors.
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While these limitations have been acknowledged in previous research, often by
the authors of the proposed schemes, the suggested methods to aid the voters in
their task either had to rely on additional security assumptions such as trusted
hardware, or introduced further complexity for the voters.

Self-efficacy issues Even if the voters are actually capable to apply a counter-
strategy, a seeming complexity of the process might still discourage them from
it. This leads to lack of self-efficacy: even if the system actually provides ways
for the voters to protect themselves against coercion, the voters might still feel
helpless and unable to do so. Such lack of self-efficacy has been identified as an
issue in other aspects of electronic voting that require actions from the voter that
are unfamiliar to them from paper-based voting, such as verifying the integrity
of one’s cast vote [37]). This issue, however, might be even more crucial for
coercion resistance, since the voter is under additional stress from coercion and
the consequences of failure are potentially higher. If the voter tries to apply
a counter-strategy and fails, they might face repercussions from the adversary.
Even in the vote buying scenario, where the voter does not suffer any negative
repercussions, but instead does not get his pay from the adversary, the voter
might consider it a more rational decision to obey the adversary, if they do not
see their vote as valuable enough.

Limited interactive feedback As opposed to voting in general, the system
cannot provide feedback on the status of vote casting (e.g. whether the voter is
applying a counter-strategy or not). All the explanations and voter instructions
have to be provided in a non-interactive form, that is, they should not depend
on the actions of the voter and whether they apply the counter-strategy.

Trust and acceptance Even in absence of coercion, the voters have to change
their vote casting procedure, often to incorporate non-intuitive elements, such
as entering a masked value instead of their vote, having to remember all the
previously cast votes when updating, or remembering and distinguishing between
different kinds of credentials. If explicit instructions to avoid coercion are provided,
the voter might be altered and distrust the system. On the other hand, mentions
of increased security of the system might make the voters accept the system more,
once they are provided an explanation of the risks that are present in Internet
voting and that the system is designed to protect against (see [35,40] for related
studies on the concept of cast-as-intended verifiability).

4.2 Recommendations

Considering the identified human factors and challenges, we propose a set of
recommendations for future implementations of coercion resistant voting systems.
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Involve the user Involving the user in the development of security-critical
systems has been widely recommended in usable security research, including
research on usability of electronic voting systems [46]. This is especially relevant
when the assumptions on voters’ capabilities are inherent in the cryptographic
protocol, and any improvements after the system is implemented will most
likely come with a change to the security model assumed in the initial scheme.
Considering usability from the beginning of the development, including getting
iterative feedback for the system prototypes from the users, would therefore help
to identify potential issues early. This feedback can furthermore be used to design
new counter-strategies that are more aligned with mental models of potential
voters.

Provide aids The counter-strategies presented above rely on the voter remem-
bering certain secrets, be it their real credential, votes cast previously in the
election, or masking value. While the voter could write them down and use as
a reference during vote casting, this could be an issue with over-the-shoulder
coercion, where the adversary can observe the whole voter environment. For such
a scenario, the secrets should be explicitly designed easy to remember (but at
the same time, not easy to guess to the adversary). The voter should furthermore
be provided with guidelines on how to remember these secrets, e.g. based on
memorisation strategies for PINs [23].

In addition to secrets individual to each voter, there is also a need to remember
the steps of counter-strategy, e.g. the rules of generating panic passwords, or
general instructions on how and when the counter-strategy can be applied. A
number of counter-strategies furthermore require the voter to perform some
calculations, such as generating a panic password according to a set list of rules,
or performing mathematical calculations, such as the XOR-function with the
masking value or the sum of all the ballots cast within election so far. Moreover,
several of these calculations also have to be performed during coercion-free voting.
As the system can only provide limited feedback, the voter will not notice if they
make a mistake in these calculations and thereby accidentally cast a ballot for a
wrong candidate.

In case the secrets such as credentials or masking values are sent to the voter
as voting materials, either via email or paper post, the voter should be able to
fake these materials in case the coercer demands access to them.

As mentioned above, aids to these fundamental components of coercion
resistant voting systems cannot be presented in an interactive way to the voter.
Furthermore, in a scenario with the physical presence of the adversary, even
non-interactive supplementary materials (e.g. paper-based instructions) cannot
be used, as the adversary will demand the voter to put them away. We therefore
propose that early in the development process, user studies are carried out in
order to align voting system specifics and requirements with voter capabilities.
The introduction of new voting systems, possibly related to new concepts such as
coercion resistance, shall be conducted by incorporating accompanying awareness
and education campaigns. One should, however, be careful in ensuring that the
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inclusion of this additional information will not overwhelm the voter or make
them distrust the system. It shall be emphasized here that previous research has
proven that voters tend to accept and manage slightly more complex processes
if this results in an increase of voting security [35]. By involving voters early in
the process and providing them continuous support throughout the election, we
mitigate the risks that come with the limited voter feedback of coercion resistant
voting systems.

Do not over-rely on technology The unrealistic assumptions of the coercion
resistant schemes show that the problem of coercion in remote voting is unlikely
to be solved only by technology. Even if a usable solution is found, it is not
guaranteed that the voter is capable of actually applying the solution, especially
given the high-stress situation of coercion. When implementing the internet
voting system, even the one that is designed to provide coercion resistance
protection, one needs to be of the limitations of such protection, and include
non-technological measures to prevent voter coercion and vote buying.

Consider implementing means for detecting coercion For some of the
counter-strategies, the information available to the election officials might reveal
some insights on whether coercion was attempted. This would include presence of
votes with invalid credentials (for the fake credentials counter-strategy), unusually
frequent vote updating (for deniable vote updating) or invalid ballots (for deniable
vote updating or masking). The concept of coercion evidence [21] was designed
to provide this feature specifically. Such a feature could be a valuable tool in
enabling the coerced voters to signal abuse to the authorities. At the same time,
it can lead to false positives, such as voters making mistakes during coercion-free
voting e.g. by entering an invalid credential, or malicious voters who misuse the
coercion detection mechanisms to undermine the legitimacy of the election and
the trust of the electoral system. One way to resolve this would be enabling to
track the potential coercion attempts back to the individual voters. In that case,
however, potential privacy issues have to be considered.

5 Conclusions

It is difficult to ensure coercion resistance in e-voting systems, as even the
solutions that propose cryptographic protocols are hard to implement in a way
that the voters are able to used them effectively. This is evidenced e.g. from the
real-world applications of Internet voting systems, where it is either assumed that
no coercion takes place (i.e. there are other safeguards in society that protect
against this), or some form of protection against coercion is implemented at
the cost of verifiability (e.g. deniable vote updating in Estonia and Norway).
Given the issues outlined in the paper, designing a practical and usable coercion
resistant scheme is a challenge.

It, however, has to be noted, that coercion cannot be fully excluded via
traditional in polling-place voting as well, including traditional paper ballots. The



200

possibility of so-called ”ballot selfies”, which would be even harder to prevent
as new devices such as smart watches and other wearables that are capable
of recording and are harder to detect are becoming wide-spread. For these
reasons, Benaloh in particular argued [9] that the techniques to achieve coercion
resistance in Internet voting might be of greater help in preventing coercion than
simply relying on safety of voting booths. An important direction of future work
is therefore developing solutions for the aforementioned human factor-related
challenges, including implementations of existing cryptographic schemes, their
evaluation via empirical studies and development of new schemes that allow for
counter-strategies more suitable for practical use.

A particular challenge is to integrate the coercion resistant property with
verifiability, ensuring that the voters can also verify that their vote has been
counted correctly. Such an integration is particularly challenging, as the voter
should not be able to use the results of verification to construct a proof of how
they voted to the adversary. While a few works consider providing verifiability in
coercion resistant voting (see e.g. [49]), further investigation into the investigation
of human factors involved in ensuring both of these properties is needed.

An interesting further direction of future work is studying the perception
of the voters of risk and benefit trade-offs that come from applying coercion
resistant strategies, as well as cross-cultural studies investigating the perceptions
of these trade-offs in different societies. We furthermore did not consider other
technical issues with implementing coercion resistant systems, such as the need
to implement an untappable channel between the voter and the voting server
(see [33] for an overview and discussion of such issues), which would have to be
considered in relation to the human factors as well.
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Abstract. In this paper we revisit the seminal coercion-resistant e-voting
protocol by Juels, Catalano and Jakobsson (JCJ) and in particular the
attempts to make it usable and practical. In JCJ the user needs to handle
cryptographic credentials and be able to fake these in case of coercion.
In a series of three papers Neumann et al. analysed the usability of JCJ,
and constructed and implemented a practical credential handling system
using a smart card which unlock the true credential via a PIN code,
respectively fake the credential via faking the PIN. We present several
attacks and problems with the security of this protocol, especially an
attack on coercion-resistance due to information leakage from the removal
of duplicate ballots.

Another problem, already stressed but not solved by Neumann et al, is that
PIN typos happen frequently and would invalidate the cast vote without
the voter being able to detect this. We construct different protocols which
repair these problems. Further, the smart card is a trusted component
which can invalidate cast votes without detection and can be removed by
a coercer to force abstention, i.e. presenting a single point of failure. Hence
we choose to make the protocols hardware-flexible i.e. also allowing the
credentials to be store by ordinary means, but still being PIN based and
providing PIN error resilience. Finally, one of the protocols has a linear
tally complexity to ensure an efficient scheme also with many voters.

Keywords: Electronic voting - JCJ protocol - Human-based error -
Usability.

1 Introduction

One of the main threats in remote electronic voting is that they are inherently
susceptible coercion-attacks due to the lack of a voting booth. In their seminal
paper, Juels, Catalano and Jakobsson [I0] gave a formal definition of coercion-
resistance and further devised a protocol (JCJ) satisfying this strong security
property. To achieve this, JCJ assumes a coercion-free setup phase where the voter
get a credential which is essentially a cryptographic key. To cast a valid ballot

* This research were supported by the Luxembourg National Research Fund (FNR).
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this key needs to be entered correctly together with the vote. In case of coercion,
the voter can simply give a fake random credential to the coercer and even cast
a vote together with the coercer using this fake credential — the corresponding
vote will be removed in the tally process. The tally process of weeding out the
ballots with fake credentials and duplicates, however, suffers from a quadratic
complexity problem in the number of voters and cast ballots. Several paper are
devoted to reduce the tally complexity in JCJ, see e.g. [I8I2I6120], however, each
with their drawbacks. JCJ and similar constructions however also suffer from
usability deficits, see also [14]. Especially, the voter intrinsically cannot directly
check if a cast ballot is valid and will be counted, see however [g].

Moreover the handling and storing of long credentials is a notorious usability
problem, getting even harder with a coercer present. The usability was analysed
by Neumann et. al. [T6/I5/5] and led to a protocol using smart cards for handling
voter’s credentials. The stored credential is combined with a PIN code to produce
the full credential which will be compared with the credential stored by the
authorities on the bulletin board. In this paper we revisit this protocol and
present several attacks on coercion-resistance and verifiability, but also possible
repairs.

Whereas the the smart card provides a solution to the usability problem, it
also comes with strong trust assumptions and problems

— The smart card is generally needs to be trusted. A malicous card could e.g.
use the wrong credential invalidating the cast ballot without detection, and
we cannot let the voter check if the ballot is correct without introducing
coercion threats.

— The coercer can take the smart card away from the voter to force abstention.

— It is more expensive, less flexible and harder to update than a purely software
solution.

— One of the attacks that we found is that a coercer can use the smart card to
cast ballots on his own. This not only endangers coerced voter’s real vote,
but due to a leak of information in the weeding phase, the coercer can also
detect, with non-negligible probability, whether the coerced voter has cast
an independent ballot against his instructions.

In this paper we will present protocols that repair, or at least diminishes
the attack probability of, the last point by constructing new duplicate removal
methods in JCJ. Further, the protocols constructed in this paper are hardware-
independent: they could use a smart card, or they can be implemented using
combination of a digitally stored cryptographic length key and a PIN only known
by the voter. The long credential could be stored in several places — or even
hidden via steganography. At ballot casting time the software will take as input
the digital key and the password to form the credential submitted with the vote.
Depending on the level of coercion, the coerced voter can either fake the long
credential or, for stronger levels of coercion, the voter can reveal the the digitally
stored credential to the coercer, but fake the PIN. Due to our improved tally,
the coercer will not know if he got faked credentails or PINs.
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Another major problem with the original construction, already discussed as
an open problem in [16], is the high chance of users doing a PIN typo error which
will invalidate the vote and remain undetected. Note that naively giving feedback
on the correctness of the PIN is not possible for coercion-resistance as it would
allow the coercer to check whether he got a fake PIN or not. Instead, we will
define a set of allowed PIN errors (e.g. chosen by the election administrator),
and we will consider a ballot as valid both if it has a correct PIN or an allowed
PIN error, but invalid for other PINs. We construct protocols which at tally time
secretly check whether a given PIN is in the set of allowed PINs and will sort
out invalid ballots. The protocols can accommodate general PIN error policies,
however Wiseman et. al. [22] studied usual errors in PIN entries. Two frequent
errors are transposition errors (i.e. entering “2134” instead of “1234”) and wrong
digit number errors (i.e. entering “1235” instead of “1234”). Correcting for both
of these errors is however problematic, as we will see, since the set of independent
PINs becomes small.

The outline of paper is as follows. In Section[2] we present attacks and problems
of the orignal NV12 scheme. Our improved protocols are presented in Section
In Section ] we make a preliminary analysis of how many independent PINs
exist when allowing certain PIN errors. Finally we conclude in Section

2 Analysis of NV12: Attacks and Problems

Neumann et al. [I6] carried out a usability analysis of JCJ and proposed a
new scheme (NV12) for handling the credentials and vote-casting. In [I5] a few
modification were made to prevent side-channel attacks and an efficiency analysis
was done, and finally [5] presented a prototype implementation and its efficiency.

2.1 The scheme:

In this subsection we give a brief overview of the NV12 scheme, we refer to [15]
and the JCJ/Civitas papers [10/4] for more details. The entities participating in
the NV12 protocol are: A supervisor: who is in charge of running election and
declaring election authorities; The voter: who intends to cast her vote; The
voter’s smart card, reader and computer: which serves as interface between
the voter and the JCJ / Civitas system. The smart card reader has a screen and
PIN entry interface; A registrar: who administrates the electoral register; A
supervised registration authority and a set of registration tellers: that
provide the voter with her credential; A set of tabulation tellers: that are
in change of the tallying process; A set of ballot boxes: to which voters cast
their votes; A bulletin board, BB: that is used to publish information. The
ballot boxes will publish to BB.
The framework of the scheme is as follows

1. Setup Phase. This step is the same as JCJ/ Civitas; an election public key,
pk, will be computed and published.
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2. Registration Phase. After offline and online registration phases, the voter’s
credential divided by the chosen PIN is stored on the smart card alongside
with a designated verifier proof.

3. Voting Phase. The voting procedure is split into two phases implementing
Benaloh challenges to the vote encryption

— Challenge: The smart card commits to an encryption of the vote by
displaying hash (enc(vote, pk,r)). The voter notes down this hash, and
if the encryption is challenged, the smart card releases the randomness
r to the voter’s computer, and the voter can verify the hash indeed
was consistent with the vote choice via a third device. This challenge
procedure can be reiterated.

— Cast: When the voter chooses to cast, she then enters the PIN. Now,
the ballot of the form ({CRD}pk, {vote}pk, o, @) is generated where o is a
zero-knowledge proof (ZKP) of well-formedness of the vote and ¢ is a ZKP
of knowledge of both the credential and vote. This is sent anonymously
to a ballot box. hash(({CRD}p, {vote}ok, o, ¢)) is displayed and written
down by the voter, and can be checked with the stored ballot in the ballot
box to ensure stored-as-cast verifiability.

4. Tallying Phase. This step is also the same as JCJ/ Civitas.

The important trust assumptions made in [I5] are

— For privacy it was assumed:

e Half of the remote registration tellers and the supervised registration
authority are trustworthy.

e Neither the smart cards nor smart card readers can be corrupted.

e The adversary is not able to corrupt a threshold set of tabulation tellers.

— For coercion-resistance we further need:

e There is a point in the voting phase, in which the adversary cannot
control the voter.

e The adversary cannot control the voter’s computer.

e The channel to the ballot boxes is anonymous

— For verifiability it was assumed:

e The adversary is not able to corrupt smart cards. With the Benaloh
challenges implemented this was reduced further to [I6]: The adversary
cannot control the voting environment and the verification environment
at the same time.

2.2 Attacks

We will now present attacks and discuss how to repair these.
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Benaloh challenge problem: The first attack is on individual verifiability. The
Benaloh challenge is available for the user to challenge whether the encryption of
the vote is done honestly. The smart card and reader commits to the hash of the
encryption via the screen of the smart card reader. The problem is that this hash
is not checked for the cast ballot. Instead, what is checked for the cast ballot is
that the hash of the full ballot including the encryption of the credential and
ZKPs matches what is received in the ballot box. This means that the smart
card can at first encrypt all votes honestly and commit to these. However, when
the PIN is entered to cast a ballot, it can encrypt its own vote choice and include
this in the ballot without being detected even if the verification environment is
honest — this violates the trust assumption above.

Repair: Both the hash of the vote encryption and the full ballot needs to be
compared with the values that can be calculated from the ballot received by
the ballot box. This however reduces usability as now two hashes needs to be
checked by the voter, a task which is not trivial. Particularly, the adversary can
precompute hashes that are hard to distinguish for the voter - e.g. matching on
the leading part. Another choice is to commit to the full ballot in the Benaloh
challenge, however this requires the voter to enter the PIN for each challenge.
Since it is a general problem in e-voting that verification checks are too infrequent
among real voters, having to enter a PIN for each challenge further undermines
the Benaloh challenge security. It might also happen that a voter would then
maximally challenge once, and hence an efficient strategy for the adversary would
be to cheat after the first challenge.

Brute force attack: The second attack in on coercion-resistance for a coercer
demanding access to the smart card, alternatively on verifiability for a local
adversary who manages to get access to the smart card undetected. The adversary
could here simply try to guess the PIN and cast a vote. This is not detectable
by the voter due to anonymity of the vote casting. Unfortunately, the PIN
space cannot be scaled since it is upper bounded by the ability of the voter to
remember and enter PINs correctly. Hence, the probability of guessing the PIN
is not negligible. Further, the probability can be boosted by casting multiple
votes. Note also, whereas we can assume that it is in the interest of the voter to
use a correct smart card reader, the adversary can use a malicously constructed
reader. Thus the ballot casting can be automated and the PIN space can be
covered to get a probability of a valid cast vote to be 1. This