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The figure and table below present a fuller version of a model of the contemporary strategic
environment presented in our Defence Studies paper which explores the degree to which
various arrangements for the strategic level of defence are able to respond to the challenges
this environment poses (Lawrence, Tony and Tomas Jermalavicius, “Fit for Purpose: How
Should the Higher Levels of Defence Be Organised in the Contemporary Strategic
Environment?” Defence Studies 12, no.4: 503-522).

The first column of the table identifies, with a single adjective, a feature of the environment
which has been derived from a study of the literature. Our intention is that the identified features
should together provide a full picture of the environment with no overlaps. The second column
of the table provides a fuller (but not a formal) definition of each feature. The third column
provides supporting references.

The list of features is divided vertically into three groups, shaded from darker to lighter. The first
group contains features that primarily challenge our strategic-level defence organisations
directly at the strategic level, for example, the inability to predict where, when and in what
manner we will be required to act. The third group contains features that challenge more the
operational and tactical levels, but may in turn have implications for the strategic level. The
second group contains features which simultaneously challenge both the strategic level and
operational/tactical level. The divisions between these groupings are blurred, just as the
boundaries between the strategic, operational and tactical levels of war have become blurred in
contemporary conflict. There is no significance to the ordering of features within each group.

The list of features is also divided horizontally into two groups. The first group describes
features of the external environment itself. The second group describes ways in which western
states have organised themselves to deal with the external environment and which, in turn,
become features of the environment in which our defence organisations must operate.
Multinationality is an example of this group, since it is both a response to the contemporary
environment (few states are willing or able to operate alone today) and a feature of the
environment within which states must operate (requiring, for example, active measures to
manage coalitions). We refer to these two groups respectively as the ‘external environment’ and

the ‘organised environment'.

The figure presents some features of the model in a graphical form.
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Group I: The External Environment
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many domains
simultaneously,
including non-traditional
domains such as the
cyber- and information-
domains.

Asymmetric Adversaries are able to | “Throughout history, the “paradox of war” reveals that thinking adversaries avoid strengths and gravitate towards areas of
avoid engagements perceived weaknesses. In this tradition, enemies will avoid conventional military operations in which they are unprepared to
that would play to our confront NATO forces. Instead they will attack in ways NATO might consider irregular or asymmetric, but are anything but
traditional strengths, asymmetric to them.”**
and instead deliberately | “However, potential US adversaries will continue to try to level the playing field by pursuing asymmetrical strategies designed to
target our exploit perceived US military and political vulnerabilities. In the future, advanced states might engage in counterspace strikes,
vulnerabilities; they can | network attacks, and information warfare to disrupt US military operations on the eve of a conflict. Cyber and sabotage attacks
quickly adapt their on critical US economic, energy, and transportation infrastructures might be viewed by some adversaries as a way to circumvent
strategies as we find US strengths on the battlefield and attack directly US interests at home. In addition, the continued proliferation of long-range
ways to defeat them missile
and will often operate systems, anti-access capabilities, and nuclear weapons and other forms of WMD might be
without the political, perceived by potential adversaries and US allies alike as increasingly constraining US freedom of action in time of crisis despite
legal or ethical US conventional military superiority.”*?
considerations that “Asymmetric tactics are used to overcome conventional military superiority with violence that humanity generally considers
constrain our own unacceptable. States and societies do not have the luxury of assuming chivalry in their enemies.”*®
actions.

Multi-domain Conflict is fought in “We have to conclude that the future does not portend a suite of distinct challengers with alternative or different methods but their

convergence into multi-modal or Hybrid Wars. ‘Hybrid Wars’ blend the lethality of state conflict with the fanatical and protracted
fervour of irregular warfare ... This could include states blending high-tech capabilities, like anti-satellite weapons, with terrorism
and cyber-warfare directed against financial targe’[s.”44

“Hybrid conflicts are assessed as the most likely form of conflict facing the United States. Few states, if any, are capable of
matching America’s overwhelming conventional military combat power. Because of our conventional superiority, adversaries will
seek more indirect forms of conflict. We expect opponents to blend different approaches and integrate various weapons (lethal
and nonlethal), tactics, and technologies to deny us access and freedom of action. They will be particularly effective in the
information environment, exploiting both modern media and cyber’technology.”45

“Containing the expansion and escalation of conflicts will become more problematic in the future. The advancement of weapons
capabilities such as long-range precision weapons, the continued proliferation of weapons of mass destruction, and the
employment of new forms of warfare such as cyber and space warfare are providing state militaries and nonstate groups the
means to escalate and expand future conflicts beyond the traditional battlefield.”*°
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feature of our own
armed forces, but is
also increasingly
available to our
adversaries.

Dispersed The battlespace, such “Activity, including our own and that of the enemy, will continue to gravitate towards the inter-connected nodes. The nodes are
as it exists, is centres of activity that will be threatened with attack and disruption, and will require protection and offer opportunities for
composed of widely exploitation. Nodes
dispersed, inter- range from critical military infrastructure such as air and sea ports, and satellite ground stations, to strategic locations including
connected centres of centres of governance in urban areas and maritime choke points, and also where the adversaries’ strategic interests are
activity. Combatants clustered, such as areas of major narcotics production and distribution. These nodes will be of importance in all environments.”*’
are likewise thinly “U.S. Army combat experience since 2001 and the anticipated demands of future armed conflict highlight the need to
dispersed, but locally decentralize command as a critical element of operational adaptability. The uniqueness of local conditions and uncertainty
concentrated. associated with the interaction of Army forces with the enemy and complex environments will confound efforts to develop an

aggregated common operational picture as a basis for centralized decision making or control of forces.”*®

High-tech High technology is a “The growing availability of sophisticated off-the-shelf (OTS) weapon technology for non-state actors will increase NATO’s

vulnerability significantly. Strikes against high-value targets (military and civilian) could have potentially catastrophic
consequences and may necessitate that NATO enhances force protection for military and essential non-military components
most at risk.”*

“The accelerating pace of innovation and possible rewards will increase the likelihood and frequency of breakthroughs. Any of
these may result in unintended consequences; some are likely to be positive. However, some may have catastrophic effects or
present potential threats, perhaps through perverse applications, such as the use of genetic engineering to produce designer bio-
weapons. The rapid asymmetric insertion and exploitation of extant commercial technologies by adversaries, and the extent to
which they can render existing defence capabilities obsolete or ineffective, will be of significant concern. The rate of innovation
and adoption by society of certain technologies will pose significant challenges when compared to the traditional, long-term
requirement and acquisition cycles. Conversely, there may be political pressure to adopt a precautionary approach, deliberately
restraining such development.”*

“Technological advantage will remain a vital component of military effectiveness. The Army must continue to develop
countermeasures to future threat capabilities and pursue technological opportunities. Enemies and adversaries, however, will
counter technological advantages through emulation, adaptation, or evasion. It is because of this continuous interaction that the
Army must take an evolutionary, rather than revolutionary or “leap ahead,” approach to force development. Understanding how
human beings apply technology will continue to be more important than the technologies themselves.”"
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Group Il: The Organised Environment
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Operations do not take
place in a single
domain, but involve the
coordinated efforts of
all services/branches.

“At increasingly lower echelons, Army leaders must be able to integrate the actions, activities, and capabilities of joint assets into
operational campaigns. Joint capabilities consist of the complementary and reinforcing effects that the capabilities of one service
offer to the forces of other services. Joint capabilities make Army forces more effective than they would be otherwise.”®?

“Joint operations have become the norm. Our ability to integrate our activities across land, sea and air - including in the enabling
functions of logistics and communications - has meant that the sum is greater than the par‘ts.”63

Specialised

There is a (limited)
degree of role
specialisation in our
armed forces.

“While it may be some years before EU members feel confident enough to go down the route of military role specialization, there
is a degree of unco-ordinated specialization by default taking place as nations give up capabilities under resource pressures. EU
members should discuss their future defence planning options early enough to achieve a more coherent approach.”64

“Through specialisation, individual nations or groups of nations share the responsibility for providing a particular capability. We
have already pursued this approach most successfully in training. Our Centres of Excellence are hosted by a particular nation,
and provide training support in a specific field — cyber defence training in Estonia, medical training in Hungary, and the Belgian-
Netherlands Naval Mine Warfare Centre of Excellence -- these are all successful examples of this approach. The next step is to
move from training specialisation to capability role specialisation.”65

“Not all members need to have the same capabilities. As part of a larger alliance, it is possible, and in fact preferable, that
smaller Allies concentrate on particular capabilities that are often in high demand. This makes both fiscal and strategic sense.
The smaller Allies cannot be expected to develop large expeditionary forces, but they should be encouraged to develop
deployable units in particular high-demand areas.”®®

Gated

Force protection an
important consideration
in the disposition of
forces and the conduct
of missions.

“But above all, in blowing up as many enemies and as few civilians as necessary, [Western political leaders] aim to avoid many
of their own soldiers or aircrew getting killed. Indeed, if averting risk to military personnel means increasing the risk of civilians
being killed or harmed, then that unfortunately is a price that civilians must pay ... | call [this] risk-transfer war because it centres
on minimizing life-risks to the military — and hence all-important political and electoral risks to their masters — at the expense not
only of ‘enemies’ bust also of those whom the West agrees are ‘innocent’.”®’

“We fight so as not to lose the force, rather than fighting by using the force at any cost to achieve the aim.”®®
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