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Dear reader,

I am honored to greet you and present 
you our regular Annual that gives over-
view of the activities of the Security Po-
lice Board in 2008. 

In 2008 passed 15 years from re-foun-
dation of the Security Police as an in-
dependent agency – last year marked 
changes in the management of the Se-
curity Police that are important from 
the viewpoint of the Service: Aldis Alus 
left after termination of term of office 
and Deputy Director General Fatislav 
Keivsar, who had been working in the 
Security Police since its re-foundation, 
retired. Without substantial contribu-
tion of former directors and veterans, 
who commenced the Service, our Board 
would undoubtedly be what it is now: a 
strong and professional special service 

with experience and traditions, secur-
ing state security and public order ap-
propriate to democratic state based on 
the rule of law, performing important 
role in guaranteeing security in Esto-
nia, as well as in the European Union 
and NATO.

The main tasks of the Security Police 
have remained the same in the course 
of years: securing constitutional order 
and territorial integrity of the Republic 
of Estonia; anticipation and prevention 
of intelligence activities aimed against 
the state; protection of state secrets; 
combatting terrorism; disclosure of 
potential corruptive activities of high-
ranking state and local municipality 
officials; ascertaining war crimes and 
crimes against humanity committed 

during and after the II World War on 
the territory of Estonia; pretrial inves-
tigation of crimes, provided by legisla-
tion; and extrajudicial proceeding of 
misdemeanours. 

The task proceeding from the Consti-
tution of the Republic of Estonia – to 
secure the persistence of democratic 
Estonia with the help of all means of in-
ternal and foreign policy – is the foun-
dation of Estonia’s security policy. This 
is the essence of our everyday work. 

As a security agency of the Mem-
ber State of the European Union and 
NATO we have a great responsibility to 
anticipate and prevent (besides attacks 
aimed against the Republic of Estonia) 
also attacks aimed against the interests 

Raivo Aeg, Director General of the Security Police Board.
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of our partners. Experience acquired 
during last 15 years and interest allow 
us to be optimistic about executing 
these tasks in the future. The espio-
nage case of Herman Simm, disclosed 
in 2008, which will probably go into 
the world’s intelligence history, was a 
good example of high professional level 
of our agency. Disclosing traitors and 
bringing them to justice is an extremely 
complicated task for any state’s special 
services, especially in contemporary 
world of technical possibilities, where it 
is easy to conspire and hide one’s traces. 
This case is the best proof of the quality 
of our counterintelligence officials and 
our partner services have not ignored 
that. 

The case of Herman Simm expressively 
displayed the necessity to protect state 
secrets. The volume of state secrets 
and circle of persons involved in state 
secrets has considerably increased with 
accession to international organiza-
tions. We consider especially important 
the mutual efforts of all state authori-
ties in protecting state secrets and we 
are ready to share our knowledge in this 
field. This includes entrepreneurs, who 
very often do not recognise the dangers 
proceeding from industrial espionage. 
The Defence Forces Organization Act 
that took effect in 2008, provides that 
from 2009 the share of the Security Po-
lice in protecting state secrets increases 
significantly – our agency will carry out 
security checks in Defence Forces, as 
well. 

Priority in protecting constitutional or-
der was and is the prevention of threats 
proceeding from Russian national 
extremists and influential activity of 
Russia, aimed at instigating tension be-
tween different nations in Estonia. 

In combatting corruption public atten-
tion was most attracted by criminal cas-
es initiated in respect to high-ranking 
officials of several local municipalities. 
Regretfully, in connection with anti-
corruption combat, several politicians 
have accused law enforcement authori-
ties in being inclined and executing 

orders. Once more I assure that the 
Security Police and other law enforce-
ment authorities carry out tasks strictly 
pursuant to law. There are no legal acts 
imposing quotas or rations on criminal 
cases concerning parties or their mem-
bers, or provided other distinctions in 
that matter. The aim of such unfound-
ed accusations is evidently directed to-
wards banning any procedures on party 
members – in other words, against the 
principle of equal treatment and state 
based on the rule of law. Our position 
is that corruption is like cancer, which 
is destructive in longer perspective and 
there can be no exceptions in fighting it 
off.

Although the threat of terrorism in Es-
tonia is countinually insignificant and 
we are one of the least endangered ar-
eas in the European Union, we cannot 
pay less attention to potential risks pro-
ceeding from various extremist move-
ments. Estonia is not isolated from the 
rest of the world and as a special serv-
ice, we must keep up with what is going 
on around us, assess potential risks and 
threats, and prevent them, if needed. 
Preventive anti-terrorist measures and 
readiness to act in danger has been and 
is among the priorities of the Security 
Police. 

In connection with decreasing risks 
proceeding from illicit handling of ex-
plosive devices, explosives and explo-
sive substances we are glad to say that 
in 2008 there were no explosions in Es-
tonia ending with casualties. The first 
campaign carried out in cooperation 
with the Rescue Board and the Public 
Prosecutor’s Office, “Report explo-
sives”, which gave people possibility to 
hand over explosives in their posses-
sion without punishment, undoubtedly 
played an important role in this result. 
Similar campaign is planned in 2009, 
as well.

The year 2008 will go into history as 
a year of several important events that 
will, first of all, have influence on fu-
ture, the most significant among these 
being perhaps the beginning of world-
wide economic crisis. Nobody can pre-
dict the scope and results of the crisis 
on the world and on Estonia. Historic 
experiences indicate that difficult eco-
nomic conditions, as a rule, complicate 
the internal security situation. Thus, 
the reponsibility laying on the Security 
Police increases even more. Security 
is by no means anything that could be 
achieved ultimately and in a short time. 
It is a complex set of problems, and in 
order to be successful, it assumes co-

operation between all state authorities 
and also comprehensive support from 
Estonian citizens. It would be best, if 
every citizen of Estonia comprehended 
that the security of both, the state and 
an individual, can be created and se-
cured mutually. Safety and security are 
often taken as granted, without think-
ing about it. Citizens do not usually no-
tice the constant and extensive work in 
this field, or it is concealed behind the 
veil of state secret. What will not pass 
unnoticed is the absence of security and 
concurrent deterioration of living envi-
ronment.

In conclusion I would like to thank in 
the name of the Security Police Board 
our cooperation partners in Estonia and 
abroad, and all law-abiding and orderly 
people in Estonia. I wish wisdom and 
countenance to cope with complicated 
problems ahead of us in coming years. 

Wishing you intersting reading and 
pleasant cooperation,

Raivo Aeg
Director General 
of the Security Police Board

It would be best, if every citizen of Estonia comprehended that 
the security of both, the state and an individual, can be created 
and secured mutually.
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2008 had an air of jubilee: 15 years 
from refoundation of the Security Po-
lice as an independent agency passed 
on June l8. Ceremonial gathering 
with colleagues and cooperation part-
ners in the historic main building of 
Maardu Manor will definitely be re-
membred.

Following our tradition, two state of-
ficials, whose personal contribution 
and support helped to promote inter-
agency cooperation and successfully 
secure legal order in the state, were 
awarded on the Police Day festive 
gathering by the Security Police. On 
November 12, 2008, according to 
the directive of the Minister of Inter-
nal Affairs, the Head of the Border 

Guard’s Southeast Region, the Border 
Guard Lieutenant-Colonel Tõnu Rein-
up was awarded an inscribed firearm. 
According to the directive of Director 
General of the Security Police Board, 
Chancellor of the Ministry of Defence 

Lauri Almann, who was leaving this 
post, was awarded with the Plate of 
Merit of the Security Police. 

A very important area from the state’s 
position, where success cannot be 

achieved without professional, flu-
ent and confidential inter-agency 
cooperation, is crisis regulation. In 
order to guarantee physical prepar-
edness and material-technical ability 
for public structures and private en-
terprises, they need regular topical 
trainings and instructing. One reason 
is definitely the fact that in every or-
ganization there are some changes 
in staff during a couple of years, and  
trained and competent employees 
are replaced with new and unexpe-
rienced ones. Some more important 
joint trainings in 2008 deserve to be 
pointed out.

On March 17-20, 2008, the special 
unit of the Security Police Board 

COOPERATION AND PUBLIC RELATIONS

Ceremonial meeting at Maardu Manor on June 18, 2008.

15 years from refoundation 
of the Security Police as an in-
dependent agency passed on 
June l8
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in cooperation with K-Commando 
trained in the framework of anti- 
terrorist combat, how to enter the 
planes belonging to Estonian Air, 
release hostages and detain terror-
ists. Despite the fact that Estonia is 
continually one of the few countries 
with low threat level of terrorism, the 
situation might change any moment 
and plane hijacking has always been 
among terrorists’ favourite targets 
due to extensive media reflection. 

On November 19, 2008, the Secu-
rity Police Board participated in joint 
training “Kiirgus 2008” (“Radiation 
2008”) at Koidula border inspection 
point on eastern border, in the course 
of which was practiced the readiness 
of different agencies and acting in the 
situation of illicit trafficing of radioac-
tive radiation source across the bor-
der. The Security Police Board also 
participated in the crisis regulation 
training, carried out for the Security 
Committee of the Government and 
other agencies by the Ministry of De-
fence on December 16 and 22, 2008.

In 2008, public interest and espe-
cially media attention towards the 
activities of the Security Police Board 
increased significantly (compared to 
previous years). The reason for this, 
above all, was disclosure of the trea-
son case of Herman Simm that met 
active and emotional response, but 
also criminal cases initiated in respect 
to the high-ranking officials of several 
local municipalities and several other 
commenced or continued trials. The 
case of Herman Simm expectedly met 
active interest of international media. 
It is good to acknowledge that both, 
local and foreign journalists mostly 
reflected events connected with the 
Security Police objectively and neu-
trally. 

From the negative aspect we should 
mention credulousness of some jour-
nalists (publications) and their low 

The Plate of Merit of the Security Police Board to the Chancellor of the Ministry of Defence Lauri Almann.

Inscribed firearm to the Head of the Border Guard’s Southeast Region Tõnu Reinup.

level of source-critical attitude to-
wards the news, which was particu-
larly pronounced in unchecked take-
over and broadcasting of gag-news 
about “the farm of the Estonian SSR”. 
Such credulousness and naivety is 
just the thing contributed by Estonia-
hostile information war strategists in 
their well-concealed manipulation ac-

tivities. In September 2008, the men-
tioned gag-news gave Estonian people 
good opportunity to have a first-hand 
experience, how the masses are psy-
chologically manipulated and how 
propaganda could intimidate, disturb 
and provoke us.



8

Intelligence includes gathering and 
analysing informaton that is either 
secret or hard to access, more widely 
it means just covert information gath-
ering. In the majority of intelligence 
services it is mainly done by the serv-
ice’s employees or intelligence offic-
ers, who work undercover. The usual 
cover is diplomatic status in the state’s 
foreign representations, but it is not 
the only possibility. Many countries 
use officers, who work under non-tra-
ditional cover (as businessmen, scien-
tists, journalists). Several intelligence 
services additionally deal with signals 
intelligence, or gathering information 
by means of technical measures.

Anticipation and prevention of intel-
ligence actvity aimed against the state, 
among this also protection of state 

secrets, is called counterespionage or 
counterintelligence. Simply put, the 
purpose of counterintelligence is as-
certaining, neutralizing and, if neces-
sary, inhibition of the activity of for-
eign special services in the territory of 
the state. The utmost task of counter-
intelligence is to identify persons, who 
have contacts with the special services 
of foreign countries and who are in-
structed to gather information. Gath-
ered information is not solely confined 
with state secrets, it also includes in-
tra-agency or other sensitive data (e.g. 
personal data concerning private life).

Every country has its special services 
– intelligence services (mostly divided 
into civil and military intelligence due 
to their specifics) and counterintel-
ligence service. Counterintelligence 

services traditionally deal with se-
curing the state’s internal security 
and gathering information necessary 
for that. Typical fields of activity are 
counterintelligence, combating terror-
ism, guaranteeing constitutional or-
der (combating political extremism), 
proliferation, but also combating cor-
ruption and crime, protection of VIPs, 
etc. Counterintelligence services have 
substantially greater choice of means 
for information gathering than intel-
ligence services. This, of course, is due 
to the fact that they act risk-free within 
their own territory, taking maximum 
advantage of the state apparatus (con-
trol over state border, inter-agencies 
cooperation, databases, etc.).

In the Republic of Estonia, special 
services are called security services. 

COUNTERINTELLIGENCE
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According to the provisions of the  
Security Services Act the activity of 
both, the Security Police Board (coun-
terintelligence) and the Information 
Board (intelligence), is aimed at se-
curing persistence of constitutional 
order in the state by non-military pre-
ventive means, but also gathering and 
processing information necessary for 
shaping security policies and national 
defence. Considering Estonia’s geopo-
litical situation, counterintelligence 
here denotes mainly detection, an-
ticipation and prevention of influenc-
ing and intelligence activity proceed-
ing from Russia. The treason case of  
Herman Simm once again distinctly 
pointed out that we cannot work with-
out cooperation partners. 

In 2008 Russian special services 
(SVR, GRU, FSB) continued intense 
activities aimed against Estonia. As 
Russia has nearly always considered 
NATO and its Member States (includ-
ing Estonia) as a potential threat, it 
strives to be as well informed as pos-
sible about this military organization. 
This, in turn, causes increased interest 
of Russian special services in what is 
going on in Estonia. Foreign Intelli-
gence Service (SVR) and Main Intelli-
gence Directorate of the General Staff 
(GRU) are interested in a number of 
areas: internal, foreign, security, de-
fence, economic, population, scientific 
and educational policies, but also en-
ergy security. It should be constantly 
beared in mind that Russia has re-
stored its imperialist ambitions and is 
not eager to consent with a lot of in-

ternal and foreign policy choices made 
by Estonia. In order to prevent and 
counter Estonia’s choices, or influ-
ence them in favourable direction for 
themselves, Russia constantly needs 
very good and updated intelligence 
and background information basically 
about everything. Obtaining such in-
formation for the leaders of Russia is 
the task of able and large special serv-
ices, which do not economise funds or 
resources in executing their tasks. 

The treason case of Herman Simm, 
which had lasted for years, and was 
disclosed by counterintelligence in the 
autumn of 2008, figuratively indicat-
ed special interest of Russian foreign 
intelligence and the risk it imposes to 
any agency or organization in the West. 
Defence and security information 
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received from Herman Simm could be 
used in diplomatic activities against 
NATO’s expansion, and even more so 
in reinforcing Russia’s defensive po-
tential against NATO. Simm’s treason 
activity harmed defensive potential of 
NATO and Estonia, and its time and 
money consuming reimbursement is 
ahead in coming years. As classified 
information about Estonia’s military 
structures was to some extent dis-

closed and compromised, several ba-
sic changes should be made in the area 
of internal security. Reorganizing se-
curity systems and intensifying coun-
terintelligence is more complicated, 
because there is more to fend off than 
just conventioanl threats. 

Armed conflict with Georgia can defi-
nitely be considered the most elo-

quent event in Russia’s foreign policy 
in 2008. Direct aggression towards 
sovereign neighbouring country con-
currently with Olympic Games signifi-
cantly changed the security situation 
in all countries neighbouring Russia, 
because armed attack against a neigh-
bouring country once again became a 
reality in Russia’s foreign policy ar-
senal. During the conflict in Georgia 
the Security Police ascertained arisen 

activity of Russian special services in 
Estonia. SVR was very interested in 
how Estonia supports Georgia and 
how Estonia and its partners respond 
to Russia’s devastating invasion into 
Georgia. 

As for other areas of intense interest 
to Russian intelligence in 2008 we 
could name the Nord Stream gaspipe, 

planned into the Gulf of Finland, the 
Baltic nuclear power station project 
and Estonia’s energy security issues as 
a whole. 

In 2008, the third and largest Russian 
special service – the Federal Security 
Service (FSB) – extended its activities 
in Europe, first of all by sending offi-
cial representatives to the increasing 
number of states. In one interview, 
the Head of FSB Nikolai Patrushev 
emphasized already in 2007 that al-
though the agency is represented in 
34 countries they want to increase the 
importance of international coopera-
tion even more. FSB has the leading 
role in anti-Estonia subversive activ-
ity, because they have worked out a 
distinct strategy, how to harm Esto-
nia and how to split Estonian soci-
ety. Influencial activity carried out 
via local minority communes and at-
tempts to influence Estonia’s internal 
policy are the most prominent and  

Armed conflict with Georgia can definitely be considered the 
most eloquent event in Russia’s foreign policy in 2008.
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important outside threats. Use of hos-
tile and slandering propaganda, but 
also active measures could be detected 
in their influential activity in 2008. 

The 2009 elections in Estonia will be 
yet another touchstone for Russian 
special services. According to the Se-
curity Police they have quite modest 
chances to force candidates on their 
payroll into the European Parliament 
and Riigikogu (the parliament of Es-
tonia) with legal means and methods. 
Should both elections be a failure, 
it is quite probable that previously 
composed or used subversive projects 
(e.g. inciting application of territorial 
autonomy for Northeast Estonia) and 
attempts to harm Estonia’s stability 
and reputation in the conditions of 
recession with other methods will be 
exploited.

Besides the abovementioned tradi-
tional counterintelligence activity, 

distinct signs of intelligence activities 
aimed against Estonia in other fields 
connected with politics and defence 
forces could be deteced in 2008, as 
was the case in previous years, as well. 
Thus, the Security Police has to pre-
vent scientific and industrial espio-
nage, because as a result of promotion 
of Estonia’s scientific and development 
activities and more extensive interna-
tional cooperation of institutions, the 
interest of foreign public and private 
agencies in our applied science has in-
creased significantly. 

As an example from 2008 we can 
bring a small enterprise operating in 
South Estonia, selling high technol-
ogy samples developed by them to an 
enterprise operating in a major Asian 
country, hoping to extend their area of 
activity there. After receiving samples, 
Asian enterprise terminated all con-
tacts and it can only be suspected what 
happened with the product onward. 

This was a typical case of industrial 
espionage, which have taken place in 
Estonia in previous years, as well. Sev-
eral years ago a similar incident had 
connections with the residency of a 
special service of Russian Federation. 

Hoping to extend their clientele and 
regions of activity, entrepreneurs of-
ten do not think about the risks of sci-
ence and technology intelligence. Such 
risks frequently split up into two: on 
the one hand, there is possibility of se-
curity risks directly aimed against Es-
tonia as a state, and on the other hand, 
(very important for a businessman) 
enterprise’s income forgone and/or 
patent of invention stolen.

In 2008 the Security Police Board 
ascertained that besides the usual 
activity of Russian special services in 
Estonia, the number of several other 
countries’ services acting legally on 
borderline was increasing. 
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DISCLOSURE OF THE TREASON 
SCHEME OF HERMAN SIMM
On May 26, 2008, the Security Police 
Board initiated the criminal case on 
investigation of the activity of Herman 
Simm on the basis of information col-
lected and analyzed by counterintel-
ligence, referring to treason by Her-
man Simm. Simm had worked on the 
post of deputy advisor in the Ministry 
of Defence until March 31, 2008, and 
had access permits to top secret level 
state secrets of Estonia, as well as to 
classified foreign information until 
May 13, 2008. On May 26, 2008, there 
was enough material for initiating col-
lecting evidence in the criminal case. 
The Surveillance lasted till Septem-
ber 2008, when Herman Simm and 
his wife Heete Simm were detained as 
suspects. 

Treason

In the course of preliminary in-
vestigation the following facts 
were ascertained.

From summer 1995 till detention on 
September 19, 2008, Herman Simm 
collected, with the aim to communi-
cate in different European countries to 
the officers of the Foreign Intelligence 
Service of the Russian Federation 
(SVR) the following materials:
1) State secrets concerning Estonia’s 
foreign relations, defence policies, se-
curity agencies and infrastructures, 
and also data protection, altogether
– at least 4 documents including re-
stricted, 1 document including confi-

dential and 19 documents including 
secret level state secrets.
2) Classified information of foreign 
states and international organiza-
tions communicated to the Republic 
of Estonia according to international 
agreements, concerning information 
on communication and information 
systems, data security, intelligence, 
counterintelligence and defence poli-
cies, altogether
– at least 82 documents including 
restricted, 247 documents including 
confidential and 33 documents includ-
ing secret level foreign information.
3) Personal data of persons living in 
the Republic of Estonia and other in-
formation, which helps foreign intel-
ligence to harm the interests of the 

Herman Simm in the house of detention on 19.09.2008.
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Republic of Estonia, and detect and 
incline other citizens of the Republic 
of Estonia to treason.

Thus, pursuant to § 232 of the Penal 
Code (§§ 62, 63 and 73 of the Pe-
nal Code until 31.08.20o2), Herman 
Simm committed treason – assisting a 
foreign state, an alien or a person act-
ing at the request of a foreign state in 
non-violent activities directed against 
the independence and sovereignty of 
the Republic of Estonia, or collecting 
state secrets or classified information 
of a foreign state with the intention of 
communicating thereof, or commu-
nicates such information to a foreign 
state, alien or a person acting at the 
request of a foreign state.

In addition to the abovementioned, 
from September 1, 2001, till deten-
tion, Herman Simm collected with the 
intention to communicate to SVR con-
tacts information, declared data for in-
tra-insitution use, concerning national 
defence policies of the Republic of 
Estonia, defence forces, international 
communication and security systems
- at least 2,908 documents. 

Thus, by such activity, Herman Simm, 
pursuant to § 243 of the Penal Code – 
committed collection of information 
classified as internal information and 
communication of such information to 
a foreign state, alien, or a person act-
ing at the request of a foreign state.

Traitor

Herman Simm and his wife Heete 
Simm were detained on September 
19, 2008. In the course of search in 
their home and summer-house the fol-
lowing items were found: documents 
marked as state secret; items, which 

could be used as caches; cameras, 
memory sticks and PC containing pic-
tures of documents communicated by 
Herman Simm. Loss proceeding from 
treason was assessed and preliminary 
investigation was carried out by the 
Security Police in cooperation with the 
NATO partners. Evidence collected in 
the course of international coopera-
tion affirmed the long-term activity of 
Herman Simm. Proof collected against 
Herman Simm was mainly of IT-type 
evidence, supplemented with a smaller 
amount of proof collected by surveil-
lance and statements of witnesses. 

Herman Simm admitted his guilt right 
after detention. During the whole peri-
od of preliminary investigation he was 
cooperative, and despite his health 
problems behaved correctly and com-
posedly  in the house of detention. 

Herman Simm was born in Suure-
Jaani on May 29, 1947. His career in 
the militia system of the Ministry of 
Intenal Affairs of the Estonian SSR be-
gan on November 5, 1966, as a third-
rank militia official of the 2nd motor-
ized platoon of the Single Motorized 
Operative Division of Tallinn Main 
Office of Militia. From the earlier life 
he possessed the 1st stage in épée fenc-
ing, category of sports referee and cer-
tificate of public sports organizer. On 
July 14, 1967, he was promoted Junior 
Sergeant and on April 29, 1971, he re-
ceived his first rank of officer – Militia 
Leutenant. In 1974 he became Senior 
Militia Leutenant, in 1977 Militia Cap-
tain, in 1981 Militia Major, in 1985 
Militia Sub-polkovnik and on July 5, 
1990, Militia Polkovnik. With this rank 
his his career at the service of Soviet 
occupation powers ended. 

In 1970, parallel with working, he 
graduated from an institution of higher 
education – Tallinn Polytechnic Insti-
tute – as a chemist. In 1976 the Senior 
Militia Leutenant Herman Simm be-
came the member of the Communist 
Party of the Soviet Union. According to 
the service record, Herman Simm de-
served recognition 44 times during his 
25 years of career in Militia: all three 
grades of the medal “For Impeccable 
Service”, the medal “For Service Brav-
ery”, the badge “Exemplary Service in 
the Ministry of Internal Affairs”, the 
badge “Progressive Militia”, the jubi-
lee badge “50 years of Soviet Militia”, 
8 certificates of merit, 2 valuable gifts 
(cameras), 8 acknowledgements, 17 
monetary awards, and twice his photo 
was on the honours list of the Ministry 
of Internal Affairs of the Estonian SSR. 
As for punishments, he received only 
2 directives of reprimand by the Min-
ister of Internal Affairs. One of these, 
on August 27, 1985, for the fact that his 
employment badge (together with the 
clothes, left on the beach at the Gulf of 
Pärnu) was stolen when he was swim-
ming on August 23, 1985. 

Stopping on Herman Simm’s service 
in Militia so thoroughly is important, 
because it was as a young Militia NCO 
that he made his first step on the long 
road of treachery. In 1968 the 3rd De-
partment of the State Security Com-
mittee (KGB) of the Estonian SSR 
contacted him in so-to-say routine 
manner. In 1985, when the Militia Sub-
polkovnik Herman Simm had become 
the Head of the Militia Department 
of the Main Office of Extra-agency 
Guards Service of the Ministry of Inter-
nal Affairs of the ESSR, the KGB of the 
ESSR restored contacts with him and 
he became a confidant of security or-
gans or KGB. New confidence relation 
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with security organs lasted until disso-
lution of the State Security Committee 
of the ESSR in autumn 1991, after re-
independence of the Republic of Es-
tonia. As a militia official, the essence 
of Herman Simm’s cooperation was 
surveillance of the activities/moving 
about of foreigners staying in Estonia 
and contributing to observation at vari-
ous events. Cooperation was greatly 
Simm’s own initiative.

On October 5, 1992, the Deputy Direc-
tor of the State Guards Service of the 
Police Board Herman Simm took an 
oath of conscience to the Republic of 
Estonia. On March 23, 1993, the order 

of the Government assigned Herman 
Simm the Police Prefect of Harju Coun-
ty, and on December 2, 1994, Director 
General of the State Police Board. On 
May 19, 1995, he was released from of-
fice of Director General of the Police 
and assigned to the police reserve. On 
July 31, 1995, Herman Simm asked to 
be released from police service in con-
nection with retirement. 

The same year, in 1995, the former 
confidant of the KGB of the ESSR  Her-

man Simm didn’t need time to asnwer 
affirmatively to SVR’s cooperation 
proposition. Personal difficulties – 
leaving the Police and public pressure 
– were fresh in Simm’s mind. New post 
in the state’s defence structures with 
access to information, very intriguing 
from the point of view of foreign intel-
ligence, suddenly opened promising 
future prospects to aggrieved and dis-
sapointed man. Thus, in his case, it was 
not a classic recruitment operation, but 
classic betrayal case (the so-called KGB 
informant became an intelligence agent 
of a foreign country). Intelligence his-
tory confirms that the best (and most 
long-time) agents act on ideological 

or deeply personal motives. Herman 
Simm’s long-term work for SVR in-
dicates that he was not recruited with 
blackmailing and threats. His mixed 
motives to became a traitor should be 
emphasized: personal aggrivation to-
wards Estonian Police and the Repub-
lic of Estonia (after releasing from the 
post of Director General of the Police 
he was offered a post of deputy super-
intendent in Investigation Department 
of the Central Criminal Police), also 
outruling need for credit (the rank of 

general and high state awards has re-
mained a dream) and money.

Herman Simm wistfully called the 
shoulder patches of Major General and 
Russia’s decoration, promised to him 
by the SVR as an inspiration, as “Rus-
sians’ fairy tale”. The fact, however, is 
that the man, who choose the path of 
a traitor, believed these promises for 
a long time and hoped for their execu-
tion. The fact that such promises turn 
out to be false, clearly indicates total 
lack of interest of the SVR to ensure 
good and secure future for their agents 
(new dwelling place, pension, etc.). 
Russian intelligence had also given no 
consideration to the possibility of dis-
closure of the agent or to his potential 
rescue (one SVR officer came up with 
a very simple and schematic escape 
plan just in the course of a meeting, but 
claimed that in case of being caught he 
is not helped and is on his own). How-
ever, money paid for treason was not 
a fairy tale – Herman Simm received 
good money. 

At the time of committing crimes Her-
man Simm worked on the following 
posts:

03.08.1995 – 11.08.1996 
Head of the Information Analysis Bu-
reau of the Defence Policy Department 
of the Ministry of Defence;

12.08.1996 – 31.01.2001 
Head of State Secrets Maintenance 
Service of the General Department of 
the Ministry of Defence;

01.02.2001 – 31.05.2004
Head of State Secrets Protection De-
partment of the Ministry of Defence;

01.06.2004 - 19.11.2006  Head of Se-
curity Department of the Ministry of 
Defence; Estonian National Security 
Authority;

20.11.2006-31.03.2008 
Adviser to the Ministry of Defence.

Intelligence history confirms that the best (and most long-time) 
agents act on ideological or deeply personal motives.

The dream of general’s shoulder-patches can be disastrous.
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During the period of 29.11.1995– 
13.05.2008 Herman Simm possessed 
access permits to top secret level state 
secrets and classified information of 
foreign states, and by profession he 
had access to intra-institution infor-
mation processed in the Ministry of 
Defence.

According to the NATO system, Her-
man Simm was the National Security 
Authority (NSA) of Estonian security. 
NSA has two main tasks:

1) To change secret information be-
tween Estonia and foreign countries 
or international orgnisations (NATO, 
European Union) according to fixed 
rules;
2) To issue access certificates on classi-
fied foreign information to the officials, 
who need access to classified informa-
tion of NATO and the EU.

Employers of the Traitor

Two officers of the SVR of Russian 
Federation guided Herman Simm’s ac-
tivity at different times – Valeri Zents-
ov, who acted as a businessman and 
an agent-illegal Sergei Yakovlev, who 
acted under false identity of a Portug-
ese citizen Antonio de Jesus Amurett 
Graf. To them Herman Simm commu-
nicated all the abovementioned infor-
mation. Sergei Yakovlev has been de-
clared internationally wanted and an 
European arrest warrant (EAW) has 
been issued on him. Both intelligence 
officers are interesting enough to be 
looked at more thoroughly.

Valeri Mihhailovitch Zentsov was born 
on August 31, 1946, in Berlin, in a Rus-
sian family. In 1947 the family moved 
from Germany to Leningrad and in 
1952 from Leningrad to Tallinn. In 

1963 he graduated Tallinn Second-
ary School No. 30, went to work to 
Tallinn Dockyard and went to study 
in Tallinn Polytechnic Institute in 
the evening form of study. He gradu-
ated the Institute in 1968 as a ship’s 
power-installations engineer. In 1969 
Valeri Zentsov went to work into the 
State Security Committee (KGB) of the  
Estonian SSR, where he served as an 
officer until dissolving of this repres-
sive organ in Estonia in 1991. 

After attending in one-year training 
course in Minsk (1969–1970), the 
young officer was assigned to service 
in the KGB of the Estonian SSR since 
September 1, 1970, as a field commis-
sioner of the 3rd Section of the 2nd 
Department. The Section dealt with 
counterintelligence among foreign 
seamen and diplomats visiting Esto-
nia and anticipation and pervention of 

Herman Simm’s two oaths: the Militia Oath in 1967 and the oath of  
conscience in 1992. He remained true to the first one.
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crimes under investigative jurisdiction 
of security organs (espionage, terror-
ism, smuggling, illegal operations with 
foreign currency, etc.) by means of op-
erative surveillance. 

The young officer was hard-working, 
inquisitive and distinguished in field 
work: already after 3-years service 
he was sent to Moscow for two years 
(1973–1975) to attend in a training 
course, where he became an intelli-
gence officer. On September 1, 1975, 
Valeri Zentsov was transferred from 
counterintelligence to intelligence and 
promoted senior field commissioner of 
the 3rd Section of the 1st Department of 
the Estonian SSR KGB. It was in the 1st 
Department of the ESSR KGB, where 
his career flourished. On November 

1, 1977, Valeri Zentsov was promoted 
the Head of the 3rd Section, and in De-
cember 1988 the Deputy Head of the 
Intelligence Department. During the 
the whole time in the Intelligence De-
partment (01.09.1975 – 31.12.1991) his 
line of work was collecting and analyz-
ing scientific-technologic information. 

After dissolving of the State Security 
Committee of the Estonian SSR, on 
January 1, 1992, Zentsov became of-
ficially a military pensioner of Russian 
Federation, who received his pension 
via Army unit No. 33949 (according 
to the document issued on March 20, 
1998, it was 1,291 roubles and 54 ko-
pecks). In reality, he continued to work 
in Russian foreign intelligence, used 
the cover of a businessman and with 

temporary residence permits lived in 
Estonia. Valeri Zentsov was the person 
who in 1995 recruited Herman Simm 
and he was also Simm’s first agent-
handler. 

The last temporary (1 year) residence 
permit of Valeri Zentsov terminated 
on July 12, 1999, and it was not ex-
tended. After that he lived 57 days in 
Estonia without residence permit and 
was deported from the the country in 
autumn 1999. Valeri Zentsov is a good 
example of how exservicemen of the 
Soviet Union, including former special 
service officers, are a threat to Esto-
nia’s security even 10–15 years later. 
An old Russian saying goes that there 
are no ex-agents, is quite true. There 
is a great likelihood that other former 

Valeri Zentsov’s registration form: foreigner staying in the 
Republic of Estonia illeglly.

Vladimir Zentsov’s handwritten confession about his career 
in the State Security Committee of the Estonian SSR.
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ESSR KGB officers might act in Esto-
nia on request of Russian foreign intel-
ligence agency, who manipulate with 
agents and trustees recruited in So-
viet times. It is very difficult to disclose 
their existence and activity, because 
(opposed to Latvia and Lithuania) no 
lists of carde officers or agencies re-
mained in Estonia after dissolving the 
State Security Committee of the Esto-
nian SSR. Such lists were composed 
afterwards on the basis of indirect data 
and various documentation, and they 
will never be complete.

The Security Police Board has always 
had a position that giving residence 
permits to exservicemen of the former 
Soviet Union and Russian Federation 
would harm the security of Estonia 
and would conflict the idea of the Al-
iens Act and legal practice applied un-
til the decision of the Supreme Court 
from October 24, 2002. The Security 
Police has also emphasized that from 
the viewpoint of the state’s security 
such people might pose collective se-
curity threat. Thus, the possibility to 
refuse permanent residence permit to 
persons, who have been identified as a 
threat to the state’s security individu-
ally, is not enough. 

The Security Police Board has repeat-
edly informed the public that any kind 
of cooperation with the State Secu-
rity Committee of the ESSR in the past 
could become the basis of  blackmail, 
and has recommended to turn volun-
tarily to the Security Police in order to 
anticipate problems. The case of Her-
man Simm has once again confirmed 
the topicality of this threat.
Later, the SVR took a strategically 
reasonable step: the agent-handler 
Zentsov was replaced with agent-ille-

gal Sergei Yakovlev and meetings with 
the agent in Estonia stopped. Support 
to illegals’ line in Estonia, proceeding 
from diplomatic representation of the 
Russian Federation, stopped at the 
same time. The officer of the Illegals 
Department of the “S” Center of the 
SVR’s Main Office Sergei Nikolayevitch 
Yakovlev was a typical agent-illegal, 
merged into the society of a foreign 
country, acting as a citizen of Portugal 
Antonio Amurett de Jesus Graf. He led 
agent Herman Simm until the latter’s 
detaining on September 19, 2008. As 
an intelligence officer, he demanded 
from the agent, besides collecting in-
formation about defence policies of Es-
tonia, information concerning IT- and 
communication systems of the defence 
structures of the European Union and 
NATO that appears to be among the 
priorities of Russian intelligence. 
 
Herman Simm communicated infor-
mation to the SVR orally, as well as in 
the form of documents. Classic Russain 
intelligence methods were applied for 
communication with the agent. Her-
man Simm met with the SVR officers 
in different countries – 15 ascertained 
by now. During the last period of coop-
eration the main stake of conspiration 
was put on the identity of Estonia as a 
Member State of the EU. The meetings 
were combined with Herman Simm’s 
business travels and vacations. Behind 
traditional communication measures 
of Russian intelligence were the officers 
of the SVR Center. The traitor was paid 
for information in cash. During prelimi-
nary investigation the Security Police 
managed to prove income received in 
the amount of 1.3 million EEK.

Russian spy Sergei Yakovlev.

Valeri Zentsov in 1997. 

Valeri Zentsov is a good example of how exservicemen of 
the Soviet Union, including former special service officers, 
are a threat to Estonia’s security even 10–15 years later. 
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Punishment

On February 25, 2009, Harju County 
Court, pursuant to compromise pro-
cedure, convicted Herman Simm in 
treason and imposed a punishment of 
12 years and 6 months imprisonment. 
As part of the compromise prodcedure 
payment of civil action in the amount 
of 20 million EEK and on behalf of the 
state and criminal revenue of over 1.3 
million EEK, received for treason, was 
ordered. 

The Public Prosecutor’s Office termi-
nated criminal proceedings on Herman 
Simm’s wife Heete Simm on Febru-
ary 25, 2009. Surveillance preceding 
detention and items discovered in the 
course of search indicated that Heete 
Simm might have helped Herman 
Simm in treason, but evidence to pros-
ecute Heete Simm was insufficient.

The speed of criminal proceeding in 
case of treason, especially in case of a 
long-term and extensive treason, is a 
vital factor, because all national public 
institutions, but also foreign partners 

of the state and special services, whose 
interests were or could have been dam-
aged by treason, wait for the outcome. 
Firstly, the reputation of the traitor’s 
homeland is at stake. Therefore the 
solution of the criminal case of Her-
man Simm – conviction pursuant to 
compromise procedure together with 
a long-term punishment and payment 
order of civil action – is the best out-
come for a state. Several factors were in 
favor of compromise procedure.

1. Compromise procedure is quick. Ju-
dicial decision will be reached in maxi-
mum one month since the suspect is 
prosecuted. Taking into consideration 
the court practice and procedures of 
general procedure in Estonia so far, 
proceedings of such a complicated and 
bulky criminal case could take up to 
one year already in the court of first in-
stance.

2. Compromise procedure ensures suf-
ficient punishment and civil action. In 
this particular case the punishment 
agreed was close to maximum (12.5 
years imprisonment, while the absolute 

maximum is 15 years) plus confiscat-
ing the property acquired by criminal 
means and the property belonging to 
the suspect to ensure civil action.

3. Compromise procedure decreases 
security risks connected with the court 
session. In judicial proceedings the 
proof presented assumes issuing ac-
cess permits to foreign information for 
participants in court proceedings and 
this necessitates performance of secu-
rity checks on such persons. Access to 
classified information in case of gen-
eral procedure is given for significantly 
larger circle of people than in case of 
compromise procedure, and this in its 
turn increases the possibility that secret 
information could become public.

4. International judicial practice in 
similar cases – court proceedings in 
the Western countries have been closed 
court sessions and been quite short-
time, e.g:

a. Aldrich H. Ames – a counterintel-
ligence agent of the CIA, who sold 
himself to the Soviet Union and later 

Herman Simm as a young militia official and militia sub-polkovnik – during contacts with security institutions.
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Russian intelligence, for 4.6 million 
USD all in all. Arrested on 22.02.1994 
and the court judgement of life im-
prisonment, adjudicated as compro-
mise procedure, entered into force on 
28.04.1994 already. 

b. Robert P. Hanssen – a counterintel-
ligence agent of the FBI, who sold him-
self to Russian intelligence and who is 
considered the most dangerous trai-
tor in  the history of the United States. 
Arrested on 18.02.2001 and court 
judgement of life imprisonment, ad-
judicated as compromise procedure, 
entered into force on 13.05.2002.  

The long-term punishment imposed on 
Herman Simm has several positive as-
pects. The traitor got what he deserved. 
Tense situation arising from detention 
of the traitor became clear both, to na-
tional and international public, because 
until judgement of conviction there is a 
lot of suggestions, suspicions and specu-
lations. Rapid conviction of the treason 
suspect pursuant to criminal procedure 
also indicates professional and interna-
tional level of the Security Police Board.

1. Conviction and imposing punish-
ment took less than 6 months from the 
date of  detention. 

2. Speed and clarity make it possible to 
start elimination of internal and inter-
national damage caused by the traitor.

3. Intensive, quick and efficient inter-
national cooperation gave proof neces-
sary for criminal proceeding.

Learnt Lessons 

Interception of a traitor or foreign 
agent so that he/she could be pros-
ecuted and convicted on the basis of 
high-quality proof is a very compli-
cated task. It requires time, contempo-
rary technical means, professional and 
experienced employees, international 
cooperation and some luck from the 
counterintelligence of any country. 
This is a concealed crime, just like for 
instance corruption, and its (fast) de-
tection is hindered, on the one hand, 
by nowadays open world and, on the 
other hand, by all kinds of technical 

means to cover one’s activities and 
communicating collected information. 
The prerequisite of human intelligence 
is the utmost conspiracy – from the 
hirer as well as from the recruited. 
Damage is caused to the third party 
(in case of Herman Simm it was the 
Republic of Estonia and NATO). Intel-
ligence always means using the most 
secret methods and most recent tech-
nical means. 
 
In disclosure of the treason of Her-
man Simm, high-quality counterin-
telligence played important role. In 
assessing the damages caused by the 
traitor and unconfounding the results 
of treachery we constantly cooperated 
with the partners in NATO and in the 
European Union. The Security Police 
Board did not conceal the unpleasant 
fact of treachery from neither the pub-
lic nor the partner services. On the con-
trary – in order to avoid similar cases 
in the future we have acted as open as 
possible in handling the case and this 
is quite unique in the world practice. 
It would probably never be possible 
to show the whole damage, caused to  

Overview of the spy scandal in a Portugese newspaper “Expresso” on 03.01.2009.
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Estonia and NATO, in numbers. As-
sessement of damages on various lev-
els will be dealt with thoroughly also 
hereafter. Estonia’s defensive abil-
ity (including information concern-
ing development of cyber-defence, 
and radars and defence forces) was 
undoubtedly partially harmed. Much 
work done so far should definitely be 
reassessed or rebuilt, e.g. security sys-
tems, organization of work, informa-
tion protection, etc. However, it should 
be mentioned that in Russia the main 
contractor of secret information be-
trayed by Herman Simm is usually 
the General Staff of the Army and its 
Main Intelligence Directorate (GRU).  
According to the Security Police the re-
ceived information could have harmed 
NATO and Estonia significantly more 
in the capable hands of the military 
men, but it depended on the kind-
ness of the chekists-counterparts of 
the SVR, how much information they 
wanted to share with the GRU.

In case of Herman Simm a lot of peo-
ple undoubtedly asked, how could a 
traitor act for such long time. Herman 
Simm was employed by the Ministry of 
Defence on August 3, 1995. A routine 
backgound check was certainly per-
formed, but nothing that would hinder 
hiring him to the post was ascertained 
at that time. It might be interesting to 
know that according to the State Se-
crets, Act in force, the Security Police 
had 10 days to perform security clear-
ance. Nothing dubious was ascertained 
during posterior background checks 
performed in connection with access 
permit to state secrets. He performed 
his everyday duties carefully, and was 
punctual and demanding. If there is 
a valid suspicion or explicit evidence 
before issuing access permit to state 
secrets, the law provides possibility to 
refuse from issuing the permit. In case 
of Herman Simm there were no such 
reasons. According to the law, grant-
ing or refusing the access permit must 

be motivated and affirmed, because 
refusal could be contested in court. 
Refusing the state secret permit would 
have meant for Herman Simm that he 
would have automatically lost his post 
in the Ministry of Defence.

Background check in itself is not a mir-
acle remedy: the proceeding does not 
give a 100 % guarantee that a person 
will not work in favour of the enemy 
at some point. This is the first instance 
that allows to somewhat decrease 
risks, but it does definitely not totally 
exclude them. Herman Simm was not 
recruited at the time of security check. 
And, of course, a traitor does not no-
tify national counterintelligence of 
such fact. Before accession with NATO 
it was checked, whether the state se-
cret protection system corresponds 
to NATO’s requirements. The experts 
found it did. No country has yet in-
vented measures that would totally 
preclude treason. Such unfortunate 
cases have taken palce in much larger 
NATO member states with a lot more 
experience and opportunities (and 
also in Russia), and such cases will 
probably occur in the future as well. 
However firm and contemporary the 
technical protection measures will be, 
human factor could never be excluded. 
From the position of Estonia and the 
Security Police Board, the most impor-
tant aspect is that the traitor was finally 
detected. This is a signal to other trai-
tors, whether present or future – one 
day you will be caught anyway! 

A traitor usually acts under extreme 
conspiracy. And successful conspiracy 
presumes the smallest possible circle 
of people who know about what is go-
ing on. The people who knew about the 
activities of Herman Simm and who 
counsiously helped him consisted of 
only himself and his intermediary.

When we talk about Estonia’s reputa-
tion, the impact of treachery is twofold. 

In the eyes of general public, above all 
in the West-European countries, this 
case undoubtedly cast a shadow over 
Estonia. However, rapid criminal pro-
ceeding together with conviction of the 
criminal has sooner increased than 
harmed the reputation of the Security 
Police and the Republic of Estonia in 
the eyes of our partner services and se-
curity experts. Despite the fact that the 
whole incident was extremely undesir-
able, we learn and make conclusions 
from it, and secure the weak points 
of NATO security systems in Estonia 
that manifested themselves. In con-
clusion it is important to emphasize 
that besides massive experience the 
Security Police Board and its partner 
services received a lot of fresh infor-
mation about the contacts and inter-
ests of Russian intelligence in Europe 
in connection with the espionage case 
of Herman Simm.

The Security Police Board thanks all 
observant and honest people who no-
tified us of the cases, when the Russian 
under-cover agent Sergei Yakovlev 
contacted them or attempted to build 
up contacts in Estonia. We are con-
tinuously interested in every bit of in-
formation and hint that could help our 
counterintelligence to reveal persons 
who harm or threaten the security of 
Estonia.

Our contact number is +372 612 1400.
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PROTECTION OF STATE SECRET

Training and consulting could be con-
sidered the most important keywords 
in the area of state secrets’ protection 
in 2008. In connection with entering 
into force of the new State Secrets and 
Classified Information of Foreign 
States Act on January 1, 2008, the 
Security Police Board found it would 
be necessary to pay more attention to 
introducing the new Act. 53 school-
ing events concerning protection of 
state secrets, with more than 1,700 
partcipants were held for various 
public departments and private en-
terprises during the year. However, as 
not all departments and enterprises, 
processing state secrets, have received 
sufficient training from the Security 

Police Board after enforcement of the 
new Act, the volume of schoolings will 
be considerable in 2009, as well. The 
most confusing aspect in applying the 
new Act, raising the greatest number 
of questions, was marking on the me-
dium the legal basis of classification 
of classified media. 

No substantial infringements in ob-
serving the requirements on state 
secrets’ protection were ascertained 
in 2008. However, the circle of per-
sons, who possess authorized access 
to state secret (process state secret or 
will most likely process state secret in 
the future) is increasing constantly. 
On the one hand, the number of em-

ployees in private enterprises pos-
sessing state secret processing permit 
is increasing, as more and more en-
terprises are interested in participat-
ing in public procurements includ-
ing classified information. Classified 
information should be processed in 
the premises of the enterprise, i.e. 
outside public agency’s movables and 
immovables. Providing services to 
public agencies that include state se-
cret, at least some of the employees of 
such enterprise must possess security 
clearance for state secret. 

On the other hand, the number of 
security clearances increases due 
to increasing number of Estonian  
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citizens going to work at the posts in 
the EU institutions and NATO struc-
tures that assume possession of secu-
rity clearance for the EU and NATO 
classified information. Every citizen 
of Estonia, who wishes to work in 
some EU institution or NATO struc-
ture, on a post that assumes right for 
access to classified information, must 
first cover security checks in the coun-
try of citizenship, i.e. in Estonia. Only 
after that the person receives certifi-
cate for access to EU or NATO classi-
fied information. Increasing number 
of security checks undoubtedly indi-
cates that Estonian citizens are valued 
workforce at international level.  

Great challenge at the beginning of 
2008 was the State Secrets and Clas-
sified Information of Foreign States 
Act that entered into force on January 
1, 2008, and accompanying necessity 
to explain changes in protection of 
state secrets to all persons processing 
state secrets. The challenge in 2009 is 
the Defence Forces Organization Act 
that entered into force on January 1, 
2009, to take over from the General 
Staff of the Defence Forces security 
checks in the Defence Forces and Na-
tional Defence League. Thus, from 
the beginning of the year 2009 there 
will be only two agencies that perform 
security checks: the Security Police 
Board and the Information Board. 
The Information Board performs se-
curity  checks only for the persons 
running as a candidates for service 
or already working in the Informa-
tion Board (except Director General 
and Deputy Director General of the 
Information Board), and for Director 
General and Deputy Director General 
of the Security Police Board, secretary 

general, deputy secretary generals of 
the Ministry of Internal Affairs, and 
public prosecutors. In all the rest cas-
es security checks will be the task of 
the Security Police Board. 

At the same time, the General Staff of 
the Defence Forces maintains obliga-
tion to check conformity to organiza-
tion requirements on protection of 
state secrets and accessibility of per-
sons to state secrets in the Defence 
Forces and the National Defence 
League. As compliance with the pro-
cedure for access to state secrets, i.e. 
security checks on persons, who apply 
for access to state secrets, is one of the 
measures of state secrets’ protection, 
the new organization of work assumes 
more active cooperation between the 
Security Police Board and the Defence 
Forces in the field of protection of 
state secrets.    

In 2008, pretrial proceedings on a 
criminal case of infringement of state 
secret were completed. The Defence 
Forces officer Rene Toomse, who 
served as the commander of the unit 
ESTHUMINT-2 at NATO ISAF mili-
tary mission in Kandahar Air Force 
Base, Afganistan, is suspected of for-
warding classified information via 
non-encrypted E-mail to a person who 
had no access right to state secrets. He 
also left classified documents on the 
table in his workroom, enabling any 
third party, possessing no access right 
to state secrets, to get acquainted with 
classified documents. This behavior 
qualified under § 241 sec. 1 of the  
Penal Code – illegally communicat-
ing or providing illegal access to state 
the secrets. The criminal case is for-
warded for further proceeding to the 
Public Prosecutor’s Office.  
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PROTECTION OF  
CONSTITUTIONAL ORDER

“Compatriots” as a Tool of 
Russia’s Foreign Policy

An important line of work in the Se-
curity Police Board is to identify and 
prevent Russia’s influencing activity 
against Estonia. Unfortunately, the 
so-called Russian compatriots or Rus-
sians, living outside the territory of 
the Russian Federation, are becoming 
one of the most important leverage. 
The concept of the term “compatriot” 
does not coincide with the concept of 
the term “citizen of Russia”. Exami-
nation of the term compatriot indi-
cates that this euphemism stands for 
the so-called fifth column or in other 
words – this is how naïve persons, in-
fluenced by imperialist ideology, not 
fully understanding the exact mean-
ing of their activity, let themselves 
to be taken advantage of and become 
the target of manipulations, failing to 
form an adequate understanding of 
the world.

Russia’s activities are aimed at oppos-
ing Russians living in Estonia (more 
generally, everybody, not Estonian by 
nationality) and authority of the state. 
It is important to  turn attention to the 
fact that protection of “compatriots” 
really means only decoration in front 
of imperial foreign policy. Although 

state support should include every-
one, whom Russia claims to be com-
patriots, Estonia’s experience has so 
far indicated that the actual attention 
is concentrated on individual leaders 
of local organizations, loyal to Krem-
lin. This is why the whole support (in-
cluding financial) is in possession of 
chosen persons, who divide it as they 
please. The ordinary folk has so far re-
ceived only beautiful promises. 

Important milestones have been sub-
ordination of the Government Com-
mittee of Compatriots Living Abroad 
directly to the Minister of Foreign Af-
fairs and establisment of Compatriots’ 
Department to the Ministry of For-
eign Affairs in 2005, that commenced 
gradual reinforcement of the state’s 
control over “compatriots” policy, 
but also increase of the role of special 
services in anti-Estonia activities.

In 2006 the administrations or rep-
resentatives of Russia’s “compatri-
ots organizations” were still elected. 
Since 2007 tendency has deepened to 
cut out the elections as well as setting 
up candidates in coordination coun-
cils and administrations are approved 
without discussions. The public is 
hypocritically informed of concise 
discussion and democratic election of 
representatives. 

Such performances mainly take place 
at “compatriots conferences” in Rus-
sia, that should represent the “compa-
triots community” of one country of 
residence or a joint representation of 
several countries of one region. There 
are always unexpected deviations 
from scenarios confirmed in Moscow 
that cause a lot of confusion. Thus, the 
too balanced coverage of the armed 
conflict between Georgia and Russia 
by the TV-channel Pervyi Baltiiski 
Kanal (PBK) caused dissaproval in 
Russian compatriots activists living 
in Estonia, who publicly expressed it 
at the Baltic Regional Conference in 
Riga in August 2008. Interesting was 
the fact that on September 1, 2008, 
the chairman of Latvian Coordination 
Council Viktor Gushtshin sent to the 
Secretary of Estonian Russian Com-
patriots Coordination Council Andrei 
Krasnoglazov an official position of 
the Ambassador of the Russian Fed-
eration in Latvia that the Ambassador 
forbids to deliver to PBK the resolu-
tion concerning the events in Ossetia. 
Basically the Ambassador of the Rus-
sian Federation residing in Latvia was 
forced to block the unprompted ac-
tivity of the activists in criticizing the 
media channel necessary for Russia.



25

PROTECTION OF CONSTITUTIONAL ORDER

Fund “Russki Mir” 
(“Russian World”)

Since 2006 compatriots policy is more 
and more shaped according to the so-
called concept Russki Mir – a policy 
that emphasizes the principle of his-
toric Russian region. This ideology 
strives for uniting Russians identity 
all over the world on the basis of cul-
ture, language, religion, etc. The fund 
“Russki Mir” was founded in June 
2007, financed from Russia’s federal 
budget and private contributions. In 
autumn 2007 the fund began actively 
to participate in and support compa-
triots congresses. For instance, the 
fund financed with 30,000 euros the 
European Russian Forum in Brussels 
on 01.–02.10.2007, the main organ-
izer being the leader of European Rus-
sian Alliance and member in the Eu-
ropean Parliament Tatjana Zhdanok. 
This confirms that besides culture and 
language projects the fund finances 
distinctly political events. It should 
also be mentioned that the managing 
director of the fund “Russki Mir” is 
Vjatcheslav Nikonov – the grandchild 
of notorious Vjatcheslav Molotov and 
the advisor of the last chairman of the 
State Security Committee of the Soviet 
Union (KGB) Vadim Bakatin.

In 2008 the fund “Russki Mir” started 
intensive activity in Estonia, as well, fi-
nancing several “compatriots” projects 
here. In Estonia some former officers 
of the special services of the Soviet Un-
ion and several extremist politicians 
are connected with this fund – e.g. the 
member of the Russia’s Worldwide 
Compatriots  Coordination Council 

and the Russia’s Compatriots Coor-
dination Council in Estonia Andrei 
Zarenkov and the council member of 
the Pushkin Institute Andrei Kras-
noglazov. On June 27, 2008, at the 
yearly Estonian Russia’s compatriots 
organizations confrence, the journalist 
and former intelligence officer of the 
KGB of the Estonian SSR, the member 
of the Russia’s Compatriots Coordina-
tion Council in Estonia Vladimir Ilya-
shevitch performed as the representa-
tive of the fund “Russki Mir”.

The opening of the representation of 
the fund “Russki Mir” in Tallinn took 
place on December 18, 2008, in the 
premises of the Pushkin Institute, 72 
Maneeži Street. Presentation intro-
ducing the fund was held in the main 
hall of Rahvusraamatukogu (National 
Library). During the event the persons 
connected with the fund constantly 
tried to control information deliv-
ered to Estonian media. For instance, 
the journalists were recommended 
to coordinate journalists questions 
beforehand. The fund’s press release 
about the opening of the fund was 
pre-written and was not allowed to be 
changed, etc. Launching the activity of 
the fund’s representation in Estonia 
marks the beginning of the next step in 
Russia’s compatriots policies against 
Estonia. Via the activity of the fund 
in Estonia, several institutions of the 
Russian Federation can influence the 
processes connected with compatriots 
policy in Estonia. Although “Russki 

Mir” officially claims that it does not 
intervene in politics, the opening of the 
representation in Tallinn directly indi-
cated the dependence of the leaders of 
the fund on local Russian Embassy.

Rossotrudnitchestvo

In May 2008 the CIS Federal Board 
was founded in Russia that was re-
named the Federal Agency of Hu-
manitarian Cooperation of Com-
patriots Living in CIS and Abroad 

(Rossotrudnitchestvo) on September 
6, 2008. According to the Security Po-
lice Board the activity of this Agency 
will start to influence processes con-
nected with Russian compatriots in 
Estonia from 2009, when the new 
Citizenship Act and Compatriots Act 
of the Rusian Federation enters into 
force, and compatriots support pro-
gramme for the years 2009–2011 will 
commence. It should be emphasized 
that the mentioned Federal Agency 
(as its predecessor Rosžarubežtsentr) 
has the right to establish its own for-
eign representations or use diplo-
matic officials of Russia. This means 
that all staff employees of Russia’s 
foreign representations (embassies, 
consulates) and the 185 employees of 
the Federal Agency assigned abroad 
(to embassies and foreign representa-
tions of the Agency), also the persons 
employed in the host country have 
permission to work for the Federal 
Agency Rossotrudnitchestvo.

Russia’s activities are aimed at opposing Russians living in Esto-
nia (more generally, everybody, not Estonian by nationality) and 
authority of the state. 
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Thus, it could not be excluded that 
from 2009, establishment of Ros-
sotrudnitchestvo’s subsidiary in Esto-
nia might be supported on the basis 
of the information center of the fund 
“Russki Mir” founded at the Pushkin 
Institute. The Federal Agency is fund-
ed directly from federal budget, not 
via the Ministry of Foreign Affairs. 
The main functions of Rossotrud-
nitchestvo are connected with the CIS, 
with Russian-language education and 
Russian culture, with popularizing 
of scientific-technical cooperation, 
Russian compatriots and humanitar-
ian cooperation. Provision, according 
to which the Federal Agency should 
guarantee protection of state secret, 
is of interest, meaning quite probably 
that Russia continues its intelligence 
activities under cover of this Federal 
Agency.

Russian special services try to reor-
ganize their activity, which means 
implementation of new means and 
coverings, and proportional increase 
of intelligence. In anti-Estonia (in-
telligence) activity the new Federal 
Agency means non-customary con-
spiration in covering its activities. 
Russian members of cultural elite, 
intellectuals, scientist, and persons 
and politicians connected with the 
Pushkin Institute could be used (usu-
ally without their knowledge) for col-
lecting and communicating to Russia 
various information for the purpose 
of utmost importance. Via compatri-
ots policy and “private” funding, Rus-
sian agencies (among them special 
services) have significantly strength-
ened their control and influence over 
Russian compatriots – any democracy 
in their decision-making processes is 
excluded. The leaders of compatriots 
must be loyal to high-ranking Rus-
sian national officials and act exactly 
as they are told. Financial support is 
received and divided according to the 
same principles, as well. In its anti-
Estonia activities Russia actively at-

tempts to take advantage of financial 
interests of Estonian businessmen. It 
is recommended to local compatriots 
more and more to turn to business-
men who do business in Russia, with 
the request to finance them. Tactics 
employed in that try to achieve the 
situation, where influential activity is 
paid for by Estonian tax payers, not 
Russia.

Developments in Russia’s compatri-
ots policy show the increase of Rus-
sia’s ambitions in the world and espe-
cially in the Baltic States. If elsewhere 
in Europe attempts are made to mo-
bilise Russian communities and real-
ize support programmes, then in the 
Baltic States they are planning access 
to the European Parliament with one 
of the aims to acquire the status of an 
official language to Russian. In Esto-
nia’s context “the need to have succes-
ful cooperation with the governments 
of the host countries” probably means 
to bring pressure to the government 
via the structures of the European 
Union, where Russia’s compatriots 
policy is not sensed as sharply.

According to the latest information 
Russia has decided to stake at the 2009 
elections of the European Parliament 
an unexpected candidate Aleksei Se-
myonov. Although it is no secret that 
Semyonov is a member of the Consti-
tutional Party, he has not yet proved 
himself in public as a politician. It 
would be all the more noteworthy, if 
Russia would selfishly betray Dmitri 
Klenski and the recent leading politi-
cian of the Constitutional Party Geor-
gi Bystrov, who have propagated the 
ideas of the Kremlin in Estonia for a 
long time and self-sacrificingly, and 
starts to seek new alternatives. Alek-
sei Semyonov is a person with classic 
loyalty to Kremlin, who coordinates 
his activities and decisions with the 
wants of the financers.

Extremists Supported from 
Russia

One of the greatest security risks 
for any country is internal scission, 
whether on political, national or reli-
gious grounds. Cleft in society makes 
the state much more vulnerable from 
outside. It is always initiated and in-
tensified by various extremist move-
ments. 

Although most of the Russian-speak-
ing youngsters have integrated into 
Estonian society, serve in defence 
forces, acquire the best possible ed-
ucation and participate in politics, 
Russian youngsters have grown up 
besides them, who, despite enjoying 
democratic freedom and knowing 
their rights as citizens, live concur-
rently in the information field of Rus-
sia’s media and information channels 
fully or partly. This marginal part of 
Russian-speaking youngsters has, in 
their search of identity, totally orien-
tated on Russia, and on dominantly 
imperialist and chauvinist values. 
The persons most influenced of for-
eign ideology and propaganda op-
pose themselves sharply to the state 
of Estonia, try to find sympathizers 
and seek for field of action. The more 
attention they receive, the more inspi-
ration they get and at the same time 
increases the risk that their activities 
go to extremes.

All extremistically disposed Russian 
groups and individual activists cur-
rently acting in Estonia have been 
inspired by Russia’s imperial propa-
ganda and their activity is orientated 
towards ideologic and financial sup-
port received from Russia. They try 
to instigate national contradictions, 
playing their cards on historic days 
and different treatment of history, 
and support segregation of Estonian 
and Russian population (requests 
to give special status to Russian lan-
guage and education, etc.). It is not 
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always possible to prevent fully the 
society-splitting activities of Russia-
inclined groups and individual per-
sons, whose activities balance on the 
edge of legal and illegal, because it 
would restrict democratic freedom. 
This is a paradox.

Last year the leaders of Russian ex-
tremists attempted to find new out-
put, cooperation partners and finan-
ciers. Compared to previous years, 
in 2008 Russian extremists’ were re-
markably more active in using Inter-
net for propagating their ideas. Two 
main reasons could be brought out: 
lack of supporters for actual activity 
(meetings, pickets) and court sessions 
held on participants of the April riot 
of  2007. Thus, the radical extremists 
under the label of “Notchnoi Dozor” 
(Night Watch), who lay claim to have 
extensive support of Russian commu-
nity, managed to mobilize to the most 
important event of 2008 – celebra-
tion of the anniversary of the mass 
riot – only a few tens of people. On 
September 22, 2008, on the anniver-
sary of the march-in of the Red Army 
to Tallinn, the “meeting” consisted of 
only a dozen persons. 

Marginal movement “Notchnoi Do-
zor”, wih a small group of supporters, 
that strives to split Estonian society 
with every possible measure, deserved 
unproportionally extensive attention 
in Estonian media in 2008, in inverse 
proportion to its significance among 
Russian community. Characteristic to 
the group are internal contradictions 
between the leaders and decrease of 
outside support. In media (and via 
that, also in public) the main interest 
deserved random news picked up on 
the website of  “Notchnoi Dozor” dur-
ing weekends. The most remarkable 
example was panic among the Rus-
sian-speaking population in Novem-
ber 2007, brought into being from 
nowhere, concerning devaluation of 
Estonian kroon that was reflected in 
the press only after the bored activ-
ists of “Notchnoi Dozor” published 
this piece of “news” on their webpage. 
It was not the opinion of “Notchnoi 
Dozor”, just an article consisting of 
entries picked up from various links. 
Statements summarized by “Notchnoi 
Dozor” had actually been made much 
earlier and had had no attention at 
the time. 

It should be understood that most of 
the  Russian extremist groups in Esto-

nia are mainly virtual Internet-based 
projects, which in reality have no sup-
porters. The main activity of “Notch-
noi Dozor” activists are the attempts 
to gain attention of Estonian press 
with news spread via their website. 
The greatest achievements are the 
cases, when some of Estonian politi-
cian bothers to argue with them. 

A three-members (!) “New Generation 
Northwesterners Union” that “broke 
into” media managed to produce on 
their homepage altogether 11 state-
ments from various areas in 2008. 
One important area they emphasize 
in these statements is education and 
they try to manifest themselves as 
protectors of Russian-language edu-
cation and Russian schools. Ironically 
enough, at the night of October 11, 
2008, the Police detected one group-
member, the student-activist Ale-
ksandr Kotov, scribbling on the wall 
of his former school (Tallinn Second-
ary School No 53) Estonian-language 
words „KURADI TIBLAD“ (“Bloody 
Russes”). In order to make the word 
seem more effective, he precedingly 
threw a self-made colour-bomb at the 
school, damaging  two walls of the 
house by that. Kotov’s naive wish to 
find supporters to his extreme actions 

Unsuccessful attempt of instigating hostility – smeared wall of Tallinn 
Secondary School No. 53 at 42 Sütiste Street.



28

can not be excluded, of course. The 
Security Police Board has occasion-
ally been accused of unfounded per-
secution of young people. The above-
mentioned case indicates that special 
service could not sit back and watch, 
how the propaganda of an unfriendly 
country agitates socially immature 
youngsters or even underage persons 
to break the law.

A common feature of all Russian 
groups with extremist inclinations is 
that they are unprincipled and have 
mixed-up way of looking at the things. 
A good example is A. Kotov and his 
two comrades, who on the one hand, 
in words, protect Russian schools, 
but on the other hand scribble on 
the walls of their schoolhouse, call-
ing Russians with abusive names. Or 
the abovementioned “Notchnoi Do-
zor” that cooperates with both, close-
minded communists from Pskov, as 
well as with ultra-nationalists. 

In the source of the activities of Rus-
sian extremists could be observed 
classical origins of extremism, where 

persons, who are inable to handle 
their personal life and employment 
affairs start to seek for those, who are 
guilty of their ineptitude. The main 
feature of any extremism is antago-
nism – whether on the basis of racial 
features (neo-Nazis) or language-
based features (Russian chauvinists). 
The prevailing failures in personal life 
and work of the members of Russian 
extremist groups clearly incicates in-
ability to find a place in society. Mi-
nor criminal offences, hooliganism, 
tax evasion, drunk driving or driving 
without driving licence, etc. are point-
ed at as discrimination on national 
grounds. 

The alleged national disrimination 
offers work and income to the press 
representatives of extremists Jekat-
erina Zorina from Russia’s TV-chan-
nel Rossija and Galina Sapozhnikova 
from the Moscow newspaper Komso-
molskaja Pravda. In 2008 their activ-
ity was not restricted with writing only 
“heroic stories” about the events or-
ganised by extremists – together with 
te activists of “Notchnoi Dozor” they 

were hoping to provoke the imaginary 
enemy. These they tried to find from 
the annual gathering of the “wrong 
side” war veterans at Sinimäed. Zori-
na and Sapozhnikova came from Riga 
to Tallinn in the same car, together 
with Maksim Reva, prosecuted on or-
ganising the April riot. 

With Galina Sapozhnikova as a leader, 
and funds from Russia, a new infor-
mation war project was launched on 
October 2008 – a non-profit associa-
tion Impressum, calling itself “inter-
national media-club”, with the main 
task to turn the key topics of Russian 
propaganda attractive for Estonian 
media. Amazingly, at the very same 
day (October 28), a fund “Historic 
Memory” (“Историческая память”) 
was founded in Moscow with a well-
known history forger Aleksandr Dyu-
kov as Director General. The fund has 
made it its purpose to fight against 
“rewriting the history” of the XX cen-
tury in the Baltic States and Ukraine. 
One of the first acts of Impressum was 
to translate into Estonian and pub-
lish in Estonia Aleksandr Dyukov’s 

“Nochnoi Dozor” and Impressum in each others arms. Galina Sapožnikova
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book “Myth of Genocide: Repressions 
of Soviet Power in Estonia (1940–
1953)”, which was published in  2007, 
but received no attention. The former 
officer of the Intelligence Department 
of the KGB of Estonian SSR Vladimir 
Ilyashevitch was also involved in pub-
lishing process. The presentation of 
this publication was provocatively 
scheduled on the 60th anniversary of 
the 1949 March Deportation – March 
26, 2009. 

Although Aleksandr Dyukov has no 
scientific degree or outstanding pro-
fessional achievments in history, he 
has good access to the documents 
conserved in the archives of the Rus-
sia’s Federal Security Bureau (FSB). 
To ordinary historians, despite citi-
zenship, the doors to this archive are 
firmly closed. Thus, Dyukov has cer-
tainly full approval of the FSB.

It is important to emphasize that the 
represenatatives of Russia do not only 
play the role of direct coordinators of 
extremists, even more important is 
the anti-Estonia or Estonia-hostile 
background created in media. So, in 
2008, in case of the armed conflict 
between Russia and Georgia, it could 
be seen that Russia’s vigorous propa-
ganda influenced all European coun-
tries with numerous Russian-speak-
ing auditorium and activated local 
Russian extremists to various actions. 
During the Russia–Georgia armed 
conflict, for instance, Dmitri Klen-
ski, who had lived modestly after the 
2007 April events, became active and 
made several approving statements 
on Russia’s activities, and organised 
a fund-raising campaign in support of 
South-Ossetia.

Left-wing and Right-wing 
Extremists

The Security Police continuously 
keeps eye on persons with both, ex-
tremely left and extremely right in-
clination and their activities that 
could lead to extremism or violent 
conflicts. Increasing cooperation 
between Estonian and foreign sym-
pathizers (both, left- and right-wing 
extremists), also more distinct for-
mation of left-wing movement might 
be mentioned as the most important 
tendency in 2008. During last years 
Europe has experienced increasing 
problems in connection with mu-
tual and violent conflicts between 
right-wing extremists (skinheads, 
neo-Nazis) and left-wing extrem-
ists (anti-fascists, anarchists, anti- 
globalisationists, anti-racists). As an 
example we could bring the annual 
rightist extremists’ Salem March in 
Sweden and European Social Forum 
taking place in several countries that 
are accompanied by violent demon-
strations. 

The main feature of any extremism is antagonism – whether 
on the basis of racial features (neo-Nazis) or language-based 
features (Russian chauvinists). 

The baggage of an active member of “Nochnoi Dozor”at  
Estonia–Russia border. This is how the Kremlin propaganda  
machinery is supplied with materials that should discredit 
Estonia. If nothing better is not found, publications on history 
will do as nicely.
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Swedish right-wing extremists in Estonia.

Estonian right-wing exstremists have 
the closest contacts with Swedish sym-
pathizers. The main initiator of these 
contacts is an active right-wing ex-
tremist from Pärnu, the board mem-
ber of Estonian Independence Party 
(EIP) Kaido Nõmmik. 24 members 
of the neo-Nazi organization Swed-
ish Resistance Movement (SRM) 
were in Estonia on May 9–11, 2008, 
on his invitation. SRM is the most 
forcible Swedish right-wing estremist 
organization, vividly characterized by 
the fact that about half of its near 150 
members have been punished pur-
suant to criminal procedure. During 
the search executed at the members 
of SRM in March 2008, the Swedish 
Police confiscated a large quantity 
of firearms, ammunition and explo-
sives. 

On July 24, 2008, 8 members of 
Swedish rightist extremist movement 
Info14 arrived from Sweden to Esto-

nia, among them Robert Vesterlund, 
who is in Estonian list of prohibi-
tion on entry. In cooperation with 
the customs officials Vesterlund was 
held up and sent back to Sweden by 
the Border Guard. A police operation 
was carried out in the morning of July 
26, 2008 – one person was detected 
to have symptoms of  alcohol while 
driving and another person had road 
traffic offences. 

Via both kind of extremists the above-
mentioned problems might reach Es-
tonia in the nearest future. In August 
2008 The Swedish Police detained 
several Estonian animal protectors 
after the event they were participating 
at turned violent. In December 2008 
six Estonian skinheads, who wanted 
to participate at Stockholm Salem 
March, were held up at the border. 
As the leftist movements are begin-
ning to emerge in Estonia and their 
actions are becoming more frequent, 

such actions and conflicts between 
two antagonist sides might become 
potential threat. In 2008, dissatisfac-
tion of the older generation skinheads 
could be observed in connection with 
intensifying activity of Estonian an-
archists and animal protectors in 
which they see threat to Estonia’s na-
tionhood. The purpose of leftists and 
rightists is often defying or provoking 
mutual conflict, not protecting or dis-
seminating their ideas. Young people, 
who go along with extremists’ actions 
due to curiosity or adventure, as these 
actions seem exciting, often do not 
ackowledge that they might put their 
fate at stake or ruin their future. As all 
special services, guaranteeing inter-
nal security in the state, the Security 
Police Board of Estonia observes all 
movements that propagate and incite 
violence with their activities.

Estonian rightist extremists some-
times organise events that are directly 
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Skinheads at the concert.

connected with propagating the ideas 
of national socialism. The initiator 
and organizer of such events has for 
years been a Finn, Risto Mikael Tei-
nonen, who has organised celebra-
tion of the birth anniversary of Adolf 
Hitler in Tallinn and Tartu, also other 
red-letter days of the Third Reich (the 
Munich “Beer Putsch”, the Wann-
see Conference, etc.). Although the 
number of neo-Nazis is about twenty 
in Estonia, the abovementioned activ-
ities, but also participation of persons 
favouring-propagating national so-
cialism and xenophobia at commemo-
rative events of various historic events 
bring direct harm to Estonia by giving 
Russian propaganda the possibility to 
point at Estonia as a country support-
ing Nazism. On the other hand, con-
sideration should always be given to 
potential responses and impacts such 
various historic viewpoints cause in 
the friendly countries that during the 
II World War predominantly suffered 

due to Nazis, not Soviet occupation. 

Participation of the persons, who call 
themselves nationalists or supporters 
of Estonian soldiers, participate at cel-
ebration of former red-letter days of 
the Third Reich criminal Nazi-regime 
with equal provocativeness, indicates 
ideological confusion of such young 
people. This is why these youngsters 
give reason to classify them in Europe 
as rightists or supporters of right-
wing extremism.

A noteworthy change that took place 
in 2008 was increasing interest of 
the rightists to participate in politics. 
Such change in attitude could, first of 
all, be explained with political suc-
ces of right-wing extremists in sev-
eral West-European countries, and 
this has been an inspiration for their 
sympathizers in Estonia. The main 
models are the German National-
democratic Party (Nationaldemok-

ratische Partei Deutschlands – NPD) 
and Swedish Resistance Movement 
(SRM). The most important thing 
expected is more extensive public at-
tention and, first of all, support from 
Estonian Independence Party (EIP), 
where several members of the board 
favour rightist views and some have 
been skinheads in youth. 
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RUSSIA’S INFLUENCE ON ECONOMIC 
SECURITY OF ESTONIA

The year 2008 proved epochal in 
the whole world, as financial crisis 
evolved into economic crisis with pre-
dicted culmination in 2009. The cri-
sis did not leave Russia uninfected, its 
economy is strongly affected by four 
times lower petroleum price and fol-
lowed by dropped gas price six months 
later. Unemployment is increasing 
and the 6% economic growth is turn-
ing into recession in 2009. Changes in 
economy have forced Russia to review 
the state budget several times and to 
devaluate their currency – the rouble. 

National stockpiles decrease in great 
speed. Financial crisis and concurrent 
discredit has raised serious problems 
also for such major Russian groups 
as Gazprom, Rosneft and Transneft, 
who have trouble to refinance their 
loans and getting investments vital 
for development. Rosneft and Tran-
sneft are conducting negotiations 
with China for borrowing, respective-
ly, 15 billion and 10 billion USD with 
barter agreements, that would be paid 
for with petroleum supplies. At the 
same time Russia is taking even more 

advantage of the possibility to nation-
alise private enterprises.

In 2008 the Security Police Board ob-
served increasing interest of Russian 
investment capital in Estonia’s energy 
sector. Russia’s influencing activ-
ity concerning Estonia in connection 
with the Nord Stream project, very 
important from the position of Rus-
sia’s energy security, could be identi-
fied constantly. The main way to influ-
ence Estonia is via European partners 
participating in the project (BASF, 
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Gasunie), and influencial persons in 
Germany, Netherlands and Finland. 
Processes in the world economy have 
brought change into the Nord Stream 
project, as well. In November 2008, 
Nord Stream AG sent the environ-
mental impact assesment draft state-
ment to all states at the Baltic Sea. 
Although it was a draft version of the 
final Nord Stream’s Espoo statement, 
Ramboll Group A/S that drew up 
this statement, left out all notes and 
shortcomings previously repeatedly 
indicated by the countries of origin, as 
well as influenced countries (Estonia 
belongs among the latter), and there 
are a lot of contradictions in present-
ed conclusions. 

Another important development 
in Russia’s anti-Estonia activity is  

A law on special economic measures has been passed in  
Russian Federation, which in future might be applied on Estonia, 
as well. 

increasing interest in projects of nu-
clear energy power plants in Estonia 
(or connected with Estonia) and also 
in wind energy projects. In case of 
wind energy the most important as-
pect is the fact that the most likely 
solution to compensate instability of 
wind energy are the generators run-
ning on gas. An enterprise with Rus-
sian background, Greta Energy Inc, 
has a plan to set up wind-parks in Hi-
iumaa and East-Virumaa, with total 
power of 1500–2000 MW. Although 
Greta Energy was founded in Canada 
in 2004, the enterprise is closely con-
nected with Russia: its directors are 
from Russia and the largest office out-
side Toronto is in Moscow. 

Besides energy projects Russian capi-
tal is still interested in transit, which 
is influenced by both, economic and 
political processes. Developments in 
transit passing through Estonia are 
contraversial. On the one hand, in de-
clining economic situation economic 
arguments will play increasing role 
and goods will be transported cheaper 
ways. This, in it’s turn, increases po-
tential of transit via Estonia for these 
lines of goods that, according to con-
cluded contracts, travel cheaper by 
railways. For instance, Russian Rail-
ways constantly hindered coal tran-
sit via Estonia (did not give cars and 
confirm transportation schedules, by 
that supporting Ust-Luuga and Mur-
mansk harbors). In December 2008 
these obstacles partially vanished. 
The reasons that could be outlined are 
increased demand on coal, Russia’s 
social situation (attempts are made 
to maintain workplaces for coal-
miners), favourable rail transport 
contracts concluded with terminals 
and changed owners of coal terminal. 

However, transition of transit compa-
nies into Russian consortiums might 
not bring along upturn in transit, be-
cause of a new factor, recession, that 
influences transit in Russia.

Russia’s transit, passing through Es-
tonia, is influenced by the fact that 
Russia develops harbours at the 
Baltic Sea, especially in Ust-Luuga. 
However, it should be said that due 
to economic and financial crisis, all 
major projects in process are either 
stopping or being postponed. All the 
mentioned factors confirm once again 
high and diverse risks connected with 
Russia’s transit business, the reasons 
of what should not be seeked from Es-
tonia.

According to the Security Police 
Board, Russia’s attempts to influence 
internal affairs of the neighbouring 
countries, including Estonia, are a 
constant threat in the field of eco-
nomic security. Dependence of Es-
tonian enterprises on raw materials, 
supplied predominantly from Russia, 
in also a continual risk. 

A law on special economic measures 
has been passed in Russian Federa-
tion, which in future might be ap-
plied on Estonia, as well. On the other 
hand, the past has indicated that Rus-
sia approaches to problems creatively 
and is optionally ready to use also un-
official economic sanctions, and this 
means that enterprises having better 
relations among the authorities in the 
Kremlin possess competitive advan-
tage.
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Estonia has been one of the few count-
ries in Europe where radical Islamic 
groups are not active. At the same time 
it does not mean that Estonia should 
not be attentive about the dangers in-
volved in Islamic terrorism. On the one 
hand, it should be taken into account 
that Estonia is a part of the European 
Union and the world security environ-
ment where national borders have dis-
sappeared and terrorism is a serious 
threat. Last years have shown that 
Europe particularily has become the 

target of large-scale terrorist attacks. 
On the other hand, Estonia is influ-
enced by terrorism even in the faraway 
corners of the world – that is because 
Estonian citizens travel more and are 
likely to become victims of a terrorist 
attack outside the borders of Estonia. 
Tourism objects in various countri-
es have been the attack targets in the 
last few years, the most remarkable 
example being attacks against hotels 
in India in 2008. 

Accession with the Schengen visa zone 
has highly raised the attractiveness of 
Estonia as a transit country of illegal 
immigration. Illustrative of the situa-
tion is the example of India, Punjab 
region, where in summer 2008 an ad-
vertisment was distributed, which in-
vited to come to study in Estonia. The 
ad noted that Estonia is a part of the 
Schengen zone and it is easy to get an 
Estonian visa. Taking into account the 
existent and preceding information, it 
is likely that people, who are interested  

A group of Jamaat Tabligh members on 13.05.2008 at Tallinn port.
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in the offers, are not interested in co-
ming to study in Estonia, but after 
getting the Schengen visa will head 
for some other country in Europe. Si-
milarly, illegal immigrants have wan-
ted to come to Estonia from Nigeria, 
Pakistan, Georgia, China, Russia, etc. 
There is a popular scheme according 
to what people look up the contacts of 
any sort of schools or private enterpri-
ses and try to convince them to invite 
persons who are applying for visas. 
Many bona fide entrepreneurs do in-
vite visitors. But the visas which have 
been gotten by a scam are usually used 
on a different purpose than the ones 
claimed when applying for a visa. 
 
Foreign Islamic Organiza-
tions in Estonia

Although there are no active local Is-
lamic groups in Estonia, there was a 
growth of interest towards Estonian 
Muslim community by Islamic orga-
nizations of the foreign states in 2008. 
There is a reason to believe that some 
of these organizations, or a few mem-
bers, who have visited Estonia, are 
supporting radical Islam. The interest 
towards Estonian Muslim community 
has manifested itself in visiting Esto-
nia and in giving subsidies, and local 
muslims have also been invited to 
events in foreign states. This kind of 
interest is bilateral – Estonian mus-
lims have a constant interest in deve-
loping contacts outside Estonia, one 
of the reasons being the desire to find 
supporters for creating a mosque in 
Estonia. Of these, which had contacts 
with Estonia in 2008, the most impor-
tant ones were  Jamaat Tabligh, Al-
Waqf Al-Islami and Hizb ut-Tahrir.

The Security Police Boards previous 
annuals have reflected Estonian 
muslims’ regular contacts with the  
organization Jamaat Tabligh, which 

spreads fundamental Islam and which 
members have visited Estonia since 
the year 2003. It should be mentioned 
that although on the surface they seem 
like righteous missionaries, some of 
the members of Jamaat Tabligh, who 
visited Estonia, have been punished 
pursuant to criminal procedure (for 
illegal handling of drugs or document 
forgery) and people of whom there is a 
reason to believe to have been suppor-
ting radical Islam in foreign countries. 

In 2008 members of an Islamic or-
ganization Al-Waqf Al-Islami from 
Saudi Arabia visited Estonia. Al-Waqf 
Al-Islami is a charity organization 
with branches in European states that 
have built many mosques and schools 
following fundamental Islam. In Es-
tonia Al-Waqf Al-Islami has financed 
camps for Muslim women and young 
men. 

Of the three above-mentioned groups 
the most radical is Hizb-ut-Tahrir. It 
is an Islamic party, which goal is to 
create a worldwide Islamic Caliphate. 
This organization is forbidden in most 
Arabic countries and also in Germany. 
Hizb-ut-Tahrir has had only a brief 
connection with Estonia – one of their 
active members from Western Europe 
visited Estonia in 2008 and searched 
contact with local Muslims.

In 2008 continued Estonian Muslims’ 
contacts with an Islamic organization 
World Association of Muslim Youth 
(WAMY), which was reflected in the 
last Security Police Board’s annual in 
association with Estonian Muslims ta-
king part in WAMY camps. In 2008, 12 
members of the Estonian Muslim com-
munity took part in a WAMY camp in 
Poland for young Muslims. Members of Jamaat Tabligh from  

Pakistan in Estonia.
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One of the interesting things from 
the year 2008 would be the imposing 
actions of the Finnish Islamic Party 
(SIP) and its leader Abdullah Tammi 
towards Estonia. Abdullah Tammi 
sent two warning letters to the Es-
tonian Embassy in Helsinki – in the 
first he “recommended” that Estonia 
should pull back their units from Iraq 
and the other letter dissaproved the 
United States and the fact that Estonia 
supported Georgia, it also expressed 
support to Russia in connection with 
the attack against Georgia. The letters 
did not indicate any straightforward 
threats, the main reason for those let-

ters was probably the act of drawing 
attention to their party. Abdullah Tam-
mi is a Finn who has accepted Islam 
and is tightly bound with an Islamic 
organization Jamaat Tabligh. In 2008 
Tammi confessed to media that he had 
worked for the KGB during the reign 
of the Soviet Union and after. The style 
of his second letter was similar to the 
rhetorics used in Russian media.
 
In addition to the abovementioned or-
ganizations, the members of Estonian 
Muslim community have had brief 
contacts with other Islamic organiza-
tions, but those are not connected with 
the propagating of radical Islam.

Developments in Estonian 
Muslim Community

The community of Estonian Muslims 
largely consists of the people from for-
mer Soviet Union areas: Tartars, Asers, 
Chechens, etc., who have integrated 
well into Estonian society and whom 
there is no reason to connect with ra-
dical Islam. At the same time there is a 
constant increase of immigrants from 
the so-called risk countries from point 

of view of counter terrorism. The inte-
rest of these persons towards Estonia 
has largely been increased due to the 
fact that Estonia joined the Schen-
gen visa zone at the end of 2007. The 
number of cases of people applying for 
Estonian visa in order to get into the 
Schengen visa environment and move 
on to another country in Europe has 
increased. 

As in several other European countries 
it is also a growing tendency in Estonia 
that people who accept Islam are not 
native-born Muslims, in other words 
they are Estonians or Russians. Most 

of the converts are women who have 
accepted Islam due to the suasion of a 
partner or a husband. People who con-
vert usually take over their partners 
or rolemodels’ beliefs and translation 
of the religion even if these might be 
radical. International terrorist orga-
nizations are reputedly very interes-
ted in recruiting converts because in 
that way they remain unnoticed by 
the law enforcement agencies. The 
potential involvement of converts was 
demonstrated in May 2008, when 
a convert Nicky Reilly attempted a 
suicide attack in Great Britain, in a 
restaurant in Exeter city, but was in-
jured in an untimely explosion. 

In 2008 Estonian Muslims gained 
public attention primarily with the 

plan to establish the mosque and an 
Islamic center in Estonia. In March 
Sultan bin Mohammed Al-Quasimi, 
the Emir of Shāriqh Emirate in Uni-
ted Arab Emirates (UAE), made an 
official offer to finance the building 
of the mosque and Islamic center in 
Estonia. Financing of the building 
of the mosque would have to take 
place via Shāriqh Emirate’s national 
organization Awqaf General Trust, 
which deals with funding different 
Islamic charity programs outside the 
UAE. There have been similar plans 
for building a mosque before that, as 
well – led by both, Estonian Islamic 
Community and Estonian Azerbaijan 
Community. As an example of a curi-
osity, in 1992 there was a plan to build 
a mosque in Tallinn at Tõnismäe – at 
the location of the infamous “Bronze 
Soldier”.

Financing Terrorism

In the previous annual we reflected 
a criminal case that identified con-
nection of Estonian citizens with the 
financing scheme of terrorism. It in-
dicated that terrorist organizations 
can use Estonia as a part of their fi-
nancing activities, and that is why our 
law enforcement agencies continuous-
ly keep an eye on that issue. In order 
to legalize the origin and destination 
of money, local credit and financing 
institutions, but also mediators of 
electronic money and money transfer 
enterprises are used. Very probab-
le is also “selling” an Estonian bank 
account to people connected with  

Undeclared gold discovered at  
Tallinn Airport from the baggage of 

a businessman of Asian origin.

In 2008 Estonian Muslims gained public attention primarily with 
the plan to establish the mosque and an Islamic center in Estonia.
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terrorism, thus taking advantage of 
the highly developed IT possibilities 
used in Estonia.

The main cooperation partner is the Fi-
nancial Intelligence Unit of the Central 
Criminal Police in checking the most 
intriguing deals that might indicate 
money laundering in association with 
terrorism. So far no direct associations 
have been observed.

In funding terrorism, an important 
role plays physical transport of cash 
and other currencies (e.g. creditcards, 
precious metals and other valuables) in 
avoiding official channels. Acording to 
the information of the Security Police 
Board, people from risk countries of-
ten avoid declaration to transport lar-
ge amounts of money or valuables to 
their homeland. For example in June 
2008, in Tallinn Airport, an Asian 
businessman tried to transport about 
250,000 EEK worth of gold and cash 
out of the country without declaring 
it. During misdemeanor procedure he 
was forced to declare the gold and pay 
a customs duty, all in all 53,000 EEK. 
In addition, due to the misdemeanor 
procedure and expedited procedure, 
he was penalized with a fine worth  
6,000 EEK.

Prevention of Illicit Traf-
fic of Strategic or Dual-use 
Goods

From the standpoint of combating ter-
rorism proliferation or blocking the 
spread of weapons of mass destruction 
and other strategic weapons by pre-
venting illegal trade is still important. 
The fixed limitations serve the goal of 
guaranteeing peace and stability in the 
world, reduction of the birth of new 
crisis areas and stopping the escala-
tion of existing crisis areas, also to at-
tempt to reduce and avoid violations of 
human rights.

In 2008 the Security Police Board ope-
ned 11 criminal proceedings concer-
ning illegal import and export of stra-
tegic goods. In 7 cases, crime pursuant 
to § 392 of the Penal Code was iden-
tified in the activities of involved per-
sons, i.e. import or export of prohibi-
ted goods or goods that need a special 
permit, and in 4 cases the procedure 
was closed due to the absence compo-
sition of criminal offence. 

Illegal export or import of the following 
illegal strategic goods was identified:  
armoured vehicles, components of 
automatic firearms, military pyrotech-
nics, an electric shock weapon and a 
night vision device, an optical scope, a 
night binoculars and a metal detector, 
which, according to their technologic 
qualities belong in the list of military 
equipment.

Considering the facts of these crimes 
and the fact that the guilt of people 
commiting them was not great, the 
prosecuting authority found that law-
abidingness of these persons could be 
achieved in the future without punis-
hing them pursuant to the criminal 
procedure. Regardless of getting away 
without a punishment pursuant to the 
criminal procedure, the persons, who 
had not timely requested a permit for 
transporting strategic goods, had to 
pay the total of 403,500 EEK to sta-

te expenditure. The smallest amount 
paid was 1,500 EEK and the largest 
200,000 EEK. Here it should be stres-
sed that the timely applied levy from 
the commission of strategic goods 
would have cost only 200 EEK.

When analyzing the ascertained inf-
ringements related to strategic goods 
in 2008, we can say that in importing 
to Estonia the highest number of er-
rors were made against goods listed as 
military commodities, such as compo-
nents of automatic firearms, night vi-
sion devices, optical scopes and night 
binoculars. 

We want to point out that components 
for firearms, listed as military com-
modities, need application of special 
permission for import, export and 
transit, not only for the parts but for all 
extra gear or special components. For 
example, recoil compensators, adap-
tors, scope adjustment devices, jigs.

In case of night vision devices, optical 
scopes, night binoculars and metal 
detectors, people should thoroughly 
invest whether the items are military 
goods or not, or for what purpose the-
se things are designed and made for 
and what kind of technical parameters 
they have, by evaluating their charac-
teristics before importing or exporting 
these goods from or into Estonia. 

Part of armoured vehicles discovered in Paldiski, which were 
brought in without necessary transit permit.
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It is important to remember that in 
case of importing military goods into 
Estonia the special permission has to 
be issued before the imported good 
reaches Estonia and the customs ware-
house in Estonia. 

Removing Explosives from 
Illegal Circulation

In preventing terrorism and preventing 
the crimes connected with terrorism, a 
very important job for the Security Po-
lice Board is active counteracting aga-
inst illegal handling of explosive subs-
tances, the making of explosive devices 
and the use of these devices, and that 
means constant identifying of offen-
ders, prosecuting them and removing 
explosive substances from illegal per-
sonal use. In 2008 the Security Police 
Board’s officials detected and removed 

from handling the total of 128.3 kg of 
explosive substances, 626 detonators 
for different use, 63 grenades, 76 dif-
ferent mines and missiles, 4,957 cart-
ridges with different calibres and 29 
firearms. Despite intensive counterac-
tions and successful inter-institustio-
nal campaign “Report Explosives” the 
amount of illegal explosives that are 
still in circulation is significant. 89.2 
kg of explosive substances and 232 de-
tonators were removed from illegal use 
in 2007, whereas in 2008, 128.3 kg of 
explosive substances and 626 detona-
tors was removed – it means 39.1 kg of 
explosive substances and 394 detona-
tors more than in the year before.

In comparison with the last few years 
it is evident that in 2008 the Secu-
rity Police Board confiscated more 
explosive substances and detonators 

than in 2006 and 2007 altogether. At 
the same time it is not wise to make 
simple conclusions dependent on the-
se numbers, because the work done in 
that specific area is usually fruitful af-
ter years of practise. In other words – 
the amount of removed explosives and 
detonators is the result of surveillance 
and investigation done during the pre-
vious years.

On the one hand, the numbers show 
that the Security Police Board has 
done a successful job removing exp-
losives from illegal use, but on the 
other hand, it also regretfully means 
that people associated with criminal 
groups and also ordinary citizens still 
have in their possession large amounts 
of illegal firearms and illegal explosive 
substances. That thesis is supported 
by the fact that during the Security  

Examples of explosives voluntarily handed over dur-
ing the campaign “Report Explosives”.
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Police Board’s and Rescue Service’s 
joint campaing “Report Explosives” 
in February 2008, people voluntarily 
gave away – in addition to the pre-
viously mentioned – 1,197 detonators, 
5,716 cartridges, 376 pieces of pyro-
technical goods, 1,150 m of detonating 
cord, 12,25 m of blasting fuse and 300 
litres of napalm.

It is a regrettable that almost all per-
sons from whom the Security Police 
Board in 2008 confiscated illegally 
acquired, produced or stored explosi-
ves or devices after the campaign in 
the course of investigation, knew about 
the “Report Explosives” campaign, but 
chose to not report explosives and con-
tinually kept them at home.

Analysis of the cases of the year 2008 
indicates that one of the sources of  

illegal explosive substances, time and 
time again, has turned out to be the 
northeast Estonian mines and facto-
ries providing them with explosives. 
The reason for that is the weak cont-
rolling system in the mentioned enter-
prises.

•	On January 18, 2008, a criminal in-
vestigation was initiated on a case 
where deficience of electrical deto-
nators sent from Orica Germany PLC 
was established at the territory of an 
explosive factory Orica Estonia PLC 
in Ida-Viru County. The suspects in 
this case are a citizen from Maardu 
and a driver from BPJ Sunway, from 
whose posession the detonators were 
found. The Security Police Board re-
turned the detonators to Orica Esto-
nia PLC.

•	On April 8, 2008, a criminal investi-
gation was commenced concerning 
Konstantin Ishov and his wife Jelena 
Ivanova-Ishova from whom 3.4 kg 
of explosive substance nobelite and 
important components for explosive 
devices coming from Orica Estonia 
PLCs were removed. As during the 
expertise it was established that the 
explosive substance was no longer 
utilizable, the criminal procedure 
was terminated, but the fact that pri-
vate persons have large amounts of 
explosive substances in their homes 
means that the security and supervi-
sion in the factory is inefficient.

•	On May 5, 2008, a criminal procedu-
re was commenced concerning two 
men, who had obtained the explosi-
ve substance nobelite (11.5 kg) for 
selling purposes; that substance is 

Examples of explosives found in the course of search at the farm 
of Eduard Jakobson in Rapla County on February 6, 2008.
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used in mines and is produced only 
by Orica Estonia.

•	On July 31, 2008, a criminal proce-
dure was commenced based on the 
application made by Orica Estonia 
PLC concerning the disappearance 
of 46 electrical detonators from the 
mine Estonia.

The given examples allow an argu-
ment that the weak monitoring sys-
tem in mines and explosive substance 
factories about their explosives is an 
expanding threat. Although the Secu-
rity Police Board has notified Estonia 
Oil Shale Mine and Orica Estonia PLC 
managements about the inefficiency in 
monitoring the explosive substances 
repeatedly during the previous years 
and drawn attention to the need to sig-
nifically toughen the control over exp-
losive substances, it has still not been 
done. Explosive substances, acquired 
from illegal sources is a great security 
risk and the criminal use of these can 
result with unpredictable effects to hu-
man lives, health and properties. 

Another large field of issue is that more 
and more illegal explosive substances 
has been discovered from people who 
search military artifacts from the batt-
lefields of the World War II and often 
collect them illegally. Many of these 
people are (injecting) drug addicts for 
whom the selling of digged up ammu-
nition and explosive substances stolen 
from mines has become a way of ma-
king money. Many of them have been 
previously sentenced by court for va-
rious crimes. Two cases can be brought 
out to illustrate this tendency: 

•	 On May 26, 2008, Harju County 
Court punished Jevgeni Filin with th-
ree years’ conditional sentence and 18 
months probationary period for illegal 
handling of large quantities of explosi-
ve substances (amongst other things 
the handling of explosive substances 
from the WWII). In the case of Jevgeni 

Filin it is interesting that he is a mem-
ber of the coalescency “Viroonia” that 
deals with military history.

•	 On March 28, 2008, a criminal 
procedure was initiated concerning 
the citizen of Narva Dmitri Shtshu-
kintsov, from whose illegal posession 
explosive substances, ammunition and 
a firearm from the II World War were 
confiscated. On September 5, 2008, 
he was convicted and punished with 
pecuniary punishment.

At this point it has to be stressed that 
digging explosives from wartime batt-
lefields is foremost dangerous to the 
digger himself (for example on July 
29, 2007, Maksim Voronin, a member 
of a war history coalescency “Priboi” 
died in an explosion in the forest at 
Vaivara, Viru County), but also to the 
people who later get into contact with 
the mentioned objects, because usual-
ly the digged up explosives are in a 
bad condition and therefore extremely 
unstable and explosive. To reduce 
the amount of explosive substances 
in illegal circulation and to prevent 
explosions, the Security Police Board 
pays more attention than before to the 
so-called “black archaeologists” who 
either do not or do not want to unders-
tand that even owning explosives that 
have stayed in the ground since war is 
criminally punishable.

In addition to the abovementioned ca-
ses many cases were discovered and 
quickly received judicial decisions in 
2008 that concern illegal explosive 
substances and which basically divide 
all over Estonia and are worth mentio-
ning. 

On February 18, 2008, 3.4 kg of illegal 
explosive substance trotyle and 0.9 kg 

of illegal explosive substance ammoni-
te were taken from Sergei Antipov, a 
habitant in Sillamäe. On September 9, 
2008, Antipov was sentenced 2 years 
and 1 month imprisonment with pro-
bationary period of 18 months.

On March 17, 2008, criminal procedu-
re was initiated on August-Agu Laprik 
and Lauri Laprik, who were detained 
in the course of pursuit and from who-
se posession were taken 3.5 kg of exp-
losive substances, 838 cartridges, a 
handgrenade RGD-33, 22 detonators, 
5 firearms, 2 important components of 
firearms and 2 silencers. August-Agu 
Laprik was sentenced 4 years impri-
sonment with 4 years probationary pe-
riod and Lauri Laprik was sentenced 
4 years and 5 months imprisonment 
with 4 years probationary period.

On November 3, 2008, Tõnis Johan-
nes from the National Defence League 
was charged guilty in making and kee-
ping of firearms, important parts for 
firearms, explosive devices and exp-
losive substances and he was punished 
with 3 years imprisonment from which 
6 months were compulsory to serve 
immediately. Gunnar Volt, a friend of 
Tõnis Johannes was found guilty in 
producing a firearm, ammunition and 
an explosive device (a tubebomb) and 
for storing and conveying an impor-
tant component of an explosive device 
(a detonator). Gunnar Volt was punis-
hed with 2 years imprisonment with 
3 years probation period. During the 
investigation 2.7 m of detonator cord, 
ca 9 kg of explosive substance trotyle, 
a tubebomb containing propellant, 19 
detonators, 5 important parts for fi-
rearms, 3 firearms, 467 cartridges, 9 
handgrenades, 1 gungrenade, 2 mortar 
mines and 2 missiles were taken from 
their posession.

Explosive substances, acquired from illegal sources is a great 
security risk and the criminal use of these can result with unp-
redictable effects to human lives, healths and properties. 
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In 2008 a criminal case that was ini-
tiated by the Security Police Board on 
October 2, 2006, on different explosi-
ve substances and ammunitions found 
from a car belonging to Kaido Niitmäe, 
reached a court decision. On January 
30, 2008, Harju County Court punis-
hed Kaido Niitmäe with 4 years imp-
risonment with a 4 year probationary 
period. Niitmäe´s accomplice Ago Sä-
rak, from whose farmhouse different 
explosive substances, ammunition and 
firearms were discovered, was punis-
hed with 7 years imprisonment.

Detection of Explosions

One of the main missions for the Secu-
rity Police Board in Estonia is the 
ascertaining and prosecuting of per-
sons who are involved in organizing 
explosions by explosive substances 
or explosive devices. In 2008, 6 exp-
losions were arranged in the territory 
of Estonia, in effect of which no one 
died, but 7 people were injuried. We 
hope that the good work made by the 
Security Police Board has a part in for-
fending the loss of human life.

The explosions take place foremost 
due to the ineptness when handling 
explosive substances (such substances 
are illegaly possessed, of course). Exp-
losions that took place in 2008 support 
this thesis:

•	On January 29, 2008, 4 under-aged 
schoolboys threw a 23-mm missile, 
found from a former Soviet Union 
army campus in Tartu, into a fire wit-
hout being aware of the consequences 
of a missile explosion. The shockwa-
ve and rambling pieces of metal cau-
sed bodily harm to all 4 youngsters. 
Although the criminal procedure on 
the case was terminated, the mate-
rial was still passed on to the juvenile 
commitee of Police.

•	On April 23, 2008, a criminal proce-
dure was initiated concerning a  

citizen of Valga Stewen Huopalainen, 
who found an electric detonator from 
a woodshed, took it into his apart-
ment and connected the wires of the 
detonator onto a cellphone charger 
which was connected to the elect-
ric circuit. Of course an explosion 
followed but the pryer luckily got 
away with only minor injuries. The 
South Prosecutors Office terminated 
the criminal procedure in relation to 
the lack of public interest of procedu-
re, but charged Stewen Huopalainen 
with a pecuniary obligation to pay 

the public revenue in the amount of 
2,000 EEK and the procedure expen-
ses in the amount of 1,690 EEK. 

•	On March 11, 2008, a criminal proce-
dure was initiated concerning Risto 
Remmel and Raivo Laanvee who or-
ganized a total of 3 explosions. Risto 
Remmel found 10 electric detonators 
while working on a construction site 
in Finland and illegally transported 
these to Võhma, Estonia. On March 
9, 2008, Risto Remmel and Raivo 
Laanvee had an idea to “make a bang” 
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with the detonators. They commited 
2 explosions in Võhma near the store 
“Ugala” and a flowershop by putting 
2 detonators inside the metal tube 
of the banister and connecting the 
detonators with the battery of a bat-
tery drill. The explosions harmed the 
banister. After that they organized 
an explosion near the parking lot of 
“Toidutare” by Tallinn-Viljandi hig-
hway, using a similar method. On 
July 22, 2008, Raivo Laanvee and 
Risto Remmel were sentenced 2 ye-
ars of conditional sentence with a 1.5 
year probationary period.

•	On August 22, 2008, a 13-year old 
boy commenced an explosion in 
the forest near Matsu tourism farm, 
Tudulinna Parish, in Ida-Virumaa 
County by connecting two electric 
detonators with a wire, which explo-
ded in his hands, luckily only mildly 
injuring his fingers, face and chest. 
According to his own words the boy 
just wanted to try, if the detonators 

he found exploded or not. Criminal 
procedure was terminated, materials 
were sent to the local juvenile com-
mitee that, on November 19, 2008, 
imposed a punishment of warning to 
the youngster.

The previous examples prove that peop-
le know insufficiently about prohibition 
and punishments of acquiring found 
explosives. People also do not ack-
nowledge that “playing” with explosive 
substances has very serious and life th-
reatening consequences. Unfortunately, 
during the last year the interest towards 
explosives has greatly increased among 
citizens. An indirect circumstance that 
can favor this behaviour is the lenient 
punishments for crimes with explosi-
ves. The existing judicial practise usual-
ly charges illegal handling of explosive 
substances with pecuniary penalty or 
conditional imprisonment. Considering 
the social dangers connected with crimes 
with explosive substances, punishments 
are obviously too lenient therefore they 

do not serve their general preventing 
purpose. Pursuant to that illegal hand-
ling of explosive substances might aga-
in increase and therefore the number 
of explosions ending with injured and 
killed might also increase. The fact that 
this kind of prevention policies has no 
efficient discouraging effect during last 
few years occurs in increased number of 
people who visit old battlefields to dig 
up military devices, including explosi-
ves, who do not acknowledge to them-
selves that owning explosives that have 
been lying in the ground since the war 
is, on the one hand, an act punishable 
pursuant to the criminal procedure and, 
on the other hand, simply dangerous. 

Several criminal procedures initiated 
by the Security Police Board during 
previous years on explosions reached 
judicial decisions in 2008.
On March 17, 2008, Harju County 
Court sentenced Meelis Randmaa with 
conditional imprisonment of 1 year 
and 4 months with 3 year probationary  

Honorary watch in honor of Abdullah Gül, the President of the Republic of Turkey.
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On June 25, 2008, judicial decision was 
reached in the case of Urmas Koemets, 
who was accused in organizing an exp-
losion in Kaika village, Antsla Parish, 
Võru County on October 15, 2007, in ef-
fect of which a games’ shooting platform 
made by hunters in the Karula Nature 
Park was destroyed. Urmas Koemets 
was charged a pecuniary sentence in 
the amount of 30 days of payment (i.e. 
3,690 EEK).

The analysis on organized bomb exp-
losions indicates that so far no exp-
losions in Estonia have been arranged 
serving the reasons of terrorism. Also 
no known criminal groupings active in 
Estonia have arranged bomb explosions 
by means of rivalry. The reason why dif-
ferent groups do not use explosive subs-
tances in rivalry in comparison to the 
middle of the 1990s might be the coun-
teractions of law enforcement agencies.

period, and a supervision of conduct 
was applied on him. In 2007 Meelis 
Randmaa had committed explosion by 
cutting an electric detonator with scis-
sors and lost his thumb and vertebras 
of the two more fingers. 26 capsule de-
tonators were removed from the scene 
of event.

On April 29, 2008, the case of Vita-
li Orehhov reached judicial decision. 
Orehhov, together with Aleksandr Dzi-
obik and Aziz Shamirov, made a bomb 
of domestic chemistry products at home 
and the explosion burned 60% of Vitali 
Orehhov’s skin and Aziz Sharimov’s got 
burns on 26% of the skin. Orehhov was 
charged guilty in bringing serious bodily 
harm, but he was released from final 
sentence – 2 months of imrpisonment 
– because he received serious bodily 
harm in effect of his crime. The criminal 
procedure on Aleksandr Dziobik and 
Aziz Sharimov was terminated.

Securing State Visits,  
Persons under Defence and 
Public Events

Combating terrorism continually as-
sociates with guaranteeing security 
of protegees, also during state visits 
and public events, where the Security 
Police Board constantly participates 
with drawing up threat evaluations, 
background checks on involved peop-
le, techical support and, if necessary, 
with additional forces for providing 
physical security. The most important 
events in 2008 in which the Security 
Police Board took part in providing 
security were the following:

•	The visit of Michael Chertoff, the 
Minister of Internal Security of the 
United States of America, on March 
11–12, 2008.

•	The visit of Anders Fogh Rasmussen, 
the Prime Minister of Denmark, on 
April 10–11, 2008.

•	The visit of Queen Beatrix of Holland, 
on May 13–15, 2008.

Angela Merkel, the Chancellar of the Federal Republic of Germany in Estonia on August 26, 2008.
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•	The visit of François Fillon, the Prime 
Minister of France, on May 29–30, 
2008.

•	The visit of King Albert II of Belgium, 
on June 10–12, 2008.

•	The Conference of Ministers of 
Health of the European WHO region, 
on June 25–27, 2008.

•	The visit of Angela Merkel, the 
Chancellar of the Federal Republic of 
Germany, on August 26, 2008.

•	The visit of Abdullah Gül, the Pre-
sident of the Republic of Turkey, on 
October 2–11, 2008.

•	The visit of Michael Chertoff, the 
Minister of Internal Security of the 
United States of America, on 29–30, 
2008. 

•	The meeting of NATO Ministers of 
Defence on November 12–13, 2008.

On August 08–17, 2008, due to the 
war between these countries, additio-
nal security measures were applied 
to Georgian and Russian Embassi-
es according to the Security Police 
Board’s proposals. Prior to that the 
Georgian Embassy had received a 
threat on phone and the windows of 
the Russian Embassy buildings were 
thrown in. On August 15, 2008, and 
November 27, 2008, according to the 
Security Police Board’s proposal, the 
Turkish Embassy’s safety was secured 
to prevent dangers that could result 
from the acts of Kurds.

In 2008 no really dangerous attacks 
or incidents took place during secu-
red state visits, in connection with 
protegees or at public events. That is 
primarily due to good cooperation in 
minimizing risks of the relevant offices 
– the Personal Protection Service, the 
Security Police Board, the Rescue Bo-
ard the Explosive Removal Center, the 
Police Prefectures.

Judicial Decisions on Illicit 
Trafficing of Firearms in 
2008

In 2008 a criminal case, investigated 
by the Security Police Board on illegal 
handling and export of large number 
of submachine guns PPS-43 with great 
penetrating projectile, and ammuni-
tion by a group of people, reached a ju-
dicial decision. This certain case deser-
ves detailed reflection in our Annual as 
an interesting example of how revea-
ling one crime can disclose a chain of 
crimes of international scope, involving 
dozens of people who are committing 
various serious crimes. Revealing such 
crimes and collecting evidence about 
such crimes needs good international 
cooperation, professional dealing, lots 
of time and a lot of various resources.

On March 7, 2007, the Security Police 
Board, in cooperation with the Central 
Criminal Police’s K-commando arres-
ted at 32 Pallasti Street, Tallinn, on 
the territory of a garage union, at the 
moment of detention the two suspects 
– Aleksandr Kaldma and Sergei Lodi 
– were loading on a truck with Lit-
huanian licence plate 95 submachine 
guns and 2,170 cartridges with the aim 
to smuggle these objects to Lithuania. 
Preliminary investigation carried out 
by the Security Police Board revealed 
that in posession of Sergei Lodi has 
been at least 115 submachine guns and 
4,966 accessory cartridges. The Secu-
rity Police Board managed to confisca-
te 105 submachine guns PPS out of 115 
submachine guns PPS-43 and 3,062 
out of 4,966 accessory cartridges from 
Sergei Lodi and other people who were 
illegally handling those objects. In 
addition, 4 pistols, 1 rifle, ca 2.5 kg of 
explosive substance, 9 electrical deto-
nators, ca 15 grams (a large amount) 

of narcotic substance methylen-dioxi-
methamphetamine (MDMA) and N-
ethyl-MDA (MDE, MDEA), also 7.8 
kg of 1-phenyl-2-propanone or pheny-
lacetone – a component for making 
amphetamine and methaphetamine 
was taken away from Sergei Lodi.

On July 3, 2008. Harju County Court 
punished Sergei Lodi with 12 years 
imprisonment for illegal handling of 
large amounts of firearms, ammuni-
tion, explosive substances, drugs and 
components for producing narcotic 
drugs, and illegal export of large num-
bers of firearms. The Court punished 
Aleksandr Kaldma with 10 years imp-
risonment for illegal handling of large 
numbers of firearms and ammunition, 
and illegal export of mentioned objects. 
To Alex Kozlowski and Margo Mittali, 
who once helped Sergei Lodi and Alek-
sandr Kaldma export 10 submachine 
guns PPS and 1,260 cartridges from 
Estonia to Latvia, the Court sentenced 
5 years imprisonment for illegal hand-
ling and export of large numbers of fi-
rearms and ammunition. 

Both, the prosecutor and the criminal 
defence counsel, presented appeals in 
effect of Harju County Court’s decision 
on July 3, 2008 – the prosecutor pur-
sued a 14 year imprisonment for Sergei 
Lodi and the counsel pursued partial 
abrogation of the verdict and exculpa-
tion for Sergei Lodi.

The Tallinn Circuit Court establis-
hed on November 20, 2008, that as 
the Harju County Court reached a 
guilty verdict on July 3, 2008, on the 
basis of unfounded motives and eva-
luation of nondescript evidence on 
illegal handling and exporting of non- 
civil-use firearms and large amounts 
of narcotic substances and episodes 
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Extensive chain of crimes of international scope disclosed in the course of 
ascertaining one crime. Confiscated batch of secret weapons .

of crimes involving these objects, the 
court judgement is to be annulled and 
sent back to the Harju County Court 
for a new hearing with a different pa-
nel. The Criminal Board of the Circuit 
Court found it necessary to point out 
in the court ruling that the lack of rea-
soning in the County Courts verdict 
means significant infringement of cri-
minal procedural law and in the case 
of identifying that sort of infringement 
the criminal matter must be sent back 
to the County Court for a new hearing 
and that the Circuit Court has no way 
of considering whether the County 
Court has convicted the accused with 
a reason or, in case of infringement of 
the criminal procedural law, should 
the accused be acquitted. The Supreme 
Court has in previous decisions repea-
tedly emphasized that formation of the 
judges conviction has to be traceable 
for a person reading the verdict, which 
means that the decision has to indica-
te what circumstances the court dee-
med proved and why and according to 
which certain evidence the verdict is 
relied on (The verdicts of the Criminal 
Chamber of the Supreme Court 3-1-1-
85-00, 3-1-1-47-049; 3-1-1-43-05, JT ). 

The decision reached by Tallinn Circuit 
Court on November 20, 2008, was 
contested by the Public Prosecutor´s 
Office and the Circuit Court delivered 
the materials to the Supreme Court. 
This means that in the year 2009 the 
court actions concerning the accu-
sations on Sergei Lodi in illegal civil 
handling of firearms and illegal ex-
port of firearms and illegal handling of 
narcotic substances will continue. The 
Harju County Court decisions from 
July 3, 2008, concerning other convic-
ted offenders, will remain in force. 
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In the course of the investigation of il-
licit trafficking of weapons the Security 
Police Board disclosed extensive inter-
national drug smuggling activity. As a 
result of international cooperation ope-
rations with several European law en-
forcement authorities 205 kg of diffe-
rent narcotic substances and 364 litres 
of phenylacetone – the component for 
making amphetamine – was confisca-
ted from Aleksandr Kaldma and his 
accomplices in crime. Also 4.5 million 
illegal cigarettes were confiscated. At 
this point it is important to emphasize 
that the confiscating of narcotic drugs 
and excise goods in different countries 
deprived the criminals of the possibi-
lity to earn assessedly 15–20 million 
EEK of criminal profit.

In 2008, from investigating the the 
criminal case on illicit trafficking of 
firearms the Security Police Board ma-
naged to accomplish and take to court 
altogether 5 criminal matters on illegal 
handling and illegal import and ex-
port of about 725 kg of narcotic subs-
tances and illegal handling and im-
port-export of a more than 1.3 tons of  
1-phenyl-2-propanone or phenylace-
tone, the component substance neces-
sary to make amphetamine and met-
hamphetamine. 

The two above-mentioned criminal 
cases on illicit trafficking reached ju-
dicial decision and entered into force 
in 2008.

The criminal case dealing with a group 
of 4 members, who from February 1 to 
February 4, 2007, illegally handled (§ 
189 sec. 1 of the Penal Code) and smu-
ggled (§ 392 sec. 2 p. 2 of the Penal 
Code) from Estonia to Germany 200 
litres of a narcotic substance 1-phenyl-
2-propanone or phenylacetone – a 
component necessary for producing 
amphetamine and methamphetamine. 
The named amount of the component 
of narcotic drug did not reach into 
criminal circulation in Germany due 
to cooperation with the German cus-
toms office, because the truck driven 
by Sergei Petrovski was detained at the 
Lübeck port and during the customs 
inspection jerricans containing 200 
litres of phenylaceton hidden in large 
paintjars were found and confiscated. 

On May 22, 2008, Harju County Court 
punished Aleksandr Kaldma with 5 
years imprisonment for possessing 
and organizing the transport of 200 
litres of phenylacetone from Estonia to 
Germany. The court punished Sergei 
Petrovski, who transported the load 
of phenylacetone in his truck to Ger-
many, with 4 years imprisonment and 
4 years probationary period. The Court 
punished Margo Mittal, who helped 
Aleksandr Kaldma bottle and hide the 
jerricans containing phenylacetone to 
paintjars with 2 years imprisonment 
with 18 months probationary period. 
Boriss Kronshtatov, who at the request 
of Aleksandr Kaldma transported the 
paintjars containing jerricans and hel-
ped Sergei Petrovski to load these into 
the latter’s truck, was punished with 2 

years imprisonment with 18 months 
probationary period. In addition the 
court claimed 26,000 EEK of criminal 
profit and a total of 72,473 EEK of legal 
costs and penalty payment. 

The second criminal matter deals with 
a group of people who illegally hand-
led and illicitly trafficked 1.1 tons of a 
narcotic drug 1-phenyl-2-propanone 
or phenylacetone – the component for 
making amphetamine and methamp-
hetamine – from Russia to Estonia 
during the period of August 2006 to 
February 2007.

On October 2, 2008, Harju County 
Court charged 10 people guilty in 
compromise procedure according to § 
189 sec. 1 and § 392 sec. 2 p. 2 of the 
Penal Code – preparation for distri-
bution of narcotic drugs or psychot-
ropic substances and illicit import of 
prohibited goods, and 3 people were 
charged guilty according to § 189 sec. 
1 of the Penal Code for preparing the 
distribution of narcotic drugs (that is 
a total of 13 people). There are two key 
people in perpetration of the named 
crimes: Aleksandr Kaldma and Igor 
Zygmont. Pursuant to the materials of 
the criminal case Aleksandr Kaldma 
asked Igor Zygmont to find opportuni-
ties in Russia to obtain phenylacetone, 
Igor Zygmont arranged the transport 
of the obtained phenylacetone from 
Yekaterinburg, Russia, to Estonia, 
involving into this other people, and 
arranged the resale in Estonia. The 
Court punished Aleksandr Kaldma 
with 6 years imprisonment. The Court 
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The Court punished with 4 years impri-
sonment Konstantin Otbetkin, who or-
dered a large amount of phenylacetone 
from Aleksandr Kaldma, had it trans-
ported from Russia to Estonia and sold 

160 litres of it in Estonia. In addition 
the Court confiscated 1 million EEK of 
criminal profit of Konstantin Otbet-
kin received from reselling 160 litres 
of phenylacetone in Estonia. Otbetkin 
was willing to compensate that during 
the preliminary investigation by trans-
ferring the given amount to the Minist-
ry of Finance´s bank account. 

The Court confiscated of the convicted 
offenders a total of 3,262,377 EEK of 
criminal profit and ordered from the 
sentenced persons additional payment 
of illegally gained profit of 48,000 EEK 
and 157,972 EEK of state penalty pay-
ment, fees for expertise and defence.

To help better understand the danger 
to society of 1.3 tons of phenylacetone, 
we bring as an example some calcula-
tions. Depending on the methods of 
manufacturing there is approxima-
tely 50–90% amphetamine in 1 kg of 
phenylacetone. Therefore, out of 1.3 
tons of phenylacetone it would be pos-
sible to make 0.65–1.17 tons of amphe-
tamine. Condsidering the fact that in 
case of amphetamine the dose of effect 
is ca 120–150 milligrams, approxima-
tely 7.8–9.7 million people could be 
drugged from that quantity of amphe-
tamine. The identified buyers of this 
certain phenyacetone have claimed 
that their attempts to make ampheta-
mine failed or that they destroyed the 
phenylacetone in their posession after 
hearing that Aleksandr Kaldma was 
detained as a suspect.

A vehicle detained in Germany, loaded with 
jerricans containing phenylaceton, a component 

used for producing amphetamine, hidden in 
large paintjars.

Condsidering the fact that in case of amphetamine the dose 
of effect is ca 120–150 milligrams, approximately 7.8–
9.7 million people could be drugged from that quantity of  
amphetamine. 

punished Igor Zygmont for arranging, 
keeping and passing on the phenylace-
tone with 6 years imprisonment with 
5 years probationary period, inlcuding 
into the penalty time the 11 mont-
hs and 24 days spent in provisional 
custody. The Court also confiscated 
the criminal profit in the amount of 
222,000 USD (2.2 million EEK) from 
Igor Zygmont, which he received from 
Aleksandr Kaldma for phenylacetone. 
During preliminary investigation Igor 
Zygmont voluntarily agreed to com-
pensate the illegally received profit 
and had it transferred to the Ministry 
of Finance´s bank account, making 

it possible for the Court to immedia-
tely confiscate it instead of reclaiming 
the given amount and address it to 
the public revenue during executive 
proceedings. After the announcing the 
court decision, Igor Zygmont was re-
leased from custody and immediately 
sent from Estonia to Russia, because 
he is a citizen of the Russian Federa-
tion.

The rest 11 people the Court punished, 
according to their role in committing 
crimes and the amounts of illegal-
ly handled components, from 1-year 
imprisonment with 3 years probatio-
nary period to 4 years imprisonment. 
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Combatting corruption by the Security 
Police Board mainly bases on the regu-
lation endorsed by the Government of 
the Republic that imposes investiga-
tive jurisdiction between the Police 
Board and institutions under its ad-
ministration, and the Security Police 
Board. According to the regulation, 
proceeding crimes under investiga-
tive jurisdiction of the Security Police 
Board are the criminal official miscon-
ducts committed by the higher officials 
and from July 2007 also the heads 
of the six larger local governments – 
Tallinn, Tartu, Pärnu, Narva, Kohtla-
Järve and Jõhvi. Besides proceeding 
criminal official conducts the Security 
Police Board contributes to prevention 
of corruption by organising trainings 
on this issue to increase awareness 
among officials.

In assessing corruption risks more and 
more consideration should be taken 
on aspects of the state’s financial, eco-
nomic and industrial security, because 
corruption by using budgetary means 
and public property, and in certain 
cases also in larger local governments 
could weaken the security of the whole 
country. In addition to that it should 
be taken into consideration that a 
corrupt official is a good recruitment 
target for intelligenc services of the 
unfriendly foreign countries. Thus the 
Security Police Board has turned the 
main attention to disclosing and pro-
ceeding complicated corruption cases 
that influence the state’s security and 
international reputation most. 

Compared with previous years, cor-
ruption schemes have become more 
sophisticated and more difficult to dis-
close. Dishonest officials try to cover 
and conspire their illegal activity more 

carefully, learning from the mistakes 
of detected colleagues. This tendency 
partially indicates to the fact that com-
bating corruption has become more 
systematic and efficient in the recent 
years, and dishonest officials sense that 
the risk to be caught increases. Greate-
ly due to that the number of criminal 
cases on criminal official conduct sent 
to the prosecuting authority by the Se-
curity Police Board has shown some 
decline and this tendency will clearly 
continue.

Corruption Connected with 
Execution of Non-proprie-
tary Tasks in Public Sector

Corruption connected with non-pro-
prietary tasks concerns, first of all, 
execution of tasks that demand no 
direct expenses or earning income to 
the state. These are corruption cases 
of making procedural decisions at law 
enforcement agencies or leaking of-
ficial information, but also bribes and 
issuing permits, licences or national 
coordination decisions. 

One of the largest fields of work here 
is undoubtedly disclosure of corrup-
tion cases in the agencies proceeding 
misdemeanour matters. The practice 
so far indicates that illegal acts in this 
area often proceed from the basis of 
personal relations or other social con-
nections, and are not always directly 
associable with a single decision adju-
dicated by the official. At the same time 
there are cases, where an official has 
accepted gratuities or bribe for mak-
ing certain procedural decisions. For 
instance, court judgement adjudicated 
on judge Ardi Shuvalov for accept-
ing bribe in the amount of 200,000 
EEK took effect in June 2008 and the 

former judge is actually serving im-
prisonment for committed crimes.

Besides cases of accepting gratuities 
and bribe there are fortunately also 
cases, when the person offering bribe 
is dislosed with the help of honest of-
ficials. For instance, in October 2008 
the Security Police Board forwarded 
to procecuting authorities the criminal 
case on the activity of the member of 
Narva City Council, who is suspected 
in giving a bribe. 

Corruption concerning with issu-
ing licences, permits and coordina-
tion decisions, and performing state 
surveillance occurs in public sector is 
connected with non-proprietary tasks. 
One of the most important fields of 
work here is disclosing corruption in 
customs and border control and the 
Security Police Board continues to col-
lect information in this area actively. 
Due to disclosed customs and border 
corruption cases the efficiency of cus-
toms and border control has increased, 
and so has the receipt of taxes. 

Last year, besides disclosing customs 
and border control corruption the 
Security Police Board paid more at-
tention to disclosing illegal activities 
of environmental authorities. In June 
2008 the Security Police Board for-
warded to prosecuting authorities the 
criminal case on the activity of an em-
ployee of Ida-Virumaa Environmental 
Service, who is suspected in asking for 
bribe. 



49

COMBATTING CORRUPTION 

Corruption Connected with 
Use of Budgetary Instru-
ments and State Assets

Processes using budgetary means, 
connected with public procurements 
and large-scale public investments, is 
still among the most important fields 
of work for the Security Police Board, 
receiving continuously intensive at-
tention in combating corruption. More 
harmful corruption cases in using 
budgetary means and state assets con-
cern corruption connected with con-
cluding illegal agreements about the 
conditions of public procurement.

In February 2008 the Security Police 
Board forwarded to prosecuting au-
thorities the criminal case on the ac-
tivity of Valga county governor Georg 
Trashanov, who is suspected in taking 
gratuity and bribe. According to the 
evidence in the criminal case, during 
2006–2007, Trashanov received from 
the member of AS GOBUS manage-
ment altogether 170,000 EEK in cash 
in the form of gratuities and bribe. In 
return Trashanov unfoundedly pre-
ferred AS GOBUS in public procure-

ment organised by the county gov-
ernment on regular public passenger 
services and granted other incentives 
to the company in increasing capaci-
ties and additional allowances, and left 
unapplied contractual supervision and 
sanctions. 

In October 2008 the Security Police 
Board brought charges on Andres 
Metsaveer, the head of the adminis-
trative service of the Chancellery of 
the Riigikogu. According to the ma-
terials of the criminal case, during 
2007–2008 Andres Metsaveer re-
ceived from his former classmates as a 
bribe more than 43,000 EEK in cash 
and building materials. In return Met-
saveer guaranteed for their companies 
repairing and building orders of the 
Chancellery of the Riigikogu and gave 
them adavntages in public procure-
ment competitions. According to the 
materials of the criminal case it could 
be claimed that these companies prob-
ably got these orders only due to the 
activity of Andres Metsaveer, because 
for one of these companies the Chan-
cellery of the Riigikogu was the main 
contracting entity for years.

Besides the cases of taking gratuity 
and bribe there still occur cases, where 
officials abuse confidence and misap-
propriate budgetary means. In July 
2008 the Security Police Board for-
warded to the prosecuting authorities 
the criminal case on the activity of the 
advisor of the Commander of the De-
fence League Sulev Tammemäe, who 
is suspected of abuse of confidence and 
contributing to fraudulet conduct. Ac-
cording to the materials of the criminal 
case, during 2005–2006, Tammemäe 
colluded with his former colleagues 
and organised for the Defence League 
the purchase of a house in Tallinn city 
center, belonging to their company, for 
the price 37.8 million kroons higher 
than its actual market value. In order 
to artificially increase the market value 
of the house, fictitious purchase bids 
with prices more than two times high-
er than the actual market value were 
produced for the Defence League from 
the name of well-known real estate 
companies. Noteworthy here is the fact 
that immediately after concluding the 
transaction Sulev Tammemäe quit the 
Defence League and went to work to 
the company that had sold the house. 

A “style sample” of the activity of an accountant Raili 
Raudsepp, a gambling addict: forged pension transfers; 
and the public official gambling away the “pension”.
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In November 2008 the Harju County 
Court convicted Raili Raudsepp, the 
deputy chief accountant of the Ac-
countancy Division of the Finance and 
Property Management Department of 
the Social Insurance Board, in mis-
approrpiating and punished her with 
conditional imprisonment. According 
to the materials of the criminal case, 
in 2008, during 4 months, Raudsepp 
misappropriated over 380,000 EEK 
from the fund of state pensions and 
transferred it to her personal account 
as instalments. For covering up she 
altered in accounting programmes 
and other databases the data concern-
ing the payment of pensions. The fact 
that Raili Raudsepp, as deputy chief 
accountant, had unlimited user rights 
to acces accounting programmes and 
other databases, and control over her 
activities was insufficient, made it 
much easier to commit the crime. An-
other noteworthy aspect is the fact that 
Raudsepp gambled all the money away 
in casinos and paid for SMS-loans she 
had taken for playing in casinos. 

Corruption in Local Munici-
palities 

In July 2007 invesigating corruption 
crimes of the heads of six larger local 
governments – Tallinn, Tartu, Pärnu, 
Narva, Kohtla-Järve and Jõhvi – be-
came the task of the Security Police 
Board. As a result of active information 
collecting the first corruption cases in 
this area have reached court in 2008, 
and some more will follow soon. 

In April 2008 the Security Police Board 
forwarded to the prosecuting authori-
ties the criminal case on the activity of 
the Head of the Engineering Depart-

ment of Tallinn Public Utility Office 
Jaan Maanas, who is suspected of tak-
ing bribe. According to the materials of 
the criminal case, during 2007–2008, 
Jaan Maanas repeatedly took bribe 
from the director of a building com-
pany in the amount of nearly 120,000 
EEK. In return Maanas took care that 
this company got as many orders as 
possible and guaranteed quick pay-
ment of submitted invoices. Maanas 
also communicated to this company 
the city governments’s inside informa-
tion for the sake of guaranteeing the 
company business activity. 

In October 2008 the Security Police 
Board forwarded to the prosecuting 
authorities the criminal case on the 
activity of the Head of the Construc-
tion Service of Pärnu City Government 
Enno Tammekivi, who is suspected of 
taking bribe. According to the materi-
als of the criminal case, during 2006–
2007, Enno Tammekivi received from 
three companies more than 721,000 
EEK in cash, and building materials 
and construction works. One company 
even paid from its bank account the 
downpayment for the log house pur-
chased by Enno Tammekivi. In return 
Tammekivi guaranteed these compa-
nies several advanatges in the city gov-
ernment’s procurements remaining 
under limits of public procurements, 
an by that ensured that the bids of 
these companies won. 

In November 2008 the Security Police 
Board lodged suspicion on taking gra-
tuity and bribe to the Head of the City-
managing Department of the North-
Tallinn City District Government Allar 
Oviir. According to the materials of the 
criminal case, in 2008, Oviir received 

as a bribe 20,000 EEK from the execu-
tive director of a company, for illegal 
renewing of lease contracts of differ-
ent municipal apartments with the 
purpose of later privatisation. Allar 
Oviir also helped the same person in 
concluding lease contracts on munici-
pal apartments on the names of nearly 
60 different persons, who according 
to the regulation of the city council 
have no right to apply concluding lease 
contract on municipal apartment. Be-
sides that, in 2007–2008, Allar Oviir 
received gratuity in the amount of 
over 74,000 EEK from the owners of 
three companies for ordering repair 
and management works of different 
municipal rental and accommodation 
premises owned by the city. 

In December 2008 the Security Police 
Board lodged suspicion on taking bribe 
to the advisor of the Deputy Mayor of 
Tallinn Ivo Parbus. According to the 
mateirals of the criminal case Ivo Par-
bus received from three persons gra-
tuities in cash and in the form of gift 
coupons, altogether in the amount 
130,000 EEK. In return for received 
gratuities Parbus was supposed to help 
these persons in proceeding the prob-
lems arising in connection with vari-
ous detail planning projects in Tallinn, 
in concluding necessary coordination 
issues and in accelerating the process. 

In conclusion it could be said that the 
results achieved by the Security Police 
Board in 2008 were good. Several sub-
stantial criminal cases, disclosing cor-
ruption, were forwarded to the pros-
ecuting authorities and proceeding of 
several criminal cases will be comple-
ted in the nearest future. 

Compared with previous years, corruption schemes have become 
more sophisticated and more difficult to disclose.
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The Soviet Occupation  
Powers’ Large-scale Opera-
tion “Priboi” (March 25–29, 
1949)

On March 25, 1949, the Soviet  
occupation powers initiated the large-
scale operation “Priboi” (Russian 
for “Breaker”) in Estonia, Latvia and 
Lithuania that stipulated deportation 
of over 100,000 innocent citizens into 
faraway districts of the Soviet Union 
on permanent basis. According to the 
decision No. 390-139ss of the Council 
of Ministers of the USSR from January 
29, 1949, 7,500 families, altogether 
22,500 persons, were to be deported 
from Estonia.

Deportations were inseparable part of 
the Soviet repressive internal policy 
of the time: as a result of at least 130 

deportation operations, which were 
carried out during the period of 1920–
1953, millions of people were violently 
taken away from their homes. Jointly 
with ethnic Germans the whole nations 
– Chechens, Ingushes, Volga Germans, 
Crimean Tatars, etc. – were deported 
as guilty during the II World War. Re-
pressions aimed against the people of 
the Baltic States began immediately af-
ter the Soviet Union occupied and an-
nexed the three independent countries 
in summer 1940 and continued imme-
diately after re-occupation of Estonia, 
Latvia and Lithuania in 1944.

According to the decision No. 390-
139ss of the Council of Ministers of 
the USSR from January 29, 1949, the 
following persons were to be deported 
from the Baltic States:

1)	 the family members of “bandits” 
and nationalists, including the 
families of the “bandits” who were 
hiding, who had been convicted or 
who had been executed; 

2)	 legalised “bandits” and their fam-
ily members, who continued anti-
Soviet activities;

3)	 persons and their families, who 
helped “bandits”;

4)	 “kulaks” and their families.

The occupation power called “bandits” 
all Estonian men who had either par-
ticipated in armed fight against the 
Soviet Union (whether as partisans 
(forest brothers) in Estonian woods, or 
in composition of German or Finnish 
Army), deserted from the Red Army or 
had been hiding to avoid mobilization 
into the Red Army. “Kulaks” were con-
sidered all hardworking and ambitious 

The train of deportees at Keila station in March 1949. The picture was taken by Gustav 
Kulp, a photographer from Keila (photo from private collection) .
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farmers who owned over 30 hectares 
of farmland and/or had used hired 
help in their farms in the Republic of 
Estonia. In brief, the occupation power 
considered all deportees to be “bandit-
nationalist and kulak element”. 

Execution of operation “Priboi” be-
came an obligation of the Ministry of 
State Security of the USSR (MGB) and 
the Ministry of of Internal Affairs of 
the USSR (SM). The Ministry of Secu-
rity was responsible for the first part 
of the operation “Priboi” – composing 
the list of families to be deported, pick-
ing up the listed persons and deliver-
ing them to the specially founded load-
ing points at railway stations. The task 
of the Ministry of Internal Affairs was 
to form the echelons at loading points 
and deliver them to places of destina-
tion. This extensive operation was ap-
pointed under the command of the 1st 
deputy of the Minister of State Secu-
rity Sergei Ogoltsov. Commissioners 
arrived from Moscow to coordinate 
the work in the republics’ ministries. 
Major-General Ivan Yermolin was 
the posted commissioner in the MGB 

of Estonian SSR, and Major-General 
Vladimir Rogatin was commissioned 
to the Ministry of Internal Affairs of 
the Estonian SSR.

As in every other field of society in the 
Soviet Union, the basis of the Stalin-
ist repressive policies was socialist 
planned economy. The puppet-govern-
ment of the Estonian SSR composed 
the plan for every county. In order to 
guarantee definite execution of Mos-
cow’s required plan, besides the main 
list of “bandits and kulaks” there was a 
parallel additional list that consisted of 
1906 families. 

A week before the beginning of the 
March Deportation, on March 17, 1949, 
 the head of the MGB of the ESSR, 
Major General Boris Kumm sent a top 
secret overview of the preparations of 
the operation to the Secretary of the 
Central Committee of the Communist 
Party of Estonia Nikolai Karotamm, 
which has a handwritten note: “1500 
kulak families short”. His open-mind-
ed saying of the Party leader (there are 
not enough kulaks!) most expressively 

proves that in March deportaion it was 
not the priority to get rid of persons 
whom the Soviet power considered an 
enemy, but the repression in itself as 
an action destroying the spirit of re-
sistance and terrifying people. Despite 
that the number of such persons was 
considerably less than the plan envis-
aged, but the plan had to be fulfilled 
and, even better if exceeded. Thus, 
from March 25 to March 29, 1949, the 
better part of families in this list (in ad-
dition to the “main list” of kulaks and 
bandits) were deported.

23,024 security officials, offices and 
soldiers of internal and regular forces, 
members of the Communist Party, and 
Soviet activists participated in com-
mitting this crime against human-
ity. In Estonia 1,987 field-groups were 
composed to apprehend deportees, 
whereas one group had to unexpect-
edly pick up and deport 4 families. 
12,400 horse-wagons were mobilised 
for transporting deteined families to 
gathering points, 2,772 cars for trans-
portation from gathering points to the 
stations, of these 1,545 the vehicles 



53

60 YEARS FROM MARCH DEPORTATION

of civil services and organizations 16 
loading points were organised along 
Estonian Railway Lines, and 19 rail-
way echelons with 1,079 wagons were 
formed.

Deportation operation in Estonia 
started on March 25, 1949, early morn-
ing, at 04:00 am, when unsuspecting 
people were sleeping in their homes. 
As capturing and transportation to 
loading points took much longer than 
expected, the formation of echelons 
continued until March 29. At the same 
time the Party activists marked down 
the property of deportees in their 
homes; it was to be sold or handed out 
to local collective farms in ten days. A 
probable amount of 20.702 people – 
almost three quarters of them women, 
children and elderly people; the heads 
of the families had already been ar-
rested earlier – were  expatriated from 
Estonia for good. The majority of de-
portees were taken very far from their 
homes – to Krasnoyarsk Krai and Nov-
osibirsk Oblast, Siberia.

The main goals of the 1949 March 
deportation were total destruction of 
Estonian private farming, compulsory 
formation of collective farms and state 
farms and eliminating armed resist-
ance or local partisans (forest broth-
ers). The criminal nature of the March 
deportation is proved by the mere fact 
that the measuring unit of the opera-
ton was the whole family, not an in-
dividual who was considered guilty. 
Besides the principle of punishing the 
whole families, the deportable families 
were selected by the security services 
on the basis of certain group features, 
and due to that the 1949 deportation 
should be considered genocide aimed 
against Estonian people. 

Reasearches on March deportation 
have indicated that deportation lists 
were not composed by higher authori-
ties or by local executive committees 
(based on local informants); decisive 

was the activity of the employees of 
the Ministry of State Security of Esto-
nian SSR, known as chekists. First and 
foremost, a family got into the list due 
to identification document composed 
by local security field-commissioner. 
Thus, the field-officials of MGB’s re-
gional departments possessed quite 
extensive authority in both, compos-
ing deportation lists and executing de-
portation operation, and by that they 
became legally accomplices of crime. 

Since 1995 the Security Police Board 
investigates crimes against human-
ity and war crimes committed on the 
territory of the Republic of Estonia 
or by Estonian citizens. Among such 
non-expiring crimes is also forcible 
deportation of Estonian residents to 
the Siberian regions of the Soviet Un-
ion by Soviet occupation powers in the 
course of extensive operation “Priboi” 
on March 25, 1949.

In 2009, 60 years passes from March 
deportation, the genocide on Estonian 
people committed by Soviet occupa-
tion powers. Deportation, according to 
the principles of international law, is 
a timeless crime that obliges to prose-
cute persons who participated in com-
mitting these crimes even today. At 
the same time we are racing with time: 
the number of victims and perpetra-
tors of mass deportation is decreasing 
and soon the investigation and judging 
of March deportation becomes a de-
mesne of historians.

Criminal Cases on Deport-
ers Proceeded in the Secu-
rity Police in 1995–2008 

During 15 years, when the Security Po-
lice Board has been investigating the 
March deportation, tens of thousands 
of pages of documents have been stud-
ied, and hundreds of victims and wit-
nesses questioned. It has been a com-
plicated task to investigate and attest 

successfully in court the crime that 
was committed more than half a cen-
tury ago. As a result of the work done, 
8 criminal cases, concerning different 
episodes of the 1949 deportation, have 
been taken to court and 8 persons have 
been convicted. However, despite the 
fact that the number of suspects dur-
ing these years has been significantly 
higher, it is possible to bring to justice 
only those, whose health the experts 
have assessed good enough to partici-
pate on trial. It is important to under-
line the fact that until now not a single 
person charged by the Security Police 
has been acquitted in courts. Investi-
gation of every criminal case and its 
proceeding has taken a long time – at 
least three years. Verdicts of guilty, 
which have taken effect, have also 
proved that the activity of criminals 
has received official and objective as-
sessment.

It took four long years to reach to the 
first judicial decision on the criminal 
case of the March deportation. On Jan-
uary 22, 1999, the Lääne County Court 
convicted the former field commis-
sioner of Lääne County department of 
MGB of the ESSR Johannes Klaassepp 
(born 1921) for deporting 23 persons 
and attempted deportation of 9 per-
sons from Lääne County in 1949, and 
punished him with 8 years conditional 
imprisonment with 2 years probation 
period. On April 6, 1999, Tallinn Dis-
trict Court partially satisfied Johannes 
Klaassepa’s appelation, counting as at-
tested deportation of 15 persons and 
attempted deportation of 2 persons, 
but left the punishment unaltered.

On March 10, 1999, Pärnu County 
Court convicted the former field com-
missioner of Pärnu County depart-
ment of MGB of the ESSR Vassili Be-
skov (born 1918) and punished him for 
deporting 7 families (21 persons) and 
attempted deportation of 2 families 
with 2 years conditional imprisonment 
with 3 years probation period.
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On July 30, 1999, Pärnu County Court 
convicted the former field commis-
sioner of Pärnu County department of 
MGB of the ESSR Mihhail Neverovski 
(1920–2000) for identifying 75 fami-
lies or 278 persons, who were then 
deported. According to the decision 
Neverovski participated personally in 
deportation of 8 persons and attempt-
ed deportation of 2 persons, and he 
was punished with 4 years imprison-
ment. Tallinn District Court released 
him of actual imprisonment, replacing 
it with 4 years conditional imprison-
ment with 3 years probation period on 
November 1, 1999. 

On March 17, 1999, Järva County Court 
found that the guilt of the former field 
commissioner of Järva County depart-
ment of MGB of the ESSR Vladimir 
Loginov (1924–2001), who partici-
pated in deportation in Järva County 
in 1949, is guilty of crimes against hu-
manity (deportation of 16 persons) is 
attested and closed the criminal case. 
Court decision ordained Loginov to 
psychiatric hospital for coercive treat-
ment until recovery. 

Tallinn City Court’s decision from Oc-
tober 31, 2002, convicted the former 
senior field commissioner of Harju 
County department of MGB of the 
ESSR Juri Karpov (born 1921) in de-
portation of 40 persons and attempted 
deportation of 20 perons. On Decem-
ber 19, 2002, Tallinn District Court 
did not satisfy Karpov’s appelation 
and the decision of Tallinn City Court 
stayed in force. On March 5, 2003, the 
Supreme Court did not give leave to 
Karpov’s cassation appeal, thus enter-
ing into force the decision of Tallinn 
City Court to punish Juri Karpov with 
8 years imprisonment, which will not 
be enforced if he will not intentionally 
commit criminal offence in 3 years.

On October 10, 2003, Saare County 
Court convicted August Kolk and  

Piotr Kislyi in deportation at Saaremaa 
in March 1949, and punished them for 
crime against humanity with 8 years 
imprisonment with 3 year probation 
period. Both, Tallinn District Court 
and the Supreme Court, on January 
27, 2004 and April 21, 2004 respec-
tivly, left the appealed decision in 
force without any changes. On Janu-
ary 17, 2006, European Court of Hu-
man Rights did not accept their appeal 
against the Republic of Estonia. 

On November 7, 2006, Saare County 
Court convicted Vladimir Kase  in a 
crime against humanity and punished 
him with 8 years imprisonment with 3 
years probation period. 

12 people were brought to justice in 
Saaremaa episode of March deporta-
tion: former MGB field commissioners 
of Saaremaa department Rudolf Sisask 
(born 1926), Stepan Nikeyev (born 
1924), Boris Loho (1918–2001), Albert 
Kolga (1924–2006); employee of the 
central apparat of MGB of the ESSR 
August Kolk (born 1924) and mili-
tia officers of Saaremaa department 
of the Ministry of Internal Affairs of 
ESSR Piotr Kislyi (born 1921), Viktor 
Martson (1921–2004), Vladimir Kask 
(born 1926), Heino Laus (1927–2006), 
Osvald Adamson (1927–2001), Leonid 
Maikov (1924–2001) ja Nikolai Zher-
ebtsov (1921–2003). Boris Loho, 
Osvald Adamson and Leonid Maik-
ov died before judicial process. For 
health reasons the proceedings were 
terminated on Nikolai Zherebtsov be-
fore the beginning of judicial process. 
Heino Laus, Viktor Martson and Al-
bert Kolga died during the years-long 
process. Rudolf Sisask was exempted 
due to health reasons. Judicial process 
continues on Stepan Nikeyev.

On September 29, 2003, criminal 
procedure was started on deportation 
of 84 families, or 261 persons, from  
Hiiumaa. Four years later, on August 9, 

2007, Lääne District Prosecutor’s Of-
fice, based on information gathered 
by the Security Police during prelimi-
nary investigation, lodged suspicion 
against Arnold Meri (born 1919). He 
was accused under § 90 (genocide) 
and § 97 (attacks against civilians) of 
the Penal Code, of leading deportation 
in Hiiumaa on March 25, 1949, which 
included forced deportation and dis-
placement of  251 civilians to the ter-
ritory of occupying country. Despite 
propaganda games around court ses-
sion that we described in our previ-
ous annual, initiated from Russia and 
holding out for nearly a year,  judicial 
process started in Kärdla on May 20, 
2008, and should have continued this 
year. The death of Arnold Meri on 
March 27, 2009, unfortunately termi-
nated both, the judicial process and 
the prospect to convict in genocide a 
high-ranking official who participated 
in deportation. On the other hand, the 
time of death of Arnold Meri – exactly 
60 years after the deportation – might 
in a way be considered symbolic.

Although Estonian courts have pun-
ished participants – security officials, 
and militia officers – of 1949 March 
deportation with conditional sentenc-
es only, it is much more important that 
the Republic of Estonia has officially 
condemned deportation as timeless 
crime against humanity and declared 
totalitarian occupation regime of the 
Soviet Union criminal.
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