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USER GUIDE

Following this guide, there is a mission statement and
foreword to the 2013 Annual Report by Peter Hustinx,
European Data Protection Supervisor and Giovanni But-
tarelli, Assistant Supervisor.

Chapter 1 — 2013 Highlights presents the main features
of our work in 2013 and our achievements against key
performance indicators in the various fields of activities.

Chapter 2 — Supervision describes the work done to
monitor and ensure the compliance of EU institutions and
bodies with their data protection obligations. This chapter
presents an analysis of the main issues in prior checks, fur-
ther work in the field of complaints, monitoring compli-
ance and advice on administrative measures dealt with in
2013. It also includes information on data protection guid-
ance delivered by the EDPS, either in thematic guidelines
or in the context of training and workshops.

Chapter 3 — Consultation deals with developments in
our advisory role, focusing on Opinions and comments
issued on legislative proposals and related documents,
as well as their impact in a growing number of areas. It
contains an analysis of horizontal themes: new develop-
ments in policy and legislation and the on-going review
of the EU data protection legal framework. The chapter
also outlines the involvement of the EDPS in cases before
the Court of Justice of the EU.

Chapter 4 — Cooperation describes our work in key
forums such as the Article 29 Data Protection Working
Party and the various groups ensuring coordinated
supervision (by EDPS and national data protection
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authorities) of large scale IT-systems, as well as the Euro-
pean and international data protection conferences. It
also covers our cooperation with international organisa-
tions and third countries

Chapter 5 — Monitoring technology gives a broad over-
view of technological trends that will have a likely impact on
privacy and protection of personal data in the near future.

— Communication presents our information
and communication activities and achievements, includ-
ing communication with the media, awareness-raising
events, public information and online information tools.

— Administration, budget and staff details
the key areas within the EDPS organisation including
budget issues, human resource matters and administra-
tive agreements.

Chapter 8 — EDPS Data Protection Officer includes an
update of the EDPS’ register of processing operations in
2013.

— Main objectives for 2013 outlines our
main priorities for 2014.

This Report concludes with a number of annexes. They
include an overview of the relevant legal framework, pro-
visions of Regulation (EC) No 45/2001, the list of Data
Protection Officers, the lists of EDPS prior check Opinions
and consultative Opinions, speeches given by the Super-
visor and Assistant Supervisor and the composition of
the EDPS secretariat.



An Executive Summary of this report which gives an overview of key developments in EDPS activities in 2013 is
also available.

Hard copies of the Annual Report and the Executive Summary may be ordered free of charge from the EU Book-
shop (http://www.bookshop.europa.eu).

Further details about the EDPS can be found on our website at http://www.edps.europa.eu

The website also details a subscription feature to our newsletter.

y @EU_EDPS


http://www.bookshop.europa.eu
http://www.edps.europa.eu
https://twitter.com/EU_EDPS

MISSION STATEMENT,

CHAPTER 1

VALUES AND PRINCIPLES

The European Data Protection Supervisor is the European Core values

Union’s independent data protection authority estab-

lished under Regulation (EC) No. 45/2001 (henceforth the .

Regulation),' devoted to protecting personal information
and privacy and promoting good practice in the EU insti-
tutions and bodies.

- We monitor and ensure the protection of per- .

sonal data and privacy when EU institutions and
bodies process the personal information of
individuals.

- We advise EU institutions and bodies on all mat-
ters relating to the processing of personal infor-

mation. We are consulted by the EU legislator on .

proposals for legislation and new policy develop-
ment that may affect privacy.

+ We monitor new technology that may affect the

Impartiality — working within the legislative and
policy framework given to us, being independent
and objective, finding the right balance between
the interests at stake.

Integrity — upholding the highest standards of
behaviour and doing what is right even if it is
unpopular.

Transparency — explaining what we are doing and
why, in clear language that is accessible to all.

Pragmatism - understanding our stakeholders’
needs and seeking solutions that work in
practice.

protection of personal information. Guiding principles

- We intervene before the EU Court of Justice to .

provide expert advice on interpreting data pro-
tection law.

- We cooperate with national supervisory authori-

ties and other supervisory bodies to improve con- .

sistency in protecting personal information.

We are guided by the following values and principles in
how we approach our tasks and how we work with our

stakeholders: .

Regulation (EC) No 45/2001 of the European Parliament and
of the Council of 18 December 2000 on the protection of
individuals with regard to the processing of personal data
by the Community institutions and bodies and on the free
movement of such data (OJ L 8, 12.1.2001, p. 1).

We serve the public interest to ensure that EU
institutions comply with data protection policy
and practice. We contribute to wider policy as far
as it affects European data protection.

Using our expertise, authority and formal powers
we aim to build awareness of data protection as a
fundamental right and as a vital part of good pub-
lic policy and administration for EU institutions.

We focus our attention and efforts on areas of
policy or administration that present the highest
risk of non-compliance or impact on privacy. We
act selectively and proportionately.



FOREWORD

We are pleased to submit the Annual Report on the activities of the European Data Protection Supervisor (EDPS) to the
European Parliament, the Council and the European Commission, in accordance with Regulation (EC) No. 45/2001 and
Article 16 of the Treaty on the Functioning of the European Union.

This report covers 2013 as the tenth year of activity of the EDPS as an independent supervisory authority, tasked with
ensuring the fundamental rights and freedoms of natural persons, and in particular their privacy with regard to the
processing of personal data, are respected by EU institutions and bodies. It also covers the final year of our shared man-
date as members of this authority.

Our Strategy 2013-2014, together with our Rules of Procedure and Annual Management Plan, have been sources of valu-
able guidance, articulating the vision and the methodology required to improve our capacity to work effectively in a
climate of austerity. Our institution has now reached full maturity, with clear objectives and performance indicators.

Over the course of 2013, we paid particular attention to the different areas of activity implementing the action plan laid
down in our Strategy. In the supervision of EU institutions and bodies, when processing personal data, we interacted
with more data protection officers in more institutions and bodies than ever before. In addition, we have completed a
number of surveys showing that most EU institutions and bodies, including many agencies, have made good progress
in complying with the Data Protection Regulation, although there are still some which should increase their efforts.

In the consultation area, advising on new legislative measures, the review of the EU legal framework for data protection
continued to be at the top of our agenda. The Digital Agenda and the privacy risks of new technologies were also signifi-
cant features of 2013. However, the implementation of the Stockholm programme in the area of freedom, security and
justice and issues in the internal market, such as financial sector reform, and in public health and consumer affairs, also
had an impact on data protection. We also increased our cooperation with other supervisory authorities, particularly
with regard to large-scale IT systems.

We wish to take this opportunity to thank those in the European Parliament, the Council and the Commission who sup-
ported our work and many others in different institutions and bodies who are responsible for the way in which data
protection is delivered in practice. We would also like to encourage those who are dealing with important challenges
ahead in this field.

Finally, we wish to express special thanks to our members of staff. Their level of quality is outstanding and this contrib-
uted greatly to our effectiveness during the entire mandate.

w‘ | / | st Wr

Peter Hustinx Giovanni Buttarelli
European Data Protection Supervisor Assistant Supervisor
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2013 HIGHLIGHTS

1.1. General overview of 2013

Ten years after its foundation, the EDPS is a mature
organisation, able to address the many challenges
of a data protection authority in a highly dynamic
environment. Our main operational challenge in
2013 was that our activities continued to grow
both in scale and scope while the budget restraints
and resource measures due to the financial crisis
were still in place.

Our Strategy 2013-2014, together with our Rules of
Procedure and Annual Management Plan have
been sources of valuable guidance, articulating the
vision and the methodology required to improve
our capacity to work effectively and efficiently in a
climate of austerity.

The legal framework? within which the EDPS acts
provides for a number of tasks and powers which
distinguish our three main roles of supervision,
consultation and cooperation. These roles continue
to serve as strategic platforms for our activities and
are reflected in our mission statement:

- a supervisory role to monitor and ensure that
EU institutions and bodies® comply with exist-
ing legal safeguards whenever they process
personal information;

See overview of legal framework in Annex A and extract
from Regulation (EC) No 45/2001 in Annex B.

The terms ‘institutions’ and ‘bodies’ of Regulation (EC) No
45/2001 are used throughout the report. This also includes
EU agencies. For a full list, visit the following link:

http://europa.eu/about-eu/institutions-bodies/index_en.htm

- aconsultative role to advise EU institutions and
bodies on all relevant matters, especially on
proposals for legislation that have an impact
on the protection of personal information;

- a cooperative role to work with national
supervisory authorities and other relevant
supervisory bodies, with a view to improving
consistency in the protection of personal
information.

These roles are examined in chapters 2, 3 and 4,
where we present our vision, our main activities
and the progress made in 2013. However, some of
the key elements are summarised in this section.

In 2013 we improved our technological capabilities.
Chapter 5 details the observations of selected tech-
nological developments that have particular rele-
vance for privacy and data protection.

The importance of information and communication
in our core activities also continues to grow and
our communication work in 2013 is covered in
Chapter 6.

All of our activities rely on effective management of
financial, human and other resources and these are
outlined in Chapter 7.


http://europa.eu/about-eu/institutions-bodies/index_en.htm
http://new.eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2013.273.01.0041.01.ENG
https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/Publications/Strategy
http://new.eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2013.273.01.0041.01.ENG

Supervision and enforcement

We saw an increase in the number of prior check
notifications received in the context of our Supervi-
sion and Enforcement work. This increase is due
primarily to the June 2013 deadline for ex-post prior
check notifications for processing operations
already in place. Despite the fact that for these ex-
post cases, the EDPS is not bound by the two
month deadline within which to adopt an Opinion,
we have nevertheless strived to deliver our Opinion
within a short timeframe. The increase in the num-
ber of Opinions we issued during the year is also a
result of the high number of notifications received.
We continued to follow up recommendations
made in EDPS prior check Opinions already issued
and were able to close a considerable number of
cases.

The number of complaints we received decreased,
partly due to better information and awareness of
EDPS competencies, but also because of the effec-
tiveness of our complaint submission form.

One of the features of the action plan as laid down
in our Strategy 2013-2014 is to promote a ‘data
protection culture’ within the EU institutions and
bodies so that they are aware of their obligations
and are accountable for complying with data pro-
tection requirements.

In light of this we continued to provide guidance
and training to controllers, data protection officers
(DPOs) and data protection coordinators (DPCs)
primarily in the form of Guidelines on Public Pro-
curement, Grants and External Experts; basic train-
ing for new DPOs on the prior checking procedure;
special training for the DPOs of five EU Joint Under-
takings. Our awareness raising initiatives within EU
institutions and bodies included the organising of
workshops for controllers at the European Training
Foundation (ETF) and the European Defence
Agency (EDA) and general workshops in the field of
e-Communication, the use of mobile devices in the
workplace and on websites managed by EU institu-
tions and bodies.

An important element of our work also focused
on raising awareness of data protection at all lev-
els of management, in particular by visiting insti-
tutions or bodies when there has been a lack of
compliance with the data protection rules or a
lack of communication. A visit generally com-
prises an on-site visit by the EDPS or Assistant
EDPS and usually produces good results in terms
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of engaging management and raising awareness
of data protection.

Also key was our on-going dialogue with control-
lers, DPOs and DPCs to support the work of DPOs.
These meetings help us gain a better understand-
ing of the constraints of institutions in order to
offer practical advice. Many meetings were held
with controllers either in the course of prior check
work or in the follow up to Opinions and decisions.
The DPO network meetings, bilateral meetings and
the helpline for DPOs were useful channels of com-
munication for our work with the DPOs and DPCs.

The results of our fourth general stock taking exer-
cise, Survey 2013, which was launched on 17 June
2013 as part of our compliance monitoring activi-
ties, will be published in early 2014. We also pub-
lished a report compiling the results of the survey
on the status of the DPCs at the European Commis-
sion in January 2013.

We adopted our Inspection Policy in 2013 which
sets out the main elements of the EDPS inspection
procedure, offers guidance to all those concerned
and ensures transparency to stakeholders. A com-
prehensive internal inspection manual offering
guidance to EDPS colleagues dealing with inspec-
tions, compiled on the basis of experience in previ-
ous inspections, was also adopted.

Consultation

In recent years, the number of EDPS Opinions
issued for proposals on EU legislation and related
documents have increased steadily. In 2013 this
number decreased: we issued 20 legislative Opin-
ions and 13 sets of formal comments, and we pro-
vided informal advice to the Commission or other
institutions in 33 cases. The two main reasons for
this decrease are that our efforts to focus on strate-
gic priorities were successful and also that many
resources were dedicated to the reform of the data
protection framework.


https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/Dataprotection/Glossary/pid/74
https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/Dataprotection/Glossary/pid/74
https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/Dataprotection/Glossary/pid/74
https://secure.edps.europa.eu/EDPSWEB/edps/Supervision/Guidelines

Throughout 2013, we continued to be closely
involved in the on-going work on the reform of the
EU data protection framework. On 15 March 2013,
we sent additional comments on the reform to the
European Parliament, the Commission and the
Council. We also continued our involvement in the
discussions that followed in both Parliament and
Council.

In addition to this, the Commission published a
large number of legislative proposals affecting the
fundamental right to the protection of personal
data.

We addressed the issue of the Digital Agenda and
internet several times, for example, in our Opinion
on the commission communication on the Digital
Agenda for Europe - Driving European growth digi-
tally, our Opinion on the European Single Market
for electronic communications and the Opinion on
a green paper entitled Preparing for a fully con-
verged audio-visual world: Growth, Creation and
Values.

In the Area of Freedom, Security and Justice (AFS)J),
we published Opinions on Europol, the EU cyber
security strategy and smart borders as well as on
EU-Canada passenger name records (PNR) and the
European information exchange model.

Opinions of particular note relating to the internal
market were our Opinions on anti-money launder-
ing and terrorist financing, payments in the internal

market, European company law and corporate gov-
ernance and electronic invoicing in public
procurement.

In the area of eHealth we would highlight our Opin-
ions on medical devices, drug precursors and the
eHealth action plan.

Court cases

In 2013, the EDPS intervened in a number of cases
before the Court of Justice of the European Union
and the Civil Service Tribunal.

The EDPS made oral submissions at a hearing
before the Grand Chamber of the Court of Justice in
a preliminary reference procedure. This hearing
concerned joined cases Digital Rights Ireland
(C-293/12) and Seitlinger and Others (C-293/12).
Both cases relate to the validity of the Data Reten-
tion Directive 2006/24/EC.

It was the first time that the Court had invited the
EDPS to appear at a hearing in a preliminary refer-
ence procedure. For the EDPS, this was an impor-
tant step that may lead to a landmark decision on
an issue that we have been following closely for a
number of years.

The EDPS pleaded at the hearing of Commission v.
Hungary (C-288/12). This case is the third infringe-
ment case on the independence of data protection


http://en.wikipedia.org/wiki/Data_Protection_Directive

authorities, the other two being Commission v.
Austria (C-614/10) and Commission v. Germany
(C-518/07) for which rulings were given in 2012 and
2010 respectively.

Other cases in which the EDPS intervened are still
pending, such as Pachtitis v Commission and EPSO
(T-374/07), Pachtitis v Commission (F-35/08), ZZ v.
EIB (Case F-103/11) as well as Dennekamp v. Euro-
pean Parliament (T-115/13).

In October 2013, the EDPS asked for leave to inter-
vene in two further cases: EImaghraby and El
Gazaerly v. Council of the European Union (Case
T-319/13) and CN v Parliament (Case T-343/13).

Cooperation

In the area of cooperation, we continued to actively
contribute to the work of the Article 29 Working
Party. In particular, we have been heavily involved
as rapporteur or co-rapporteur for the Opinions on
purpose limitation and on legitimate interest (key
provisions subgroup), the Opinion on the smart
grid data protection impact assessment template
(technology subgroup) and the Opinion on open
data (eGovernment subgroup).

Direct cooperation with national authorities is an
area of increasing importance in the develop-
ment of large-scale international databases such
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as EURODAC, the Visa Information System (VIS),
the Schengen Information System Il (SIS 1) and
the Customs Information System (CIS), which
require a coordinated approach to supervision. In
2013, we provided the secretariat for the new SIS
[l Supervision Coordination Group (SCG) and we
continued to chair the EURODAC, VIS and CIS
SCGs.

Changes in coordinated supervision in 2013 were
accompanied by challenges. The new EURODAC
Regulation contained significant amendments,
such as possible access by law enforcement author-
ities to EURODAC data. In addition, SIS Il became
operational. To reduce the financial, travel and
administrative burdens, we established back to
back meetings of the SCGs and aimed to ensure
consistent, horizontal supervision policies of the
large-scale IT systems where possible.

The SCG model will expand in 2014 with a new
supervision coordination group for the Internal
Market Information System (IMI). We consulted
the national data protection authorities (DPAs)
and the Commission in 2013 to take stock of the
status and developments in the IMI Regulation in
order to organise the first meeting for the group
in 2014.

The coordinated supervision model has become a
standard for the EU legislator and the Commission



has proposed it in a number of proposals such as
those on Europol, smart borders, Eurojust and the
European Public Prosecutor’s Office.

Cooperation in international fora continued to
attract attention, most notably the European and
International Conferences of Data Protection and
Privacy Commissioners. In 2013, the European Con-
ference in Lisbon focused on the recent develop-
ments for the modernisation of the data protection
frameworks of the EU, the Council of Europe and
the OECD. In particular, the concepts of personal
data, the rights of individuals on the internet and
information security were discussed.

The International Conference was held in Warsaw
and focused on the reforms of data protection all
over the world, the interaction with technology
and the roles and perspectives of different actors,
including data subjects, data controllers and super-
visory authorities.

Within the framework of the Council of Europe, the
EDPS attended three meetings of the Consultative
Committee of the Council of Europe Convention
108. It was particularly important for us to attend
these meetings to be able to follow and influence
the on-going modernisation of the Convention.

The EDPS also took part in the experts group tasked
with updating the privacy guidelines of the Organi-
sation for Economic Co-operation and Develop-
ment (OECD).

We also gave significant input on data protection
issues in many other important fora such as the
Asia-Pacific Economic Cooperation (APEC), the
French-Speaking Association of Personal Data Pro-
tection Authorities (AFAPDP) and the International
Working Group on Data Protection in Telecommu-
nications (The Berlin Group).

IT Policy

In terms of our IT policy, we contributed to several
Opinions on Commission proposals, which are stra-
tegic in the future of the digital society in Europe,
such as the Opinion of the Article 29 Working Party
on smart grids, where the EDPS was rapporteur.
Our IT expertise also resulted in the EDPS leading a
visit to the EU Large-Scale Information Systems
Agency in the context of SIS Il migration. This
expertise has been very useful in our supervision
cases, including complaints, prior checks and
inspections.

Key EDPS figures in 2013

- 91 prior-check Opinions adopted,
21 non-prior check Opinions

- 78 complaints received,
30 admissible

-> 37 consultations received on
administrative measures

- 8 on-the-spot inspections
(including 2 fact finding visits)
and 3 visits carried out

- 1 set of Guidelines on the
processing of personal data
in the area of procurement

-> 20 legislative Opinions issued

- 13 sets of formal comments
issued

= 33 sets of informal comments
issued

Our exchanges with relevant staff in the EU admin-
istration in the preparation of our guidelines relat-
ing to data protection and technology issues have
benefitted from this IT expertise; these exchanges
have initiated discussions in the EU institutions on
their general approach to risk assessment and
security measures in light of the revelations of the
weaknesses of widely used cryptographic and secu-
rity tools.

Information & Communication

In the communication area, we increased the vis-
ibility of the EDPS at institutional level as we



carried out our three main roles: the supervisory,
consultative, and cooperative. We use a number
of indicators, such as the number of information
requests from citizens, media enquiries and inter-
view requests (press relations), the number of
subscribers to our newsletter, followers of the
EDPS account on Twitter, as well as invitations to
speak at conferences and website traffic. These
all support the view that we are increasingly a
point of reference for data protection issues at EU
level. There has been a consistent increase in the
number of visits to the EDPS website over the
year (63 % compared to 2012), the number of
study visits has increased (17 groups, compared
to two in 2012), as well as the number of requests
for information and advice received from individ-
uals (176 written enquiries translates to an
increase of 51 % from 2012). In December, we
launched a corporate page on LinkedIn which is
another avenue to promote the EDPS as an insti-
tution, strengthen our online presence and
enhance our visibility.

Internal organisation

Following the departure of the Head of Sector of
Operations, Planning and Support after our records
management system (CMS) had become opera-
tional in October 2013, we restructured our organi-
sation chart so that the record management team
now reports to the Director.

Further to the recommendations of the Internal
Audit Service (IAS) and to increase efficiency, the
Internal Control Coordinator’s function was sepa-
rated from the Human Resources Budget and
Administration (HRBA) team and now also reports
to the director.

Resource management

In 2013, we successfully increased our budget
implementation rate. However, the final result fell
short of our expectations because of the decision
by the Court of Justice on the adjustment of sala-
ries of EU staff. This unexpected decision was
adopted late in the year, which left very little mar-
gin of manoeuvre to organise redeployment. Fur-
thermore, the Council’s refusal to consider any
transfers to other lines from the salaries’ budget
reduced the margin further. If, as intended by the
Commission, an agreement had been reached
between the Council and the Parliament before the
end of the year, the final implementation rate
(84.7 %) would have been higher (87.2 %).
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1.2. Strategy 2013-2014

In our Strategy 2013-2014, we identified a number
of strategic objectives to help increase the impact
of our core activities on data protection at Euro-
pean level. To assess our progress towards these
objectives, we identified the activities which play a
key role in achieving our goals. The related key
performance indicators (KPIs) will help us to moni-
tor and adjust, if needed, the impact of our work
and the efficiency of our use of resources.

Here we report on the performance of our activi-
ties in 2013, in accordance with the strategic
objectives and action plan defined in the Strategy
2013-2014. The activities implementing the action
plan are summarised in the General Overview of
2013 (section 1.1).

Overall, the results show a positive trend in the
performance of our activities. The implementation
of the strategy is broadly on track and no correc-
tive measures are needed at this stage.

The KPI scoreboard

The KPI scoreboard contains a brief description of
the KPIs and the methods of calculation.

The indicators are measured against initial targets
in most cases. For three indicators, the results of
2013 will set the benchmark for coming years.

From left to right the members of the EDPS Management
Board: Christopher Docksey, Director; Peter Hustinx, EDPS;
Giovanni Buttarelli, Assistant Supervisor


https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/Publications/Strategy

KPls

KPI 1

KPI 2

KPI 3

KPI1 4

KPI 5

KPl 6

KP17

KPI8

KP19

KPI
10

Description
Number of inspections/visits carried out.
Measurement : compared to target

Number of awareness-raising and training
initiatives within EU institutions and bodies
which we have organised or co-organised
(workshops, meetings, conferences, training
and seminars).

Measurement : compared to target

Level of satisfaction of DPOs/DPCs on
training and guidance.

Measurement : DPOs/DPCs satisfaction
survey to be launched every time a training
is organised or a guidance is issued

Number of EDPS formal and informal
opinions provided to the legislator.

Measurement : compared to previous year

Rate of implementation of cases in our
policy inventory which we have identified
for action.

Measurement: percentage of “Red”
initiatives (where the dead-line for
comments has expired) implemented as
planned in the Inventory 2013

Number of cases dealt with by the Article
29 Working Party for which the EDPS has
provided a substantial written contribution.

Measurement : compared to previous year

Number of cases in which guidance is
provided on technological developments.

Measurement : Compared to target

Number of visits to the EDPS website.

Measurement : compared to previous year

Rate of budget implementation

Measurement: amount of payments
processed during the year divided by the
budget of the year.

Rate of training implementation for EDPS
staff.

Measurement: number of actual training
days divided by the number of estimated
training days

Results 2013

3 visits
8 inspections

4 trainings

4 workshop

(3 in cooperation
with ITP)

DPO basic training:
70% positive
feedback

EDA staff training:
92 % positive
feedback

Opinions: 20

Formal comments:
13

Informal comments:
33

90% (18/20)

21

293 029 (+63%
in comparison to
2012)

84.7 %

85%

Target 2013

8 minimum

8 workshops + trainings

60% positive feedback

2013 as benchmark.

90 %

2013 as benchmark

20

2013 as benchmark

85%

80%
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The KPIs implement the strategic objectives as follows:
1. Promote a data protection culture within the EU institutions and bodies whereby
they are aware of their obligations and accountable for compliance with data
protection requirements.

KPIs numbers 1, 2 and 3. All targets have been achieved.

2. Ensure that the EU legislator (Commission, Parliament and Council) is aware of data
protection requirements and that data protection is integrated in new legislation.

KPls numbers 4 and 5. The target for KPI number 5 has been achieved. The results of
2013 will determine the target for KPI number 4.

3. Improve the good cooperation with Data Protection Authorities, in particular the
WP29, to ensure greater consistency of data protection in the EU.

The results of 2013 will determine the target for KPl number 6.

KPI number 7 refers to strategic objectives 1, 2 and 3. The target has been achieved.
4. Develop a creative and effective communication strategy.

The results of 2013 will determine the target for KPl number 8.

5. Improve the use of the EDPS human, financial, technical and organisational
resources (through adequate processes, authority and knowledge)

KPIs numbers 9 and 10. The target for KPl number 10 has been achieved.

We did not achieve the target for KPI number 9. In this respect, whilst we increased
our budget implementation rate the final result fell short of the target, following the
decision by the Court of Justice on the adjustment of salaries of EU staff. If the Court had
approved the Commission’s proposed approach, our final implementation rate (84.7 %)
would have been higher (87.2%) and would have achieved our target.



Our strategic objective

Promote a data protection culture within the EU
institutions and bodies so that they are aware of
their obligations and accountable for compliance
with data protection requirements.

Our guiding principles

1. We use our expertise and authority to exercise
our supervision and enforcement powers. We
aim to ensure the protection of personal infor-
mation and a fair balance with wider policy
and political objectives.

2. Inour supervision and enforcement work:
+ we recognise that institutions — data con-

trollers and DPOs/DPCs - carry first-line
accountability;

- we seek to help institutions carry out their
responsibilities effectively, ensuring that
the right support, training and guidance
are in place;

- we use our powers of supervision to rein-
force responsibility;

- we are willing to use our powers of enforce-
ment where necessary.

2.1. Introduction

The task of the EDPS in his independent supervisory
capacity is to monitor the processing of personal
information carried out by EU institutions or bodies
(except the Court of Justice acting in its judicial
capacity). Regulation (EC) No 45/2001 (the Regulation)
describes and grants a number of duties and powers,
which enable the EDPS to carry out this task.

SUPERVISION
AND ENFORCEMENT

In 2013, as part of our regular supervision work, we
paid particular attention to the action plan laid
down in our Strategy 2013-2014. One of the points
is to promote a data protection culture within the EU
institutions and bodies so that they are aware of
their obligations and are accountable for complying
with data protection requirements.

In light of this, we continued to provide guidance
and training to controllers, data protection officers
(DPOs) and data protection controllers (DPCs) in the
form of Guidelines on Public Procurement, Grants
and External Experts; basic training for new DPOs
on the prior checking procedure; special training for
the DPOs of five EU Joint Undertakings. We also
organised awareness raising initiatives within EU
institutions and bodies by providing workshops for
controllers at ETF and EDA and general workshops
in the field of e-communication, the use of mobile
devices in the workplace and on websites managed
by EU institutions and bodies.

An important part of our work also focused on rais-
ing awareness of data protection at all levels of
management, primarily by visiting those EU bodies
where there has been a lack of communication or
compliance with the data protection rules. Such vis-
its generally comprise an on-site meeting with the
EDPS or Assistant EDPS, resulting in a positive out-
come: engagement of management and raised
awareness of data protection.

Promoting dialogue with controllers, DPOs and DPCs
is a key part of our support for the work of DPOs and
gives us a better understanding of the constraints of
institutions so that we can offer pragmatic advice. To
this end, we held several meetings with controllers


http://europa.eu/about-eu/institutions-bodies/index_en.htm
http://europa.eu/about-eu/institutions-bodies/index_en.htm
https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/Dataprotection/Glossary/pid/73
https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/Dataprotection/Glossary/pid/74
https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/Dataprotection/Glossary/pid/74
https://secure.edps.europa.eu/EDPSWEB/edps/Supervision/Guidelines

either in the course of our prior check work or in the
follow up to Opinions and decisions. The DPO net-
work meetings, bilateral meetings and the helpline
for DPOs were useful channels of communication for
our work with the DPOs and DPCs.

As part of our compliance monitoring activities, we
launched our fourth general stock taking exercise
(Survey 2013) on 17 June 2013, the results of which
are to be published early 2014. We also published a
report compiling the results of the survey on the
status of Data Protection Coordinators (DPCs) at the
European Commission in January 2013.

This year also marked the adoption of our Inspec-
tion Policy, which sets out the main elements of the
EDPS inspection procedure in order to provide
guidance to all involved and ensure transparency to
stakeholders. Based on the experience gained in our
inspections work, we developed a comprehensive
internal inspection manual to provide guidance to
EDPS colleagues dealing with inspections.

Over the course of the year, our supervision activities
in the field of prior checks, complaints and consulta-
tions on administrative measures remained a priority.
The prior checking of processing operations which
exhibit specific risks continued to be an important
aspect of our supervision work in 2013. We saw a huge
increase in the number of notifications received, as
well as an increase in the number of Opinions adopted
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(91 Opinions, 21 non-prior check Opinions, 8 of these
being joint Opinions covering 36 notifications).

The number of complaints received decreased,
partly due to better information and awareness of
EDPS competencies but also because of the effec-
tiveness of our complaint submission form. In 2013,
the EDPS received 37 consultations on administra-
tive measures.

2.2. Data Protection Officers

Under Article 24.1 of the Regulation, European
Union institutions and bodies each have an obliga-
tion to appoint at least one DPO. Some institutions
have provided the DPO with an assistant or deputy
DPO. The Commission has also appointed a DPO for
the European Anti-Fraud Office (OLAF) in view of
OLAF’s independent function. A number of institu-
tions have also appointed data protection coordina-
tors or contacts (DPCs) in order to coordinate all
aspects of data protection within a particular direc-
torate or unit.

In 2013, five new DPOs were appointed, both in
existing institutions and bodies and in new agen-
cies or joint undertakings, bringing the total num-
ber of DPOs to 62 (the DPO of the European Central
Bank acts also as DPO of the European Systemic
Risk Board; CEDEFOP has two DPOs).


https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Supervision/Inquiries/2014/14-01-24_survey_report_EN.pdf

For a number of years, the DPOs have met at regular
intervals in order to share common experiences and
discuss horizontal issues. This informal network,
which has proved to be productive and encourages
collaboration, continued to meet in 2013.

A DPO quartet composed of four DPOs from the
Council, the European Parliament, the European
Commission and the European Food Safety Agency
respectively, has been actively coordinating the
DPO network. The EDPS continued to collaborate
closely with this quartet.

The EDPS attended the DPO meeting held in March
at the EMCDDA in Lisbon and hosted another one in
Brussels in November. At these meetings, we took
the opportunity to update the DPOs on our work
and give an overview of recent developments in EU
data protection. This year we focused in particular
on the Data Protection Reform, developments at
European and international level, updates on rele-
vant court cases and relevant developments in EDPS
activities such as the DPC and DPO status report, the
EDPS guidelines and workshops and the end of the
ex-post prior check notifications. The meetings were
also an occasion for open discussions between DPOs
and the EDPS on shared issues and common prob-
lems such as the processing of personal information
related to the use of internet and communication
networks and conflict of interests.

We organised a number of trainings and workshops
for DPOs and DPCs in 2013 (see section 2.7 on Data
Protection Guidance). In addition, one-to-one ses-
sions took place between EDPS staff and some
DPOs on their specific guidance needs. Further sup-
port to the work and role of DPOs was also pro-
vided by our involvement in the EIPA training and
certification programme for DPOs.

Colleagues in our Supervision and Enforcement
team also deal with telephone queries from DPOs
and whenever possible provide immediate assis-
tance and guidance on specific issues (more com-
plexissues are dealt with in written consultations).
In response to the increase in the number of tele-
phone queries, we set up a helpline for DPOs
which is available at set times in the week, when
an EDPS member of staff answers questions over
the phone. This initiative has been successful: it
allows us to deal with simple questions in a quick
and informal way and to provide specific guidance
to DPOs. The direct helpline has also strengthened
the cooperation and communication between us
and the DPO community within the EU institutions
and bodies.

2.3. Prior checks
2.3.1. Legal base

Regulation (EC) No 45/2001 provides that all
processing operations likely to present specific risks
to the rights and freedoms of data subjects by virtue
of their nature, their scope or their purposes are to be
subject to prior checking by the EDPS (Article 27(1)).

Article 27(2) of the Regulation contains a non-
exhaustive list of processing operations that are
likely to present specific risks. In 2013, we contin-
ued to apply the criteria developed in previous
years* when interpreting this provision, both to
decide whether a notification from a DPO is subject
to a prior check or not and when advising on the
need for the prior check of a consultation.

2.3.2. Procedure
2.3.2.1. Notification

When the EDPS receives an email notification from
a DPO, in the standard EDPS format (Article 19 of
the Rules of Procedure), we are obliged to carry
out a prior check. The DPO must provide any addi-
tional information that relates to the notified pro-
cessing operation in an annex to the notification
form.

Prior checks involve operations not yet in progress,
but also processing that began before 17 January
2004 (the appointment date of the first EDPS and
Assistant EDPS) or before the Regulation came into
force (ex-post prior checks). In such situations, an
Article 27 check cannot be ‘prior’ in the strict sense
of the word, but must be dealt with on an ex-post
basis. When the EDPS started his activities, there
was a backlog of ex-post prior check cases relating
to processing operations already in place. It was,
therefore, decided to accept ex-post notifications
despite the absence of a legal basis for this
practice.

In order to clear the backlog of ex-post prior check
cases on 5 July 2012, European institutions and
bodies were invited to ensure that all processing
operations subject to prior checking were notified
to the EDPS by the end of June 2013 (with the
exception of certain activities carried out by newly
established bodies that might be impossible to
notify ex-ante, such as recruitment). As a result, the
EDPS received 138 notifications from the beginning


https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Annualreport/2005/AR_2005_EN.pdf

of June 2013 to the end of July 2013 (out of a total
272 notifications in 2013).

Consultations on the need for prior checks:
When in doubt, the DPO can consult the EDPS on
the need for prior checking under Article 27(3) of
the Regulation. In 2013, we received 31 such con-
sultations from DPOs.

CJEU

The DPO of the Court of Justice of the EU (CJEU) con-
sulted the EDPS on the need to submit a notification
for prior checking on three processing operations: IT
general infrastructure, keeping of log files for IT appli-
cations and internet monitoring procedures. On the
first two processing operations, we considered that
they were not subject as such to prior checks as they
concerned a variety of disaggregated processing
operations to be analysed separately. For example, the
IT infrastructure could be used for a number of differ-
ent applications and purposes, such as for the email
system, the case management system, internet, etc.
Similarly, the log files may be kept and processed in a
variety of different applications and circumstances.

However, we considered that the monitoring of inter-
net use by CJEU staff was subject to a prior check as
the purpose of the processing was to evaluate per-
sonal aspects and related potentially to suspected
offences. We recommended that the examination of
individual emails identifying the user be carried out
only when there is reasonable suspicion of wrongdo-
ing, corroborated by concrete initial evidence and in
the framework of an administrative investigation.
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2.3.2.2. Period, suspension and extension

In accordance with Article 27(4) of the Regulation and
Article 21 of the Rules of Procedure, the EDPS shall
deliver an Opinion within two months following
receipt of a notification®. This period of two months
may be suspended until we receive any further infor-
mation that we have requested. When the complexity
of the matter so requires, the two month period may
be extended once for a further two months. If the
Opinion has not been delivered by the end of the
period of two months, or any extension thereof, it shall
be deemed to be favourable. To date, no such tacit
Opinion has ever arisen. The starting date for calculat-
ing the deadline is the day following the date on
which the notification form was received. If the final
date is a public holiday or another day on which the
EDPS services are closed, the next working day shall be
considered the final date for delivering the Opinion

Prior to the adoption of an Opinion, we send a
draft of that Opinion to the institution for feed-
back on the practical aspects and any factual inac-
curacies, which is subject to a deadline of 10 days.
This period may be extended upon a justified
request from the controller. If no feedback is
received within the deadline, the EDPS shall pro-
ceed with the adoption of the Opinion (Article 22
of the Rules of Procedure).

2.3.2.3. Register

In 2013, we received 272 notifications for prior
checking (2 were withdrawn). Whilst we have
cleared the backlog of ex-post prior checks for



most EU institutions, the deadline set to clear all
ex-post notifications, other processing operations
put in place by EU agencies, in particular by newly
established ones, the follow-up of Guidelines
issued, and several visits to agencies in 2013 have
generated a considerable increase in the number
of notifications.

Under the Regulation, we must keep a register of
all prior check processing operations for which we
have been notified (Article 27(5)). This register con-
tains the information referred to in Article 25 and
the deadline for implementing the recommenda-
tions from our Opinions. In the interests of trans-
parency, the register is available to the public on
our website (except for security measures, which
are not mentioned in the public register).

2.3.2.4. Opinions

Our final position on a processing operation is
outlined in an Opinion, which is notified to the
controller of that operation and the DPO of the
institution or body (Article 27(4)). In 2013, we
issued 91 prior check Opinions and 21 Opinions
on ‘non-prior checks’ (see Section 2.3.4). These fig-
ures take into account that we dealt with a signifi-
cant number of cases by issuing joint Opinions: in
2013, we issued 8 joint Opinions (3 of which were
for non-prior check cases) responding to a total of
36 notifications.

In 2013, we continued to address the majority of
our Opinions to EU agencies and bodies. EU agen-
cies have continued to notify their core business

activities and standard administrative procedures
according to the relevant EDPS procedures (see
Section 2.3.2.1).

Opinions routinely contain a description of the pro-
ceedings, a summary of the facts and a legal analysis
of whether the processing operation complies with
the relevant provisions of the Regulation. Where
necessary, we include recommendations to enable
the controller to comply with the Regulation. In the
concluding remarks, the EDPS usually states that the
processing does not seem to involve a breach of any
provision of the Regulation, provided these recom-
mendations are taken into account, but we may of
course exercise other powers granted to us under
Article 47 of the Regulation.

Once we have delivered our Opinion, it is made
public. All our published Opinions are available on
our website in three languages (as these become
available), in most cases together with a summary of
the case.

A case manual ensures that the entire team follows
the same approach and our Opinions are adopted
after a complete analysis of all significant informa-
tion. The manual provides a template for Opinions,
based on accumulated practical experience and is
regularly refined and updated. In addition, we use
a workflow system to make sure that all recommen-
dations in any given case are followed up and,
where applicable, all enforcement decisions are
complied with (see Section 2.3.6).


https://secure.edps.europa.eu/EDPSWEB/edps/Supervision/priorchecking/Register

2.3.3. Main issues in prior checks

2.3.3.1. Purpose limitation / compatible use

Several cases analysed in 2013 relate to the defini-
tion of compatible use and demonstrate a possible
trend in the further use of information that was orig-
inally collected for another purpose. The concept of
purpose limitation is an essential first step in apply-
ing data protection law. Purpose limitation means
that personal information may only be collected for
specified, explicit and legitimate purposes. The con-
cept contributes to transparency, legal certainty and
predictability and aims to protect individuals by set-
ting limits on how their information is used.

A notification by the European Food Safety Author-
ity (EFSA) allowed us to clarify the compatible use of
information originating from an access control sys-
tem. The EFSA intended to use access badge infor-
mation for controlling staff presence in the office.
Whilst the EDPS reply of 9 April 2013 concluded that
this particular operation was not subject to a prior
check, we highlighted the importance of the pur-
pose limitation principle. This means that in each
situation where the further use of personal informa-
tion is considered, a distinction must be made
between additional uses that are ‘compatible’ and
other uses, which are considered ‘incompatible’. For
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instance, the potential to link an access control data-
base with a time management database would not
be compatible because it implies a structural change
of purpose. In the case of EFSA, the use could be
considered compatible in view of helping jobholders
by facilitating the recording of flexitime. However,
we expressed doubts as to the necessity of imple-
menting such a system, as other means are available
that do not require the use of records from the
access control system.

The European Investment Bank (EIB) consulted us
on the legality of analysing information from an
access security system or from a time manage-
ment system for another purpose, namely for
investigations to instruct disciplinary procedures.
In our Opinion of 17 April 2013, we stressed the
purpose limitation principle, but also noted that it
offered a degree of flexibility to the EIB. Following
an analysis of the rules governing disciplinary pro-
cedures and fraud investigations at the EIB, we
concluded that the following limitations apply
when the EIB uses such information in disciplinary
investigations:

- such use must be limited to the purposes of
disciplinary procedures and fraud investiga-
tions at the EIB and the proportionality and
necessity of the processing of the information
must be respected;

- the re-use of this information for another pur-
pose is only permitted in the context of an open
disciplinary process for a specific case and must
not serve as an opportunity for a fishing opera-



tion (an attempt to discover the facts about
something by collecting a lot of information,
often on unrelated or minor matters or in secret).

2.3.3.2. eCommunication and
eMonitoring

In a number of cases, the EDPS was notified of or
consulted on processing operations that involved
eCommunication and eMonitoring.

In a consultation on call monitoring of data stem-
ming from the unified communication system (Uni-
Comm) at the European Union Agency for Funda-
mental Rights (FRA), we clarified the type of
electronic communications cases that need to be
notified to us for prior checking. In our reply of
1 February 2013, the EDPS established the principle
that electronic communications (and in particular
the processing of telephone records) are subject to
prior checking under three conditions:

1. if there is a structural breach of confidentiality of
communication; or

2. the processing relates to suspected offences or
security measures; or

3. itis intended to evaluate personal aspects relating
to individuals.

In the FRA case, it appeared that the personal infor-
mation in question is processed only to ensure the
good functioning, identification and handling of
security threats against the Unicomm system. Simi-
larly, the processing does not appear to violate the
confidentiality of communications, as certain traffic
information is processed solely to allow individuals
to identify their private calls with no interference to
the content of their communications. We con-
cluded, therefore, that the processing operation
was not subject to a prior check.

We also thoroughly reviewed an email monitoring
policy in place at the European Railway Agency
(ERA), which was drawn up to help prevent disrup-
tion and misuse by staff and recommended amend-
ments in a number of areas. In our reply to the prior
check notification, we highlighted the following
fundamentals:

- any email monitoring must be necessary and
proportionate;

- it should be performed first by automated
means and on a no-name basis;

- individual emails identifying the user must only
be examined when there is reasonable suspi-
cion of wrongdoing, corroborated by concrete
initial evidence and in the framework of an
administrative investigation.

Among other things, we invited ERA to exclude the
applicability of the email policy to personal webmail
accounts and to exclude, or significantly limit, ERA’s
power to interfere with personal communications.

A second case involving the European Railway
Agency (ERA) regarded eMonitoring for the pur-
pose of verifying whether internet use is in con-
formity with documented internal policy. In our
prior check Opinion, we applied the guidance out-
lined in our previous Opinions, highlighting the fol-
lowing points:

- the general monitoring of individual internet
use in the absence of suspicion is excessive;

- a policy should allow for a gradual increase in
monitoring depending on concrete needs and
circumstances;

< monitoring internet use of identified, individ-
ual users should only take place if there is rea-
sonable suspicion, corroborated by evidence
and in the framework of an administrative
inquiry;

- before engaging in individual monitoring,
other less intrusive measures (such as general
reminders or warnings) should be considered
where possible.

2.3.3.3. Transfers of data

The issue of transferring data to internal and external
recipients, for instance in security investigations and
in case of fraud and financial irregularities in the
management of EU funds, was a recurring topic in
cases dealt with in 2013.



On 1 February 2013, we published our first prior
check Opinion on a European External Action Service
(EEAS) processing operation. This prior check related
to security investigations carried out by the EEAS
Division for Security and Security Policy. The original
EEAS notification covered various security measures,
which were clarified and limited in scope over the
course of our examination.

In our conclusions, we recommended that the pro-
posed security policy be amended. Another recom-
mendation related to transfers of data - as an external
service, this could include transfers to third countries
and international organisations - and we referred to
our forthcoming paper on data transfers.

At the Joint Research Centre (JRC) in Petten, a Com-
mission Security Decision defines the general tasks of
the Security Service. In the light of its revision and an
upcoming Memorandum of Understanding between
the Directorate General Human Resources & Security
Directorate of the European Commission and the JRC
to conduct certain types of security investigations,
the JRC notified the EDPS of processing operations
carried out in security investigations. The purpose of
the processing operation is to obtain information
associated with security related incidents such as traf-
fic accidents, parking violations and vandalism that
have occurred on JRC Petten premises, ultimately
resulting in a report describing the occurrence.

The main concerns that we outlined in our Opinion of
19 March 2013, related to the transfer of data to recip-
ients such as EU institutions or bodies or national
authorities (police and judicial, for instance) and the
use they might make of them. We suggested that a
notice on purpose limitation be provided to these
recipients and that the necessity of a potential trans-
fer of information be duly assessed and documented
before any actual transfer takes place.

The Investigative Data Consultation Platform (IDCP) is
a project database, which aims to facilitate coopera-
tion and exchange of information on anti-fraud inves-
tigations between OLAF and its international partner
authorities. The IDCP contains a subset of data from
the investigative files of OLAF and its selected inter-
national partners (IDCP partners). The purpose of the
tool is to allow IDCP users to identify and exchange
relevant investigation-related information. It is OLAF’s
intention that the IDCP should work essentially as a
locator of basic investigation-related information. By
consulting the subset of data stored in the IDCP, the
partner will be able to identify whether any other
authority possesses information relevant for its inves-
tigation and to submit a specific request for coopera-
tion in accordance with the applicable administrative
cooperation arrangement.

CHAPTER 2

OLAF notified the IDCP to the EDPS in March 2012 for
prior checking well before finalising its implementa-
tion. The analysis of the processing operation under
Article 27 and its development proceeded more or
less in parallel.

After a thorough assessment, we concluded that the
proposed processing operation must be subject to a
number conditions and limitations for it to fully
respect the Data Protection Regulation (EC) 45/2001.
Among other things, we recommended:

- clearly specifying the responsibilities of OLAF
and other IDCP partners to respect the require-
ments of the Regulation;

- significantly limiting the conditions and modali-
ties of the database consultation to comply with
the principles of necessity and proportionality;

- ensuring sufficiently frequent (at least annual)
reviews of the accuracy, completeness and
up-to date nature of the personal data included
in the IDCP;

- performing a complete analysis of the risks and
defining in detail the specific security controls
that need to be implemented to reduce the risks
to a level acceptable to OLAF’'s management.

Furthermore, we required OLAF to apply for a separate
authorisation for the purposes of Article 9(7) of the Reg-
ulation. This authorisation aims to verify that sufficient
privacy and data protection guarantees are in place.

2.3.3.4. Miscellaneous

The aim of the European Investment Bank’s imple-
mentation of anti-money laundering (AML) and
combating the financing of terrorism (CFT) controls
is to apply best banking practices in these fields and
to minimise the risks to integrity and reputation.



In our prior check Opinion, we urged the EIB to rein-
force the existing legal basis. We further stressed the
need to introduce a number of safeguards to
enhance the quality of the personal data processed.
Personal information which has no relevance to the
underlying objective should not be processed.
Unverified rumours, press reports, or other allega-
tions should be treated with care. Ultimately, the EIB
should put in place procedures to ensure that the
information used is accurate and up-to-date.

On 8 March 2013, the European Joint Undertaking
for ITER and the Development of Fusion Energy
(F4E) notified us of its processing operations on the
declarations of interests of the members of its Exec-
utive Committee. Such declarations safeguard the
independence of these members and avoid any
conflicts of interest which could interfere with their
activities. These declarations of interests can be
made public upon request. In our Opinion of 30
May 2013, we said that such publication can be jus-
tified to allow control by peers and the public
depending on the tasks of the members of the
Executive Committee. Institutions and bodies
should assess the potentially public nature of per-
sonal information when collecting it and properly
inform the individuals concerned about its possible
disclosure.

We also pointed out that the disclosure of declara-
tions of interest is in effect a transfer of data. As set
out in the EDPS paper on Public access to docu-
ments containing personal data after the Bavarian
Lager ruling, an institution needs to take into
account the legitimate interests and views of the
individual(s) concerned in order to balance the
interests of all concerned and make a well-informed
decision. In our view, consent is not necessary as
the balance of interests in this instance would be
devoid of substance otherwise. Nevertheless, indi-
viduals have the right to object to the publication
on compelling and legitimate grounds.

2.3.4. Notifications withdrawn or
not subject to prior checking

41 cases were found not to be subject to prior
checking in 2013. In such situations, also referred to
as non-prior checks, the EDPS may still make recom-

mendations. In addition, two notifications were
withdrawn and one replaced. The significant
increase of inappropriately submitted cases (com-
pared to 8 in 2012) is a consequence of the dead-
line established by the EDPS to clear the backlog of
ex-post prior checking cases (see paragraph 2.3.2.1).
Most of the cases not subject to prior checking
were submitted just before the deadline.

Sometimes, we need to request the controller to
withdraw a notification where the information sub-
mitted is incomplete, inaccurate or misleading. In
2013, two notifications were withdrawn and
replaced at our request. The first notification was
not aligned with previous prior check notifications
on similar processing operations, the purpose of
the processing was not clearly described and no
precise legal basis was referred to. In the second
case, we required the controller to withdraw the
initial prior check notification because during the
development phase, the notified project was sub-
ject to substantial modification compared to the
description contained in the notification.

2.3.5. Follow-up of prior checking
Opinions

An EDPS prior check Opinion usually concludes with
a statement that the processing operation does not
violate the Regulation providing certain recommen-
dations are implemented. Recommendations are
also issued when a case is analysed to verify the need
for prior checking and some critical aspects appear
to deserve corrective measures. The EDPS allows the
institution three months from the date of the Opinion
to give feedback on the implementation of the rec-
ommendations made in the Opinion. Should the
controller not comply with these recommendations,
the EDPS may exercise the powers granted to him un-
der Article 47 of the Regulation.

To date, institutions and bodies have chosen to fol-
low our recommendations and there has been no
need for us to open enforcement proceedings. In
the formal letter that accompanies an Opinion, we
request that the institution or body concerned
informs us of the measures taken to implement our
recommendations within a threemonth period.

As outlined in the Rules of Procedure (Article 25.2),
we consider this follow-up a critical element in
achieving full compliance with the Regulation. In
keeping with our 2010 Policy Paper on Monitoring
and Ensuring Compliance with Regulation (EC) No
45/2001, we expect institutions and bodies to be
accountable for any recommendations we make.


https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Papers/BackgroundP/11-03-24_Bavarian_Lager_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Papers/BackgroundP/11-03-24_Bavarian_Lager_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Papers/BackgroundP/11-03-24_Bavarian_Lager_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Papers/PolicyP/10-12-13_PP_Compliance_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Papers/PolicyP/10-12-13_PP_Compliance_EN.pdf
https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Papers/PolicyP/10-12-13_PP_Compliance_EN.pdf

This means that they bear the responsibility for
implementing them and they must be able to dem-
onstrate this to us. Any institution or body failing to
act on the recommendations will thus risk formal
enforcement action.

2.3.6. Conclusions

The 91 prior check Opinions issued have provided
valuable insight into the processing operations of
the European administration and have enabled us
to provide recommendations that will better guar-
antee the fundamental right to data protection of
individuals in a consistent way. The importance of
this activity lies in the potential it gives us to check
compliance with data protection rules before the
processing activity is put into place.

This check is carried out in cases of specific risks that
are selected according to the criteria developed by
the Regulation. This approach of selectivity in our
supervision function allows us to concentrate on
those cases where fundamental rights might be put
at risk and play a preventive and precautionary role.

In terms of follow-up of our prior check Opinions,
we closed 87 cases in 2013. We will continue to
closely monitor and follow-up our recommenda-
tions to ensure that institutions and agencies inte-
grate them in a timely and satisfactory manner.
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2.4. Complaints

2.4.1. The EDPS mandate

One of the main duties of the EDPS, as established
by Regulation (EC) No 45/2001, is to "hear and
investigate complaints” as well as "to conduct
inquiries either on his or her own initiative or on
the basis of a complaint” (Article 46).

In principle, an individual can only complain to us
about an alleged violation of his or her rights related
to the protection of his or her personal information.
However EU staff can complain about any alleged
violation of data protection rules, whether the com-
plainant is directly affected by the processing or not.
The Staff Regulations of EU civil servants also allow
for a complaint to the EDPS (Article 90b).

According to the Regulation, the EDPS can only
investigate complaints submitted by natural per-
sons. Complaints submitted by companies or other
legal persons are not admissible.

Complainants must also identify themselves so
anonymous requests cannot be considered. How-
ever, anonymous information may be taken into
account in the framework of another procedure



(such as a self-initiated enquiry, or a request to send
notification of a data processing operation, etc.).

A complaint to the EDPS can only relate to the
processing of personal information. The EDPS is
not competent to deal with cases of general mal-
administration, to modify the content of the docu-
ments that the complainant wants to challenge or
to grant financial compensation for damages.

A Czech citizen complained about national
court proceedings concerning restitution of his
property. As no processing of personal data by
EU institutions was involved, no inquiry of these
complaints was carried out.

The processing of personal information which is
the subject of a complaint must be carried out by
one of the EU institutions or bodies. Furthermore,
the EDPS is not an appeal authority for the national
data protection authorities.

A Greek citizen complained to the EDPS ex-
plaining that he had addressed the Greek data
protection authority (who had not replied to
him) to check compliance of a decision taken by
a national public sector body with the Greek
data protection laws. The complainant asked
the EDPS to intervene in the case. We explained
that the EDPS has no power to take action
against national data protection authorities, as
our competence is limited to the processing of
personal data by EU institutions or bodies.

2.4.2. Procedure for handling of
complaints

The EDPS handles complaints according to the
existing legal framework, the EDPS Rules of Proce-
dure and the general principles of EU law and good
administrative practice common to the EU institu-
tions and bodies.

In all phases of handling a complaint and in accord-
ance with Article 33 of the Rules of Procedure, the
EDPS adheres to the principles of proportionality
and reasonableness. Guided by the principles of
transparency and non-discrimination, we under-
take appropriate actions taking into account:

- the nature and gravity of the alleged breach of
data protection rules;

- the importance of the prejudice that one or
more data subjects may have suffered as a
result of the violation;

- the potential overall importance of the case in
relation to the other public and/or private
interests involved;

- the likelihood of proof that the infringement
has occurred;

- the exact date of the events, any conduct
which is no longer yielding effects, the removal
of these effects or an appropriate guarantee of
such a removal.

In February 2011, we updated the way complaints
can be submitted to us by offering an online com-
plaint submission form in English, French and
German on our website. This form helps complain-
ants to assess the admissibility of their complaint
and thereby to submit only relevant matters to the
EDPS. It also allows us to analyse more complete
information in order to speed up the processing of
complaints and to reduce the number of manifestly
inadmissible complaints.

A complaint must identify the person making the
complaint. It must also be submitted in writing in
an official language of the EU and provide all infor-
mation necessary to better understand the subject
matter. Each complaint received by us is carefully
examined. The preliminary examination of the
complaint is specifically designed to verify whether
a complaint fulfils the conditions for further inquiry,
including whether there are sufficient grounds for
an inquiry.

Our internal manual was designed to provide
guidance to staff when handling complaints. We
have also implemented a statistical tool designed
to monitor complaint-related activities, in particu-
lar to monitor the progress of specific cases.


http://europa.eu/about-eu/institutions-bodies/index_en.htm

A complaint which concerns a matter outside our
competence is declared inadmissible and the com-
plainant is informed accordingly. If relevant, we will
also inform the complainant of any other compe-
tent bodies (e.g. the Court, the Ombudsman,
national data protection authorities, etc.) to whom
the complaint can be submitted.

A complaint that addresses facts which are clearly
insignificant, or would require disproportionate
efforts to investigate is not pursued. We can only
investigate complaints that concern a real or
potential - and not a purely hypothetical - breach
of the relevant rules relating to the processing of
personal information. This includes a study of alter-
native options to deal with the relevant issue,
either by the complainant or by us. For instance, we
can open an inquiry into a general problem on our
own initiative as well as open an investigation into
an individual case submitted by a complainant. In
such cases the complainant is informed about all
available means of action.

A complaint is, in principle, inadmissible if the
complainant has not first contacted the institu-
tion concerned in order to redress the situation. If
the institution was not contacted, the complainant
should provide the EDPS with sufficient reasons for
not doing so.

If a matter is already being examined by an admin-
istrative body, for instance, an internal inquiry by
the institution concerned is in progress, the com-
plaint is, in principle, still admissible. However, we
can decide, on the basis of the specific facts of the
case, to await the outcome of the administrative
procedure(s) before beginning our investigation.
On the contrary, if the same matter (same factual
circumstances) is already being examined by a
Court, the complaint is declared inadmissible.

In one complaint case regarding an administra-
tive inquiry against a member of staff, the com-
plainant initiated a procedure under Article 91
of the Staff Regulations after having filed a
complaint with the EDPS.

The EDPS decided to suspend his complaint
case as a consequence.

In order to ensure the consistent
treatment of complaints concerning
data protection and to avoid unnec-
essary duplication, the European
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Ombudsman and the EDPS signed a Memorandum
of Understanding (MoU) in November 2006. If a
complaint relating to the same facts has been
lodged with the European Ombudsman, the EDPS
will examine its admissibility in the light of the MoU.
The MoU stipulates, amongst other things, that a
complaint that has already been examined should
not be reopened by another institution unless sig-
nificant new evidence is submitted.

According to Article 32.3 of our Rules of Proce-
dure, there is a time limit for lodging a complaint.
A complaint shall, in principle, only be lodged
within two years of the date on which the com-
plainant had knowledge of the facts on which it is
based.

Where a complaint is admissible, we will launch an
inquiry to the extent appropriate. This inquiry may
include a request for information to the institution
concerned, a review of relevant documents, a
meeting with the controller or an on-the-spot
inspection. The EDPS has the authority to obtain
access to all personal information and to all infor-
mation necessary for the inquiry from the institu-
tion or body concerned. We can also obtain access
to any premises in which a controller or institution
or body carries out its activities.

At the end of the inquiry, a decision is sent to the
complainant as well as to the controller responsible
for processing the information. In the decision, the
EDPS expresses his view on a possible breach of the
data protection rules by the institution concerned.
The competence of the EDPS is broad, ranging
from giving advice to data subjects, to warning or
admonishing the controller, to imposing a ban on
the processing or referring the matter to the Court
of Justice.

Any interested party can ask for a review of the
EDPS’ decision. A request for review must be
lodged within one month of the date of receipt of
the decision and is limited to new elements or legal
arguments which have not been taken into account
by us. Independently of a possible request to
review our decision, the decision can also be chal-
lenged before the Court of Justice of the European
Union in accordance with the conditions laid down
in Article 263 TFEU.

No decisions of the EDPS were challenged before the
Courtin 2013.




2.4.3. Confidentiality guaranteed
to the complainants

The EDPS recognises that some complainants put
their private lives or careers at risk when exposing
violations of data protection rules and that
confidentiality should, therefore, be guaranteed to
the complainants and informants who request it. On
the other hand, the EDPS is committed to working in
a transparent manner and to publishing at least
the substance of his decisions. The internal
procedures of the EDPS reflect this delicate balance.

As standard policy, complaints are treated confi-
dentially. Confidential treatment implies that per-
sonal information is only used by us to handle the
complaint. However, for the proper conduct of the
investigation it is usually necessary to inform the
relevant services of the institution concerned and, if
necessary for the investigation, the third parties
involved, about the content of the complaint and
the identity of the complainant. In accordance with
Article 33.3 of our Rules of Procedure, the EDPS shall
disclose the content of a complaint and the identity
of the complainant only to the extent necessary for

2.4.4. Complaints dealt with in 2013

the proper conduct of the inquiry. We also copy the
DPO of the institution concerned in all correspond-
ence between us and the institution.

If the complainant requests anonymity from the institu-
tion, the DPO or third parties involved, he is invited to
explain the reasons for such a request. We will then ana-
lyse the complainant’s arguments and examine the con-
sequences for the viability of our subsequent inquiry. If
we consider that the anonymity of the complainant is
not appropriate, we will explain our evaluation and ask
the complainant whether he accepts our examination of
the complaint without guaranteeing anonymity or
whether he prefers to withdraw the complaint.

If the complainant decides to withdraw the complaint,
the institution concerned is not informed of the exist-
ence of the complaint. In such a case, we may undertake
other actions on the matter, without revealing the exist-
ence of the complaint to the institution concerned, for
instance, an inquiry on our own initiative or a request for
notification about a data processing operation.

During and on completion of an inquiry, all docu-
ments related to the complaint, including the
final decision are not disclosed by us to third par-
ties unless the EDPS is under a legal obligation to
do so.



2.4.4.1. Number of complaints

In 2013, the EDPS received 78 complaints, a
decrease of approximately 9% compared to
2012, confirming the effectiveness of the online
complaint submission form available on our
website in reducing the number of inadmissible
complaints. Of these, 48 complaints were inad-
missible, the majority relating to processing at
national level as opposed to processing by an
EU institution or body.

The remaining 30 complaints required in-depth
inquiry, a decrease of about 25 % compared to
2012. In addition, 20 admissible complaints,
submitted in previous years (two in 2009, one in
2010, fourin 2011 and 13 in 2012), were still in
the inquiry, review or follow-up phase on 31
December 2013.

2.4.4.2. Nature of complainants

Of the 78 complaints received, 23 complaints (29 %)
were submitted by staff of EU institutions or bod-
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ies, including former staff members and candidates
for employment. The complainant did not appear
to have an employment relationship with the EU
administration in the remaining 55 complaints.

2.4.4.3. Institutions & number of complaints

Of the 30 admissible complaints submitted in 2013,
most were directed against the European Commis-
sion, OLAF and the European Parliament. This is to
be expected since the Commission and the Parlia-
ment conduct more processing of personal infor-
mation than other EU institutions and bodies. The
relatively high number of complaints against OLAF
may be explained by the nature of the activities
undertaken by this body. However, a significant
number of complaints were also directed against
the Fundamental Rights Agency.

2.4.4 4. Language of complaints

The majority of complaints were submitted in Eng-
lish (50 %), German (17 %), French (15 %) and Italian
(8%). Complaints in other languages are relatively
rare (10%).
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2.4.4.5. Types of violations alleged

The violations of data protection rules alleged by
the complainants in 2013 related mainly to:

- Disclosure of data (47 %), a breach of data sub-
jects’ rights, such as excessive collection of per-
sonal information (13 %), transfer of data
(10 %), data quality and information to data
subjects (10 %);

+ Access to data (7 %), lawfulness of processing
(3%) and retention of data (3 %).

2.4.4.6. Results of EDPS inquiries

In four cases resolved in 2013, the EDPS found that
there was no breach of data protection rules or that
the necessary measures had been taken by the data
controller during the EDPS inquiry.

Conversely, non-compliance with data protection
rules was found in six cases and recommendations
were addressed to the controller.

The EDPS received a complaint about access to
the personal data of a person who had since
left the institution and about the conservation
of that same data in a database for a period
longer than necessary for the purposes for
which it was collected. The EDPS considered
that the institution was in breach of the Regula-
tion for having failed to adopt adequate techni-
cal and organisational measures for ensuring
that the complainant’s personal information
was not unlawfully accessed and for not delet-
ing the data after a certain period.

In two cases, allegations reported to the EDPS in
the context of a complaint led to a decision to
launch a broader, fact-finding visit to the premises
of the EU institution concerned.

2.5. Monitoring compliance

The EDPS is responsible for monitoring and
ensuring the application of Regulation (EC)

No 45/2001. Monitoring is performed through
periodic general surveys. In addition to this general
stock taking exercise, we carried out targeted
monitoring exercises in cases where, as a result of
our supervision activities, we had cause for
concern about the level of compliance in specific
institutions or bodies. In 2013, these took the form
of a one day visit to the body concerned with the
aim of addressing the compliance failings. In
addition, inspections were carried out in certain
institutions and bodlies to verify compliance on
specific issues.

2.5.1. General monitoring and report-
ing 2013 Survey: Survey on the func-
tion of the Data Protection Coordina-
tor at the European Commission and
General Report

Over the past few years, some of the larger institu-
tions have established networks of DPCs to actas a
relay for the Data Protection Officer locally. The
European Commission launched its network in
2002 which in principle now involves all DGs.

In June 2012, we launched a survey on the function
of the DPC at the Commission. A report of our find-
ings was published in January 2013.

The findings reveal a great disparity between the
resources allocated to the function by the DGs:
between 5% and 100 % of a DPC’s time is assigned
to his/her function as DPC. However, all DPCs have
a common series of basic tasks which they are



required to perform irrespective of the time availa-
ble to do so. Accordingly, one of the first conclusions
of our report is the need to establish minimum crite-
ria to be satisfied by DGs in order to preserve the
useful nature of the role.

Among other things, our conclusions also make ref-
erence to:

- the appointment decision that should mention
the minimum duration of the term of office;

- a specific reference to the role of DPC in the job
description;

« the guarantee of the necessary resources such as
time to attend DPC network meetings; and

- the inclusion of DPC responsibilities in the indi-
vidual's appraisal.

In addition, the report outlines the good practices
developed in certain DGs, such as creating a func-
tional mailbox that can be used to consult the DPC,
developing an intranet page devoted to data protec-
tion, making sure the role of DPC is visible in the
organisational chart or structuring the DPC’s access
to his superiors and ensuring that he is kept
informed effectively.

We used the report to express the EDPS’ support for
the DPC function, which contributes to good gov-
ernance. The DPCs, whose function is recognised
internally, contribute to making DGs more account-
able for data protection, a key concept in the current
data protection reform.

On 17 June 2013, we initiated our fourth general
stock taking exercise, Survey 2013, to ascertain the
progress made in the implementation of the Regula-
tion in all 62 institutions and bodies. In addition to
the issues analysed in previous surveys (level of noti-
fications to the DPO, level of prior checks, etc.) we
requested information on:

- the data protection training given to staff;
- contractual clauses for processors;

- involvement of the DPO in designing new pro-
cessing operations; and

- transfers to recipients not subject to national
provisions implementing Directive 95/46.
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General surveys allow us to identify underperform-
ing bodies and take specific actions to address the
problems. The results of the survey will be published
in early 2014.

2.5.2. Visits

At the EDPS, we promote the notion of accountabil-
ity, but also take action where necessary. A visit is a
typical way for us to take targeted action. A visit is
a compliance tool, the aim of which is to engage
the commitment of the senior management of an
institution or agency to comply with the
Regulation.

The decision to visit is usually taken when there has
been a lack of compliance with the data protection
rules, a lack of communication or simply to raise
awareness. This is based on the information we
have gathered when monitoring compliance, for
example, in a general survey. The visit comprises an
on-site visit by the EDPS or Assistant EDPS and is
followed-up with correspondence relating to a spe-
cific road map agreed between us and the body
visited.

The results of the visits can be measured in terms of:
- raising awareness of data protection;

- raising the level of compliance via commitment
of the management;

- increasing our knowledge of agencies; and

- generally fostering better cooperation with the
agencies visited.

In the course of 2013, we visited two EU agencies,
ESMA and EIGE. A working-level meeting took place
with eu-LISA.

ESMA

The European Securities and Markets Authority (ESMA)
in Paris, became operational on 1 January 2011.
Although we were consulted on the implementing
rules for the DPO function, a DPO was only
appointed in Spring 2013 and no prior check notifi-
cations had been submitted before then. To raise the
profile of data protection at ESMA, a meeting
between the Assistant Supervisor and the Executive
Director of ESMA as well as the newly-appointed



DPO took place in Brussels in April 2013. Following
the meeting, ESMA significantly increased its com-
pliance efforts and now performs on a level similar
to other recently established agencies.

EIGE

The European Institute for Gender Equality (EIGE)
in Vilnius, officially became operational in Sum-
mer 2010. EIGE replied late to our 2011 general
survey and by early 2013, had not submitted a
single prior check notification. For this reason, the
Assistant Supervisor visited EIGE in May 2013. The
half day visit consisted of meetings with manage-
ment, the staff in charge of processing opera-
tions, as well as the DPO and Deputy DPO. Follow-
ing the visit, EIGE and the EDPS agreed on a
roadmap towards full compliance. So far, EIGE has
complied with the steps of the roadmap and now
shows better compliance than many other
recently established agencies.

eu-LISA

The EU Agency for the operational management of
large-scale IT systems (eu-LISA) is currently in
charge of the operational management of EURO-
DAC, VIS and SIS Il and became operational in
December 2012. While its headquarters are in Tal-
linn, technical staff and the main data centre are
based in Strasbourg. In May 2013, staff members of
the EDPS conducted a working-level visit to the
agency’s Strasbourg facilities in order to get an
overview of activities, collect information on secu-
rity measures and to be updated on the state of
play of the migration to the new version of the
Schengen Information System. This was not a man-
agement-level visit triggered by compliance issues,
but a working-level meeting to foster good coop-
eration and technical insight into the operations of
the new EU agency.

We continued to follow-up on past visits and on
the implementation of roadmaps. The European
Training Foundation (ETF) in particular demon-
strated active cooperation with us in adopting con-

crete measures to implement recommendations
agreed in the roadmap.

2.5.3. Inspections

Inspections are another important tool that allows
the EDPS to monitor and ensure the application of
the Regulation. They are provided for under its
Articles 41(2), 46(c) and 47(2).

The EDPS has extensive powers to access any
information, including personal data, necessary
for his inquiries and the right to access any
premises where the controller or the EU institution
or body carries out its activity. These powers ensure
that the EDPS has sufficient tools to perform his
function.

Inspections can be triggered by a complaint or take
place at the EDPS’ own initiative.

Article 30 of the Regulation requires EU institutions
and bodies to cooperate with the EDPS in perform-
ing his duties and to provide the information and
access requested.

In the course of an inspection, we verify facts on-
the-spot with the ultimate goal of ensuring com-
pliance. Following an inspection, we will always
give appropriate feedback to the inspected
institution.

In November 2013, the EDPS adopted a compre-
hensive inspection manual to provide guidance to
EDPS staff dealing with inspections. The document
contains a description of the administrative proce-
dure, inspectors’ tasks, security considerations for
inspections, and standard forms for producing
inspection documents. The manual is comple-
mented by an inspection policy and inspection
guidelines. The inspection policy sets out the main
elements of the EDPS inspection procedure in
order to give guidance to all involved and ensure
transparency to stakeholders. The inspection
guidelines, which are sent to the relevant institu-
tion prior to an inspection, provide a link between
the policy and the manual and outline both opera-
tional and legal issues.

In 2013, we continued the follow-up of previous
inspections. We inspected EMA in June 2013 and
conducted targeted, on-the-spot inspections were
conducted in July at four Luxembourg-based EU
institutions and bodies on the way they inform the
general public about video-surveillance on their
premises. We also carried out an OLAF-CIS-MAB-FIDE
inspection and performed two fact-finding visits.



EMA inspection

In June 2013, we inspected the European Medi-
cines Agency (EMA) in London, focusing on two
processing operations: EudraVigilance, one of
EMA's core business systems and video surveillance
on EMA’s premises. EudraVigilance was selected for
two reasons: firstly, because the database is likely
to contain vast quantities of sensitive medical data,
and secondly, to speed up the follow-up of a prior
check issued.

EudraVigilance stores information on adverse reac-
tions to medicines, both those authorised in the EU
and those used in clinical trials. Its purpose is to dis-
cover new side effects and other safety risks related
to medicines. It currently contains more than four
million records. The inspection served to verify
facts and practices about EudraVigilance.
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Regarding CCTV, the inspection aimed to verify com-
pliance with the EDPS video surveillance guidelines,
similar to the targeted CCTV inspections carried out
in Brussels in 2012, also taking into account the
heavy reliance on CCTV in the host Member State.

EMA cooperated fully and constructively with our
inspection team. At the time of writing, the inspec-
tion report was being finalised.

Targeted CCTV inspection

In February 2012, further to our 2010 Video-surveil-
lance Guidelines, we published a follow-up report
which outlined the level of compliance by EU insti-
tutions and bodies with EDPS recommendations.
The report announced several follow-up measures
on the topic, including plans to carry out a number
of thematic inspections.



Having conducted inspections on the premises of
thirteen Brussels-based EU institutions and bodies
between June and July 2012, the EDPS carried out
a similar exercise at four Luxembourg-based EU
institutions and bodies on 9 and 10 July 2013.

As with the earlier 2012 exercise, our focus was on
how Luxembourg-based EU institutions and bodies
inform the general public about video-surveillance,
including:

- on the existence, location and content of an on-
the-spot notice, for instance, with a picto-
gramme and some basic written information,
highlighting that the area is under surveillance;

- on the availability and the content of a more
comprehensive data protection notice briefly
summarising why and how video-surveillance
is taking place, what the safeguards are and
how individuals can exercise their rights;

- on the availability and the content of an online
policy on video-surveillance detailing the
broader approach of the EU institution or body
concerned.

The results of the inspections at the EU institutions
and bodies are currently being examined.

OLAF-CIS-MAB-FIDE inspection

In December 2013, we conducted an inspection at
the European Anti-Fraud Office (OLAF) in Brussels,
targeting several parts of the Anti-Fraud Informa-
tion System (AFIS), namely the Customs Informa-
tion System (CIS), the Mutual Assistance Broker
(MAB) and the Customs Files Identification Data-
base (FIDE). We also analysed the AFIS security
framework.

These systems support cooperation between the
member states’ customs authorities and between
them and OLAF, MAB and CIS contain information
on seizures of smuggled goods and suspicions of
smuggling and other breaches of customs and agri-
cultural legislation. FIDE is an index of persons and
entities under investigation and those who have
been convicted of customs offences.

The minutes and the report for the inspection are
in preparation.

Fact-finding visits

In January and May 2013, we also carried out two
fact-finding visits at OLAF in the context of two dif-
ferent complaint cases.

2.6. Consultations on
administrative measures

2.6.1. Consultations under Articles
28.1 and 46(d)

On 23 November 2012, we adopted a policy on
consultations in the field of supervision and
enforcement. The aim of this paper is to provide
guidance to EU institutions and bodies and DPOs
on consultations to the EDPS based on Articles
28(1) and/or 46(d) of the Regulation.

Article 28(1) of the Regulation stipulates that EU
institutions and bodies shall inform the EDPS when
drawing up administrative measures which relate
to the processing of personal information. Further-
more, Article 46(d) of the Regulation imposes a



duty upon the EDPS to advise EU institutions and
bodies, either on his or her own initiative or in
response to a consultation, on all matters concern-
ing the processing of personal information.

When an EU institution or body draws up measures
affecting data protection rights, it should ensure
that proper attention is paid to respecting its obli-
gations under the Regulation before the measure is
adopted. One of the most effective means of ensur-
ing this is to involve the DPO at the outset to seek
their expert, internal advice.

As outlined in the policy paper, we encourage con-
trollers to submit consultations to us in specific,
limited cases when the matter presents: (a) a cer-
tain novelty or complexity where the DPO or the
institution has a genuine doubt, or (b) a clear
impact on data subjects’ rights, either due to the
risks posed by the processing activities, or due to
the scope of the measure.

In principle, the EDPS will only consider consulta-
tions which have first been submitted for consulta-
tion to the DPO of the institution concerned (Arti-
cle 24.3 of the Rules of Procedure). In 2013, we
received 37 consultations on administrative meas-
ures.Within the framework of consultations on
administrative measures envisaged by an institu-
tion or body, a variety of issues were examined in
2013, some of which are reported below.

2.6.1.1. Transfer of staff data to member
states’ Permanent Representations

The DPO of an EU Agency consulted the EDPS on
the transfer of personal data of staff members to
the Permanent Representations of member states.
The main responsibility of Permanent Representa-
tives is to collectively prepare the work of the
Council of the European Union as part of the
COREPER committee.

In our reply of 9 April 2013, we pointed out that
such requests should always specify a purpose and
be subject to a clear legal basis, for instance Article
15, second subparagraph of Protocol No. 7 to the
Treaty on the Functioning of the European Union
(TFEU) on the privileges and immunities of the EU,
providing that the names, grades and addresses of
officials and other staff in certain categories “shall
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be communicated periodically to the governments
of the Member States”.

2.6.1.2. Change of purpose for the use of
data collected for a specific purpose

On 17 April 2013, we replied to a consultation from
an EU body, which asked about the legality of using
personal information collected from an access
security or time management system for another
purpose, more specifically in order to instruct a dis-
ciplinary procedure in an investigation.

In our answer, we conducted an analysis based on
the purpose limitation principle (Article 4) and
change of purpose (Article 6).

We concluded that the rules governing disciplinary
procedures and fraud investigations permit the use
of any relevant types of data in the context of disci-
plinary investigations. Furthermore, we considered
that the processing of the data stemming from the
access security or time management system can be
considered compatible in the framework of discipli-
nary proceedings.

However, the authorisation must be strictly inter-
preted, so that the proportionality and necessity of
the processing is respected and that re-use for
another purpose is only permitted in the specific
context of an open disciplinary process for a spe-
cific case. Similar issues have been dealt with in the
context of prior checks (see section 2.3.3.1).

2.6.1.3. Public access requests at the ECB
- balancing the interests of staff and the
public

On 20 September 2013, we replied to a consulta-
tion from the European Central Bank (ECB) about
public access to a register set up as part of the ethi-
cal framework rules of the ECB on the gifts received
by ECB staff members.



Taking into account the ECB decision on public
access and the facts of the case, our analysis built
on the CJEU’s Bavarian Lager judgment and the
EDPS Paper on Public access to documents contain-
ing personal data after the Bavarian Lager ruling
and considered the public access request as a trans-
fer that must be compliant with Regulation
45/2001. The ECB must balance the interests of the
recipient to establish the necessity of the transfer of
information and that of the institution to establish
if there is reason to assume that an individual’s
legitimate interests might be prejudiced by allow-
ing access to his personal information.

The balance of interests should also take into
account the categories of staff concerned as trans-
parency requirements may justify the publication
of personal data of executive members or senior
management members.

We concluded that the ECB should assess the pos-
sible public nature of the gift register and make
clear to the persons mentioned in the register to
which extent the processing might be publicly
disclosed. Consequently, an individual would
need to be informed before his personal data is
disclosed for the first time and should have the

right to object to the disclosure on compelling
legitimate grounds pursuant to the Data Protec-
tion Regulation.

2.7.Data protection guidance

The experience gathered in the application of the
Data Protection Regulation has enabled us to
translate our expertise into specific guidance for
institutions and bodies. In 2013, this took the form
of guidance in the areas of public procurement,
grants and external experts, as well as follow-up to
previous guidance to institutions in the areas of
leave and flexitime, training for DPOs, workshops
for controllers and DPOs, a dedicated area for DPOs
on the EDPS website and a telephone helpline for
DPOs.

2.7.1. Thematic Guidelines

In the spirit of the action plan established in the
Strategic Review 2013-14, and on request from
stakeholders for more guidance in the area of data
protection, we continued our work on developing
thematic Guidelines. These not only cover areas


https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Papers/BackgroundP/11-03-24_Bavarian_Lager_EN.pdf
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subject to prior checking by the EDPS but also
more horizontal themes.

Where our Guidelines cover areas that are subject
to prior checks by the EDPS, they have contributed
to reducing this work and have allowed us to focus
our Opinions on processing operations that diverge
from the Guidelines.

- Guidelines on Public Procurement, Grants and
External Experts

In June 2013, we published Guidelines on the pro-
cessing of personal information in the context of
public procurement, grants, selection and use of
external experts. All these procedures are based
on the EU Financial Regulation and involve evalua-
tion of the respective applicants according to the
same set of criteria. The main issue raised in the
Guidelines was the conservation of personal data
in this context. We highlighted the respective pro-
visions of the Rules of Application for the EU Finan-
cial Regulation, allowing for conservation of data
for control and audit purposes for up to seven
years after the signature of the related contract or
agreement.

- Survey on Data Conservation in an Evaluation
Context

As a follow up to the 2011 Staff Evaluation Guide-
lines, we conducted a survey on the conservation
of personal information in an evaluation context in
June 2013. A questionnaire was sent to the partici-
pants of our 2012 Data Conservation Workshop to
gather information from HR experts and Document
Management Officers on the reasons for the exist-
ing time limits as well as the storage on electronic
files.

- Guidelines on the processing of personal infor-
mation in the area of leave and flexitime

At the end of 2012, the EDPS provided guidance
to EU institutions and agencies by adopting
Guidelines concerning the processing of personal
information in the area of leave and flexitime.
These Guidelines were designed to offer practical
guidance and assistance to all DPOs and control-
lers in their task of notifying existing and/or
future data processing operations in this area to
the EDPS.

In 2013, the EDPS received numerous notifications
for prior checks from EU institutions and bodies
linked to these Guidelines. These notifications
allowed us to analyse the implementation of the
Guidelines more precisely. Instead of adopting a
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general Opinion covering all the notifications
received, we adopted specific Opinions covering
leave and flexitime processing operations in gen-
eral per each agency, and we focused our analysis
on the aspects of the processing operations that
diverged from the Guidelines.

2.7.2.Training and workshops

On 31 January 2013, special training was organ-
ised for the DPOs of five EU Joint Undertakings,
ARTEMIS, Clean-Sky, ENIAC, IMI & SESAR. Presen-
tations focused on the role and missions of the
DPO, the guidance available on the EDPS website
(specifically, the DPO corner), EDPS compliance
monitoring tools and EDPS enforcement powers.

On 25 February 2013, upon a specific request from
the European Training Foundation (ETF), the EDPS
organised a thematic training session for the
agency staff dealing with HR, IT and public procure-
ment matters. Most of the participants confirmed
that they gained new insight, on the practical


https://secure.edps.europa.eu/EDPSWEB/edps/Supervision/Guidelines

implementation of the EDPS Guidelines in these
fields and that the training was a useful exchange
of views with EDPS staff. It is interesting to note
that some of the participants identified the impor-
tance of the prior notification process, that prior
checking is an opportunity and that they should
check the EDPS website for guidance and Opinions
when drafting policies and procedures.

On 10 April 2013, we organised a training session
upon a request from the DPO of the European
Defence Agency (EDA) for various controllers in the
agency. The EDPS staff focused on the importance
of submitting notifications to the DPO, on how con-
trollers should fill in notifications and provided con-
crete examples on data subjects’ rights. The train-
ing proved to be useful, since it raised awareness
and motivated the controllers to submit their noti-
fications to the agency’'s DPO, who then sent them
to the EDPS for prior checking.

On 17 April 2013, we organised a general training for
DPOs from EU institutions & bodies with a focus on the
prior check procedure. Presentations were given on
the duties of the DPO in this area, the steps involved in
the prior check procedure, applicable deadlines, as
well as the guidance available on the EDPS website.
The training included a group exercise to complete an
actual notification form for prior checking.

We also launched a series of workshops that will help
us to issue guidance on technology-related subjects.
The discussions in the workshops confirm the need for
a common approach in protecting personal informa-
tion and highlight the benefits of EU institutions and
bodies exchanging experiences on good data protec-
tion practice, particularly in such complex and rapidly
developing technological fields.

The first in this series was a workshop held on 12 June
2013 on the use of electronic communication in the
workplace. 75 participants, including DPOs, DPCs and

staff from the IT and HR fields, represented the major-
ity of EU institutions and bodies. They offered valuable
contributions from their day-to-day work on the use of
phones, internet and email. Other meetings and email
contact with DPO/DPC networks, IT, HR and staff from
other fields within the EU administration will help to
gather other pertinent information with a view of
drafting guidance in this area.

On 19 September 2013, we held two workshops on
the use of mobile devices in the workplace and on
websites managed by EU institutions and bodies. Over
60 participants attended each workshop. Prior to the
meeting, we asked those that had registered for the
workshop to take part in our survey on their own prac-
tices. This gave us a unique and valuable insight into
the experience and views on the issues that were sub-
sequently debated, including the use of website cook-
ies and private mobile devices in the workplace.

Transfers workshop

A workshop on trans-border data flows for DPOs
was organised on 22 November 2013. The aims of
the workshop were twofold, to address the main
lines of the legal regime, as established in Article 9
of Regulation 45/2001 and as a forum within which
to discuss the experience of DPOs in the field: cases,
needs and problems encountered. The event began
with a presentation that addressed the notion of
transfers, the scope of Article 9, the principle of
adequate protection, derogations, adequate safe-
guards, legislation and bilateral agreements, and
supervision and enforcement in the field of trans-
fers. The workshop was very well attended and a
fruitful exchange of ideas took place.

2.7.3. DPO Corner and other tools

The DPO corner of the EDPS website is a restricted
section reserved for the DPOs of EU institutions



and bodies. It contains relevant information and
practical tools to assist the DPOs in the perfor-
mance of their tasks such as documents on the
role and mission of DPOs, templates and presenta-
tions to help DPOs in their awareness raising
activities, summaries of recent developments in
the data protection arena and a list of events
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(training courses or meetings). This information is
updated on a regular basis.

We also set up a telephone helpline to reply to
basic questions from DPOs or redirect them to a
case officer who can answer their queries on a par-
ticular theme or case (see Section 2.2 on Data Pro-
tection Officers)®.



Our strategic objective

Ensure that the EU legislator (Commission, Parlia-
ment and Council) is aware of data protection
requirements and integrates data protection in
new legislation.

Our guiding principles

- we seek to engage constructively with policy
makers at an early stage of policy development;

- we seek creative solutions that support policy
goals and the principles of personal privacy,
drawing on our knowledge of law and
technology;

- we work to find practical solutions, particularly
in complex policy areas, which may require dif-
ficult balances to be struck and difficult judg-
ments to be made;

- we seek to ensure that data protection will be an
integral part of policy-making and legislation, in
all areas where the EU has competence.

3.1. Introduction: overview
of the year and main trends

2013 continued to be a year of major develop-
ments in the field of data protection, two of which
had a significant influence on our work.

The debate following the Edward Snowden revela-
tions shed light on the methods of mass surveil-
lance in the EU and the USA. The revelations did
much to raise awareness about privacy and data
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protection among the general public and were an
opportunity for us to offer guidance to the EU leg-
islator and other interested parties. In his speech, at
the European Parliament’s Civil Liberties (LIBE)
Committee public hearing on the electronic mass
surveillance of EU citizens in October 2013, the
EDPS insisted that it is time to reclaim control of
our privacy in the EU. In November 2013, the Com-
mission consulted us on its communication on
Rebuilding trust in EU-US data flows. We have
already provided informal comments, but will pre-
sent a formal Opinion on the subject in early 2014.

The reform of the existing data protection rules in
the EU was the other dominant theme of the year.
This project featured high on our agenda in 2013
and will remain there as the legislative procedure
continues. The on-going discussions in the Euro-
pean Parliament and the Council have generated
enormous interest from the public and private sec-
tors, both from within and outside the EU. The pro-
cess has also demonstrated a fundamental under-
standing of the underlying principles of the reform
by the EU institutions. On 15 March 2013, we sent
our additional comments on the reform to the
European Parliament, the Commission and the
Council. We also continued to be involved in the
discussions in the Parliament and Council.

Notwithstanding these issues and following the
trend of past years, the areas covered by our Opin-
ions continue to diversify. In 2013, the Commission
published a large number of legislative proposals
affecting the fundamental right to the protection of
personal data. Aside from our traditional priorities,
such as the further development of the Area of



Freedom, Security and Justice (AFSJ) or interna-
tional data transfers, new fields are emerging, such
as the Digital Agenda and the internet as well as
financial issues and eHealth.

The Digital Agenda and the internet were
addressed in our Opinion on the Commission com-
munication on the Digital Agenda for Europe -
Driving European growth digitally, our Opinion on
the European Single Market for electronic commu-
nications and the Opinion on a green paper enti-
tled Preparing for a fully converged audio-visual
world: Growth, Creation and Values.

In the AFSJ, we published Opinions on Europol, the
EU cyber security strategy and smart borders as
well as on EU-Canada PNR and the European Infor-
mation Exchange Model.

As for the internal market, we published Opinions
on anti-money laundering and terrorist financing,
payments in the internal market, European com-
pany law and corporate governance and electronic
invoicing in public procurement.

In the area of eHealth, our Opinions on medical
devices, drug precursors and the eHealth action
plan were highlights.

3.2. Policy framework
and priorities

3.2.1. Implementation
of consultation policy

Although our working methods in the area of con-
sultation have developed over the years, our basic
approach to interventions has not changed. Our
policy paper of March 2005 The EDPS as an advisor
to the Community institutions on proposals for legis-
lation and related documents remains relevant,
although it must now be read in light of the Lisbon
Treaty.

Based on Articles 28(2) or 41 of Regulation (EC) No
45/2001, formal Opinions are our main instruments
in consultation work, containing a full analysis of all
the data protection related elements of a Commis-
sion proposal or other relevant instrument.

Legislative consultations based on Article 28(2) of
the Regulation are a core element of the EDPS’
advisory role. According to this article, the Commis-
sion shall consult us when it adopts a legislative
proposal relating to the protection of individuals’
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rights and freedoms. Our Opinions fully analyse the
data protection implications of a proposal or other
text.

As arule, we only issue Opinions on non-legislative
texts (such as Commission working documents,
communications or recommendations) if there are
significant data protection implications. Occasion-
ally, written comments are issued for more limited
purposes, so as to quickly convey a fundamental
political message or to focus on one or more tech-
nical aspects. They are also used to summarise or
repeat observations made earlier.

We are available to the EU institutions for advice
throughout all the phases of policy making and
legislation and we use a wide range of other instru-
ments in our advisory role. Although this requires
close contact with the institutions, maintaining our
independence remains paramount.

Other instruments include presentations, explana-
tory letters, press conferences or press releases. For
instance, Opinions are often followed by presenta-
tions in the Committee for Civil Liberties, Justice
and Home Affairs (LIBE) or other committees of the
European Parliament or in the relevant working
parties of the Council.

A recent addition to these instruments is the publi-
cation of forward looking guidelines and prelimi-
nary Opinions. Through these publications we aim
to explain the importance and benefits of proper
implementation of data protection principles. They
will be prepared on our own initiative and not
linked to a specific legal proposal, with the inten-
tion of providing policy makers and regulators with
a benchmark for the application of fundamental
principles in future policy making.

Consultations with the Commission take place at
various stages in the preparation of their proposals
and frequency varies depending on the subject and
on the approach followed by the Commission
services.

Formal consultations are quite often preceded by a
request for informal comments. When the Commis-
sion drafts a new legislative measure with an
impact on data protection, the draft is normally
sent to us during the inter-service consultation
stage, i.e. before the proposal is finalised and
adopted. These informal comments, of which there
were 33 in 2013, allow data protection issues to be
addressed at an early stage when the text of a pro-
posal can still be changed relatively easily. The sub-
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mission of informal comments to the Commission
is a valuable way of ensuring due consideration for
data protection principles at the drafting stage of a
legislative proposal and critical issues can very
often be resolved at this stage. As a rule, these
informal comments are not public. If they are fol-
lowed by an Opinion or formal comments, we will
usually refer to the informal comments that we
submitted earlier.

Regular contact with the relevant services of an
institution will take place following the issuing of
our comments or Opinion. In some cases, we are
heavily involved in the discussions and negotia-
tions taking place in Parliament and Council. In oth-

3.3. Review of the EU Data
Protection Framework

Following our many activities on the reform in 2012
and our Opinion of March 2012, we sent additional
comments to the European Parliament, the Com-
mission and the Council on 15 March 2013. Our
comments related to specific areas that needed
clarification and also reacted to the amendments
proposed by the relevant committees of the Euro-
pean Parliament.

ers, the Commission is the main interlocutor in the
follow-up phase.

3.2.2. Results of 2013

In 2013, there was a slight decrease in the number of
Opinions we issued compared to the steady increase
of previous years. To a large extent, this is the result
of a successful focus on strategic priorities, including
the review of the data protection framework. The
EDPS issued 20 Opinions, 13 formal comments and
33 informal comments on a variety of subjects. With
these Opinions and other instruments used for inter-
vention, we implemented the EDPS priorities for
2013, as laid down in our Inventory.

In our comments, we reiterated that pseu-
donymised data remains personal data (or per-
sonal information) and should be protected as
such. Any definition of anonymous data or pseu-
donymous data should, therefore, be fully con-
sistent with the definition of personal data and
should not lead unduly to the removal of certain
categories of personal data from the scope of the
data protection framework. We also advised
against excluding specific sectors from the scope
of application of the EU data protection frame-


https://secure.edps.europa.eu/EDPSWEB/edps/Consultation/Reform_package

work and against limiting the territorial scope
of the proposed general data protection
Regulation.

We supported the elimination of the potential
further processing of data for incompatible pur-
poses and stressed that the definition of explicit
consent should be maintained. We also sup-
ported the definition and responsibilities of con-
trollers and processors as proposed by the Com-
mission, as well as the principle of accountability,
which should apply to the whole package. Some
of the elements of the so called risk-based
approach were welcome but we pointed out that
full protection as provided for in the Regulation
should apply to all processing operations. As
regards international transfers, we recommended
that the rules be clarified and welcomed the
amendments introducing a new article on trans-
fers not authorised under EU law.

As regards the proposed data protection Direc-
tive on criminal law enforcement, we supported
the closer alignment of the proposed Directive
with the proposed Regulation to ensure consist-
ency. We also welcomed the amendments intro-
ducing specific conditions and safeguards for
access by law enforcement authorities to data
initially processed for other purposes and high-
lighted that any transfer to non-law enforcement
authorities or private parties should be strictly
limited.

Following tough negotiations and many political
compromises, the LIBE Committee of the Euro-
pean Parliament voted in support of its report on
21 October 2013. Important progress has been
made, but the political process within the Parlia-
ment is not yet complete as the next and final
step in the Parliament’s first reading is a plenary
vote.

In Council, less progress has been made. Negotia-
tions between member states on important parts
of the legislative framework such as the one-
stop-shop mechanism and the approach of a
package containing a Regulation and a Directive,
among other politically sensitive and legally
complicated issues, are continuing.

In the course of 2013, we continued to give
advice to the European Parliament and the Coun-
cil and contributed to the debate. We also con-
tributed to the beginning of the process of revi-
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sion of Regulation (EC) No 45/2001, which
governs data processing carried out by the Euro-
pean institutions, by sending a letter to the Com-
mission outlining our initial views.

3.4. Area of Freedom,
Security and Justice and
international cooperation

3.4.1. Strengthening law
enforcement cooperation in the
EU: the European Information
Exchange Model

On 29 April 2013, we adopted an Opinion on the
Commission communication Strengthening law
enforcement cooperation in the EU: the European
Information Exchange Model (EIXM). We appreci-
ated the general attention devoted to data pro-
tection in the communication and were pleased
that the communication concludes that neither
new EU-level law enforcement databases nor
new EU information exchange instruments are
needed.

However, we emphasised the need for a full evalu-
ation process of the existing instruments and initia-
tives in the Justice and Home Affairs area, the out-
come of which should lead to a comprehensive,
integrated and well-structured EU policy on infor-
mation and exchange management.

3.4.2. Europol

On 31 May 2013, we adopted an Opinion on the
Commission proposal for a new legal framework
for the EU Agency for Law Enforcement and
Training (Europol). In our Opinion we stressed
that the proposal has significant implications for
data protection since the processing of informa-
tion including personal data is the principal rea-
son for the existence of Europol. We also empha-
sised that a strong framework of data protection
is important not only for data subjects, but also
contributes to the success of police and judicial
cooperation.

We understood the need for innovative and flexi-
ble approaches in preventing and combating seri-
ous crimes, but also insisted on strong safeguards



and the necessity to clearly define the purposes of
the data processing carried out by Europol as well
as the criteria for data transfers to third countries
and international organisations. We also made rec-
ommendations to further improve the data protec-
tion regime of Europol and in particular welcomed
the strong architecture for supervision on data
processing, which includes supervision by the
EDPS and, where relevant, with the active involve-
ment of national DPAs.

In letters to the Council and the Parliament in
November 2013, we further explained the need for
the strong supervision of Europol.

3.4.3. EU Cyber security strategy

On 17 June 2013, we published an Opinion on the
EU’s strategy on cyber security. We emphasised
that if cyber security is to contribute to the protec-
tion of personal data in the online environment, it
cannot be an excuse for the unlimited monitoring
and analysis of the personal information of indi-
viduals. While there is a welcome acknowledge-
ment of the importance of data protection princi-
ples when managing security in cyberspace, the

strategy is not clear on how these principles will be
applied in practice.

We observed a lack of clarity as to the integration
of proposed measures with existing and forthcom-
ing data protection and security legislation. We
noted that the role of data protection authorities
in the implementation and enforcement of secu-
rity obligations and in enhancing cyber security
was not properly considered. In addition, the
exchange of security information among compe-
tent national security authorities as set up by the
proposal does not yet provide guarantees for ade-
quate security levels and for the protection of per-
sonal data.

3.4.4. Smart borders

On 18 July 2013, we issued our Opinion on smart
borders, which focused specifically on the Entry/
Exit System. In our Opinion, we stated that there is
no clear evidence that the Commission proposals
to create a smart border system for the external
borders of the EU will fulfil the aims that it has set
out. We considered that one of the stated aims of
the proposals was to replace the existing "slow and
unreliable” system, but the Commission’s own



assessments do not indicate that the alternative
will be sufficiently efficient to justify the expense
and intrusions into privacy.

We agreed that improving the management of bor-
der controls is a legitimate exercise. However, we
commented that it would be more effective to do
this once a clear European policy on the manage-
ment of over stayers has been established. In the
absence of such a policy, the creation of yet
another large-scale IT database to store massive
amounts of personal information is a dispropor-
tionate response to a problem that other recently
created systems may be able to help solve. It would
be prudent both economically and practically to
evaluate existing systems, at least to ensure con-
sistency and best practise.

3.4.5. EU-Canada PNR

On 30 September 2013, we issued our Opinion on
the Commission proposals on the conclusion and
the signature of the agreement between Canada
and the EU on the transfer and processing of Pas-
senger Name Records (PNR).

As in our previous Opinions on EU PNR agreements,
we questioned the necessity and proportionality of
PNR schemes and the bulk transfers of PNR data to
third countries. We also questioned the choice of
the legal basis, which in our view should primarily
be Article 16 of the TFEU concerning the protection
of personal data, rather than Article 82(1)(d) and
Article 87(2)(a) on judicial cooperation in criminal
matters and police cooperation.
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We also expressed concerns about the limited
availability of independent administrative redress
and full judicial redress for EU citizens not present
in Canada and questioned the appropriateness of
an executive agreement to achieve them. We also
recommended that it be made clear that no other
Canadian authority can directly access or request
PNR data from carriers.

3.5. Internal Market
including financial data

3.5.1. European company law and
corporate governance

In its Action plan on European company law and cor-
porate governance: balancing investor privacy and
the need for regulatory oversight and transparency,
the Commission outlined its initiatives to modern-
ise the company law and corporate governance
framework in Europe.

In our letter of 27 March 2013, we reminded the
Commission that any legislative proposals aimed at
increasing the visibility of shareholdings must take
due account of shareholders’ rights to protect their
personal information. Policy makers need to care-
fully assess and clearly articulate the public policy
objectives that increase this visibility and balance
them against the risks to shareholders’ rights to
protect their privacy.

Better shareholder oversight of remuneration
policy is another area in the proposal where
transparency needs to be balanced with the
rights of individuals to their privacy and protec-
tion of their data. We encourage the exploration
of different methods, modalities and granularities
of making personal data publicly available to
ensure that the measures adopted are propor-
tionate for any scenario that allows access to
information on the remuneration of individual
members of management and/or supervisory
boards to the public.

3.5.2. Regulation on the market
surveillance of products

In our Opinion of 30 May 2013, we analysed the
Commission’s proposed Regulation on the market
surveillance of products which aims to ensure that
products do not endanger health, safety or any



other aspect of public interest and that they com-
ply with the requirements set out in the EU prod-
uct harmonisation legislation. In the Opinion, we
stressed that a proposal should always consider
whether EU data protection rules are applicable,
especially where the sharing of information is
allowed for, whether through dedicated IT plat-
forms or not.

As a rule, whenever a legislative proposal involves
the processing of personal information, even if it is
not the main purpose, national rules implementing
the Data Protection Directive 95/46/EC or the pro-
visions of Regulation (EC) No 45/2001 are applica-
ble. Certain conditions apply, therefore, whenever
personal information is to be collected, analysed or
processed. For example, only personal information
that is strictly necessary for the stated purpose
should be collected and specific time-limits for the
retention of the information collected should be
set.

We also highlighted that where the personal infor-
mation of an economic operator (e.g. the manufac-
turer, their authorised representative, the importer
and/or the distributor of a product available on the
EU market) is to be made pubilic, the kind of per-
sonal data that is to be published and the reasons
for doing so must be made explicit in an advance
privacy notice to those concerned.

3.5.3. Payment account fees

On 27 June 2013, we issued formal comments on the
Commission proposal for a Directive on the compara-
bility of fees relating to payment accounts, payment
account switching and access to payment accounts
with basic features. The proposal outlines the meas-
ures for the comparability of payment account fees,
giving consumers an overview of the offers on the
market and the measures for switching which would
make it easy for them to change their account if a bet-
ter offer is available. All these elements aim to rein-
force competition in the financial services market to
the benefit of consumers. However, to guarantee that
as many consumers as possible can really enjoy the
benefits of these improvements, it is essential to
ensure that every EU citizen has the right of access to
basic payment account services.

We were pleased that any exchange of consumer
personal data by payment service providers in the
‘switching phase’ is subject to the prior written and
explicit consent of the consumer. We also wel-
comed that the proposed Directive specifically
recalls the principle of necessity in information shar-

ing among payment service providers. However, we
stressed that the proposal should mention that rel-
evant EU data protection legislation remains fully
applicable in relation to the obligations introduced
by the Directive.

3.5.4. Anti-money laundering

On 4 July 2013, we issued an Opinion on the Commis-
sion proposals for a Directive preventing the use of
the financial system for the purpose of money laun-
dering and terrorist financing and for a Regulation on
the information on the payer that accompanies the
transfer of funds. We acknowledged the legitimacy of
achieving transparency of payments sources, fund
deposits and transfers in order to fight terrorism and
money laundering but insisted that data protection
requirements should be included in legislation trans-
posing international standards at EU level. We regret-
ted that neither the proposed Directive nor the Regu-
lation fully addressed data protection concerns and
did not clarify the application of EU data protection
rules to the specific processing activities involved. In
the proposed texts no substantive provision
addressed data protection issues.

More specifically, we expressed concerns about the
large amounts of personal information collected in
the name of anti-money laundering and anti-terrorist
purposes, in particular by professionals carrying out
customer due diligence. We recommended that the
purpose limitation principle be strictly respected and
that further guidance be given to professionals on
the data that they should or should not collect. We
also highlighted that the texts should further
develop the role of the rights of individuals and in
particular, raise the awareness of professionals and
customers. We also advised that limiting the rights of
individuals is justified only if it is proved necessary.

Considering the repeated, mass and structural
transfer of personal data that will take place in the
framework of the proposed Directive and Regula-
tion, we highlighted the risks linked to such trans-



fers to third countries and advised the inclusion of
dedicated substantive provisions on the transfers
of personal data, such as a proportionality test, to
ensure proper protection of individuals when their
information is transferred.

In addition we pointed out that the data retention
periods chosen need to be justified. We also
insisted that the publication of sanctions imposed
on professionals that do not respect their obliga-
tions under these texts, need to comply with the
proportionality principle.

3.5.5. Sale of counterfeit goods via
the Internet

On 11 July 2013, we published our comments on the
Commission report on the functioning of the memo-
randum of understanding (MoU) on the sale of coun-
terfeit goods via the internet. We welcomed the pub-
lication of this report, which provides information on
how internet platforms in the MoU have imple-
mented notice and take down procedures and on the
mechanisms they have set up for cooperating and
sharing information - including the personal informa-
tion of alleged infringers - with rights owners.
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We noted the Commission’s role in recognising the
importance of these issues and facilitating dialogue
between companies and trade associations to ensure
that any measures deployed are compliant with the
applicable law and fully respect the rights of individu-
als to privacy and data protection. We also expressed
a wish to be involved in the on-going dialogue.

3.5.6. Trade mark protection

On 11 July 2013, we issued an Opinion on the Com-
mission proposals for a Directive to approximate the
laws of the member states relating to trademarks and
a Regulation amending the Community trade mark
regulation. In our Opinion, we stressed that the col-
lection and processing of personal data by the cen-
tral industrial property offices in the member states
and the European Internal Market Office (OHIM) must
comply with the applicable data protection law.

We also recommended that the modalities for the
exchanges of information through common or con-
nected trade mark databases and portals be clearly
established, in particular by determining the
authorised recipients of personal data, the types of
data, the purpose of such exchanges and the length



of the retention of the data in those IT systems. Fur-
thermore, we recommended that if the exchanges
of information between OHIM and national offices
include personal data then this, as well as the types,
should be clarified.

3.5.7. Electronic invoicing in public
procurement

On 11 November 2013, we issued an Opinion on a
Commission proposal for a Directive on electronic
invoicing in public procurement. In the Opinion, we
supported the objective of the Commission to facili-
tate the move towards paperless elnvoicing. At the
same time, we drew attention to the privacy and data
protection risks that will be increased as a result of
the increased availability of invoice data in paperless
and machine-readable form for further purposes.

While we acknowledged that permissible further
uses of data may exist, for example, in the context
of ePayments and eArchiving; we warned that other
purposes, such as automated profiling and data-
mining for tax and law enforcement purposes will
likely not be considered as compatible and may
only be possible, if at all, subject to the exceptions
and strict criteria of Article 13 of Directive 95/46/EC.

3.5.8. Payments in the Internal
Market

On 5 December 2013, we issued an Opinion on the
proposed Directive for payment services in the
internal market. In our Opinion, we welcomed the
introduction of a substantive provision that stated
that any processing of personal data taking place
in the framework of the proposed Directive should
be done with full respect to the national laws
implementing Directive 95/46/EC and Directive
2002/58/EC and of Regulation EC No 45/2001.

We recommended that references to applicable
data protection law should be specified with con-
crete safeguards that will apply to any situation in
which personal data processing is envisaged and it
should be expressly clarified that the processing of
personal information may be carried out insofar as
is necessary for the performance of payment ser-
vices. We also highlighted other data protection
issues, for example, in the exchanges of informa-
tion, third party access to account information and
security reporting.

3.6. Digital Agenda
and technology

3.6.1. Radio equipment

The Commission proposal for a Directive harmonis-
ing the laws of member states that relate to the
availability of radio equipment on the market will
replace Directive 1999/5/EC on radio equipment
and telecommunication terminal equipment and
the mutual recognition of their conformity (the so-
called R&TTE Directive).

With some exceptions, any equipment that makes
use of radio waves or telecommunication frequen-
cies would fall within the scope of these rules, for
example, cars equipped with SIM cards (such as the
integrated eCall discussed in section 3.9.3.), which
make use of radio equipment. As the use of such
technology allows for the tracking of the location
of a vehicle (and thereby of a person), its use has
implications for the privacy of individuals. In our
formal comments of 27 February 2013, we noted
that the R&TTE Directive incentivised manufactur-
ers of such equipment to apply privacy by design.

We were therefore pleased that the proposal builds
on the approach of the R&TTE Directive in privacy
and data protection terms as they remain essential
requirements for the design of radio equipment.
We also welcomed that the proposal clearly
imposes responsibility on manufacturers for ensur-
ing that radio equipment placed on the market has
been designed and manufactured so that it incor-
porates, among other things, safeguards to ensure
the protection of personal data and privacy of con-
sumers. However, we regretted that fixed terminal
equipment has been removed from the scope of
the Directive, which reduces the incentive for
building privacy by design in such equipment. This
is particularly regrettable since terminal equipment
plays an increasingly important role for the protec-
tion of privacy and there is no equivalent rule on
the protection of personal data and privacy in other
legislative instruments that apply to terminal
equipment not using radio.

We therefore recommended that the proposal
include a commitment from the Commission to
monitor the compliance of terminal equipment with
data protection and privacy requirements and to
consider appropriate measure should the need arise.



3.6.2. The Digital Agenda for
Europe - Driving European growth
digitally

In its Communication on The Digital Agenda for
Europe - Driving European growth digitally, the
Commission has identified various policy areas on
which it will focus its efforts to enable and stimu-
late the development of the digital economy, such
as the Digital Single Market, very fast internet sup-
ply and demand, cloud computing and trust and
security.

In our Opinion of 10 April 2013, we emphasised
that any design and deployment of new informa-
tion communication technology (ICT) applica-
tions and solutions for the digital environment
must respect data protection principles, espe-
cially since the principle of privacy by design will
become a legal obligation under the proposed
data protection Regulation. We also reminded the
Commission that there should be an appropriate
legal basis for the use of interoperability as a
means to facilitate data sharing among data-
bases, together with appropriate data protection
safeguards.
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In the area of cloud computing, we referred to the
extensive guidance on the application of current
data protection law and on the impact of the pro-
posed data protection Regulation that has been
provided by data protection authorities as well as
the EDPS. We urged the Commission to act upon
this guidance to help foster the trust of individuals
and customers in these new technologies, which in
turn will ensure their successful deployment.

3.6.3. Preparing for a Fully
Converged Audio visual World:
Growth, Creation and Values

On 24 April 2013, the Commission published a
Green Paper entitled Preparing for a Fully Converged
Audio visual World: Growth, Creation and Values. The
Green Paper launched a public consultation on the
implications of the on-going transformation of the
audio visual media landscape: audio-visual media
services are no longer only provided by traditional
means and by traditional broadcasters but are also
delivered by providers on demand via the internet
and reach consumers through connected (often
called ‘smart’) TVs, PCs, laptops or tablets and
mobile devices such as smartphones.



In our comments of 30 August 2013, we stressed
that these new modes of distribution and consump-
tion of audio visual works generate new forms of col-
lection and processing of users’ personal informa-
tion. However, it may not always be clear for users
that their consumption of audio visual works and
interaction with associated services leads to the pro-
cessing of personal data at different levels of the
provision of the services (for instance, by their
device, by their ISP and/or broadcaster) nor to what
extent such processing takes place, in such a way
that users are not in control of their information.

We believe that any policy choice in that area
should be fully compliant with the EU data protec-
tion legal framework. Among other things, we
highlighted that full transparency must be ensured
to users on the types of personal data collected
about them and by whom, consent of the user to
the processing of their data should be sought
where relevant and specific attention should be
paid to the protection of the privacy and personal
data of children, especially in the field of advertis-
ing. Technical tools should help protect children’s
privacy and personal data.

3.6.4. European Single Market for
electronic communications

On 14 November 2013, we published an Opinion
on the Commission proposal for a Regulation har-
monising electronic communications services
across the EU.

In our Opinion, we cautioned that the proposed
measures would unduly limit internet freedom.
We welcomed the inclusion of the principle of net
neutrality - the impartial transmission of informa-
tion on the internet — in the text, but also said that
it is devoid of substance because of the almost
unlimited right of providers to manage internet
traffic. We also warned against the use of highly
privacy intrusive measures under the broad
umbrella of crime prevention or to filter content
illegal under national or EU law, as incompatible
with the principle of an open internet.

Confidence in our digital environment in the
years ahead depends on our capacity to provide
legal and technical infrastructures that can gener-
ate and preserve trust in the Digital Society. This
confidence has already been seriously under-
mined by the various surveillance scandals
recently. To re-build consumer confidence in the
electronic communications market in the EU,
users need to be certain that their rights to pri-

vacy, confidentiality of their communications and
protection of their personal information are
respected. We urged the Commission to outline
more precise reasons for which traffic manage-
ment measures can be applied. Any interference
with their rights must be clearly communicated to
users, allowing them to switch to those providers
that apply less privacy-invasive traffic manage-
ment techniques in their services.

Finally, we noted that the supervision of any
application of traffic management measures by
providers should include a greater role for
national data protection authorities to ensure
that the privacy and data protection rights of
users are fully respected.

3.7. Public health
and consumer affairs

3.7.1. Drug precursors and third
countries

On 18 January 2013, we published an Opinion on
the Commission proposals for amending the regula-
tions on intra-EU trade and on trade with third coun-
tries on drug precursors (legal substances used in
the illicit manufacture of narcotics and psychotronic
substances). We welcomed the references in the
proposals to the applicability of EU data protection
legislation, that many of the categories of informa-
tion to be processed were specified and that the
principle of purpose limitation was mentioned in the
external trade proposal.

However, we recommended that the main legisla-
tive texts outline all essential elements of the pro-
cessing operations, such as the exclusion of the pro-
cessing of sensitive data. In addition, all the
categories of information to be processed should be
specified at the very least by delegated acts but
preferably also in the proposals.



Among our other recommendations were that the
intra-EU trade proposal should specify that personal
information on suspicious transactions may only be
used for the purpose of preventing the diversion of
scheduled substances, that maximum retention peri-
ods for all processing operations should be laid down,
and that appropriate safeguards for international
transfers of personal information should be provided.

Furthermore, we recommended that clarification on
who has access to the new European database on
drug precursors is provided and that the coordinated
supervision of the European database by the EDPS
and national data protection authorities, similar to the
supervision for the Internal Market Information Sys-
tem, is ensured. We also recommended prohibiting
the interconnection of the European database with
other databases created for different purposes.

3.7.2. Medical devices

The proposed Commission regulations on medical
devices and in-vitro medical devices will imply the
processing and storage of large amounts of personal
information, potentially saving sensitive data such
as patient health information in a European central
database (Eudamed).

In our Opinion of 8 February 2013, we recognised
and welcomed the specific attention paid to data
protection in the proposed regulations. However,
we see the need for further improvement and clari-
fication, for example, on the types of categories of
personal information to be processed, particularly
where sensitive health data might be processed and
stored. We recommended that the proposed regula-
tions specify the circumstances under which per-
sonal health data may be included in the Eudamed
database and that the safeguards for such process-
ing and storage also be outlined.

3.7.3. eHealth Action Plan

In our Opinion of 27 March 2013, on the Commis-
sion communication for an eHealth Action Plan
2012-2020 - Innovative healthcare for the 21st cen-
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tury, we welcomed the attention paid to data pro-
tection in the communication. However, the per-
sonal information processed in the context of
eHealth and well-being through information com-
munication technology (ICT) applications and solu-
tions, often relates to health data, which requires a
higher level of data protection.

We urged industry, member states and the Com-
mission to carefully consider the data protection
implications when implementing initiatives within
the eHealth area. Furthermore, we recommended
that the Commission consult the EDPS before it
takes further legislative and non-legislative action
as described in the Communication.

3.7.4. Drug precursors and Russia

On 23 April 2013, we adopted an Opinion on the
Commission proposal for the conclusion of an
agreement between the EU and the Russian Fed-
eration on drug precursors. The aim of the agree-
ment is to increase cooperation to prevent legal
substances from being used for the illicit manufac-
ture of narcotics and psychotropic substances
(called drug precursors). The agreement will, for
instance, allow the transfer of personal information
on suspected transactions of drug precursors.

We welcomed the provisions on personal data pro-
tection in the text of the agreement and the inclu-
sion of mandatory data protection principles in the
annex. However, we were concerned about the
actual enforceability of these principles, so we rec-
ommended that EU and Russian data protection
authorities jointly review the implementation of
the agreement. We also recommended that the
text provide explicitly for the possible suspension
or termination of the agreement if data protection
principles are breached.

In addition, we advised better specification of data
protection safeguards, for example the purpose of
the transfers of personal information, the retention
periods, the categories of data to be exchanged
and the protection of data relating to suspect
transactions. In the interests of completeness of the
mandatory data protection principles, we recom-
mended adding provisions relating to sensitive
data, data security and the restriction of the
onward transfers of personal information.

3.7.5. Prices of medicinal products
for human use

On 30 May 2013, we adopted an Opinion on the
amended Commission proposal for a Directive on



the transparency of measures regulating the prices of
medicinal products for human use and their inclusion
in the scope of public health insurance systems. The
aim of the proposal is to ensure that national rules
on pricing and reimbursement of medicines do not
oppose the principle of the free movement of
goods in the EU.

We emphasised that personal information processed
in the context of the pricing and reimbursement
procedures of national health authorities may relate
to patient health data. As a consequence, a higher
level of data protection is required. We recom-
mended that any patient health data included by a
pharmaceutical company in its submission for
authorisation to put a medicinal product on the mar-
ket is fully anonymised - in other words, that the
identity of the person cannot be determined - before
this data is transferred to the national health author-
ities for any further processing. We also questioned
the necessity and proportionality of the mandatory
publication of names and declarations of interest of
experts, members of decision making bodies and
members of bodies responsible for remedy
procedures.

3.8. Publication of personal
information

3.8.1. Insolvency proceedings
Regulation

On 27 March 2013, we adopted an Opinion on the
Commission proposal for a Regulation on insol-
vency proceedings. We welcomed the references
that the Proposal made to the applicability of EU
data protection legislation. However, we recom-
mended that the substantive provisions should be
clearer on how data protection principles apply
concretely to insolvency proceedings, in particular
to the information exchanged between stakehold-
ers which is also sometimes published.

We expressed concerns about the publication of
information relating to the opening and closing of
insolvency proceedings in insolvency registers
which are accessible to the public, on the internet,
free of charge. We acknowledged that the aim of
encouraging transparency and communication
between stakeholders is legitimate, yet considered
that this particular method of publication raises
specific risks and is privacy intrusive.

We pointed out that the proportionality of this
measure was not proven since, contrary to the

approach laid down in the Schecke ruling, no alter-
native option, i.e. a different method of publication
that would cause less interference with the benefi-
ciaries’ right to private life, has been considered.
Among other things, we advised that data control-
lers are designated, updates of the data exchanged
or published are organised, the retention period of
the data processed is specified and that procedures
are set up to inform data subjects of the processing
of their personal information.

3.9. Transport

3.9.1. Occurrence reporting in civil
aviation

An occurrence is any event that could affect aviation
safety, including accidents, defects, faults and other
problems associated with the operation of aircrafts.
To ensure more comprehensive and high quality
reporting the proposal outlines, among other things,
a voluntary reporting system to supplement the
mandatory system and encourages organisations -
and not only member states - to report occurrences.
The proposal also offers harmonised protection from
hierarchical punishment or the prosecution of indi-
viduals reporting occurrences and aims to ensure
adequate access to information contained in the
European Central Repository.

In our Opinion of 10 April 2013 on the Commission
proposal for a Regulation on occurrence reporting
in civil aviation, we welcomed the attention paid
to the protection of personal data in the proposal,
particularly through the engagement taken to un-
identify a major part of the data processed. How-
ever, we pointed out that what is provided for, at
best, amounts to partial anonymisation and thus
data processed would still be personal data subject
to the applicability of EU data protection
legislation.

We recommended the several points in the text be
clarified to better protect the data and fully
anonymise them where possible. We also advised
that the controller of every database is clearly
identified, the period(s) for which the data is to be
stored in databases is specified, the rights of data
subjects and the security measures to be imple-
mented are highlighted. Furthermore, we recom-
mended additional safeguards for the transfer of
data to third countries and to the processing of
sensitive data.



3.9.2. Intelligent transport

On 13 June 2013, we published formal comments
on two draft Commission regulations in the field
of intelligent transport systems that were under
scrutiny by the European Parliament and the
Council. The draft instruments concern the collec-
tion and provision of information for road safety
information services, one for general traffic infor-
mation, the other on the parking options for
trucks.

We were pleased to have been consulted during the
drafting process and that data protection elements
were taken into account in the Commission drafts.
Road traffic information systems in the future are
likely to rely more heavily on information collected
via the multitude of mobile devices that will be
installed in cars or carried by their drivers, such as
location aware mobile phones, connected GPS navi-
gation systems and other intelligent transport sys-
tems, such as cameras with number plate recogni-
tion capability.

We stressed the importance of data protection when
much of the collected traffic data is related to identi-
fied or identifiable persons. We appreciate that these
considerations are taken into account in the regula-
tions, but explained that safeguards such as
anonymisation of data become more difficult as
more precise data is collected (a study on location
data found that individuals can be identified from a
very limited number of data points about their loca-
tion, without any other information). The combina-
tion of data in traffic information systems, including
the re-use of public sector information (Open Data)
must, therefore, always be implemented with the
appropriate data protection safeguards.

3.9.3. eCall

On 29 October 2013, we issued an Opinion on the
Commission proposal for a Regulation concerning
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type-approval requirements for the deployment of
the eCall system and amending Directive
2007/46/ EC. We stressed the potential intrusive-
ness of the 112 eCall system and even though we
noted that many essential data protection safe-
guards had been specified in the proposal, we nev-
ertheless insisted on complementary safeguards
that should be included as well.

In addition, the mandatory fitting of eCall devices
in all new vehicles by 1 October 2015 will not only
allow the wider deployment and functioning of
112 eCall but will also provide an embedded
geolocation platform to be used for private eCall
services and added value services. We emphasised
that any processing of personal data through the
eCall in-vehicle system should comply with Direc-
tive 95/46/ EC. We therefore regretted that the
data protection implications of these are not
addressed in the proposal and called for the appli-
cation of equivalent data protection safeguards to
those services and specified these requests in our
Opinion.

3.10. Other issues

3.10.1. Automatic exchanges of tax
information

On 5 November 2013, we adopted comments on
the Commission proposal for amendments to a
Directive on the mandatory automatic exchange
of information in the field of taxation. In our letter,
we urged the legislator to specify the types of per-
sonal data that may be exchanged pursuant to the
Directive and to better define the purposes and
the context for which such data can be exchanged.
We also emphasised that the principles of neces-
sity and proportionality are respected under the
Directive.

Moreover, we noted that neither the current
Directive nor the new proposal contain provisions
which spell out how the principle of transparency
should be complied with in practice, for instance
on whether (and how) the exchange of informa-
tion is communicated to the public at large or
how data subjects will be informed about the
data processing. We therefore urged the legisla-
tor to adopt a provision in which the transpar-
ency of the proposed information exchanges is
addressed.


http://ec.europa.eu/digital-agenda/en/ecall-time-saved-lives-saved

3.11. EDPS access to
documents policy

As an EU institution and according to our Rules of
Procedure, the EDPS is subject to the Public Access
to Documents Regulation (EC) 1049/2001. The num-
ber of public access requests for documents held by
the EDPS is increasing progressively year by year.
More precisely, this number has recently doubled
from 14 requests in 2012 to 28 in 2013.

In 2013, we dealt with 4 confirmatory applications or
requests for an internal review of the initial decision
of an institution not to disclose or to only partly dis-
close a document. It is worth mentioning that 11 of
these 28 requests were received via the Access Info
website www.asktheeu.org. AsktheEU.org is a single
portal for filing requests with EU public bodies. The
goal is to make it easier for members of the public to
ask for information.

We deal with requests according to our case manual
on access to documents, which we adopted in 2012.
This manual gives guidance to EDPS staff on how to
deal with public access requests and is revised and
updated periodically. In line with the manual, we
also have a dedicated section on our website on the
transparency policy of the EDPS.

The increasing number of access to documents
requests we receive, underline the need for more
detailed guidelines on the practical implementation

of the Public Access Regulation, particularly those
that concern the disclosure of personal data. Sepa-
rate working level informal meetings have taken
place between EDPS and the European Commis-
sion, the European Parliament and the Council of
the EU. At the DPO meeting of 21 November 2013,
these institutions requested that we take the lead in
the organisation of a workshop, which will include
the European Ombudsman (who have a special
responsibility for transparency within the EU admin-
istration), to discuss the matter and develop
guidelines.

3.12. Court matters

No EDPS decisions were challenged before the
Court of Justice of the EU in 2013 and the EDPS did
not instigate any proceedings against other EU
institutions and bodies.


http://www.asktheeu.org

» Digital Rights Ireland and Seitlinger and
Others

On 9 July 2013, the EDPS was invited to appear at a
hearing before the Grand Chamber of the Court of
Justice in a preliminary reference procedure. This
hearing concerned Joined Cases C-293/12, Digital
Rights Ireland, and C-594/12, Seitlinger and Others.
Both cases relate to the validity of the Data Reten-
tion Directive 2006/24/EC.

It is the first time that the Court has invited the
EDPS to attend a hearing in a preliminary reference
procedure, to answer specific questions, on the
basis of Article 24 of its Statute. In our submission,
we emphasised the need to distinguish between
Article 7 (Respect for private and family life) and Arti-
cle 8 (Protection of personal data) of the EU Charter
of Fundamental Rights. These provisions are closely
related, but are quite different in nature. When
determining the validity of legal acts under the
Charter, the Court should therefore apply a double
test, assessing whether the distinct requirements of
both Articles 7 and 8 are fulfilled.

On 12 December 2013, Advocate General Pedro Cruz
Villalon presented his Opinion in these cases. He
noted that the Data Retention Directive pursues a
legitimate objective, of ensuring the availability of
traffic and location data for the purpose of the investi-
gation, detection and prosecution of serious crimes.
However, he advised that the Data Retention Directive
constitutes a serious and unjustified interference with
the fundamental right of citizens to privacy enshrined
in Article 7 of the EU Charter of Fundamental Rights. In
particular, he noted that when an act imposes obliga-
tions which constitute such an interference, the EU
legislature should have provided for the necessary
guarantees rather than leaving this responsibility to
the member states. Among other things, the concept
of serious crimes should have been more precisely
described and at the very least, basic principles gov-
erning access to and the use of the retained data
should have been set out in the Directive itself.

For the EDPS, this is an important step that may
lead to a landmark decision on an issue that we
have been following closely for a number of years.
We are curious to see if the Court follows the Advo-
cate General’s reasoning.

« Commission v. Hungary

On 15 October 2013, the EDPS appeared at the
hearing of Commission v. Hungary (Case C-288/12).
This case is the third infringement case concerning
the independence of data protection authorities,
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the other two being Commission v. Austria
(C-614/10) and Commission v. Germany (C-518/07)
for which rulings were given in 2012 and 2009
respectively. In our pleadings, we argued that Hun-
gary had failed to fulfil its obligation to ensure that
the national supervisory authority acts with com-
plete independence. A change in legislation cannot
in itself justify the termination of the mandate of
the supervisory authority. The fact that the changes
were made at constitutional level should not stand
in the way of the primacy of EU law. The ruling is
expected early 2014.

The other cases in which the EDPS intervened are
still pending.

« Pachtitis v Commission and EPSO (T-374/07)
and Pachtitis v Commission (F-35/08)

The applicant, Pachtitis, asked for an annulment of
the decision by EPSO to refuse his request for the
exam questions from the general competition
(EPSO/AD/77/06) in which he had participated. The
EDPS intervened in support of the applicant, plead-
ing that the questions are an integral part of his
personal data and thus refusing access implies a
violation of the obligation to apply Regulation
45/2001 ex proprio motu.

On December 2011, the General Court contacted
the parties to ask whether ‘the legitimate interest’
of the applicant should be revised in this case in
light of the judgment in case T-361/10P”. Our posi-
tion on the matter is that Mr. Pachtitis’ request to
access the questions remains legitimate.

o ZZ v.EIB (Case F-103/11)

During an internal harassment investigation con-
ducted by the EIB, the full complaint on the alleged
harassment, including the documents attached to
it (which included medical declarations) was sent
to the alleged harassers. The applicant claimed
before the Civil Service Tribunal that this was con-
trary to Regulation (EC) 45/2001.

In June 2012 the EDPS submitted a written inter-
vention supporting the applicant, as the claim was
based on an alleged breach of these data protec-
tion rules.



Dennekamp v. European Parliament

The EDPS recently submitted written arguments in
the ‘Dennekamp II' case, (Case T-115/13, Den-
nekamp v. European Parliament), which concerns
the need to find an appropriate balance between
public access and data protection. The applicant, a
Dutch journalist, requested a series of documents
containing information on the membership of
MEPs to the Voluntary Pension Scheme (including a
list of names) from the European Parliament. In
Dennekamp |, the Court ruled in favour of the Par-
liament, considering that the defendant had not
provided explicit, legitimate justification to demon-
strate the necessity for the information to be trans-
ferred to him.

In our written submissions in Dennekamp I, we
address the necessity of the transfer for reasons
closely related to the general interest of transpar-
ency. The EDPS considers that accepting this neces-
sity would not amount to a special access right for
journalists but would merely reflect the unique role
of journalists as public watchdogs; in recognising
the importance of the right of freedom of expres-
sion in a democratic society we support that, in
situations such as this, the balance between the dif-
ferent interests at stake should be in favour of
openness.

In October 2013, the EDPS asked for leave to inter-
vene in two cases:

« Elmaghraby and El Gazaerly v. Council of the
European Union (Case T-319/13)

The applicants in this case requested the General
Court to annul a Council Decision concerning
restrictive measures against certain persons, enti-
ties and bodies in view of the situation in Egypt and
erase the allegations that each applicant is respon-
sible for the misappropriation of State funds and is
subject to judicial investigation in Egypt. The appli-
cants pleaded violation of data protection rules
according to the data protection Directive 95/46
and Regulation (EC) 45/2001.

The EDPS considers that this case offers an oppor-
tunity to assess the data protection challenges
raised by the restrictive measures adopted by the
EU institutions.

¢« CN v Parliament (Case T-343/13)

The applicant seeks compensation for the material
and non-material damage suffered as a result of the
publication of an extract from a petition submitted
by the applicant containing items of personal data

(including his state of health and the fact that there
is a disabled individual in his family) on the Euro-
pean Parliament’s website. The EDPS has requested
leave to intervene in favour of the order sought by
the applicant.

3.13. Prioritiesin 2014

In December 2013, the EDPS published his seventh
public Inventory as an advisor on proposals for EU
legislation, setting his priorities in the field of con-
sultation for the year ahead. The EDPS faces the
challenge of fulfilling his ever-increasing role in the
legislative procedure while guaranteeing high-qual-
ity and well-appreciated contributions to it, to be
delivered with limited resources.

The following main trends have been identified as
predominant for 2014.

1. The debate following the revelations of mass
surveillance has shed more light on practices on
both sides of the Atlantic. In this context,
strengthening privacy and data protection as
fundamental rights has become an even higher
priority on the EU political agenda. Data protec-
tion has been mentioned as a key issue in the
talks preparing the establishment of a EU-US
Free Trade Area and the Safe Harbour agree-
ment between the EU and the US is currently
under review. In particular, the debate triggered
by the revelations concerning the programmes
run by both foreign and EU intelligence services
has contributed to raising privacy and data pro-
tection awareness in the public eye, a trend
which encourages the EDPS to provide further
guidance and input to the EU legislator and
other stakeholders. As a first step, we will react
on the Commission communication of
27 November 2013 on rebuilding trust in EU-US
data flows, also taking into account the out-
comes of the LIBE Committee inquiry into the
electronic mass surveillance of EU citizens.

2. There is an increasing tendency of endowing
administrative authorities (both EU and national)
with effective information gathering and investi-
gative tools. This is particularly the case in the
area of freedom, security and justice and in rela-
tion to the revision of the legislative framework
concerning financial supervision. In this context
the increasing importance of ‘internet monitor-
ing’, by public authorities as well as by private
parties, is to be carefully considered in relation to
irregularities on the internet.

3. Anenormous amount of personal information is
shared every day on the internet. Volumes of per-



sonal data are collected by companies to preserve
and enhance existing client relations and for
acquisition of new relationships. This personal
data can be sold to other interested parties and
has in effect become an intangible asset not
accounted for on company balance sheets. Fur-
ther use of these masses of information for law
enforcement purposes may also take place. In
view of these developments, issues such as the
relationship between data protection and compe-
tition law are increasingly important. Following
our Opinion on cloud computing, we plan to pub-
lish an Opinion on the role of data protection in
EU competition law and we plan to do further
work in the areas of Big Data and data as a
currency.

4. EU legislation increasingly facilitates significant
exchanges of information between national
authorities, quite often involving EU-bodies and
large-scale IT databases (with or without a cen-
tral unit) of increasing size and processing
power. This trend is likely to continue in 2014 in
the context of the new programme for the Area
of Freedom, Security and Justice (post-Stock-
holm). It therefore requires careful consideration
by policy makers and actors in the legislative
procedure when setting out data protection
requirements, because of the important conse-
quences these exchanges can have for the pri-
vacy of citizens, for example, by facilitating the
monitoring of citizens’ lives.

5. In order to ease the fiscal burden imposed on
EU citizens by the financial crisis, member states
are increasingly coordinating their action
against tax fraud and tax evasion at EU level, by
boosting the effectiveness of the tools of
administrative cooperation in the tax sector - as
was the case at the G20 with initiatives against
bank secrecy. At the same time, the EU has
started negotiations with some third countries
for the conclusion of international agreements
aiming to combat VAT fraud through the
exchange of tax information. Although justifia-
ble on grounds of compelling public interest,
these initiatives need to be aligned with the
rules on data protection, particularly with the
principle of proportionality. These will be high
on the EDPS agenda in 2014.

The EDPS is committed to devoting substantial
resources in 2014 to the analysis of proposals of
strategic importance. Additionally, the EDPS has
identified a number of less obvious initiatives of
less strategic importance which may become rele-
vant for data protection. The fact that the latter are
included in the EDPS Inventory implies that they
will be regularly monitored, but does not mean
that we will necessarily issue an Opinion or formal
comments.
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The main EDPS priorities, as identified in our inven-
tory, are:

a. Towards a new legal framework for data
protection

- Proposals for a general data protection regu-
lation and for a directive in the area of crimi-
nal justice from 25 January 2012.

« Upcoming proposals, in particular relating to
data protection in EU institutions and bodies

b. Rebuilding trust in global data flow in the after-
math of PRISM

- Follow up of the Commission communication
of 27 November 2013 on rebuilding trust in
EU-US data flows

- Review on the implementation of the PNR
Agreement;

« Analysis of the functioning of Safe Harbour

c¢. Initiatives to bolster the economic growth and
the Digital Agenda

- Single market in telecommunications (e.g. IP
rights, network and information security, data
protection)

« Proposals on eProcurement, eHealth, Open
Data

- Review of competition rules
« Cyber-security
+ Cloud computing

d. Further developing the Area of Freedom, Secu-
rity and Justice

+ Post Stockholm Programme

- Reform of agencies and bodies (e.g. Eurojust,
OLAF, EPPO)

« Initiatives against terrorism and extremism

- Negotiations on agreements with third coun-
tries on data protection

e. Reform of the financial sector

+ Regulation and supervision of financial mar-
kets and actors

+ Banking supervision

f. Tax fraud and banking secrecy
« Towards a definitive VAT system

- Negotiations on agreements with third coun-
tries on the exchange of VAT information

- Banking secrecy




Our strategic objective

Improve the good cooperation with Data Protec-
tion Authorities, in particular the Article 29 Working
Party, to ensure greater consistency of data protec-
tion in the EU.

Our guiding principles

- we build on our expertise and experience in
European data protection law and practice;

- we seek to improve consistency in data protec-
tion law across the EU.

4.1. Article 29 Working Party

The Article 29 Data Protection Working Party
(Article 29 Working Party) is an independent
advisory body set up under Article 29 of Directive
95/46/EC. It is composed of representatives of the
national data protection authorities, the EDPS and
the Commission. It provides the European
Commission with independent advice on data
protection issues and contributes to the
development of harmonised policies for data
protection in EU Member States.

In 2013, we continued to actively contribute to the
work of the Article 29 Working Party, in particular,
through participation in thematic subgroups such
as: borders, travel and law enforcement, eGovern-
ment, financial matters, future of privacy, interna-
tional transfers, key provisions and technology.

COOPERATION

In particular, we acted as a rapporteur or co-rappor-
teur for the Opinions on purpose limitation® and on
legitimate interest in the key provisions subgroup.
This subgroup has been entrusted by the plenary
with the drafting of substantial Opinions interpreting
the essential principles of the data protection Direc-
tive, with the aim of providing consistent interpreta-
tion of current rules and recommendations for the
future reform of the EU data protection framework.

We have also been closely involved in drafting two
Opinions on the smart grid data protection impact
assessment template® (technology subgroup) and
the Opinion on open data'™ (eGovernment sub-

group).

In addition to contributing to the on-going discus-
sions on profiling, we devoted substantial
resources to the following Opinions and working
documents in 2013:

- Data protection reform discussions (imple-
menting acts)'’;
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- guidance on cookie consent'?;
- apps on smart devices'?;
- mobile applications.

We also made significant contributions to several
letters and analyses relating to the Snowden reve-
lations and global surveillance, PNR agreements,
API| data, IATA new distribution capacity, trans-
border access to data in the framework of cyber-
crime, binding corporate rules (BCRs) and anti-
money laundering issues.

We also cooperate with the national data protec-
tion authorities to the extent necessary for the per-
formance of our duties, in particular by exchanging
useful information and requesting or delivering
assistance in the performance of their tasks (Article
46(f)(i) of Regulation EC (No) 45/2001). This coop-
eration takes place on a case by case basis.

4.2. Coordinated supervision

Direct cooperation with national authorities is an
area of increasing importance in the context of the
development of large-scale international databases
such as EURODAC, the Visa Information System
(VIS), the Schengen Information System Il (SIS Il) or
the Customs Information System (CIS), which
require a coordinated approach to supervision.

In 2013, we provided the secretariat for the new SIS
Il Supervision Coordination Group (SCG) and we
chaired the EURODAC, VIS and CIS SCGs.

Changes in 2013 were accompanied by challenges
for coordinated supervision. The new EURODAC
Regulation™ contained significant amendments,
such as possible access by law enforcement author-
ities to EURODAC data. In addition, SIS Il became
operational. To reduce the financial, travel and
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administrative burdens, we established back to
back meetings of the SCGs and aimed to ensure
consistent, horizontal supervision policies of the
large-scale IT systems where possible.

The SCG model will expand in 2014 with a new
supervision coordination group for the Internal
Market Information (IMI) System.'> We therefore
consulted national data protection authorities and
the Commission in 2013 to take stock of the status
and developments in the IMI Regulation in order to
organise the first meeting for the group in 2014.

The coordinated supervision model has become a
standard for the EU legislator and the Commission
has proposed it in a number of proposals such as
on Europol, smart borders, Eurojust and the Euro-
pean Public Prosecutor’s Office.

4.2.1. EURODAC

EURODAC is the large-scale IT system for the stor-
age of the fingerprints of asylum seekers and per-
sons apprehended irregularly crossing the external
borders of the EU and several associated coun-
tries.®

We organised two meetings in Brussels for the
EURODAC SCG, one in April and one in November
2013". The group, composed of representatives
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from national data protection authorities and the
EDPS, based its activities on its 2013-2014 work
programme.

The EURODAC SCG working programme for 2013-
2014 concentrates on the need to supervise the
transition to the EURODAC rules that will come into
effect in June 2015 according to the new EURODAC
provisions.'® The group also shared information
about national inspections in different member
states and was updated on recent developments by
the Commission.

Unreadable Fingerprints Report™

Based on the analysis of the replies received, the
report included several recommendations to com-
petent authorities in the member states to estab-
lish clear and binding procedures.

These recommendations should allow asylum seek-
ers to benefit from harmonised practices through-
out the EU (avoiding possible discrimination). The
procedures should clarify that unreadable finger-
prints are not to be used per se against applicants,
but that any adverse consequences for applicants
need to be justified by sufficient evidence.

One of the recommendations for best practice is to
oblige competent authorities in the member states
to retake fingerprints after a given time (for exam-
ple two weeks) in order to allow the ridges to
regenerate and, if possible, involve a specialist
forensic or technical officer at the procedure. To
decrease the administrative burden and related
stress, a common minimum time for retaking fin-
gerprints should be established. This will benefit
asylum seekers as well as the national authorities. It
should also be decided whether the applicant,
when detained, is to be informed of the fingerprint
retaking.

Asylum seekers should also be assured of the right
to lodge a complaint against the relevant national
authorities or even national data protection super-
visory authorities.

The next meeting of the EURODAC SCG will be held
in spring 2014.

4.2.2.VIS

The Visa Information System (VIS) is a database
containing information, including biometric data,
on visa applications by third country nationals. This
information is collected when a visa application is
lodged at an EU consulate and used to prevent visa
fraud and so-called visa-shopping between mem-
ber states, to facilitate the identification of visa
holders within the EU and to ensure that the visa
applicant and the visa user are the same person. VIS
was rolled out on a regional basis and first became
operational in North Africa on 11 October 2011. VIS
has since been implemented in eight other
regions.?

The VIS SCG is composed of representatives of the
national data protection authorities and the EDPS.
We organised two meetings in Brussels for the VIS
SCG, one in April and one in November 2013%, both
as back-to-back meetings with EURODAC and SIS Il
SCG meetings.

The VIS SCG adopted its Rules of Procedure and the
Working Programme for 2013-2014. The focus of
the working programme is to strengthen the coop-
eration in inspections by establishing a common
format for national inspections, to study the coop-
eration between member states and external pro-
viders and how data protection is applied in the
processing of visa applications.

Several members of the group were tasked to start
work on a study on the cooperation between mem-
ber states and external providers and to discuss the
long term perspective of supervising the VIS.

VIS SCG members also shared information about
national inspections in the different member states.
The group was updated on the status of the VIS roll
out and other recent developments that impact
data protection by the Commission.

The next meeting of the VIS SCG will be held in
spring 2014, as a back-to-back meeting with the
other large-scale IT systems SCGs (EURODAC and
SIS 1I).
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4.2.3.CIS

The aim of the Customs Information System (CIS) is
to create an alert system within the framework of
combating fraud so that any member state can
request another to carry out sighting and report-
ing, discreet surveillance, a specific check or opera-
tional and strategic analysis through the system.

The CIS stores information on commodities, means
of transport, persons and companies and on goods
and cash detained, seized or confiscated in order to
assist in preventing, investigating and prosecuting
actions which are in breach of customs and agricul-
tural legislation (the former EU first pillar) or serious
contraventions of national laws (the former EU
third pillar). The latter is supervised by a joint
supervisory authority (JSA) composed of represent-
atives of the national data protection authorities.

The CIS Supervision Coordination Group is set up
as a platform for the data protection authorities,
responsible for the supervision of CIS in accordance
with Regulation (EC) No 766/2008%. The EDPS and
national data protection authorities cooperate in
line with their responsibilities in order to ensure
coordinated supervision of CIS.

The Coordination Group shall:

- examine implementation problems related to
CIS operations;
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- examine difficulties experienced during checks
by the supervisory authorities;

- examine difficulties of interpretation or appli-
cation of the CIS Regulation;

- draw up recommendations for common solu-
tions to existing problems;

- endeavour to enhance cooperation between
the supervisory authorities.

In 2013, we organised two meetings in Brussels for
the CIS SCG Group.

The sixth meeting of the CIS SCG took place in June
2013. As the mandates of the Chair and Vice Chair
had expired, an election was held by means of a
secret ballot. Mr. Giovanni Buttarelli, Chair of the
Group, and Mr. Gregor Konig, Vice-Chair of the
group, were both re- elected.

The group also studied the draft report on the coor-
dinated inspection of the list of authorities having
access to CIS and FIDE and the draft report on CIS
data subjects’ rights.

In the December 2013 meeting, due to the depar-
ture of Vice-Chair Gregor Konig, a new Vice-Chair
was elected. We updated the group on the inspec-
tion of the CIS. The Commission presented recent
developments regarding Council Regulation
515/97, on the technical developments of the CIS
and, in particular, on the state of play of the publi-
cation of the list of authorities having access to
SIS/FIDE. The group reflected on possible issues
to be put on the work programme for 2014-2015.

4.2.4. Schengen Information
system

The Schengen information system (SIS) is a large
scale IT system created following the abolition of
controls at internal borders within the Schengen
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area. The SIS allows competent authorities in mem-
ber states to exchange information on performing
checks on persons and objects at the external bor-
ders or on the territory, as well as for the issuance
of visas and residence permits.

The second generation system SIS Il became opera-
tional in May 2013, thus replacing the aforemen-
tioned SIS, and consists of a central database called
the Central Schengen Information System (C-SIS)
for which the Commission ensures operational
management connected to national access points
defined by each member state (NI-SIS).

The SIS Il Supervision Coordination Group is set up
as a platform for the data protection authorities
responsible for the supervision of SIS in accordance
with Regulation (EC) 1987/2006 of the European
Parliament and of the Council of 20 December
2006 on the establishment, operation and use of
the second-generation Schengen Information
System and Decision 2007/533/JHA of 12 June
2007 on the establishment, operation and use of
the second generation Schengen Information
System. The EDPS and national data protection
authorities cooperate in line with their
responsibilities in order to ensure the coordinated
supervision of the SIS.

The Coordination Group shall:

- examine implementation problems related to
SIS operations;

- examine difficulties experienced during checks
by the supervisory authorities;

- examine difficulties of interpretation or appli-
cation of the SIS Regulation;

 draw up recommendations for common solu-
tions to existing problems;

- endeavour to enhance cooperation between
the supervisory authorities.

In April 2013, the SIS Il SCG took over the SIS joint
supervisory authority and held its first meeting in
June and its second in October, both in Brussels. In
the June meeting, the agenda dealt with adminis-
trative matters: the election of a Chair and Vice-
Chair, in which Ms. Clara Guerra representing Por-
tugal’s DPA and Mr. David Cauchi representing
Malta’s DPA were elected respectively; the adop-
tion of the rules of procedure for the group and the
recognition of the observer status of Bulgaria,
Cyprus, Ireland, Romania and the UK.

More substantive issues such as the hacking of the
Danish NI-SIS, the state of play of the SIS Il migra-
tion process and a SIS Il information campaign
were also discussed. Future steps to be taken by
the Commission and eu-LISA regarding the SIS II
security policy in particular and future activities of
the supervision coordination group for 2013-2014
were also addressed.

In the October meeting, the group again discussed
the hacking of the Danish NI-SIS and the necessary
involvement of the SIS Il SCG in the follow-up to
the incident. This was emphasised to the Commis-
sion who attended the meeting to present the out-
come of the work of the SIS Il security subgroup it
had set up following the hacking.

The SIS Il draft working programme was also dis-
cussed by the group together with a possible
framework for audits common to SIS I, VIS and
EURODAC SCG and the establishment of an expert
subgroup common to SIS I, VIS and EURODAC SCG.

4.3. European conference

Data Protection Authorities from member states of
the European Union and of the Council of Europe
meet annually for a spring conference to discuss

matters of common interest and to exchange
information and experience on different topics.

In 2013, the European Conference of Data Protec-
tion Commissioners took place in Lisbon on 16 and
17 May. The conference concentrated on several
themes connected to the recent developments for
the modernisation of the data protection frame-
works of the EU, the Council of Europe and the
OECD. In particular, the concepts of personal data,
the rights of individuals on the internet and infor-
mation security were discussed.

The conference also addressed how to strengthen
the supervision and cooperation of data protection
authorities, the consistency in the role and compe-
tences of data protection authorities and how they
could better cooperate and ensure leadership.



The conference adopted three resolutions, one on
the future of data protection in Europe, another on
data protection in a transatlantic free trade area
and the third on an adequate level of protection at
Europol.

4.4, International conference

Data Protection Authorities and Privacy
Commissioners from Europe and other parts of the
world, including Canada, Latin-America, Australia,
New Zealand, Hong Kong, Japan and other
jurisdictions in the Asia-Pacific region, have met
annually for a conference in the autumn for

many years.

357N INTERNATIONAL CONFERENCE OF DATA
"V PROTECTION AND PRIVACY COMMISSIONERS

. PRIVACY: A COMPASS IN TURBULENT WORLD
Warsaw, 23-26 September 2013

The 35th Annual Conference of Data Protection
and Privacy Commissioners took place in Warsaw
on 22-26 September 2013. The conference concen-
trated mainly on the reforms of data protection
across the world (particularly those in the EU, the
Council of Europe and the OECD), the interaction
with technology and the roles and perspectives for
different actors, including data subjects, data con-
trollers and supervisory authorities. The list of dis-
tinguished speakers included Peter Hustinx, EDPS
and Giovanni Buttarelli, Assistant EDPS.

At the conference, a series of resolutions were
adopted, including on the ‘appification’ of society,
on profiling and on international enforcement
coordination.

International enforcement coordination was dis-
cussed at the last conference in Uruguay and its
importance has been confirmed by the on-going
work of the Enforcement Coordination Working
Group (IEWG), tasked with investigating common
ground for cooperation between supervisory
authorities worldwide. We participate in the Inter-
national Enforcement Cooperation Working Group
and contribute to the analysis of options for and
barriers to enforcement cooperation. The next
international enforcement conference will be held
on 3 and 4 April 2014 in Manchester.

Additionally, a resolution was adopted on anchor-
ing data protection and the protection of privacy in
international law. This resolution came as a reaction
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to the revelations of global surveillance by US intel-
ligence services over the course of the summer,
with a view to ensuring recognition at international
level of these fundamental values.

Many side events were organised before or in par-
allel to the conference, such as the Public Voice
Conference with the participation of civil society
actors and the Phaedra conference dedicated to
the development of international enforcement
cooperation.

The 36th International Conference will take place in
Mauritius in October 2014.

4.5. Other international
cooperation

4.5.1. Council of Europe

The Council of Europe Convention on Data Protec-
tion (Convention 108) of 1981 is the oldest binding
international instrument on the subject and has
also inspired Directive 95/46/EC. It aims to
strengthen data protection for individuals in light
of the increasing flow of data across borders in
automated processes. In our capacity as an
observer with the right to intervene, we attended
two meetings of the Consultative Committee of
Convention 108 in May and October 2013. It was
particularly important for us to attend these meet-
ings to be able to follow and play a part in the on-
going modernisation of the Convention.

Since the adoption of the amending protocol to
the Convention at the meeting of the Consultative
Committee of the Convention for the Protection of
Individuals with regard to the Automatic Process-
ing of Personal Data (T-PD) of November 2012, our
comments have focused on the explanatory
report. We also participated as an observer at the
meetings of the ad hoc committee on data protec-
tion (CAHDATA) which pursues the work of the
T-PD at ministerial level. We provided comments
to strengthen data protection by harmonising the
proposed text to ensure consistency both within
the Convention and with the future data protec-
tion framework at EU level.

In addition to following the work of the T-PD and
the CAHDATA, we participated in the discussions
of the Committee of the Convention on Cyber-
crime. As rapporteur, we contributed to written



comments on the possible revision of the Conven-
tion on cybercrime sent by the Article 29 Working
Party to the bureau of the Committee. We also fol-
low the work of the Steering Committee on Media
and Information Society (CDMSI).

4.5.2. OECD

We formed part of the experts group tasked with
updating the privacy guidelines (Privacy volunteer
group - WPISP) of the Organisation for Economic
Co-operation and Development (OECD). This group
of experts, chaired by the Privacy Commissioner of
Canada, Jennifer Stoddart, was composed of repre-
sentatives from governments, privacy enforcement
authorities, academia, industry, civil society and the
internet technical community.

As a member of this group, we attended several
meetings and contributed written comments to the
draft update of the guidelines. Among the issues
addressed were the strengthening of the role of
supervisory authorities, the accountability of data
controllers and the enhancement of legal certainty
with regard to data transfers. The revised guide-
lines were adopted on 11 July 2013 %.

4.5.3. APEC

The 21 countries of the Asia-Pacific Economic
Cooperation (APEC), which include the United
States, Canada, Japan, China, Russia, South Korea
and Australia, have developed a system for cross-
border privacy rules (CBPR) to protect privacy and
guarantee data transfers.

The CBPR are similar in some respects to the bind-
ing corporate rules (BCR) that are used for Euro-
pean data transfers. For example, both apply to
international transfers developed by companies
and are first reviewed by data protection authori-
ties or by authorised third parties.

The Article 29 Working Party has been closely fol-
lowing the development of CBPRs and together
with APEC countries, jointly analysed the possible
adoption of a common referential for industry,
highlighting the similarities and divergences
between the two systems. In this context in 2013,
we provided substantial input to the discussions
and drafting work of the APEC Privacy subgroup
and in the EU-APEC meetings towards a dual ‘certi-
fication’ for CBPR-BCR compliance procedures.

4.5.4. Association Francophone
(AFAPDP)

The main aims of the French-speaking Association
of Personal Data Protection Authorities are to
launch a debate about the challenges facing data
protection in French-speaking areas, as well as the
creation of a network for exchange and coopera-
tion amongst the independent data protection
authorities.

One of our particular contributions to their annual
meetings has been to explain the EU framework to
countries which are developing data protection
legislation, such as Morocco and Burkina-Faso. Last
year’s meeting took place in Marrakech on 20 and
21 November 2013.

4.5.5.The Berlin Group

The International Working Group on Data Protec-
tion in Telecommunications (IWGDPT, also known
as the Berlin Group) is composed of data protection
and privacy experts from Europe, the Americas and
Asia as well as privacy experts from industry.

We take part in their meetings and contribute to
the documents prepared by the group which in
2013, included working papers on web tracking,
indexing and aerial surveillance drones. A working
paper on the right to telecommunications privacy
served as the basis for a resolution proposed at the
international conference.
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Our strategic objective

Assess the privacy risks of new technologies by col-
lecting and analysing information as appropriate.

5.1. Technological
development and data
protection

In 2012, we adjusted our internal organisation struc-
ture and established an IT Policy team to provide rel-
evant expertise and insight and reinforce our capac-
ity to monitor technological developments. 2013 was
the first full year of activity for the team to assess the
impact of developments in technology on data pro-
tection and privacy. This on-going monitoring has
contributed to building and maintaining the neces-
sary expertise for us to adequately perform supervi-
sion, consultation and cooperation tasks that require
technical analysis.

The IT Policy team also scrutinises the choices to be
made for our own IT needs, so as to ensure that we
not only follow our own recommendations, but also
apply best data protection practice.

One of the key issues in the development of internet
technology is that developers of new standards, tools
and services presently receive little advice from data
protection experts on practical ways to implement
privacy friendly solutions. A wider discussion on the
technical approach to privacy could help to explain
the principles to developers and explore the options
for systematically integrating data protection at the

MONITORING
TECHNOLOGY

development stage and help programmers under-
stand how they can apply the principle of privacy by
design in their practical work.

Strengthening our contacts with technology experts
in the EU bodies under our supervision, as well as in
the private sector, academia and others, could there-
fore help to improve technical support for data pro-
tection and highlight the technical options to privacy
experts. As an example, the preparatory work on our
Guidelines for websites and mobile device usage has

- We actively engage and participate in a number of
task force groups, technology sub-groups under
the Article 29 Working Party, Commission working
groups, standardisation initiatives and selected
conferences to ensure that we are up-to-date on
relevant data protection developments and best
practices in technology.

- We seek to improve our technical supervision
capabilities and provide guidance on technical
aspects of data protection compliance to data
controllers. We also offer technical advice as part
of specific Guidelines.

- We provide advice to the EU legislator on how to
take account of the privacy effects of technology-
related initiatives and measures in policy and leg-
islation.

- We apply data protection principles to our own
internal IT issues, such as the hosting of the case
management system.
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already led to more focused discussions on specific
technical and data protection issues.

Contributing to these discussions and promoting pri-
vacy friendly technology, in cooperation with other
data protection authorities, will remain an important
area of activity.

This chapter presents observations from our technol-
ogy monitoring and highlights selected develop-
ments with particular relevance for privacy and data
protection.

Securing the internet has been an on-going endeav-
our since its inception; the ever changing nature of
the internet (size and use) and the changes in the
nature of threats ensure that security will continue to
preoccupy different communities. Recent reports
about the pervasive monitoring of internet traffic
have, however, surprised many since its scale was not
anticipated in the design of many internet protocols.
These revelations have illustrated that many opera-
tional practices today leave end users vulnerable and
unsettled in their trust of the digital market place.
While some of the attacks are fairly sophisticated, the
majority have exploited rather basic security vulner-
abilities that are also regularly exposed when data
breaches occur.

In this section, we will focus on the technical aspects,
particularly in those areas where internet security has
been challenged. Improvements in these areas will
improve protection against a wide range of attacks
and make unauthorised access more difficult and
increase the cost for attackers. At the meeting of the
Internet Engineering Task Force (IETF) in Vancouver

in November 2013%, the engineers designing inter-
net protocols agreed that massive access to meta-
data (traffic and location data) on the time and place
of communications and to the actual content of com-
munications should be considered an attack and
their threat model needs to be adjusted accordingly.

Cryptographic primitives are well-established, low-
level cryptographic (coded) algorithms that are fre-
quently used to build computer security systems.
Internet security relies on sound cryptographic
primitives, such as hash functions, random number
generators, integrity and encryption algorithms,
etc. These primitives provide the foundation for
secure communication over the internet and serve
as building blocks for more complex systems.
Cryptanalysis aims to break these security systems
and there have been various advances by research-
ers (with ciphers such as RC4) but the full capabili-
ties and knowledge in this area remain unknown. In
addition to potential advances in cryptanalysis,
rumours about backdoors in specific elliptic curves
and random number generators have created some
uncertainty about which algorithms are ‘safe’ to use
and what influence there has been on the stand-
ardisation process.

Communication on the internet relies to a great
extent on standardised protocols - a system of digital
rules for message exchange within or between com-
puters - such as HTTP used for the web platform, TLS
as a common tool for securing web transactions and
all the email protocols. Cryptographic primitives are
building blocks in those communication protocols.
Underlying these protocols is an architecture that
allows communication on the scale of the internet.
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An architecture combines a number of individual
building blocks to create something larger. The web
2.0 architecture, for example, not only utilises HTTP
but also builds on HTML, on the use of JavaScript and
on TLS for security.

Industry trends have led to a more server-centric
design where data is frequently stored in a central
cloud service (instead of following a peer-to-peer
paradigm). Interconnecting different applications on
the web has become the norm in so-called mash-ups.
This has, however, simplified interception and sur-
veillance since data can be collected on a large scale
from a small number of companies.

In the design of some communication architectures,
such as VolIP or even email, little attention has been
paid to avoid the easy collection of traffic data. Traffic
data, often referred to in public discussion as metadata
in comparison to the actual communication content,
provides information about when, where and with
whom an interaction takes places. It turns out that this
traffic data in itself is of great value for analysts.

In many cases end users are left with a limited choice
of either uploading their data to an application or
not using the application at all. It is likely that this
trend will continue, since businesses also see great
value in big data analysis which requires a massive
collection of data about their users. These massive
data collections are of course very valuable targets
for attackers.

Once the protocols and the architectures have been
developed (typically by standards organisations), the
specification needs to be turned into code. Produc-
ing high quality code is difficult and requires skilled
programmers and processes that ensure sufficient
testing and quick reactions to bug reports.

Unfortunately, implementation may reveal a number
of security weaknesses, such as lack of security fea-
tures, including security vulnerabilities (as illustrated
in the top 10 security vulnerabilities of web applica-
tions), weak pseudo-random number generators and
even trojans in hardware before it is shipped to cus-
tomers. Backdoors can also be added to software,
particularly since many product implementations are
not publicly available.

These security vulnerabilities can be exploited by a
number of actors, including criminals.

Once a product or service has been implemented it
can be deployed, for example via a smart phone
application or web service. Many important design
decisions that have to be made during this phase can
impact privacy and security. For example, an email
provider can decide on the location of its server infra-
structure, whether confidentiality protection will be
made available to each communication and how
strong authentication will be. For other products,
decisions have to be made about the hardware and
software platform.

The security practices of companies and the weak
security of products have made it easy to compro-
mise networks and user data. This has severely
affected confidence in internet communications.

In response, researchers and internet protocol archi-
tects are reflecting on how to design a system that
benefits society but also protects individuals.

The list of possible actions includes:

using transparency and openness in standards
processes to ensure that a single party is not
able to hijack the process and negatively
impact the standardisation results;

increasing the use of open source software,
which allows those who are interested to
inspect the source code of products and makes
it more difficult to install backdoors and often
increases the quality of the code;

increasing security and privacy in the design of
internet protocols. This includes the design of
better end-to-end security techniques and
alternative communication architectures that
produce less metadata at intermediaries;

promoting state initiatives to improve the
deployment of services that respect security
and privacy;

increasing the diversity of service offerings. As
an example, a larger number of email and
social network providers mean that more tar-
gets need to be attacked to access the data of
an equivalent number of internet users.

At the same time, companies need to change their
practices and address internet security and privacy
more seriously. Otherwise consumers will hesitate to
download a smart phone app or sign up for the latest
web service.



With the data protection reform underway, some
topics such as the right to be forgotten and profiling
have been the subject of intense debate. Anonymisa-
tion of data will have a profound impact as a result of
the new legislation, as it is a core data protection
concept: what is personal data and what is truly
anonymous data®.

Some in the debate believe that there are different
types of data that should be protected according to
the estimated risk to that data, the so-called risk-based
approach. With this approach, anonymous data by
definition cannot be traced back to an individual, or, in
reality, has been made very difficult to re-identify an
individual, and thus, can be processed freely and do
not require a high level of protection. On the contrary,
data that relate to an identifiable individual must
adhere to the data protection framework.

This has sparked a debate to make the processing of
personal information more flexible by introducing
the notion of pseudonymous data. In a pseudony-
mous data set, the identifying information would be
replaced by a pseudonym. This would make identifi-
cation of a specific individual more difficult. It is
important to note, however, that because pseu-
donymised data can be linked to an individual, it is
still personal data. One typical example is medical
research where patients are not known directly to
the researchers, but only through their medical
attributes. A number is used to differentiate each
patient’s data and a limited set of people are author-
ised to know the correspondence between this num-
ber, the name and date of birth of the patient.

Attempts have been made to include a definition for
pseudonymous data in the new data protection Reg-
ulation. However, Opinions are divided on the mat-

ter: some take the view that this approach weakens
data protection®. On the other hand, some compa-
nies anticipate business opportunities with the intro-
duction of pseudonymous data which will allow the
extensive processing of data?’.

Until recently it was believed that de-identification
could be a powerful tool to protect privacy. However
the rise of big data is making de-identification
increasingly difficult. As more and more data will
be collected in future, it might very well become
impossible to anonymise data®.

From a data protection perspective, the use of pseu-
donymous data could be useful as an additional con-
trol to protect personal information and minimise
the risks, but it should be emphasised that pseudon-
ymous data is still personal data and must be pro-
tected accordingly®.

What is still needed is a detailed analysis of the tech-
nigues used to de-identify data and further work on
how to implement these techniques. For example,
one of the advanced techniques is differential privacy.
Differential privacy allows a third party to query a
database through an intermediate layer that will dis-
tort (to some extent) the results so as to protect the
identity of the data subject. The more a third party
queries the database, the more distorted the data
becomes. This technique has been studied for a
number of years and has a mathematical basis. How-
ever, the implementation of this technique is no
small matter®® and it might not be suitable for all
types of personal data.

Furthermore, for some types of data, for example loca-
tion data, de-identification might prove to be
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incredibly difficult, as a recent MIT study illustrates®'. In
this study, the location data of individuals (for exam-
ple collected from mobile phone connections to cell
towers) was analysed. Surprisingly, 95 % of these data
subjects can be identified with only 4 entries in a data
set consisting of 15 months of mobility coordinates of
1.5 million people in space and time for an area com-
parable to a region of a member state.

Further discussion is needed in this field and guide-
lines for data controllers on how to anonymise differ-
ent types of personal data, such as financial, health
and telecommunication data, will be necessary*.

While techniques will have to be developed and pro-
moted to minimise re-identification risks, it is para-
mount that the protection provided by the legal
framework remains intact. Many actors would like to
process more data with fewer controls and seek to
obtain legal permissions for innovative ways to pro-
cess information transformed into data sets that can
only indirectly identify individuals.

Legislators must not re-draw the boundaries within
which personal data is defined, reducing the protec-
tion of individuals. Re-identification of such data sets
would remain possible, and privacy risks would even
increase, given the increasing propensity to collect
large amounts of information on everybody.

Each access to a web page can be traced by the web
server.

Many web users are unaware that browsing a web-
site involves an interaction between their device (PC,
tablet, smart phone etc.) and the server providing
the web content. Unlike a TV or radio broadcast, a
printed book or newspaper, a billboard or poster in

the street, a web page is only made available follow-
ing an individual request from the user’s browser.
This request must identify the user’s device because
otherwise the server would have no indication of
where to send the requested page. This direct inter-
action allows a form of tracking at its most basic
level, i.e. keeping a record of each request for a par-
ticular web page at a specific time.

The internet eco-system has evolved considerably
since the days when web pages were static and
looked the same for everyone. Today, pages are usu-
ally tailored for each user and contain targeted con-
tent, often with the aim of increasing the economic
value of the page view, by displaying attractive com-
mercial offers or by displaying advertising that draws
the user’s attention.

This customisation of pages requires much more
information about the user than is provided through
a simple request for a web page and has triggered
the development and use of more sophisticated
tracking mechanisms. Furthermore, the content of
pages is no longer provided by just one server,
instead several actors are involved, for example, the
main content on news sites is news while different
advertising providers fill the other parts of the screen;
all of them hope to maximise the attention they get
during the user’s limited browsing period.

One of the most common tools, cookies, were stand-
ardised in 1995 to allow the storage of information
about user preferences and behaviour across user
sessions. Concerns over the increase in tracking have
developed in parallel and ideas about a Do Not Track
(DNT) mechanism were first presented by consumer
groups in 2007.

In law, the 2009 amendments to the EU ePrivacy
Directive aimed to increase transparency and user
control of cookies and other tracking mechanisms
which store information on the user’s device. So far,
these intentions have not been fully achieved, as
many websites today only provide users with a gen-
eral information banner indicating the use of cookies,
but offer little detail or choice, other than not to use
the website at all.

The increase in online businesses has led to an
associated increase in tracking. Stricter rules on
cookies have triggered the development of new
tracking mechanismes, in order to circumvent these
rules.

One alternative to cookies is device fingerprinting,
which involves the collection of as many characteris-
tics of the user device as possible, including technical
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elements such as screen size, browser and operating
system type and version, installed fonts and add-ons
and user preference settings such as language, zoom
factor, character encoding and so on.

The more characteristics that are collected the more
likely it is that no two different user devices have the
same profile. While some servers use only those char-
acteristics that the user or rather the user’s device
must provide to receive a webpage adapted to its
preferences and capabilities (passive fingerprinting),
others instruct the browser to execute code, such as
JavaScript, to reveal additional characteristics (active
fingerprinting) for a more comprehensive profile.

One of the organisations developing standards for
the internet, the Worldwide Web Consortium (W3C),
has made an effort to provide users with a way to
communicate their desire not to be tracked by stand-
ardising a DNT header inside the main web protocol
HTTP. These standardisation efforts have made slow
progress and have not met several publicised dead-
lines, but there is hope that the final technical speci-
fication may be available in 2014.

Despite some doubts about tracking quality, the use
of device fingerprinting is increasing, as a recent
study by KU Leuven indicates®.

In the meantime, some browser manufacturers have
nonetheless included support for DNT in their prod-
ucts: Microsoft announced that DNT is turned on by
default in IE 10 and in IE 11. Apple has not allowed
third party cookies for some time in their Safari browser
and in February 2013, Mozilla announced plans to turn
third party cookies off, although their plans have been
postponed. Apple has even added support for the DNT
header outside the browser realm into the iOS 6 oper-
ating systems used by their smart phones.

However, completely new ways of tracking have also
been developed and engineers have displayed great
creativity in generating increasingly sophisticated
ways of tracking, such as tracking the cursor move-
ment on a user’s screen. Distributed identity man-
agement solutions allow tracking across several web
services. With identity management, users log onto a
website using their credentials (typically a username
and password) and are thereby uniquely identified,
regardless of the device they are using. Identity man-
agement is necessary for personalised services, such
as webmail or social networking services.

More and more services now require user identifica-
tion, such as in gaming or content streaming. As users
are unlikely to remember many and varied passwords
for all the sites they log onto, distributed identity man-
agement systems have emerged. These systems allow
users to re-use their accounts, e.g. from a social net-
working service, on multiple websites without having
to create a new account on each site.

While there are many services on the web that offer
re-usable identity management, websites would
have to configure their service for each identity pro-
vider. In order to minimise the effort needed, provid-
ers limit their support to the most popular identity
providers, so that the most supported identities are
from Facebook and Google.

Distributed identity management solutions offer
more powerful tracking capabilities than cookies
and device fingerprinting since they are able to
track users across several devices.

Browsers are only one way to access the web. Smart
phone and tablet users may choose from huge cata-
logues of downloadable applications called apps.
When apps are executed on a user’s device, they are
able to access a wide range of personal information.
Smart phone and mobile operating systems (OS)
manufacturers, like Apple, Google, or Microsoft, have
designed tracking mechanisms into the OS and the
hardware, to set up an infrastructure that allows an
in-depth analysis of the tracked interactions, using
unique identifiers integrated in the hardware.

Furthermore, application developers may also incor-
porate third party analytics software into their apps.
Such software tracks users throughout their use and
provides the app developers with indications on how
they can make their apps more user-friendly, but at
the same time gives the analytics software provider
access to user data across many apps and devices.

The next challenge for tracking developers is to go
beyond the use of the web through browsers and
apps and capture online and offline behaviour.

Tracking and advertising are still developing in many
areas, for example, in home entertainment systems
and dedicated gaming consoles which offer an
increasing number of services to applications, includ-
ing identity management capabilities as well as
advertising APIs. The use of games, as a sort of living
lab, to test users’ reaction to stimuli is an opportunity
to find brand new ways of tracking, by using built-in
cameras, for example.
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The built-in intelligence and tracking capabilities of
other consumer devices have increased as well. The tra-
ditional TV set is being replaced by devices with built-in
capabilities to connect to the internet and search for
program offers on dedicated web servers. Cable
modems now usually work as internet devices as well
and exchange information with the servers of the cable
network operator, routinely identifying at least the
household, for controlling access to value added or pre-
mium services according to their subscriptions.

This also provides media service operators with
details on the media use of their customers, which in
turn allows for a precise and comprehensive analysis
of interests, habits, preferences and influences, from
political programmes to advertising clips. While
there has not been much research on the privacy and
data protection impact of these developments, initial
studies have raised considerable concern: an investi-
gation of the Dutch data protection authority into a
Dutch connected TV network discovered noticeable
breaches of data protection law.

The collection of location data and its use for
different business purposes continues to increase.
The growing concentration in the market for mobile
devices and communications services will further
strengthen the role of the very few global players
that act as collectors of location and other
communications related data.

Other areas where there is an increase in geo-loca-
tion tracking include bluetooth and WiFi tracking
and the tracking of mobile phones at short distance
by their radio signals or when they are triggered into
interaction. In addition, many other devices are now
equipped with communication and tracking capa-
bilities, including biometric sensors used in sports,
satellite navigation systems, automated toll payment
systems and electronic tickets for public transport
(see section 5.2.7 on the Internet of Things).

The increasing integration of communication, loca-
tion and processing equipment in motor vehicles,
such as is intended by the comprehensive roll-out of
an eCall system in all new passenger cars in Europe
from 2015, will create an interest in using this plat-
form for purposes other than emergency services.
Ideas for car insurance fees based on distances
driven, taking account of the precise area travelled
and the driver's behaviour (e.g. frequent acceleration
and braking) are just some of the creative ideas for
the use of travel data. There are increasing demands
to use number plate recognition data from existing
road toll systems for law enforcement or from speed
control systems that recognise number plates of cars

entering and leaving a highway to calculate their
average speed on that section.

Commercial tracking tools also serve state
surveillance.

Recent media publications show that tracking infor-
mation is not only used for commercial purposes, but
also by governments in augmented surveillance pro-
grammes. For example, cookie tracking may be used
as a means to hack into a specific user’s device and
place hidden software that enables remote exploita-
tion. Google’s tracking cookie, PREF, has been used
to target communications activities on the comput-
ers of specific users and the location of mobile users
has been tracked via mobile applications. The impli-
cations of commercial tracking on the fundamental
rights to privacy and data protection are not limited
to the interests of business.

The term Internet of Things (loT) was chosen to denote
a vision of a future in which everyday objects such as
phones, cars, household appliances, clothes, transport
and logistics are wirelessly connected to each other
using internet technology, allowing them to share
data and interact with each other. For example, loT is
used in innovative concepts such as Smart Cities where
data is collected with the intention to alleviate urban
problems, such as traffic jams and environmental pol-
lution. This vision of loT was the driving force for pol-
icy, research and development efforts to develop gov-
ernance structures and common principles for a wide
range for devices and services.

Many questions have been raised over the last ten
years. How will the l1oT change the internet as we
know it? Will new protocols for loT communications
be needed? Will the existing governance model



apply to communications device manufacturers and
service providers as well as to all manufacturers of
consumer devices? How will consumers (and others)
be involved? What standards are necessary?

As yet, there is no single loT (or Machine-to-Machine,
M2M) standard available. Instead, a wide range of dif-
ferent standards have been developed for different
purposes.

Instead of waiting for the new comprehensive loT
architecture to emerge, many companies have been
building operational loT solutions on the basis of exist-
ing internet protocols and applications to connect
them to existing internet infrastructure. While this
pragmatic approach appears rather straightforward, it
has long been believed that the masses of small sen-
sors and actors that make up the loT require specific
new communication standards and mechanisms.

Some practitioners believe that the growing number
of working solutions demonstrate that the existing
internet protocol infrastructure can support the
development of loT solutions. Even though this
approach may lead to a number of separate ‘island’
solutions initially, for certain industry sectors or fields
of application for instance, it seems they could lead
to economically viable business models which offer
serious competition in the development of a holistic
model for loT.

As a result of this pragmatic approach, we have seen
the emergence of a wide range of devices that col-
lect information about individuals and upload it to
various web services, for example, in wearable sports
monitoring equipment. To facilitate these develop-
ments, companies have had to develop a systems
design that would work within the limited capacities
of small devices in the absence of a protocol and
which supports direct communication between
devices of different types from different manufactur-
ers. Sensors rarely interact with each other ‘peer-to-
peer’ but instead submit data via centralised services
through cloud computing environments.

While this centralised design simplifies the manage-
ment of security and access control, it has a profound
impact on data protection and privacy, by creating
huge collections of personal data that could be used
for further analysis and exploitation. loT devices
behave like many other internet services, in that the
maximum data available are collected rather than
the minimum needed. Users are still accepting this
trend, but the privacy concerns over cloud comput-
ing and big data analytics apply equally to the loT.

Applying the established data protection principles
of data minimisation and purpose limitation would
be an effective safeguard against the most significant
privacy risks. Unfortunately, these have not been
guiding principles in the development of the inter-

net, nor in the design of mobile device applications.
The same indifferent approach is likely to be carried
over to the loT as well. At present, there is little or no
incentive for the service provider who writes the soft-
ware for loT devices to take privacy and security
issues seriously, especially since existing standards
do not take account of these objectives.

Security also remains a challenge. Experts are con-
cerned that we are building the next generation of
critical, but insecure infrastructure due to the relaxed
practices of embedded devices**. To lower the devel-
opment cost of these small devices, savings are often
made in the area of security. It remains to be seen
whether current efforts to raise the awareness of this
growing risk, will help to educate the global loT devel-
opment community on better security practices.

In the meantime, technological alternatives exist in
the open source area. Affordable devices (approxi-
mately 20-40 EUR) allow consumers with a little IT
knowledge to experiment with their own loT ideas.
Devices such as Arduino and Raspberry Pi are popu-
lar in schools and are used to introduce computer
science concepts to children and teenagers. On the
server side, an enormous collection of web and cloud
software exists. Privacy aware developers working
with these tools could develop privacy friendly solu-
tions to serve as examples of best practice or as alter-
natives to industry products.

In 2003, a scientific research team successfully com-
pleted the human genome project, the sequencing
of all human genetic information. As a result, genetic
testing is now widely available. The testing involves
a small area of the entire genome, but the results,
which are highly accurate, can often be delivered in a
matter of days.

The sequence of DNA in our genes determines our
ability to survive and reproduce. In humans, approxi-
mately 3 billion DNA base pairs make up the genome
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and tiny variations give rise to a unique code for each
of us. This vast volume of information in an individu-
al's genome is the biometric equivalent of his or her
identity. It may serve as a biometric identifier, since it
is difficult to anonymise the information contained in
a genome. It is clear that personal genomics repre-
sent a challenge for personal data protection.

Genetic testing is being used in medical research to
identify the mutations in our genes to help develop
therapies that will prevent diseases such as cancer,
Alzheimer’s, heart disease and others. There are
many other possible uses for genetic information,
some with significant implications for privacy. For
example, there is the potential for insurance and
employment restrictions on healthy people known
to be genetically susceptible to disease, or for com-
panies offering genetic tests to provide social net-
working opportunities to customers with a common
genetic trait to contact each other.

When genetic data becomes available on a massive
scale, it will be a valuable resource for pharmaceuti-
cals, hospitals and even governments. Recently, the
UK human genome project called for a large number
of volunteers to share their genetic data with the rest
of the world for scientific purposes. As genetic infor-
mation is inherited and shared within a family, par-
ticipants will not only commit themselves, but to
some extent also their relatives and their descend-
ants. The privacy concerns and risks that apply to
large-scale IT databases of consumer information
also apply to massive databases containing genetic
information, whether they are run by commercial
organisations or by the scientific community.

One of the linchpins between images of people and their
personal information can be found on social media. Due
to advances in facial recognition technology and the
ever-increasing amount of visual information® uploaded
to the internet, it is becoming easier to build profiles of

individuals through the images that are uploaded and
relate them to the information that is posted by or about
them on social media and other sites.

The prevalence of smart phones and other portable
devices means that facial recognition together with
cloud computing services and big data analytics
could be used to collate such publicly available infor-
mation on individuals, so that profiling others is an
option accessible to all. As advances in technology
make this possible, it is important to consider what
the limits on such processing should be.

The efforts to secure EU borders depend on col-

laboration between the member states. However,



this collaboration often relies on the processing of
personal information. A number of large-scale IT
databases already exist to control the flow of trav-
ellers to the EU (VIS, SIS Il, EURODAC) that also
allow law enforcement authorities access to the
information contained in those databases. The
European Commission is in favour of more large-
scale databases®; as a result, the Entry-Exit system
(EES) and the Registered Traveller Programme (RTP)
may soon be operational across Europe.

The EES aims to identify overstayers (those travellers
who were granted a visa for a period of time but
remain in the EU after their visas have expired) by
registering the time and place of entry and exit of
third country nationals travelling to the EU. This will
allow customs officials to verify the status of a travel-
ler without having to check the stamps in his pass-
port, which can be a time consuming and complex
process. In due time, law enforcement authorities will
probably also be able to access EES data®.

The RTP will allow frequent travellers from third
countries to enter the EU using simplified border
checks, subject to pre-screening and vetting. This
means that travellers who submit their personal data
before travelling will benefit from a faster and sim-
pler process through border controls.

The debate on the proposals for the RTP and EES*®
continues (see section 3.4.4). Both systems will
involve the collection of increasing amounts of per-
sonal data, including biometric information - finger-
prints - and integration with Automated Border Con-
trols (automated passenger checks at border
crossings using new technologies under the supervi-
sion of border guards).

As demonstrated by the 2013 security incident over
SIS data®, a security breach of these large-scale IT
systems could have implications for the personal
data of a significant number of individuals across the
EU. As more databases are created and access to the
data that is held on them is granted more widely, the
risk that personal information is compromised or
misused also increases.

Drones, also known as remotely piloted aircraft sys-
tems (RPAS) or unmanned aerial vehicles (UAV) are
aircraft that operate without an on-board pilot.
Drones have predominantly been used for military
applications, but there is now a proliferation of scien-
tific and civil uses for them, in tasks too difficult or
costly to carry out using existing aerial technology.
Recent models of drones are more stable than ever
and have autopilot capabilities, reducing the time,
human involvement and cost of flying them.

Equipped with high definition cameras, drones can
be used for live video streaming and real-time sur-
veillance. The potential risk to privacy, therefore,
depends partly on the type of sensors that drones
carry and on the size and visibility of the aerial carrier
device.

As drones are not limited to operating in outdoor
public spaces, they can be highly intrusive. The con-
trol an individual may have over drone surveillance is
extremely limited. Even when detected, it can be dif-
ficult to identify the operator or the purpose or tech-
nology with which the drone is equipped.

As drone technology continues to evolve, privacy
implications remain a significant concern. In spite of
this, there is as yet little incentive to adhere to the
principle of privacy-by-design.
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Develop a creative and an effective communication
strategy.

Information and communication activities play a key
role in helping to increase the awareness of the EDPS’
mandate, policies and decisions both within the EU
administration and the wider public. We use a range
of communication tools and activities tailored to the
different audiences and their varying degrees of
knowledge of data protection. Regular press releases,
publications, events, tweets and updates on our
website are some of the activities that form part of
our policy to raise the awareness of key topics.

One of the overall objectives of the EDPS strategy
2013-2014 is to build awareness of data protection
as a fundamental right and a vital part of good pub-
lic policy and administration for EU institutions.

To this end, in 2013, we continued in our aim to
raise awareness both of the EDPS’ work - legislative
Opinions, prior check Opinions, data protection
rights and obligations, training of EU data protec-
tion officers - and of data protection in general. Our
objective is to promote a data protection culture
within the EU institutions and bodies so that they
are aware of their obligations and are accountable
for compliance with data protection requirements.

In the second half of the year, the data protection
reform and the revelations on mass surveillance



were the issues that dominated the headlines, and
as a consequence the Supervisors and the staff
devoted considerable efforts to address the issue -
from media enquiries, press interviews, information
requests to speeches and hearings.

Our increased visibility as an institution is con-
firmed by indicators such as the number of infor-
mation requests received from citizens, media
enquiries and interview requests, the number of
subscribers to the newsletter and followers of the
EDPS account on Twitter, as well as invitations to
speak at conferences and website traffic. These all
support the view that we are increasingly a point of
reference for data protection issues at EU level.

The EDPS communication policy is tailored to our
target audience and while it is adaptable, it is in
keeping with the specific features of our organisa-
tion: age, size and remit and the needs of our stake-
holders.

While many organisations, including other EU insti-
tutions and bodies address EU citizens as a whole
and can choose to address their audiences accord-
ing to age group, profession, gender, marital status,
educational background, geographic area and so
forth, our direct sphere of action is more distinct.

Our supervision of EU institutions and bodies
means that they are a key audience and we tailor
our messages to EU staff accordingly. Other key
groups include data subjects in general, EU political
stakeholders and those in the data protection com-
munity.

Our communication policy does not, therefore,
need to engage in mass communication. Instead,
awareness of data protection issues among EU citi-
zens in the members states depends essentially on
a more indirect approach, via data protection
authorities at national level, for instance.

Our communication with the general public is
through a number of tools such as our website,
Twitter, publications such as our newsletter and
factsheets, awareness-raising events and our regu-
larly interaction with interested parties - through
study visits, for instance - and participation in pub-
lic events, meetings and conferences.

The EDPS strategy 2013-2014 takes into account
that data protection issues are often perceived as
fairly technical and obscure for non experts. Conse-
quently, the strategy highlights that our communi-
cation work will use straightforward language to
make technical issues more accessible.

In 2013, we continued to make huge strides
towards our clear language goal, particularly when
communicating with the general public and press.
The over-riding aim has been to correct the exces-
sive legal and technical image of data protection.

Of course, when we address more informed audi-
ences, such as data protection specialists, more
specialised language is appropriate. We recognise
that different communication styles and language
patterns maybe appropriate to communicate the
same news to different audiences.

Our press and communication activities have been
offered in at least three languages - English, French
and German - since 2010 to reach the widest pos-
sible audience.

We aim to be as accessible as possible to journalists
as they provide a major channel for the public to fol-
low our activities. Regular interaction with the media
through press releases, interviews and press events
help us in our endeavour to cultivate an image of a
reactive and reliable partner and to promote the
EDPS as an independent and authoritative point of
reference for data protection at EU level.

The handling of regular media enquiries allows fur-
ther contact with the media, and in 2013 we con-
tinued to update and maintain an impressive list of
contacts across the media.

In 2013, we issued 11 press releases. The majority of
these related to our consultation work, particularly
new legislative Opinions directly relevant to the
general public. Among the issues covered by these
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press releases were the EU data protection reform,
Europol, cyber security, anti-money laundering,
smart borders and eCommunications.

Our press releases are published on our website
and on the Commission inter-institutional database
of press releases (RAPID) in English, French and
German. The press releases are distributed to our
regularly updated network of journalists and inter-
ested parties.

The information in our press releases usually results
in significant media coverage by both the general
and specialised press. In addition, our press releases
are frequently published on institutional and non-
institutional websites ranging from EU institutions
and bodies, to civil liberty groups, academic institu-
tions, information technology firms and others.

In 2013, the EDPS and the Assistant EDPS gave 45
direct interviews to journalists from print, broad-
cast and electronic media, both European and
international.

The resulting articles featured in international,
national and EU press, both mainstream and spe-
cialised (IT, the EU and so on) as well as interviews
on radio and television.

The interviews covered horizontal themes such as
the current and upcoming challenges for privacy and
data protection. They also addressed specific issues
that made the headlines in 2013, including the
review of the EU legal framework for data protection,
lobbying in relation to this review, mass surveillance
following the NSA revelations, internet security, bor-
der control, data retention and collection, big data,
national DPAs and end of mandate reflections.

In 2013, we held one lunchtime press conference
on 29 May, directly after the presentation of our

Annual Report 2012 to the LIBE Committee of Euro-
pean Parliament.

The conference was an opportunity for journalists
to discuss with Peter Hustinx, EDPS, and Giovanni
Buttarelli, Assistant Supervisor, the implications of
the EU data protection reform and in particular, the
excessive lobbying of the EU legislator by industry
and third countries. The conference was well-
attended and the lively discussions resulted in
widespread reporting of our position on the reform
of the data protection rules in EU press.

In 2013, the EDPS received some 34 written
media enquiries, including requests for EDPS
comments, clarifications, positions or information.
Media attention was spread across many issues,
most notably mass surveillance and the reform of
the EU data protection rules. Other topics of
interest included the EDPS itself, EURODAC, eCall,
smart borders, IP tracking, whistleblowing,
INDECT, data breaches, big data, cyber security,
access to documents, Article 29 Working Party,
Google and the iPhone fingerprint lock.

In 2013, we dealt with 176 enquiries for information or
assistance. This is an increase from 2012 (116 requests)
and is a substantial number for a small organisation.
The prominence of the EDPS within the data protec-
tion sphere, reinforced by our communication efforts,
together with significant improvements in our web-
site and new communication tools - factsheets and
the use of Twitter - mean that we are becoming more
efficient in getting our messages across.

The majority of requests for information came from
individuals unaffiliated to the EU institutions asking
for more information on privacy matters or assis-
tance in dealing with problems such as the security
of their personal information or the misuse of it.
Other requests came from a wide range of parties,
ranging from staff in the EU institutions, lawyers
and law firms, private companies and industry
associations, students and NGOs.

A large category of requests in 2013 concerned
complaints from EU citizens about matters over
which the EDPS has no competence. These com-
plaints related mostly to alleged data protection
breaches by public authorities, national or private
companies and online services and technologies.



Other issues included data protection in member
states, transfers of data, the excessive collection of
data and slow response times of DPAs.

When complaints such as these fall outside the
competence of the EDPS, we send a reply to the
complainant outlining the mandate of the EDPS
and advising the individual to refer to the compe-
tent national authority, usually the data protection
authority of the relevant member state or where
appropriate, the European Commission, or another
relevant EU institution, body or agency.

As part of our efforts to increase the awareness of
data protection, we regularly welcome visits from
diverse groups. In past years, such groups have often
been academics and researchers or specialists in the
field of European law, data protection or IT security.

In 2013, we hosted 17 groups. The majority were
students or academics from the EU with others
from Iceland, Norway and the U.S.A. but we were
also visited by European journalists and political
associations.

Most groups wanted to know more about the man-
date and activities of the EDPS, but there was also
much interest in the EU data protection reform,
international cooperation, cloud computing, online
profiling and the implications of data retention and
surveillance on privacy and data protection.

The website continues to be our most important
communication channel and as such, it is updated
on a daily basis. The various documents produced
as a result of our activities (Opinions on prior
checks and on proposals for EU legislation, work
priorities, publications, speeches of the Supervisor
and Assistant Supervisor, press releases, newslet-
ters, event information and so on) are all available
through this platform.

Since June 2013, the EDPS website is based on https
protocol, so that all user communication with the
site is encrypted, following good security practice.

An analysis of our website traffic and navigation
data shows that in 2013, we had approximately
136 293 new visitors to our website, compared to
83 618in 2012 which is a significant increase of
63 %. The total number of visits in 2013 was
approximately 293 029 compared to 179 542 in
2012 which is an increase of 63.2 %.

After the homepage, the most regularly viewed
pages were consultation, supervision and publica-
tions. The statistics show that most visitors access the
website via a link from another site, such as the
Europa portal or a national data protection authority
website. Around 35 % of connections were via a
direct address, a bookmark or a link in an email.
Search engines links were used by only a few visitors.

The EDPS newsletter is a valuable tool for inform-
ing readers of our most recent activities and draws



attention to news and updates on our website.
The newsletter gives an overview of some of our
recent Opinions on EU legislative proposals and
on prior checks in our supervisory role that high-
light particular data protection and privacy impli-
cations. It also highlights upcoming and recent
conferences and other events, as well as speeches
by the Supervisor and Assistant Supervisor. Our
newsletters are available in English, French and
German on our website and readers are included
on our mailing list via an online subscription fea-
ture.

The format of our newsletters was introduced in
October 2009 with the layout of each issue being
taken care of by the Information and Communica-
tion team. In autumn 2013, we presented a new
design for our newsletters following a long pro-
cess with the Publications Office of the EU in Lux-
embourg to refresh the look of the newsletter and
to speed up and professionalise the production
process. We launched our new look newsletter in
October 2013 and have so far received positive
feedback oniit.

Five issues of our newsletter were published in
2013, with an average frequency f one issue every
two months (July and August are excluded). The
number of subscribers rose from 1 750 at the end
of 2012 to 1950 by the end of 2013. Subscribers
include members of the European Parliament,
staff members from the EU institutions, staff of
national data protection authorities, journalists,
the academic community, telecommunication
companies and law firms.

Twitter is an online social network service that
allows instant messaging in the form of microblogs.
The format of the messages is the defining charac-
teristic of Twitter because users post messages of
up to 140 characters, known as tweets. It has been
described as the SMS of the internet and has gained
worldwide popularity.

On 1 June 2012, the EDPS joined the Twitter com-
munity (@EU_EDPS), our first step towards online

interactive communication. Prior to this, our pres-
ence on Twitter was defined by EDPS and data pro-
tection related topics that regularly appeared in
Twitter messages posted by others.

Our policy on the use of Twitter is published on our
website. It reflects our step-by-step approach to
maintain a contemporary information and communi-
cation tool that is manageable with limited resources.
In light of this, we maintained this policy in 2013 and
will review the success of our Twitter account and
update our Twitter policy as appropriate in 2014.

In line with our policy, our Tweets have centred on
our press releases, new Opinions, new publications,
speeches and articles, videos, links to interesting
articles regarding EDPS and data protection and
upcoming participation in events.

By the end of 2013, we had tweeted 228 times,
were following 322 other Twitter users and had 952
followers.

LinkedIn is an online professional network, with over
225 million users worldwide. The network is geared
to individuals. However, around 3 million businesses
(enterprises and professional organisations) have
LinkedIn company pages, with many EU institutions
and data protection authorities among them.

A company page was automatically created by
LinkedIn for us, when it became apparent to them
from the information uploaded by users, that the
EDPS is an employer. As the information contained
on this page was basic and inaccurate, we took
ownership of this page in December 2013 so that
we could update it and maintain a professional
image on the site.

The page is another avenue to promote the EDPS
as an institution, strengthen our online presence
and enhance our visibility. By the end of 2013, we
had 104 followers.

The EDPS remains vigilant to the many privacy risks
associated with the use of social networking ser-
vices and we follow clear rules in our use of such
services.
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6.7. Publications

6.7.1. Annual Report

The annual report is a key publication for the EDPS.
It is an overview of our work in the main opera-
tional fields of supervision, consultation, coopera-
tion, as well as IT developments from the reporting
year and also sets out the main priorities for the fol-
lowing year. In addition, it describes what has been
achieved through external communication as well
as developments in administration, budget and
staff. A chapter is also dedicated to the activities of
the EDPS’ DPO.

Feedback suggests that the report is of particular
interest to specific groups and individuals at inter-
national, European and national levels — data sub-
jects in general and EU staff in particular, the EU
institutions, data protection authorities, data pro-
tection specialists, interest groups and non-govern-
mental organisations active in the field, journalists
and anyone seeking information on the protection
of personal information in the EU.

The Supervisor and Assistant Supervisor presented
our 2012 Annual Report to the LIBE committee in
the European Parliament on 29 May 2013.
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6.7.2. Thematic publications

In 2012, we published the first of our thematic
factsheets on our website, Your personal informa-
tion and the EU administration: What are your rights?
The factsheet is available in English, French and
German.

In 2013, we published a further three factsheets in
these languages containing information for the
general public and other interested parties:

- Factsheet 2 - Transparency in the EU administra-
tion: Your right to access documents

- Factsheet 3 - The EDPS: Supervising EU institu-
tions and bodies & enforcing data protection
principles

- Factsheet 4 - The EDPS: Keeping an eye on video-
surveillance in the EU administration

6.8. Awareness-raising events

We are keen to seize opportunities to highlight the
increasing relevance of privacy and data protection
and to raise awareness of the rights of individuals as
well as the obligations of the European administration.



Whilst our Supervisors are the authentic voice of
the EDPS, we consider that all staff are ambassa-
dors for the organisation and thus are responsible
for communicating our data protection messages
when we come into contact with key audiences.

Our Supervisors are invited to numerous events in
any given year, and where possible and appropri-
ate to do so, they will accept these opportunities to
disseminate our key messages.

In 2013, Peter Hustinx, EDPS, attended approxi-
mately 57 events, 50 of which he was invited to
speak at. Giovanni Buttarelli, Assistant EDPS,
attended approximately 42 events and spoke at 33.

While many of these events will have been data
protection or privacy related, these numbers none-
theless reflect the growing awareness and interest
in data protection and also in our institution as a
point of reference for it.

On 28 January 2013, 47 countries of the Council of
Europe as well as European institutions, agencies
and bodies celebrated the seventh European Data
Protection Day. This date marks the anniversary of
the Council of Europe Convention 108 on the pro-
tection of personal information, the first legally
binding international instrument related to the
field of data protection.

This annual event was once again an opportunity for
the EDPS and data protection officers from EU insti-
tutions to focus on raising awareness among EU staff
and others on their data protection rights and obli-
gations, of which the implementation within the EU
administration is supervised by the EDPS.

As part of our awareness raising efforts, we put
together a short film as an informative and enter-
taining way to highlight some of the data protec-
tion rights and risks that are inherent in our every-
day lives.

In cooperation with the European Parliament, we
also organised a joint conference What will the data

protection reform change for EU officials and citizens?
The conference was a huge success with standing
room only remaining within minutes of the wel-
come address by EP Secretary-General, Klaus Welle.

Following short presentations, Peter Hustinx,
Supervisor, Giovanni Buttarelli, Assistant Supervisor
and Mr. Paul De Hert, Professor at the Vrije Univer-
siteit Brussels took part in a panel discussion.

We also co-sponsored A look inside, an original art
exhibition centred on privacy and surveillance with
the Vrije Universiteit Brussel and the Privacy Com-
mission of Belgium.

On Saturday 4 May 2013, we participated in the
annual Open Day of the European institutions in
Brussels which marks the anniversary of the Schu-
man Declaration. The EU Open Day is an excellent
opportunity for us to increase general public
awareness of the need to protect privacy and per-
sonal information and also of the role of the EDPS.

There was an overwhelming response to our stand
in the main building of the European Parliament,
due to a number of attractions we had on offer.
EDPS staff worked tirelessly to answer questions on
the data protection and privacy rights of EU citizens.

A drone fitted with a camera live streamed images
(which were not saved) around our stand ontoa TV
screen. Our aim was to demonstrate the use of
drones (see section 5.5) and highlight in an eye-
catching way the privacy implications of new tech-
nology. We also set up two computers on our stand
loaded with a web tracking application. Visitors
were able to get an idea of how much of their
online activity is tracked when surfing the internet
and EDPS staff were on hand to answer questions
and offer guidance.

Visitors could also take part in our data protection
quiz as well as taking away information material.
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ADMINISTRATION,

BUDGET AND STAFF

Our strategic objective

Improve the use of EDPS human, financial, techni-
cal and organisational resources.

Our guiding principle

We seek to be an authoritative body by developing
and building the expertise and confidence of our
staff to engage effectively with our stakeholders.

7.1. Introduction

In an on-going climate of economic austerity and
budget consolidation, the EDPS had to do more
with less for a second consecutive year. To make
this possible, we continued our efforts towards bet-
ter planning, monitoring and more efficient alloca-
tion of resources.

This context of austerity made the preparation of
the draft budget for 2014 particularly difficult
because it coincided with the drafting of the new
Multiannual Financial Framework 2014-2020. This
was a difficult forward planning exercise due to the
uncertain outcome of the revision of the EU Data
Protection Framework and its impact on the roles
and responsibilities of the EDPS.

In 2013, we invested considerable energy and
resources in further professionalising the HR func-
tion with the aim of freeing resources from purely
administrative or bureaucratic tasks for more sub-
stantial HR processes. For example, SYSPER2 was
successfully equipped with new modules for staff
management such as NDP (Numérisation de Dos-
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sier Personnel) which allows all EDPS staff direct
access to their personnel folders.

As our resources are limited, it can be difficult to
balance strategic expectations with what can be
achieved in reality.

7.2. Budget, finance
and procurement

7.2.1. Budget

The allocated budget for the EDPS in 2013 was
7 661 409 Euro, which represents an increase of
0.49 % in the 2012 budget. This is actually a nomi-
nal reduction, taking into consideration the infla-
tion rate of 1.9% for 2013.

For the second year, our budget shrank during a
growth phase. The EDPS budget is small in com-
parison to other institutions, with the result that
the proportion for staff salaries represents 51 % of
the total budget and our margin for manoeuvre is
correspondingly limited. Nevertheless, by reducing
or freezing a large majority of our credits to 0%, we



managed to implement a policy of austerity that
went beyond the 1.9 % ceiling set by the Commis-
sion; in addition to the extra credit for new salaries,
the overall increase of the EDPS budget was limited
t0 0.49 %.

This result was made possible with a considerable
effort to prioritise, a strategic redeployment of
resources as well as a continuous will to do more
with less. Quarterly reviews of the implementation
of our budget have led to better implementation
rates which have improved year on year: from
76.9%in 2011, 83.2% in 2012 to 84.7 % in 2013

Due to the specificities of the EDPS budget men-
tioned above, it is extremely difficult to achieve an
implementation rate above 85 % due mainly to
unavoidable occurrences such as turnover of staff
in the second half of the year that had a huge
impact on the overall execution rate.

In addition, the unexpected decision by the Court
of Justice of the European Union on the adjustment
of salaries had a negative impact on the final imple-
mentation rate. If the salary adjustment of 2011

had been paid in 2013, the implementation rate of
the 2013 budget would have increased to 87.2 %.

As a result of the policy of moderate but sustaina-
ble growth as anticipated in the Financial Perspec-
tives for 2007-2013, we successfully completed the
EDPS establishment plan with the two posts
granted by the Budgetary Authority to assist in the
achievement of the following core activities:

reinforce efforts in supervision and enforcement;

provide resources for a new IT Policy sector
charged to ensure that technological develop-
ments in IT are adequately taken into account;

contribute to the on-going discussions of the
new data protection legal framework, in par-
ticular the Review of Regulation (EC) no
45/2001;

strengthen the cooperation with the national
supervisory authorities in the coordinated
supervision of large scale IT-systems, with three
new systems under the remit of the EDPS in
2012 and 2013;

put in place adequate mechanisms for better
planning, coordination and more efficient allo-
cation and use of resources to be able to do
more with the same or fewer resources in the
future.

Looking ahead, it is possible that the on-going dis-
cussions in the Council and the Parliament about
the new data protection legal framework proposed
by the Commission on 25 January 2012 may result



in new roles and responsibilities for the EDPS, nota-
bly in the provision of an independent secretariat
for a new European Data Protection Board which
will have the task of ensuring coordination and
consistency of data protection at EU level.

In order to mark the impact on resources that this
reform may have upon our small institution, a new
Title 1l has been added to our budget. However, as the
negotiations between the Council and the Parliament
are on-going, no additional appropriations were
requested for the new Title Ill for the 2013 exercise.

There were no concerns or recommendations for
the EDPS to consider in the Statement of Assurance
from the European Court of Auditors for the finan-
cial year 2012 (DAS 2012). Nevertheless, within the
context of sound financial management and with a
view to improve the reliability and quality of our
financial data:

a. the charters of tasks and responsibilities of
authorising officers by delegation and sub-del-
egation were signed in the first half 2013;

b. an explanatory note for low value procurement
procedures to be completed and attached to
each purchase order or contract was adopted
in January 2013;

c. adecision establishing the rules on the reim-
bursement for external experts hired to carry
out specific tasks was adopted in July 2013.

The Commission continued to assist us in finance
matters in 2013, particularly in relation to account-

ancy services, as the Accounting Officer of the Com-
mission is also the Accounting Officer of the EDPS. A
service level agreement for this and the use of the
Commission’s IT accounting system (ABAC), was
signed with DG BUDG of the Commission in May
2013.

Charters for the authorising officer by delegation
and by sub-delegation were prepared and signed by
the EDPS Director and the head of the HRBA unit.

Following the entry into force of the new Financial
Regulation on 1 January 2013, an updated version
of our step-by-step procurement Guidelines for low
value contracts was adopted on 30 January 2013.
However, no procurement procedures were
launched in 2013.

As part of our drive towards greater autonomy, we
began to take part in the inter-institutional process
for calls for tender. This has allowed us to make
specific contracts directly with the companies to
which these framework contracts have been
awarded rather than rely on larger institutions act-
ing as intermediaries to facilitate contracts on our
behalf. The majority of the calls for tender of inter-
est to us are in technical and IT related fields.

Recruitment is one of the main activities in human
resources (HR) and a strategic function for our insti-
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tution. It involves the human resources team as
well as line managers and colleagues involved in
the selection panel. It is a time consuming activity
but an important element in matching the right
person with a vacancy as quickly as possible.

Regardless of the comparatively small size, we are
bound by the same high standards of recruitment
as the larger European institutions (which have staff
dedicated full time to selection and recruitment
activities) and the same rules as set out in the staff
regulations for officials of the European Union. This
implies a high degree of versatility in the job func-
tions of our HR staff, who are responsible for a vari-
ety of responsibilities which would be dealt with by
different units or directorates in the larger institu-
tions.

In compliance with the Staff Regulations, EDPS staff
are recruited as officials or as contract agents. The
EDPS also recruits external staff as seconded
national experts, interim staff, trainees, etc.

Officials are recruited either from other European
institutions through inter-institutional transfers, or
from reserve lists of laureates of European Person-
nel Selection Office (EPSO) general competitions. In
the last four years the majority of officials specialis-
ing in data protection were recruited from a list of
laureates of a data protection competition organ-
ised by EPSO on the EDPS' request. These lists were
closed at the end of 2013. In view of the proposed
increase in the secretariat of the future, we initiated
discussions with EPSO about the possible organisa-
tion of a fresh specialist data protection competi-
tion in the future.

In the last quarter of 2013, the budgetary authority
granted us two new posts for officials that have
been kept on hold until 2014, following the adjust-
ments required by the Budgetary Authority for
gradual but significant cuts in the establishment
plan (the number of authorised staff per institution
and the related budget). These adjustments apply
to all EU institutions in the framework of the new
staff regulations, which entered into force on 1Jan-
uary 2014.

In 2013, we recruited one EU official for our Policy
and Consultation team. In addition, we recruited 8
contract agents across all 4 teams, except IT policy.

Contract agents are recruited for a period that varies
between a few months and 3 years in order to cover
our short terms needs (maternity leave replacements,
for example) or to assist with critical workloads which
cannot be covered by existing staff alone.

In addition to recruitment activities related to staff turn-
over, this explains the stabilised growth rate in staff
numbers in 2013. See the chart on the previous page.

The HR team submitted its second report on met-
rics, past and planned activities to the EDPS Man-
agement Board in February 2013.

The HR team has closely followed the activities of
the European Commission HR programme of pro-
fessionalisation, attending several seminars and
master classes. The senior adviser of DG HR of the
European Commission, who is responsible for this
programme, surveyed all EDPS staff on engage-
ment and our analysis of the results of this survey
helped us to develop an action plan, which was
adopted in December 2013. This plan should,
among other things, further improve our internal
communication and working conditions.

All these activities contribute to an increased pro-
fessionalisation of the HR function within our com-
pact institution.

In 2013, our organisation continued to invest in
the traineeship programme, established in 2005.
This programme offers recent university graduates
the opportunity to put their academic knowledge
into practice. Traineeships at the EDPS also offer
practical experience in our day-to-day activities
both in the operational units as well as in the
Human Resources, Budget and Administration
(HRBA) unit and in the Information & Communica-
tion (I&C) sector.

The programme hosts on average four trainees per
session, with two five-month sessions per year
(March to July and October to February). In excep-
tional situations and under stringent admission cri-
teria, we may also welcome non-remunerated
trainees who wish to gain experience in the frame-
work of their studies or professional career. The
admission criteria and other rules governing the
traineeship programme are outlined in our trainee-
ship decision, available on our website.

All trainees, whether remunerated or not, contrib-
ute to both theoretical and practical work and gain
useful first hand experience.


https://secure.edps.europa.eu/EDPSWEB/edps/EDPS/HR/traineeship

7.3.4. Programme for seconded
national experts

The programme for seconded national experts
(SNEs) at the EDPS was established in January
2006. On average, one or two national experts
from DPAs in the member states are seconded
every year. These secondments allow us to benefit
from the skills and experience of such staff and
help increase our visibility in the member states.
This programme, in turn, allows SNEs to familiarise
themselves with data protection issues at EU level.

In 2012, the secondment of one German national
expert came to an end and a new national expert
was recruited from the UK Data Protection Author-
ity (ICO). As the contract of the UK expert will end
in April 2014, we launched the selection proce-
dure for a new national expert at the end of 2013.

7.3.5. Organisation chart

Other than a slight change, splitting and reposi-
tioning the functions of planning and records man-
agement, the EDPS organisation chart remained
stable in 2013.

7.3.6. Working conditions

The working conditions at the EDPS (as in other EU
institutions) are stipulated in the Staff Regulations
of officials and conditions of employment of other
servants of the European Community. Within this
legal framework, our HR team endeavours to make
conditions as attractive and flexible as possible for
EDPS staff, in particular for those with family
responsibilities.

The flexitime scheme is highly appreciated by staff.
Most staff introduce their working hours in Sysper
2. Ten per cent use flexitime only to benefit from
flexible working hours while the remainder use it
not only to have flexible hours but also to recover
overtime (in days or half days).

Since May 2012, our flexitime procedure has been
covered by the time management module in Sys-
per 2; all requests and authorisations are managed
through the application.

The pilot phase of our teleworking decision was
prolonged to the end of June 2013 and then
amended slightly. There is a choice of two tele-
working schemes: structural and occasional. Struc-
tural teleworking is recurrent (maximum one day or
two half days per week), while occasional telework-
ing is designed to cover situations where the staff
member is unable to get to the office for a legiti-
mate reason but is able to work nonetheless (maxi-
mum of twelve days per year).

In 2013, five staff members made use of structural
teleworking and there were seventy requests for
occasional teleworking.

7.3.7. Learning and development

Learning and development continued to grow in
2013. The importance of training has been identi-
fied in the EDPS Strategy 2013-2014 and is a key
performance indicator (KPI), measuring the number
of staff training days completed.

In 2013, out of a possible 277.5 training days in the
training plans of our staff, 235.85 had been taken
up by the end of December 2013. This corresponds
to an implementation rate of 85 %.

The table below shows the number of training days completed by each team (training sessions for our new
case management system (CMS) are not taken into account):

Team Rate of implementation

S&E
P&C
ITP
OPS
1&C
HRBA

Director

68.07 %

64.31 %

79.56 %

42.61 %

43.62 %

82.25 %

100.00 %
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The table below shows the reasons and consequence (in number of days and budget) of training that could

not or was not taken up in 2013:

Reasons Number of days Budget

Staff leaving 18 3025
Maternity leave 9 1485
No training sess!on available 12 3110
(or full or not suitable)
Person not accepted (no
derogation done to the 1.5 0
admissibility conditions)

3.5 856
C laced b th
og:rse [EPIaceCDy anotet (difference between the 2 (difference between the 2

courses) courses)

Foreseen course too much
similar to another one already 500
followed
Change of duration of the
course (Need to cancel because 0
of part time)
Course cancelled by the 600
organisers (lack of participants)
Course cancelled by the
participant (work related 335
reason)
Total 92911

In 2013, there was one tailor-made training course for the management team on planning and monitoring.

7.3.8. Social activities and family
matters

The EDPS benefits from a cooperation agreement
with the Commission to facilitate the integration of
new staff, for instance by providing legal assistance
in private matters (rental contracts, taxes, real
estate, etc.) and by giving them the opportunity to
participate in various social and networking activi-
ties.

New staff are personally welcomed by the Supervi-
sor, the Assistant Supervisor and the Director. In
addition to their mentor, newcomers also meet
members of the HRBA team, who provide them
with our administrative guide and other informa-
tion on our specific procedures.

We continued to develop inter-institutional coop-
eration for childcare: the children of EDPS staff
have access to the créches, the European schools,
after-school childcare and the outdoor childcare
centres of the Commission. We also participate as
an observer in the European Parliament advisory
committee on prevention and protection at work,
the aim of which is to improve the work environ-
ment.

In 2013, several social activities were organised
together with the EDPS staff committee of the insti-
tution.

The Cloud, a social room in our new building, has
been used for a number of activities, including
birthday celebrations, breakfasts and a weekly
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pilates class. Meetings of the staff committee also
take place there.

Our internal control system, operational since 2006,
manages the risk of failure to achieve business
objectives. In 2012, we extended the list of actions to
ensure a more efficient internal control of the pro-
cesses in place. A revised decision on Internal Con-
trol Standards (ICS) was adopted in January 2013 to
simplify the approach, increase ownership and
strengthen their effectiveness. The tool used for
monitoring the ICS implementation was thoroughly
revised in line with the new ICS decision. The Euro-
pean Commission’s Internal Audit Service (IAS)
praised it as an effective tool at the Global Risk
Assessment meeting that took place in 2013.

Following the EDPS decision on risk management in
July 2012 (where we built on our system of assessing
risks to managing them by exploring the means to
overcome those risks), the first risk register was
added to our Annual Management Plan (AMP) in
January 2013. Following meetings with all heads of
teams to identify risks at the beginning of the year, a
progress report on risk management was published
in July 2013.

The EDPS’ Internal Control Coordinator (ICC)
acknowledged the substantial efforts of all teams to
implement most of the checks and controls defined
in the meetings. The risks associated with heavy
workloads due to over-ambitious planning and the
pressure resulting from the end of the mandate of
our Supervisors are mitigated by the checks and
controls put in place by all teams and have benefit-
ted the institution significantly.

Risk management is an essential element in our over-
all strategy of total quality management (TQM) and a
training course relating to the Common Assessment
Framework (CAF) was attended by our ICCin 2013 as
the part of the TQM strategy. Accompanied by a list of
criteria, a self-assessment questionnaire which analy-
ses all the operational and administrative processes of
an organisation is to be completed. The CAF will give
us a complete overview and highlight any processes
that need to be refined.

Taking into account our annual activity report and
the Statement of Assurance signed by the authoris-
ing officer by delegation, we believe that the inter-
nal control systems we have in place offer reasona-
ble assurance of the legality and regularity of
operations for which we are responsible.

The Internal Auditor of the Commission, the head of
the IAS, is also the internal auditor of the EDPS.

In October 2013, the IAS issued the Annual Internal
Audit Report (ARIA - Article 99(3) of the Financial
Regulation) for 2012, which summarised the internal
audit activity in 2012 at the EDPS.

The IAS intention to conduct an HR audit in 2013,
which did not materialise, triggered an internal
review within the HR function, leading to tangible
improvements.

A follow up audit visit by the IAS in June 2013 con-
cluded that:

Two important recommendations stemming
from the IAS Limited Review of Internal Control
Standards had been adequately implemented
(controls in the mission procedure and supervi-
sion of staff files);

One desirable recommendation issued in the IAS
audit on Supervision and Enforcement had been
adequately implemented;

Six recommendations issued in the IAS audit on
Supervision and Enforcement were not ready for
review at the time of the follow-up visit and
were therefore not assessed. However, in July
2013, the new version of our manual dealing
with prior checks included some modifications
in response to these recommendations.

One pending recommendation relates to a case fil-
ing system. As described in section 7.6.2, the EDPS
case management system became operational in
October 2013, therefore it is reasonable to expect
that this recommendation will be closed in the near
future.



In addition to this follow-up audit, the IAS visited
the EDPS in September-October 2013 for a global
risk assessment of our activities. The overall conclu-
sion of the IAS was that it was evident that we had
made considerable efforts which had resulted in
substantial improvements since the last assess-
ment in 2011. Most of the processes previously
considered as insufficiently mature or under con-
trol have improved and those few still considered
insufficiently mature are being addressed (work in
progress).

As an EU institution for the purposes of the finan-
cial Regulation, the EDPS is audited by the Court of
Auditors. Pursuant to Article 287 of the Treaty on
the Functioning of the European Union, the Court
audits our revenue and expenditure annually to
provide a statement of assurance as to the reliabil-
ity of our accounts and the legality and regularity
of the underlying transactions. This takes place in
the framework of the so-called discharge exercise
with audit questions and interviews.

For the discharge of the year 2012, the questions
posed by the Court were answered satisfactorily by
the EDPS. In June 2013, for the second consecutive
year, a letter to the EDPS from the Court stated: “no
observations resulted for the audit work carried out”.

The Court of Auditors (Article 162 of the Financial
Regulation) stated that it did not identify any sig-
nificant weakness in the areas it audited. The meas-
ures implemented (social allowances) as a result of
its audit in 2009 were effective. We took note of the
Court’s analysis and will continue to improve our
systems for timely monitoring and control.

On 22 January 2013, the EDPS Director attended
the discharge meeting at the Budgetary Control
Committee at the European Parliament and
responded to the questions posed by the members
of the Committee. The European Parliament
granted the EDPS discharge for the implementa-
tion of our budget for financial year 2011.

The offices of the EDPS are located in one of the
buildings of the European Parliament, and we were
pleased to move to our new premises on Rue Mon-
toyer 30 in Brussels at the beginning of October 2012.
The rent and other associated costs are borne by our
institution and the institution continues to manage
its furniture inventory independently. DG ITEC of the

Parliament supports us with IT and infrastructure on
the basis of a mutually agreed IT flat rate charge.

In 2013, we completed a number of decoration tasks
in our new premises, including the improvement of
the large meeting room on the ground floor used to
hold workshops and seminars and the acquisition
and installation of a video-conference system has
allowed us to participate in many external meetings
at locations further away without leaving the prem-
ises, with the corresponding savings in travel and
accommodation costs.

The institution continues to manage its furniture
inventory independently and as a result of a flat rate
agreement with the Parliament, the IT inventory is
managed by DG ITEC.

The EDPS benefits from inter-institutional coopera-
tion in many areas by virtue of an agreement con-
cluded in 2004 by the Secretaries General of the
Commission, the Parliament and the Council, which
was extended in 2006 (for a three-year period) and
in 2010 (for a two-year period) with the Commis-
sion and the Parliament. An extension of the agree-
ment for two years was concluded by the Secretar-
ies General of the Commission and the Parliament
and the EDPS Director in December 2011.

In 2012, in view of our imminent move to new
offices, the European Parliament suggested a revi-
sion of the General Administrative Agreement with
the EDPS, including the annexes on infrastructure,
security, IT, etc. with a view to better reflect the
needs and obligations of both parties, as well as to
simplify and harmonise those texts. Technical
aspects of the new administrative agreement were
concluded in 2012 and it was officially signed in
July 2013. This administrative cooperation is vital
for us as it increases efficiency and allows for econ-
omies of scale.

Further to the move to our new premises, we will
putin place a new business continuity plan in early
2013, in close cooperation with the European Par-
liament.

A new security decision has been drafted and will
be adopted in the early 2014.



In 2013, we continued our close inter-institutional
cooperation with various Commission Directorates-
General (Personnel and Administration, Budget,
Internal Audit Service, Education and Culture), the
Paymaster’s Office (PMO), the European Adminis-
trative School (EAS), the Translation Centre for the
Bodies of the European Union. This cooperation
takes place by means of service level agreements,
which are updated regularly.

We also continued to participate in the inter-insti-
tutional calls for tenders, thus increasing efficiency
in many administrative areas and making progress
towards greater autonomy.

The EDPS is a member of the various inter-institu-
tional committees and working groups, including
the College des Chefs d’administration, Comité de
Gestion Assurances maladies, Comité de Préparation
pour les Questions Statutaires, Comité du Statut, the
Interinstitutional Working Party/EAS, EPSO manage-
ment board, EPSO working group, Commission par-
itaire commune and Comité de préparation pour les
affaires sociales.

Our new case management system (CMS) became
operational in October 2013. The system was
selected following an evaluation of several products
on the market and a thorough analysis of EDPS
requirements, including functionalities, operations,

economic aspects, security and data protection
necessities. As well as commercial negotiations and
functional customisation, we assessed the security
management systems of suppliers and arranged
security and data protection details in the contracts
and service level agreements.

In the course of 2013, the entire repository of EDPS
cases was successfully migrated to the CMS and
operations were able to continue without interrup-
tion. Additional features will gradually be inte-
grated into the system in due course.

Some organisational changes were made to sup-
port the launch of the CMS. Our IT Policy team is
responsible for CMS operations, security and pro-
ject management and so a position of Records Man-
ager/Archivist was created within the team with
primary responsibility for the functionality of the
system and for the business processes supported by
it. The position also incorporates the function of
CMS business administrator and second level in-
house support.

First level support is provided by a member of each
team, nominated super-user. These super-users
receive specific training and coaching so that they
can help colleagues with issues that have not been
addressed in the CMS induction training. The super-
users give feedback to the CMS records manager
about the functioning of the system and help to
identify potential changes.
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8.1. The DPO at the EDPS

The role of the DPO at the EDPS presents many
challenges: being independent within an inde-
pendent institution, meeting the high expecta-
tions of colleagues who are specialist in and sensi-
tive about data protection issues and delivering
solutions that can serve as benchmarks for other
institutions.

To strengthen this independence and consolidate
her expertise, the DPO is a Certified Information Pri-
vacy Professional/Europe (CIPP/E) and will seek fur-
ther certification in 2014 as Certified Information Pri-
vacy Manager (CIPM).

Notification of processing operations

EDPS DATA PROTECTION

which she had been notified. The register includes
all relevant processing operations within the insti-
tution and lists each notification relating to those
processing operations.

Following the revision of all notifications for pro-
cessing operations within the EDPS in 2011 - when
the conditions of a processing operation change
and have consequences for personal data, the noti-
fication for this processing should be revised - and
the update of the inventory (which lists all the rel-
evant processing operations of the institution, the
team in charge of the process and the date of the
notification) and its implementation in 2012, 2013
was dedicated to the implementation of the inven-
tory. There were 4 new notifications and 4 revisions
of existing notifications.

As a result, 97.7 % of the inventory has been noti-
fied and implemented.

Following EDPS Guidelines, the DPO took care of
the notifications submitted to the EDPS under Arti-
cle 27.2 of Regulation 45/2001. However, very few
notifications were subject to this provision in 2013.

Article 27(2) of the Regulation contains a non-
exhaustive list of processing operations that are
likely to present specific risks to the rights and free-
doms of data subjects. These are subject to prior
checking by the EDPS (Article 27(1))

8.2. The Register of

processing operations The DPQO'’s main objective for 2014 is to deal with

the revision of all notifications for HR procedures

Under Article 26 of the Regulation, the DPO must
keep a register of all processing operations for

that relate to the implementation of the new staff
regulations. Procedures relating to administrative
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inquiries, disciplinary procedures and anti-harass-
ment procedures will also be notified once they
have been approved in the course of 2014.

8.3. EDPS 2013 Survey on the
status of DPOs

In June 2013, the EDPS launched a questionnaire on
the status of DPOs to monitor the compliance of EU
institutions and bodies with Article 24 of Regulation
45/2001. In July, the EDPS Director replied to the sur-
vey giving a complete overview of the status and
evolution of the DPO function within the EDPS itself.

The information provided relates to the inventory of
the processing operations, the register established
under Article 26, data protection training given to
staff, contractual clauses for processors, involvement
of the DPO in designing new processing operations
and transfers to recipients not subject to national
provisions implementing Directive 95/46.

8.4. Information and raising
awareness

The DPO attaches great importance to raising the
awareness of staff involved in processing operations
and to the communication of data protection com-
pliance at the EDPS.

Part of the external communication activities at the
EDPS in which the DPO is involved is the dedicated
DPO section on the EDPS website (see also section
2.7.3). The website offers information about the
DPO’s role and activities and is updated regularly so
that the updated register and all notifications are
available for public consultation.

The DPOs of the EU institutions and bodies meet at
regular intervals to share experiences and discuss rel-
evant issues. As part of this productive network, the
DPO took part in the DPO network meeting in Lisbon
in March 2013 and hosted the DPO network meeting
in Brussels in November. These meetings represent a

unique opportunity to network, discuss common
concerns and share best practice.

The organisation of the DPO meeting in Brussels was
a worthwhile challenge which allowed the DPO to
reinforce her network and to ensure that issues
important to DPOs were discussed and then pre-
sented to the EDPS Supervisors on the second day of
the meeting.

The interesting relationship between Regulation
45/2001 on data protection and Regulation
1049/2001 on public access to documents was dis-
cussed during the workshops. In particular, the focus
was on issues such as:

1. access to records containing the names of peo-
ple and details of their status (officials in active
service /inactive/AD/AST staff / external staff);

2. access to records containing other types of per-
sonal data (e.g. evaluation or personnel status);

3. the necessity of the transfer and the possible
prejudice to the data subject’s legitimate inter-
ests under Article 8 of Regulation 45/2001;

4. access to large amounts of data or documents
and the principle of reasonable effort;

5. therole of consent and information in the pro-
cess of access to documents.

The workshops at the meeting were an opportunity
for all the DPOs to share their practical experience on
this topic.

The Brussels meeting was the last DPO meeting to be
attended by Peter Hustinx, who has headed the net-
work for the last 10 years, before the end of his man-
date as EDPS. An informal farewell reception allowed
DPOs to share their impressions and anecdotes with
him.

The EDPS intranet provides an effective means of
internal communication with staff. The DPO intranet
section contains information that is useful for staff:
the main elements of the role of the DPO, the imple-
menting rules, the DPO Action Plan and information
on DPO activities.

The DPO intranet section also contains a detailed list
of privacy statements with all relevant information
(according to Articles 11 and 12 of Regulation
45/2001) about EDPS processing operations, allow-
ing all staff to exercise their rights.

The DPO also raises awareness by regularly present-
ing an Initiation to Regulation 45/2001 session to
newcomers, trainees and officials who may not be
experts in data protection. The purpose is to familiar-
ise staff with our data protection mission and values.



The following objectives have been selected for
2014 within the overall Strategy for 2013-2014. The
results will be reported in 2015.

9.1. Supervision and
enforcement

We will continue to promote the principle of
accountability as proposed among the changes to
the data protection framework. This means that the
EU administration will have to take all the measures
necessary to ensure compliance with the data pro-

MAIN OBJECTIVES
FOR 2014

tection Regulation and will have to keep documen-
tation that demonstrates their compliance.

e Guidance and Training

DPOs and DPCs are essential keys to being truly
accountable. We will therefore continue to develop
training and guidance for DPOs and DPCs and con-
tinue to foster close contacts with the DPOs and
the DPO Network.

In this regard, we intend to organise training activi-
ties for new DPOs, to organise a workshop on data



subject rights and to adopt guidelines on topics
such as declaration of interests, transfers and eCom-
munication. We also plan to update existing guide-
lines in the light of new developments. As part of our
plan to support DPOs we will continue in our work
on the EIPA certification programme for DPOs.

e Visits

Within the EU administration, the commitment of
management and the awareness of the persons
processing data are essential conditions to the suc-
cess of ensuring compliance with data protection.
We will therefore continue to invest resources to
raise awareness at all levels and to engaging the
commitment of management, primarily through
visits.

e Closer dialogue with EU institutions

Ensuring that data protection rules are adequately
respected within the constraints of the EU adminis-
tration is a permanent challenge in our supervision
work. We will therefore continue to engage in dia-
logue with data controllers, but also improve the
language of our Opinions in order to promote a
pragmatic and practical application of the Regula-
tion. We will also endeavour to improve the format
of our Opinions so as to make the content as acces-
sible as possible.

e Inspections

Inspections will continue to be an important ele-
ment of the EDPS Compliance and Enforcement
Policy, based on criteria set in our Inspection Policy
adopted in 2013.

e Follow up of our Opinions and Decisions

In recent years there has been a huge increase in
the number of prior check Opinions, due to the
June 2013 deadline for so called ex-post prior
checks. The challenge for 2014 is to ensure that the
recommendations made in these Opinions are
effectively followed up. This will be the case for
prior checks, as well as for complaints, consulta-
tions on administrative decisions, inspections and
visits.

9.2. Policy and consultation

The main objective of our advisory role is to ensure
that the EU legislator is aware of data protection
requirements, integrates data protection measures

in new legislation and sets forth actions to achieve
this objective.

We will need to fulfil our increasing role in the leg-
islative procedure and extend timely and authorita-
tive advice with increasingly limited resources. In
light of this, our inventory has been prepared by
selecting issues of strategic importance that will be
the cornerstones of our consultation work for 2014
(the inventory and accompanying note are pub-
lished on our website).

e New legal framework for data protection

We will continue to interact with all relevant actors
in the on-going legislative procedure for a new
legal framework, as well as with stakeholders and
interested parties at all levels in order to achieve
the goal of a speedy adoption of the legislative
package.

e Rebuilding trust in global data flows in the
aftermath of PRISM

We will closely follow developments as the PRISM
story continues to unfold and provide input to the
initiatives taken by the EU institutions, in particular,
the Commission, in the context of rebuilding trust
in global data flows.

¢ Initiatives to bolster economic growth and
the Digital Agenda

Most of the work planned by the Commission in
the area of the information society and new tech-
nologies for 2014 is carried over from 2013. Particu-
lar emphasis will be given to the objective of bol-
stering economic growth in the EU. Some of the
planned initiatives are likely to have significant
data protection relevance.

e Further developing the Area of Freedom,
Security and Justice

In 2014, the programme for the Area of Freedom,
Security and Justice adopted in Stockolm in 2010
will be concluded. A new set of strategic guidelines
and a multi-annual roadmap will be adopted, with
some policies initialled for 2013 to be carried over.

¢ Financial sector reforms

Since the outbreak of the economic crisis, the Com-
mission has undertaken a comprehensive overhaul
of the financial regulation and its supervision. In
2013, we paid close attention to developments in



financial legislation. Apart for the envisaged New
approach to business failure and insolvency, on
which we may issue a comment or an Opinion, the
majority of measures planned for 2014 are items
carried over from 2013.

e Combatting Tax fraud and banking secrecy

Following the trend of 2013, initiatives developed
at EU level to combat tax fraud and banking secrecy
are expected to have data protection significance.
Apart from the EU legal framework on VAT, fiscal
policies remain outside the competences of the EU.
Nevertheless, the EU is increasingly supporting,
coordinating or complementing the actions taken
by member states on administrative cooperation in
the fiscal field, thus exercising the competence
conferred on it by article 6 TFEU.

e Other initiatives

As part of our strategy to promote a data protec-
tion culture in EU institutions and bodies and to
integrate respect for data protection principles in
EU legislation and policies, including in areas such
as competition, we may decide to issue advice on
our own initiative with a view to contributing to
debates on legal and societal developments that
may have a major impact on the protection of per-
sonal data. In issuing these preliminary Opinions,
we hope to stimulate an informed dialogue on
these important issues which could help shape a
full Opinion and recommendations thereafter.

9.3. Cooperation

We will continue to pay particular attention to ful-
filling the 2013-2014 Strategy concerning coopera-
tion with other data protection authorities, both in
the field of coordinated supervision and in other
important contexts. We will also continue to
engage with relevant developments in interna-
tional organisations.

e Coordinated supervision

We will continue in our supporting role in the coor-
dinated supervision of EURODAC, CIS and VIS, in
close cooperation with the data protection author-
ities of the member states and further develop our
role in the context of the second generation
Schengen Information System. In 2014, the first
steps in coordinated supervision are to be
expected also in relation to the Internal Market
Information System.
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e Article 29 Working Party

We will continue to actively contribute to the activi-
ties and the further development of the Article 29
Working Party, ensuring consistency and synergy
between it and our own tasks in line with our respec-
tive priorities. We will also maintain our good bilat-
eral relationships with national DPAs. As rapporteur
for some specific dossiers, we will continue to steer
and prepare the adoption of Working Party Opinions.

¢ International organisations

International organisations, such as the Council of
Europe and the OECD, play an important role in
standard setting and policy development in differ-
ent areas, including data protection and related sub-
jects. Most international organisations are, at the
same time, not subject to data protection legislation
in their host countries, but not all of them have their
own appropriate rules for data protection in place.
We will therefore continue to reach out to interna-
tional organisations, either to engage with their
work in standard setting and policy development, or
to involve them in workshops aimed at raising
awareness and exchanging good practices.

9.4.IT Policy

Monitoring developments in information technol-
ogy which impact data protection and the related
discussion on technology policy and relevant busi-
ness developments, will help us to take technical
elements better into account in our supervision
activities and in our comments on EU policy initia-
tives. Our effectiveness in this area will benefit from
close cooperation with other data protection
authorities and external experts.

We will also continue to raise awareness of the
needs and methodologies for assessing the risks of
processing personal data in the EU institutions. In
cooperation with experts both within and outside
of the institutions, we will work on highlighting the
range of tools and approaches that are available to
select the appropriate technical and organisational
safeguards to manage these risks.

Together with the relevant stakeholders in EU and
national administrations and national data protec-
tion authorities, we will also continue to contribute
to specific initiatives to assess and ensure the secu-
rity of specific EU IT systems.

¢ Guidelines for EU institutions

Following our exchanges in 2013 with IT managers,
security experts, web masters and others in the EU



Institutions and bodies, we will finalise our guidelines
on legal requirements and technical measures for the
protection of personal data processed through the
EU websites with mobile devices and in cloud com-
puting environments. These guidelines will also form
the basis for developing systematic and regular
supervision methods and tools for these areas.

e Privacy aware internet development

Together with other data protection authorities, we
will work on improving the communication
between data protection experts and developer
communities, through dedicated workshops, con-
ferences and working groups, to build a better
understanding of mutual needs and develop prac-
tical ways to implement data protection and pri-
vacy requirements in new protocols, tools, compo-
nents, applications and services.

In this context, we will also seek ways to ensure
that more attention is given to privacy and data
protection in the education of new engineers and
developers. We also aim to provide advice to
research agencies on supporting privacy friendly
technological development.

e [Tinfrastructure

For our own IT needs, we will continue to increase
efficiency and ensure that it complies with all
requirements regarding data protection and secu-
rity. We will further improve our internal procedures
and the cooperation with our service providers.

We will also ensure that the continuous learning
programs for EDPS staff take proper account of IT
related elements.

9.5. Other fields

Information and communication

In line with our Strategy 2013-2014, we will con-
tinue to raise awareness of data protection within
the EU administration, but also to inform individu-
als of their fundamental rights to privacy and data
protection. To do this effectively, our efforts to
increase the visibility of the EDPS as experts in data
protection, including in the press and the wider
public, will garner both public confidence and the
commitment of the EU institutions.

Our communication activities in 2014 will include:

- updating our website and developing a section
for our IT policy observations;

- the review and update of existing information and
communication tools (publications, website etc.) in
view of the transition into the new EDPS mandate;

- continuing our use of straightforward language to
make technical issues more accessible, with exam-
ples that the general public can identify with.

Resource management and
professionalising the HR function

2014 is likely to mark the beginning of a third EDPS
mandate. In the ten years since its foundation, the
EDPS has matured as an institution. We are no
longer confronted with the challenges of its con-
solidation, but rather with issues of organisational
development, quality management, strategic plan-
ning and allocation of resources and retention and
motivation of staff.

The entry into force of the new Staff Regulations in
January 2014 will trigger the update of many
implementing measures dealing with a whole
range of HR issues (appraisal, leave management,
working conditions, etc.). This is an enormous
administrative task and requires careful planning,
consultation of the EDPS staff committee and pro-
active communication with all staff.

The new mandate of the EDPS is also likely to result
in a heavy workload for the HRBA unit, not only
because new members need to be fully acquainted
with the demanding requirements of our small
institution but also to manage and implement any
consequential changes.

We will continue working on HR activities which were
started in 2013 (such as a more strategic Learning and
Development Policy and the review of the Code of
Conduct) while also pursuing new activities such as
improvements in recruitment procedures.

The existing HR and administration teams will be
merged to increase the HR capacity of the organisation.

As in previous years, the individuals working in the
EDPS will continue to be our priority. We will
endeavour to procure the best possible working
conditions for them within the limits of the Staff
Regulations, so that the EDPS continues to be per-
ceived as an ideal workplace, with highly motivated
and engaged staff.



Annex A — Legal framework

The European Data Protection Supervisor was
established by Regulation (EC) No 45/2001 of the
European Parliament and of the Council on the pro-
tection of individuals with regard to the processing
of personal data by the Community institutions and
bodies and on the free movement of such data. The
Regulation was based on Article 286 of the EC
Treaty, now replaced by Article 16 of the Treaty on
the Functioning of the European Union (TFEU). The
Regulation also laid down appropriate rules for the
institutions and bodies in line with the then exist-
ing EU legislation on data protection. It entered
into force in 2001.%¢

Since the entry into force of the Lisbon Treaty on
1 December 2009, Article 16 TFEU must be consid-
ered as the legal basis for the EDPS. Article 16
underlines the importance of the protection of per-
sonal data in a more general way. Both Article 16
TFEU and Article 8 of the EU Charter of Fundamen-
tal Rights, which is now legally binding, provide
that compliance with data protection rules should
be subject to control by an independent authority.
At the EU level, this authority is the EDPS.

Other EU acts on data protection are Directive
95/46/EC, which lays down a general framework for
data protection law in the Member States, Directive
2002/58/EC on privacy and electronic communica-
tions (as amended by Directive 2009/136) and
Council framework Decision 2008/977/JHA on the
protection of personal data processed in the frame-
work of police and judicial cooperation in criminal
matters. These three instruments can be consid-
ered as the outcome of a legal development which
started in the early 1970s in the Council of Europe.

Background

Article 8 of the European Convention for the Pro-
tection of Human Rights and Fundamental Free-
doms provides for a right to respect for private and
family life, subject to restrictions allowed only
under certain conditions. However, in 1981 it was
considered necessary to adopt a separate conven-
tion on data protection, in order to develop a posi-
tive and structural approach to the protection of
fundamental rights and freedoms, which may be
affected by the processing of personal data in a
modern society. The convention, also known as
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Convention 108, has been ratified by more than
40 Member States of the Council of Europe, includ-
ing all EU Member States.

Directive 95/46/EC was based on the principles of
Convention 108, but specified and developed them
in many ways. It aimed to provide a high level of
protection and a free flow of personal data in the
EU. When the Commission made the proposal for
this directive in the early 1990s, it stated that Com-
munity institutions and bodies should be covered
by similar legal safeguards, thus enabling them to
take part in a free flow of personal data, subject to
equivalent rules of protection. However, until the
adoption of Article 286 TEC, a legal basis for such
an arrangement was lacking.

The Treaty of Lisbon enhances the protection of
fundamental rights in different ways. Respect for
private and family life and protection of personal
data are treated as separate fundamental rights in
Articles 7 and 8 of the Charter that has become
legally binding, both for the institutions and bod-
ies, and for the EU Member States when they apply
Union law. Data protection is also dealt with as a
horizontal subject in Article 16 TFEU. This clearly
indicates that data protection is regarded as a basic
ingredient of ‘good governance’. Independent
supervision is an essential element of this protec-
tion.

Regulation (EC) No 45/2001

Taking a closer look at the Regulation, it should be
noted first that according to Article 3(1) thereof it
applies to the ‘processing of personal data by Com-
munity institutions and bodies insofar as such pro-
cessing is carried out in the exercise of activities all
or part of which are within the scope of Community
law’. However, since the entry into force of the Lis-
bon Treaty and the abolition of the pillar structure
- as a result of which references to ‘Community
institutions” and "Community law’ have become
outdated - the Regulation in principle covers all EU
institutions and bodies, except to the extent that
other EU acts specifically provide otherwise. The
precise implications of these changes may require
further clarification.

The definitions and the substance of the Regulation
closely follow the approach of Directive 95/46/EC.
It could be said that Regulation (EC) No 45/2001 is
the implementation of that directive at European
level. This means that the Regulation deals with
general principles like fair and lawful processing,


https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/DataProt/Legislation/Reg_45-2001_EN.pdf

proportionality and compatible use, special catego-
ries of sensitive data, information to be given to the
data subject, rights of the data subject, obligations
of controllers — addressing special circumstances
at EU level where appropriate — and with supervi-
sion, enforcement and remedies. A separate chap-
ter deals with the protection of personal data and
privacy in the context of internal telecommunica-
tion networks. This chapter is the implementation
at European level of the former Directive 97/66/EC
on privacy and communications.

An interesting feature of the Regulation is the obli-
gation for EU institutions and bodies to appoint at
least one person as Data Protection Officer (DPO).
These officers have the task of ensuring the internal
application of the provisions of the Regulation,
including the proper notification of processing
operations, in an independent manner. All institu-
tions and most bodies now have these officers, and
in some cases already for many years. These officers
are often in a better position to advise or to inter-
vene at an early stage and to help to develop good
practice. Since the DPO has the formal duty to
cooperate with the EDPS, this is a very important
and highly appreciated network to work with and
to develop further (see Section 2.2).

Tasks and powers of EDPS

The tasks and powers of the EDPS are clearly
described in Articles 41, 46 and 47 of the Regulation
(see Annex B) both in general and in specific terms.
Article 41 lays down the general mission of the
EDPS — to ensure that the fundamental rights and
freedoms of natural persons, and in particular their
privacy, with regard to the processing of personal
data are respected by EU institutions and bodies.
Moreover, it sets out some broad lines for specific
elements of this mission. These general responsi-
bilities are developed and specified in Articles
46 and 47 with a detailed list of duties and powers.

This presentation of responsibilities, duties and
powers follows in essence the same pattern as

those for national supervisory bodies: hearing and
investigating complaints, conducting other inquir-
ies, informing controllers and data subjects, carry-
ing out prior checks when processing operations
present specific risks, etc. The Regulation gives the
EDPS the power to obtain access to relevant infor-
mation and relevant premises, where this is neces-
sary for inquiries. He can also impose sanctions and
refer a case to the Court of Justice. These supervi-
sory activities are discussed at greater length in
Chapter 2 of this report.

Some tasks are of a special nature. The task of
advising the Commission and other institutions
about new legislation — emphasised in Arti-
cle 28(2) by a formal obligation for the Commission
to consult the EDPS when it adopts a legislative
proposal relating to the protection of personal data
— also relates to draft directives and other meas-
ures that are designed to apply at national level or
to be implemented in national law. This is a strate-
gic task that allows the EDPS to have a look at pri-
vacy implications at an early stage and to discuss
any possible alternatives, also in the former ‘third
pillar’ (police and judicial cooperation in criminal
matters). Monitoring relevant developments which
may have an impact on the protection of personal
data and intervening in cases before the Court of
Justice are also important tasks. These consultative
activities of the EDPS are more widely discussed in
Chapter 3 of this report.

The duty to cooperate with national supervisory
authorities and supervisory bodies in the former
‘third pillar” has a similar impact. As a member of
the Article 29 Data Protection Working Party, estab-
lished to advise the European Commission and to
develop harmonised policies, the EDPS has the
opportunity to contribute at that level. Coopera-
tion with supervisory bodies in the former “third
pillar” allows him to observe developments in that
context and to contribute to a more coherent and
consistent framework for the protection of per-
sonal data, regardless of the "pillar’ or the specific
context involved. This cooperation is further dealt
with in Chapter 4 of this report.



Annex B — Extract from
Regulation (EC) No 45/2001

Article 41 — European Data
Protection Supervisor

1. An independent supervisory authority is hereby
established referred to as the European Data Pro-
tection Supervisor.

2. With respect to the processing of personal data,
the European Data Protection Supervisor shall be
responsible for ensuring that the fundamental
rights and freedoms of natural persons, and in par-
ticular their right to privacy, are respected by the
Community institutions and bodies.

The European Data Protection Supervisor shall be
responsible for monitoring and ensuring the appli-
cation of the provisions of this regulation and any
other Community act relating to the protection of
the fundamental rights and freedoms of natural
persons with regard to the processing of personal
data by a Community institution or body, and for
advising Community institutions and bodies and
data subjects on all matters concerning the pro-
cessing of personal data. To these ends he or she
shall fulfil the duties provided for in Article 46 and
exercise the powers granted in Article 47.

Article 46 — Duties

The European Data Protection Supervisor shall:

(a) hear and investigate complaints, and inform the
data subject of the outcome within a reasonable
period;

(b) conduct inquiries either on his or her own initia-
tive or on the basis of a complaint, and inform
the data subjects of the outcome within a rea-
sonable period;

(c) monitor and ensure the application of the pro-
visions of this regulation and any other Com-
munity act relating to the protection of natural
persons with regard to the processing of per-
sonal data by a Community institution or body
with the exception of the Court of Justice of the
European Communities acting in its judicial
capacity;
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(d) advise all Community institutions and bodies,
either on his or her own initiative or in response
to a consultation, on all matters concerning the
processing of personal data, in particular before
they draw up internal rules relating to the pro-
tection of fundamental rights and freedoms
with regard to the processing of personal data;

(e) monitor relevant developments, insofar as they
have an impact on the protection of personal
data, in particular the development of informa-
tion and communication technologies;

(f) cooperate with the national supervisory authori-
ties referred to in Article 28 of Directive 95/46/EC
in the countries to which that directive applies
to the extent necessary for the performance of
their respective duties, in particular by exchang-
ing all useful information, requesting such
authority or body to exercise its powers or
responding to a request from such authority or
body;

ii) also cooperate with the supervisory data pro-
tection bodies established under Title VI of the
Treaty on European Union particularly with a
view to improving consistency in applying the
rules and procedures with which they are
respectively responsible for ensuring compli-
ance;

(g) participate in the activities of the working party
on the protection of individuals with regard to
the processing of personal data set up by Article
29 of Directive 95/46/EC;

(h) determine, give reasons for and make public the
exemptions, safeguards, authorisations and
conditions mentioned in Article 10(2)(b),(4), (5)
and (6), in Article 12(2), in Article 19 and in Arti-
cle 37(2);

(i) keep a register of processing operations notified
to him or her by virtue of Article 27(2) and regis-
tered in accordance with Article 27(5), and pro-
vide means of access to the registers kept by the
data protection officers under Article 26;

(j) carry out a prior check of processing notified to
him or her;

(k) establish his or her rules of procedure.



Article 47 — Powers

1. The European Data
Protection Supervisor
may:

(a) give advice to data subjects in the exercise of
their rights;

(b) refer the matter to the controller in the event of
an alleged breach of the provisions governing
the processing of personal data, and, where
appropriate, make proposals for remedying that
breach and for improving the protection of the
data subjects;

(c) order that requests to exercise certain rights in
relation to data be complied with where such
requests have been refused in breach of Articles
13t019;

(d) warn or admonish the controller;

(e) order the rectification, blocking, erasure or
destruction of all data when they have been
processed in breach of the provisions governing
the processing of personal data and the notifica-
tion of such actions to third parties to whom the
data have been disclosed;

(f)impose a temporary or definitive ban on pro-
cessing;

(g) refer the matter to the Community institution or
body concerned and, if necessary, to the Euro-
pean Parliament, the Council and the Commis-
sion;

(h) refer the matter to the Court of Justice of the
European Communities under the conditions
provided for in the Treaty;

(i) intervene in actions brought before the Court of
Justice of the European Communities.

2. The European Data
Protection Supervisor shall
have the power:

(a) to obtain from a controller or Community insti-
tution or body access to all personal data and to
all information necessary for his or her enquiries;

(b) to obtain access to any premises in which a con-
troller or Community institution or body carries
on its activities when there are reasonable
grounds for presuming that an activity covered
by this regulation is being carried out there.



Annex C — List of

abbreviations

ACTA Anti-Counterfeiting Trade Agreement

cIs Customs Information System

CoA Court of Auditors

CoR Committee of the Regions

CPAS Comité de Préparation pour les Affaires
Sociales

DAS Declaration of Assurance

DG INFSO Directorate General for the
Information Society and Media

DG MARKT Internal Market and Services
Directorate General

DIGIT Directorate General Informatics

DPA Data Protection Authority

DPC Data Protection Coordinator

DPO Data Protection Officer

EAS European Administrative School

EASA European Aviation Safety Agency

EC European Communities

ECB European Central Bank

ECDC European Centre for Disease
Prevention and Control

EC) European Court of Justice

EDPS European Data Protection Supervisor

EEA European Environment Agency

EFSA European Food Safety Authority

EIB European Investment Bank

EIO European Investigation Order

ENISA European Network and Information

Security Agency

ECHR

EPO

EPSO

ERCEA

EU

EWRS

FRA

HR

IAS

ICT

IMI

IOM

ISS

JRC

JRO

JSA

JSB

JSIMC

LIBE

LISO

LSO

OHIM

OLAF
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European Convention on Human
Rights

European Protection Order
European Personnel Selection Office

European Research Council Executive
Agency

European Union
Early Warning Response System

European Union Agency for
Fundamental Rights

Human resources
Internal Auditing Service

Information and Communication
Technology

Internal Market Information System

International Organisation for
Migration

Internal Security Strategy
Information technology
Joint Research Centre
Joint return operation
Joint Supervisory Authority
Joint Supervisory Body

Joint Sickness Insurance Management
Committee

European Parliament’s Committee on
Civil Liberties, Justice and Home
Affairs

Local Information Security Officer

Local Security Officer

Office for Harmonization in the
Internal Market

European Anti-fraud Office



PNR

RFID

SIS

SNE

SOC

s-TESTA

SWIFT

TFTP

TFTS

Passenger Name Record

Radio Frequency Identification
Schengen Information System
Seconded national expert
Service and Operational Centre

Secure Trans-European Services for
Telematics between Administrations

Society for Worldwide Interbank
Financial Telecommunication

Terrorist Finance Tracking Programme

Terrorist Finance Tracking System

TFUE

TURBINE

UNHCR

VIS

WCO

WP 29

WPPJ

Treaty on the Functioning of the
European Union

TrUsted Revocable Biometrics
IdeNtitiEs

United Nations High Commissioner for
Refugees

Visa Information System
World Customs Organization

Article 29 Data Protection Working
Party

Working Party on Police and Justice
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Annex D — List of Data Protection Officers

ORGANISATION

European Parliament (EP)

Council of the European Union
(Consilium)

European Commission (EC)

Court of Justice of the European
Union (CURIA)

European Court of Auditors
(ECA)

European Economic and Social
Committee (EESC)

Committee of the Regions (CoR)
European Investment Bank (EIB)

European External Action
Service (EEAS)

European Ombudsman

European Data Protection
Supervisor (EDPS)

European Central Bank (ECB)

European Anti-Fraud Office
(OLAF)

Translation Centre for the
Bodies of the European Union
(CdT)

Office for Harmonisation in the
Internal Market (OHIM)

European Union Fundamental
Rights Agency (FRA)

European Medicines Agency
(EMEA)

Community Plant Variety Office
(CPVO)

European Training Foundation
(ETF)

European Network and
Information Security Agency
(ENISA)

European Foundation for the
Improvement of Living and
Working Conditions (Eurofound)

NAME
Secondo SABBIONI

Carmen LOPEZ RUIZ

Philippe RENAUDIERE

Valerio Agostino PLACCO

Johan VAN DAMME

Lucas CAMARENA JANUZEC

Rastislav SPAC

Alberto SOUTO DE MIRANDA

Carine CLAEYS

Christina KARAKOSTA

(acting DPO)
Rosita AGNEW
Sylvie PICARD

Frederik MALFRERE
Laraine LAUDATI

Martin GARNIER

Gregor SCHNEIDER
Nikolaos FIKATAS
Alessandro SPINA
Véronique DOREAU
Tiziana CICCARONE

Ulrike LECHNER

Markus GRIMMEISEN

E-MAIL

Data-Protection@europarl.europa.eu

Data.Protection@consilium.
europa.eu

Data-Protection-officer@
ec.europa.eu

Dataprotectionofficer@curia.
europa.eu
Data-Protection@eca.europa.eu

Data.Protection@eesc.europa.eu

Data.Protection@cor.europa.eu
Dataprotectionofficer@eib.org

Ingrid.HVASS@eeas.europa.eu
Carine.CLAEYS@eeas.europa.eu

DPO-euro-ombudsman@ombuds-
man.europa.eu

Sylvie.picard@edps.europa.eu

DPO@ecb.int
Laraine.Laudati@ec.europa.eu

Data-Protection@cdt.europa.eu

DataProtectionOfficer@oami.
europa.eu
Nikolaos.Fikatas@fra.europa.eu
Data.Protection@emea.europa.eu
Doreau@cpvo.europa.eu

Tiziana.Ciccarone@etf.europa.eu

Dataprotection@enisa.europa.eu

mgr@eurofound.europa.eu

>>>



ORGANISATION

European Monitoring Centre for
Drugs and Drug Addiction
(EMCDDA)

European Food Safety Authority
(EFSA)

European Maritime Safety
Agency (EMSA)

European Centre for the
Development of Vocational
Training (Cedefop)

Education, Audiovisual and
Culture Executive Agency
(EACEA)

European Agency for Safety and
Health at Work (OSHA)

Community Fisheries Control
Agency (CFCA)

European Union Satellite Center
(EUSC)

European Institute for Gender
Equality (EIGE)

European GNSS Supervisory
Authority (GSA)

European Railway Agency (ERA)

Executive Agency for Health and
Consumers (EAHC)

European Centre for Disease
Prevention and Control (ECDC)

European Environment Agency
(EEA)

European Investment Fund (EIF)

European Agency for the
Management of Operational
Cooperation at the External
Border (Frontex)

European Aviation Safety
Agency (EASA)

Executive Agency for
Competitiveness and Innovation
(eaci)

Trans-European Transport

Network Executive Agency
(TEN-T EA)

European Banking Authority
(EBA)

European Chemicals Agency
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Annex E — List of prior check
and non-prior check opinions

Leave and flexitime management - IMI

Opinion of 20 December 2013 on the notification for
prior-checking from the Data Protection Officer of
the Innovative Medicines Initiative in the field of
leave and flexitime management (Case 2013-0463)

Public procurement - OHIM

Opinion of 20 December 2013 on the notification for
prior checking concerning public procurement,
Office of Harmonisation in the Internal Market (Case
2013-0668)

Enquéte anonyme ciblant le personnel du Parle-
ment Européen ayant un handicap - PE

Avis du 18 décembre 2013 sur la notification d'un
controle préalable recue du délégué a la protection
des données du Parlement Européen a propos du
dossier ‘Enquéte anonyme ciblant le personnel du
Parlement Européen ayant un handicap’ (Dossier
2013-0656)

Application and granting of leave - BEREC

Opinion of 18 December 2013 on the notification for
prior checking from the Data Protection Officer of
the BEREC Office concerning the application and
granting of all kind of leave (including special leave)
(Case 2013-0405)

Public procurement - ECHA

Opinion of 18 December 2013 on prior checking
notification concerning public procurement
(Case 2013-0010)

Staff evaluation - EIT

Opinion of 16 December 2013 on a notification for
prior-checking regarding staff evaluation for the pro-
bationary period at the European Institute of Innova-
tion and Technology (EIT) (Case 2013-0813)

Attestation procedure - OHIM

Opinion of 16 December 2013 on a notification for
prior-checking regarding OHIM's attestation proce-
dure (ex-C and ex-D categories) (Case 2013-0797)

Ability to work in a third language - Court of Jus-
tice

Opinion of 10 December 2013 on the notification for
prior checking received from the Data Protection
Officer of the Court of Justice of the European Union

regarding the ‘ability to work in a third language’
(Case 2013-0771)

Staff appraisals and probationary reports - SESAR

Opinion of 2 December 2013 on the notifications for
prior checking received from the Data Protection
Officer of the SESAR Joint Undertaking regarding the
Joint Undertaking's staff appraisal procedures and its
procedure for probationary reports (Cases 2013-0699
and 2013-0700)

Leave management - EDA

Opinion of 21 November 2013 on the notification for
prior checking from the Data Protection Officer of
the European Defence Agency in the area of leave
management (Case 2013-0741)

Staff and trainee selection, recruitment and man-
agement - TEN-T EA

Opinion of 21 November 2013 on the notification for
prior checking concerning internal mobility
(Case 2013-0871) and the selection, recruitment and
management of interim staff (2013-0871), of blue
book trainees (2013-0872) and of atypical trainees
(2013-0873) at the Trans-European Transport Net-
work Executive Agency (TEN-T EA).

Anti-harassment procedures and the selection of
confidential counsellors - F4E

Opinion of 21 November 2013 on the notification for
prior checking concerning the anti-harassment pro-
cedures and the selection of confidential counsellors
at F4E (Case 2013-0326)

Grants for university based interpreting courses
-EP

Opinion of the 21 November 2013 on the notification
for prior-checking concerning processing operations
involving personal data in the context of the proce-
dure for the awarding of ‘grants for university based
interpreting courses’ (Case 2013-0653)

Public Procurement - FRA

Opinion of 19 November 2013 on the notification for
prior checking concerning the processing of per-
sonal data in the context of public procurement at
the Fundamental Rights Agency (Case 2013-0660)

Leave and time management - ECHA

Opinion of 14 November 2013 on the notification for
prior checking from the Data Protection Officer of
the European Chemicals Agency on leave and time
management (Case 2013-0345)



Time and absence management - ECDC

Opinion of 14 November 2013 on the notification for
prior checking from the Data Protection Officer of
the European Centre for Disease Prevention and
Control Agency in the field of time and absence man-
agement (Case 2013-0362)

Selection of the Chair of the Supervisory Board -
Parliament

Opinion of 14 November 2013 on the notification for
prior-checking concerning the selection of the Chair
of the Supervisory Board (Case 2013-1090)

Selection and recruitment - EDA

Opinion of 5 November 2013 on the notification for
prio-checking concerning ‘EDA Selection and
Recruitment procedure for Temporary Agents (TA),
Contract Agents (CA), Seconded National Experts
(SNE) and Interns’ at the European Defence Agency
(Case 2013-0743)

Staff appraisal procedures - EEA

Opinion of 5 November 2013 on the notification for
prior-checking recieved from the Data Protection
Officer of the European Environment Agency (EEA)
concerning the EEA's staff appraisal procedures
(Case 2013-0791)

Public Procurement & Grants - EFSA

Opinion of 31 October 2013 on the notification for
prior checking concerning the processing of per-
sonal data in the context of public procurement and
grant procedures at the European Food Safety
Authority (Case 2012-0666)

Public Procurement - EASA

Opinion of 31 October 2013 on the notification for
prior checking concerning the processing of per-
sonal data in the context of public procurement and
related contract management at the European Avia-
tion Safety Agency (Case 2012-0647)

Leave management - Court of Justice

Opinion of 29 October 2013 on notifications for prior
checking from the Data Protection Officer (DPO) of
the Court of Justice of the European Union concern-
ing records relating to the management of special
leave and maternity leave (Case 2013-0189), the
management of working time organisation (part
time) (Case 2013-0223), the management of parental
leave and family leave (Case 2013-0267) and the
management of leave on personal grounds of the
staff of the Court of Justice (Case 2013-0337)
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Leave management - CEPOL

Opinion of 29 October 2013 on the notification for
prior checking from the Data Protection Officer of
the European Police College on the management of
sick leave, annual leave and special leave and on the
management of working hours and flexitime (Case
2013-0315)

Whistleblowing Procedures - TEN-T EA

Opinion of 28 October 2013 on a notification for Prior
Checking received from the Data Protection Officer
of the Trans-European Transport Network Executive
Agency (TEN-T EA) on a Whistleblowing Procedures
(Case 2013-0916)

Public Procurement - ERCEA

Opinion of 21 October 2013 on the notification for
prior checking concerning the processing of per-
sonal data in the context of public procurement at
the European Research Council Executive Agency
(Case 2012-0921)

Recruitment procedure - EFCA

Opinion of 21 October 2013 on the notification for
prior-checking concerning the processing of per-
sonal data in the context of the recruitment proce-
dure for temporary agents, contract agents and sec-
onded national experts (Case 2013-0735) and service
contracts for trainees under the agreement for edu-
cational cooperation with the University of Vigo
(Case 2013-0736) at European Fisheries Control
Agency

Public Procurement & Grants - ECDC

Opinion of 17 October 2013 on the notification for
prior checking concerning the processing of per-
sonal data in the context of public procurement and
grant procedures at the European Centre for Disease
Prevention and Control (Case 2012-1089)

Staff assessment procedure - EDA

Opinion of 16 October 2013 on the notification for
prior checking from the Data Protection Officer of
the European Defence Agency (EDA) concerning the
‘staff assessment procedure’ (Case 2013-0744)

Processing of personal data in the context of
internships - FRA

Opinion of 16 October 2013 on the notification for
prior-checking concerning the processing of per-
sonal data in the context of internships at the Euro-
pean Union Agency for Fundamental Rights
(Case 2013-0654)



Probationary period reports for temporary and
contract agents - EEA

Opinion of 14 October 2013 on a notification for
prior checking received from the Data Protection
Officer of the European Environment Agency (EEA)
on the processing operations related to the EEA’s
probationary period reports for temporary and con-
tract agents (Case 2013-0787)

Probationary period reports - EDA

Opinion of 14 October 2013 on the notification for
prior-checking regarding EDA’s probationary period
reports (Case 2013-0742)

Leave management - Artemis

Opinion of 14 October 2013 on the notification for
prior checking from the Data Protection Officer of
the Artemis Joint Undertaking on leave management
(Case 2013-0346)

Attestation and Certification - F4E

Opinion of 14 October 2013 on the notifications for
prior checking from the Data Protection Officer of
the European Joint Undertaking for ITER and the
Development of Fusion for Energy on Attestation
and Certification (Case 2013-708)

Leave management - EMSA

Opinion of 8 October 2013 on the notification for
prior checking from the Data Protection Officer of
the European Maritime Safety Agency concerning
leave management (Case 2013-0474)

Leave management - EIF

Opinion of 2 October 2013 on the notification of
prior checking from the Data Protection Officer of
the European Investment Fund (Case 2013-0349)

Requests to work part-time - Ombudsman

Opinion of 2 October 2013 on the notification for
prior checking from the Data Protection Officer of
the European Ombudsman on requests to work part-
time (Case 2013-0507)

Leave requests

Opinion of 2 October 2013 on the notification for
prior checking from the Data Protection Officer of
the European Joint Undertaking for ITER and the
Development of Fusion Energy concerning leave
requests (Case 2013-0323)

Administrative inquiries and disciplinary pro-
ceedings - ENISA

Opinion of 1 October 2013 on the notification for prior
checking notification of the processing of personal
data in the framework of administrative inquiries and
disciplinary proceedings at ENISA (Case 2013-0715)

Assessment of probationary staff - Ombudsman

Avis du 1 octobre 2013 sur la notification d’un contr6le
préalable recue du délégué a la protection des données
du Médiateur européen a propos de I'évaluation du
personnel stagiaire (Dossier 2013-0533)

Selection of the Chair of the Supervisory Board -
ECB

Opinion of 20 September 2013 concerning a notifica-
tion for prior checking pursuant to Article 27(4) of
Regulation (EC) 45/2001 concerning the selection of
the Chair of the Supervisory Board to the EDPS (Case
2013-1007)

Recruitment procedure for interim staff - EP

Opinion of 10 September 2013 on the notification for
prior checking concerning the processing of per-
sonal data in the course of the EP’s recruitment pro-
cedure for interim staff (Case 2013-0799)

Allegro HR management system - EU-OSHA

Opinion of 9 September 2013 regarding Allegro at the
European Agency for Safety and Health at Work,
including Flexitime (Cases 2011-1102 and 2013-0236)

Underperformance Procedure - ECB

Opinion of 30 August 2013 on the notification for
prior checking received from the Data Protection
Officer of the European Central Bank concerning the
ECB’s Underperformance Procedure (Case 2013-0892)

Leave management - EFCA

Opinion of 29 August 2103 on the notification for
prior checking from the Data Protection Officer of
the European Fisheries Control Agency concerning
the management of leave, sickness related absences
and other absences (Case 2013-0456)

Management of recuperation time - DG Interpre-
tation

EDPS opinion of 18 July 2013 on a notification for
Prior Checking received from the Data Protection
Officer of the European Commission regarding the
management of recuperation time for staff interpret-



ers in DG Interpretation via the application ‘INDIS-
PONIBILITE’

Investigative Data Consultation Platform - OLAF

Opinion of 18 July 2013 on the notification for
prior checking from the Data Protection Officer of
the European Anti-Fraud Office (OLAF) regarding
the Investigative Data Consultation Platform
(Case 2012-0280)

Recruitment of confidential counsellors - ECHA

Opinion of 17 July 2013 on a notification for prior
checking relating to the ‘recruitment of confidential
counsellors’ at the European Chemicals Agency
(ECHA) (Case 2013-0572)

Medical control examinations - F4E

Opinion of 16 July 2013 on a notification for prior
checking concerning the processing operations
relating to medical control examinations during an
absence due to sickness or accident (the medical
control procedure) at Fusion for Energy (F4E)(Case
2012-0864)

Invalidity procedure before the Invalidity Com-
mittee - F4E

Opinion of 16 July 2013 on a notification for Prior
Checking received from the Data Protection Officer
of F4E regarding the ‘Invalidity procedure before the
Invalidity Committee’ (Case 2012-0863)

Joint Deployment Plans in EU waters - EFCA

Opinion of 16 July 2013 on a notification for Prior
Checking received from the Data Protection Officer
of the European Fisheries Control Agency regarding
the ‘processing of inspection reports related to Joint
Deployment Plans in EU waters’ (Case 2013-0539)

Video-surveillance system - EFSA

EDPS opinion of 16 July 2013 on the video-surveil-
lance system at the European Food Safety Authority
(EFSA) (Case 2013-0429)

Leave and absence management - ETF

Opinion of 4 July 2013 on the notification for prior
checking from the Data Protection Officer of the
European Training Foundation concerning leave and
absence management (Case 2013-0234)

Leave management - FRA

Opinion of 4 July 2013 on a notification for prior
checking received from the Data Protection Officer of
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the European Union Agency for Fundamental Rights
regarding the processing of personal data on man-
agement of leave (Case 2013-0352)

Leave management - Cedefop

Opinion of 3 July 2013 on the notification for prior
checking from the Data Protection Officer of the
European Centre for the Development of Vocational
Training concerning leave management (Case 2012-
0265)

Leave and Absence Management - ERCEA

Opinion of 21 June 2013 on the notification for prior
checking from the Data Protection Officer of the
European Research Council concerning Leave and
Absence Management (Case 2013-0327)

Leave and flexitime - EACEA

Opinion of 21 June 2013 on a notification for prior
checking received from the Data Protection Officer of
the Education, Audiovisual and Culture Executive
Agency regarding processing of personal data in the
area of leave and flexitime

Leave Management - EASA

Opinion of 20 June 2013 on the notification for prior
checking from the Data Protection Officer of the
European Aviation Safety Agency concerning Leave
Management (Case 2011-1096)

Recording of switchboard and security room
phone conversations - EIB

Opinion of 20 June 2013 on a notification for Prior
Checking received from the Data Protection Officer
of the European Investment Bank regarding the
recording of switchboard and security room phone
conversations (Case 2013-0297)

Leave management - EACI

Opinion of 20 June 2013 on the notification for prior
checking from the Data Protection Officer of the
Executive Agency for Competitiveness and Innova-
tion on Leave management (Case 2013-0335)

Security Trustworthiness Check - JRC

Opinion of 19 June 2013 on a notification for Prior
Checking received from the Data Protection Officer of
the Commission on the Security Trustworthiness
Check at the Joint Research Centre Ispra (Case 2012-
1090)



Recruiting personnel - EC

Opinion of 19 June 2013 on a notification for prior
checking notification on the selection procedures in
view of recruiting personnel to the European agency
eu-LISA from DG HOME (Case 2013-0156)

Management of absences and working hours -
Committee of the Regions

Opinion of 18 June 2013 on the notification for prior
checking from the Data Protection Officer of the
Committee of the Regions concerning management
of absences and time off and of working hours
(Case 2013-0342)

PERSEO - European Ombudsman

Opinion of 12 June 2013 on the notification for prior
checking from the Data Protection Officer of the
European Ombudsman on PERSEO (Case 2013-0235)

Contract management system - EIB

Opinion of 7 June 2013 on a notification for Prior
Checking received from the Data Protection Officer
of the European Investment Bank regarding the
PJ-CMS - PJ contract management system with
integrated consultants’ register (Case 2013-0034)

Work patterns, leave and presence management
-REA

Opinion of 4 June 2013 on the notification for prior
checking from the Data Protection Officer
of the Research Executive Agency concerning
work patterns, leave and presence management
(Case 2012-0952)

Leave management - EEA

Opinion of 4 June 2013 on the notification for prior
checking from the Data Protection Officer of the
European Environment Agency concerning leave
management (Case 2011-0851)

Managing potential conflicts of interest of Mem-
bers of the Executive Committee - F4E

Opinion of 30 May 2013 on a notification for Prior
Checking received from the Data Protection Officer
of Fusion for Energy, The European Joint Undertak-
ing for ITER and the Development of Fusion Energy,
regarding the practical arrangements for managing
potential conflicts of interest of Members of
the Executive Committee of Fusion for Energy
(Case 2013-0269)

Sick and Family leave management - FCH JU

Opinion of 27 May 2013 on the notification for prior
checking from the Data Protection Officer of the Fuel
Cells and Hydrogen Joint Undertaking concerning
Sick and Family leave management (Case 2011-0836)

Annual appraisal - EEAS

Opinion of 23 May 2013 on the notification for prior
checking from the Data Protection Officer of the
European External Action Service concerning annual
appraisal (Case 2013-0206)

Leave management - EU-OSHA

Opinion of 14 May 2013 on the notification for prior
checking from the Data Protection Officer of the
European Agency for Safety and Health at Work con-
cerning leave management (Case 2013-0281)

Special leave - Eurofound

Opinion of 8 May 2013 on the notification for prior
checking from the Data Protection Officer of the
European Foundation for the Improvement of Living
and Working Conditions concerning Special leave
(Case 2013-0272)

Leave procedures - EASO

Opinion of 29 April 2013 on the notification for prior
checking from the Data Protection Officer of the
European Asylum Support Office concerning leave
procedures (Case 2013-0248)

Processing operations concerning badge use -
EFSA

Opinion of 9 April 2013 on a prior checking notifica-
tion of the processing operations concerning badge
use as an informative tool to staff on office presence
in the context of time tracking (Case 2013-0171)

Harassment - ERA

Opinion of 9 April 2013 on a notification for prior-
checking concerning the processing operations
related to the informal procedure for cases of psy-
chological and sexual harassment and the selection
of confidential counsellors for the informal proce-
dure in cases of harassment in the European Railway
Agency (ERA) (Cases 2012-0902/3)

Unsolicited job applications - ERCEA

Opinion of 9 April 2013 on a notification for prior-
checking concerning ‘unsolicited job applications’ at
ERCEA (Case 2013-0181)



Procédure d’attestation - Médiateur Européen

Avis du 9 avril 2013 sur la notification d’un contréle
préalable du CEPD concernant la procédure
d’attestation au Médiateur Européen (Dossier 2013-
0217)

‘Individual Production Monitoring’ - Council

Opinion of 25 March 2013 on a notification for prior
checking regarding the processing of personal data
in the framework of the ‘Individual Production Moni-
toring’, Council of the European Union (Case 2013-
0017)

Security Investigations - Joint Research Centre
Petten

Opinion of 19 March 2013 on a notification for Prior
Checking received from the Data Protection Officer
of the Commission on the Security Investigations at
the Joint Research Centre Petten (Case 2012-0782)

Self-perception questionnaire ‘PERFORMANSE’

Opinion of 15 March 2013 on the notification for
prior checking received from the Data Protection
Officer of the European Commission regarding a self-
perception questionnaire ‘PERFORMANSE’ organised
by the European Administrative School (Case 2012-
0590)

Analysis and transfer of information related to
fraud to OLAF

Opinion of 14 March 2013 on a notification for Prior
Checking received from the Data Protection Officer
of EACI regarding the ‘Analysis and transfer of infor-
mation related to fraud to OLAF’ (Case 2012-0652)

Selection and recruitment of Seconded National
Experts - ERCEA

Opinion of 28 February 2013 on a notification for
prior-checking regarding the processing of personal
data in the context of the selection and recruitment
of Seconded National Experts (‘SNEs’), trainees and
interim agents at the European Research Council
Executive Agency (Case 2012-0997)

Administrative inquiries and disciplinary pro-
ceedings - ECDC

Opinion of 27 February 2013 on a notification for
prior-checking on the processing of administrative
inquiries and disciplinary proceedings at the Euro-
pean Centre for Disease Prevention and Control
(Case 2012-1088)

CHAPTER 9

Centre de développement externe - Conseil de
I’'Union européenne

Avis du 25 février 2013 sur la notification d’'un con-
tréle préalable recue du Délégué a la protection des
données du Conseil de I'Union Européenne concer-
nant la participation des agents du Secrétariat
Général a un centre de développement externe
(Dossier 2012-0773)

AML-CFT data processing - EIB

Opinion of 7 February 2013 on a notification for Prior
Checking received from the Data Protection Officer
of the European Investment Bank regarding
AML-CFT data processing (Case 2012-0326)

Security investigations - EEAS

Opinion of 1 February 2013 on a notification for Prior
Checking received from the Data Protection Officer
of the European External Action Service on security
investigations (Case 2011-1059)

Quality Management System - Ex-post Quality
Checks - OHIM

Opinion of 29 January 2013 on the notification for
prior checking received from the Data Protection
Officer of the Office for Harmonization for the
Internal Market ('OHIM’) concerning OHIM’s Qual-
ity Management System - Ex-post Quality Checks
(Case 2012-0999)

Staff evaluation procedures - ECDC

Joint Opinion of 11 January 2013 on the notifications
for prior checking from the Data Protection Officer of
the European Centre for Disease Prevention and
Control regarding staff evaluation procedures (Cases
2012-881,2012-883 and 2012-884)

List of Non Prior Checks

SSM Chair and Vice-Chair Appointment - Council
of the EU

Letter of 20 December 2013 regarding the notifica-
tion for prior-checking concerning the Appointment
of the Chair and the Vice-Chair of the Supervisory
Board (Single Supervisory Mechanism) (Case 2013-
1238)

Establishment of individual entitlements - EASA

Letter of 20 December 2013 on the prior check noti-
fication concerning the establishment of individual



entitlements of European Agency for Aviation Safety
(EASA) staff members (Case 2013-1222)

EDPS Selection Procedure - Council of the EU

Reply of 20 December 2013 regarding processing
operations concerning the Selection Procedure for
the European Data Protection Supervisor and Assis-
tant Supervisor (Case 2013-1243)

Management of Sysper 2 - TEN-T

Letter of 19 December 2013 on the prior checking
notification concerning the ‘'management of Sysper
2" by the Trans-European Transport Network Execu-
tive Agency (TEN-T) (Case 2013-1287)

Procédure de sélection du CEPD - Commission

Lettre du 16 décembre 2013 concernant le mise a
jour d’'une notification concernant la sélection de
candidats pour le poste de Contréleur européen de
la protection des données (CEPD) et le poste de Con-
troéleur adjoint (Dossier 2013-1334)

Local agents - EIB

Opinion of 5 November 2013 on a notification prior
check notification regarding EIB local agents (Case
2013-0606)

Personal data processing operation relating to
ENISA staff mobile phone bill payment

Letter of 31 October 2013 on the prior checking noti-
fication of a personal data processing operation
relating to ENISA staff mobile phone bill payment
(Case 2013-1156)

Ex-post audits - EACI

Letter of 9 October 2013 regarding the EACI notifica-
tion for prior-checking on ex-post audits (Case 2013-
0826)

Access control to premises - EDA

Letter of 1 October 2013 on the notification for prior-
checking concerning access control to European
Defence Agency (EDA) premises (Case 2013-0765)

Establishment of rights upon appointment or
departure of staff - F4E

Letter of 10 September 2013 on the prior checking
notification of the establishment of rights and enti-
tlements upon departure of staff (Case 2013-0728)

and the establishment of rights upon recruitment/
appointment of staff at Fusion for Energy (Case 2013-
0729)

Complaints and Requests - F4E

Letter of 10 September 2013 concerning ex-post
prior-checking notification regarding F4E's ‘Com-
plaints and Requests’ (Case 2013-0709)

Security clearance management - EDA

Letter of 10 September 2013 on the prior checking
notifications concerning the management of Facility
Security Clearances (FSC) and Personnel Security
Clearance (PSC) at the European Defence Agency
(Cases 2013-0763 and 2013-0764)

Transfer of pension rights - F4E

Letter of 5 September 2013 concerning the prior
checking notification relating to ‘requests for transfer
of pension rights’ at Fusion for Energy
(Case 2013-0706)

Management of personal files - EEA

Letter of 2 September 2013 on the prior checking noti-
fication of the management of personal files at the
European Environment Agency (EEA) (Case 2013-0793)

Staff Expertise - ERCEA

Letter of 7 May 2013 on the prior checking notifica-
tion of the processing operations concerning the
ERCEA Department B-List on Staff Expertise
(Case 2013-0166)

Use of badge - EFSA

Letter of 9 April 2013 on the prior checking notifica-
tion of the processing operations concerning badge
use as an informative tool to staff on office presence
in the context of time tracking (Case 2013-0171)

Transfer of Data to the Scientific Council - ERCEA

Letter of 8 April 2013 regarding a notification for
prior-checking on the ‘Transfer of Data to the Scien-
tific Council’ by the ERCEA (Case 2013-0831)

Authorisation to engage in an outside activity -
EASA

Letter of 23 February 2013 regarding the notification
for prior checking of the processing operations con-
cerning the ‘EASA’s Authorisation to engage in an
outside activity or to carry out an assignment outside
the Union’ (Case 2012-1039)



Annex F — List of Opinions
and formal comments on leg-
islative proposals

Opinions on legislative proposals
Payment Services

Opinion of 5 December 2013 on a proposal for a
Directive of the European Parliament and of the
Council on payment services in the internal market
amending Directives 2002/65/EC, 2006/48/EC and
2009/110/EC and repealing Directive 2007/64/EC,
and for a Regulation of the European Parliament and
of the Council on interchange fees for card-based
payment transactions

European Single Market for Electronic Communi-
cations

Opinion of 14 November 2013 on the Proposal for a
Regulation of the European Parliament and of the
Council laying down measures concerning the Euro-
pean single market for electronic communications
and to achieve a Connected Continent, and amend-
ing Directives 2002/20/EC, 2002/21/EC and 2002/22/
EC and Regulations (EC) No 1211/2009 and (EU) No
531/2012

Electronic invoicing in public procurement

Opinion of 11 November 2013 on the Commission
Proposal for a Directive of the European Parliament
and the Council on electronic invoicing in public pro-
curement

Deployment of the eCall System

Opinion of 29 October 2013 on the proposal for a
Regulation of the European Parliament and of the
Council concerning type-approval requirements for
the deployment of the eCall system and amending
Directive 2007/46/EC

Passenger Name Record data - Agreement
between Canada and the European Union

Opinion of 30 September 2013 on the Proposals for
Council Decisions on the conclusion and the signa-
ture of the Agreement between Canada and the
European Union on the transfer and processing of
Passenger Name Record data

Entry/Exit System (EES) and Registered Traveller
Programme (RTP)

Opinion of 18 July 2013 on the Proposals for a Regu-
lation establishing an Entry/Exit System (EES) and a

CHAPTER 9

Regulation establishing a Registered Traveller Pro-
gramme (RTP)

Community Trade Mark

Opinion of 11 July 2013 on the Proposal for a Direc-
tive of the European Parliament and of the Council to
approximate the laws of the Member States relating
to trade marks (recast) and the Proposal for a Regula-
tion of the European Parliament and of the Council
amending Regulation (EC) No 207/2009 on the Com-
munity trade mark

Prevention of money laundering and terrorist
financing

Opinion of 4 July 2013 on a proposal for a Directive
of the European Parliament and of the Council on the
prevention of the use of the financial system for the
purpose of money laundering and terrorist financing,
and a proposal for a Regulation of the European Par-
liament and of the Council on information on the
payer accompanying transfers of funds

Cyber Security Strategy of the European Union:
an Open, Safe and Secure Cyberspace

Opinion of 14 June 2013 on the Joint Communica-
tion of the Commission and of the High Representa-
tive of the European Union for Foreign Affairs and
Security Policy on a ‘Cyber Security Strategy of the
European Union: an Open, Safe and Secure Cyber-
space’, and on the Commission proposal for a Direc-
tive concerning measures to ensure a high common
level of network and information security across the
Union

European Union Agency for Law enforcement
Cooperation and Training (Europol)

Opinion of 31 May 2013 on the Proposal for a Regula-
tion of the European Parliament and of the Council
on the European Union Agency for Law enforcement
Cooperation and Training (Europol) and repealing
Decisions 2009/371/JHA and 2005/681/JHA

Transparency of measures regulating the prices
of medicinal products

Opinion of 30 May 2013 on the amended Commis-
sion proposal for a Directive on the transparency of
measures regulating the prices of medicinal products
for human use and their inclusion in the scope of
public health insurance systems.

Market Surveillance

Opinion of 30 May 2013 on the Commission Proposal
for a Regulation of the European Parliament and the



Council on market surveillance of products and
amending various legislative instruments of the
European Parliament and of the Council

European Information Exchange Model (EIXM)

Opinion of 29 April 2013 on the Communication
from the Commission to the European Parliament
and the Council entitled ‘Strengthening law enforce-
ment cooperation in the EU: the European Informa-
tion Exchange Model (EIXM)

Drug Precursors

Opinion of 23 April 2013 on proposals for a Council
decision on the signature and for a Council decision
on the conclusion of the Agreement between the
European Union and the Russian Federation on drug
precursors

Civil Aviation

Opinion of 10 April 2013 on the Commission Pro-
posal for a Regulation on occurrence reporting in
civil aviation and repealing Directive No 2003/42/EC,
Commission Regulation (EC) No 1321/2007, Commis-
sion Regulation (EC) No 1330/2007 and Article 19 of
Regulation (EU) No 996/2010

The Digital Agenda for Europe

Opinion of 10 April 2013 on the Communication
from the Commission on ‘The Digital Agenda for
Europe - Driving European growth digitally’

Insolvency Proceedings

Opinion of 27 March 2013 on the European Data Pro-
tection Supervisor on the Commission proposal for a
Regulation amending Council Regulation (EC) No
1346/2000 on insolvency proceedings

eHealth Action Plan 2012-2020

Opinion of 26 March 2013 on the Communication
from the Commission on ‘eHealth Action Plan 2012-
2020 - Innovative healthcare for the 21st century’

In Vitro Diagnostic Medical Devices

Opinion of 8 February 2013 on the Commission pro-
posals for a Regulation on medical devices, and
amending Directive 2001/83/EC, Regulation (EC) No
178/2002 and Regulation (EC) No 1223/2009 and a
Regulation on in vitro diagnostic medical devices

Drug precursors

Opinion of 18 January 2013 on the Proposal for a Reg-
ulation amending Regulation (EC) No 273/2004 on
drug precursors and the Proposal for a Regulation
amending Council Regulation (EC) No 111/2005 laying

down rules for the monitoring of trade between the
Community and third countries in drug precursors

Formal comments on legislative proposals
General Data Protection Regulation

EDPS comments of 9 December 2013 on the applica-
tion of the proposed General Data Protection Regu-
lation

Guidelines for the reuse of public sector informa-
tion (PSI)

EDPS comments of 22 November 2013 in response to
the public consultation on the planned guidelines on
recommended standard licences, datasets and
charging for the reuse of public sector information
initiation by the European Commission.

Supervision on Europol

Letter of 13 November 2013 to LIBE Committee of
the European Parliament concerning the data pro-
tection supervision on Europol

Administrative cooperation in the field of taxation

EDPS Comments of 5 November 2013 on the pro-
posal for a Council Directive amending Directive
2011/16/EU on administrative cooperation in the
field of taxation

Preparing for a Fully Converged Audiovisual
World: Growth, Creation and Values

EDPS Comments of 30 August 2013 on the Commis-
sion Green Paper: ‘Preparing for a Fully Converged
Audiovisual World: Growth, Creation and Values'.

Sale of Counterfeit Goods via the Internet

EDPS Comments of 11 July 2013 on the Report from
the Commission to the European Parliament and the
Council on the functioning of the Memorandum of
Understanding on the Sale of Counterfeit Goods via
the Internet

Payment accounts

EDPS Comments of 27 June 2013 on the Consulta-
tion on proposal for a Directive of the European Par-
liament and of the Council on the comparability of
fees related to payment accounts, payment account
switching and access to payment accounts with
basic features

Intelligent transport systems

EDPS Comments of 13 June 2013 on the Commission
Delegated Regulations supplementing Directive
2010/40/EU of the European Parliament and the Coun-



cil with regard to “Data and procedures for the provi-
sion, where possible, of road safety related minimum
universal traffic information free of charge to users’ and
“Provision of information services for safe and secure
parking places for trucks and commercial vehicles’

European company law and corporate governance

EDPS Comments of 27 March on the Action Plan:
European company law and corporate governance -
a modern legal framework for more engaged share-
holders and sustainable companies
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Data Protection Reform Package

EDPS additional Comments of 15 March 2013 on the
Data Protection Reform Package

Harmonisation of the laws of the Member States

EDPS Comments of 27 February 2013 on the Pro-
posal for a Directive ‘on the harmonisation of the
laws of the Member States relating to the making
available on the market of radio equipment’, replac-
ing the R&TTE Directive 1995/5/EC



Annex G — Speeches by the
Supervisor and Assistant
Supervisorin 2013

The Supervisor and the Assistant Supervisor contin-
ued to invest substantial time and effort in 2013 to
explain their mission and to raise awareness of data
protection in general. They also addressed a num-
ber of specific issues in speeches delivered at vari-
ous events that were held in the EU institutions,
member states and beyond.

European Parliament

10 January Assistant Supervisor, LIBE Commit-
tee on Data Protection Reform
(Brussels) (¥)

28 January Supervisor and Assistant Supervi-

sor, Conference on the Data
Protection Day (Brussels)

19 February  Supervisor, STOA conference on

e-Government (Brussels) (¥)

19 March Supervisor, LIBE Rapporteurs on

Data Protection Reform (Brussels)

20 March Supervisor, LIBE Committee on

Data Protection Reform (Brussels)

29 May Supervisor and Assistant Supervi-
sor, LIBE Committee on Annual

Report 2012 (Brussels)

19 June Supervisor, Privacy Platform on
Definition of Personal Data

(Brussels)

20 June Supervisor, Inter-Parliamentary
Committee on Stockholm Pro-

gramme (Brussels) (¥)

7 October Supervisor, LIBE Committee Inquiry
on Electronic mass surveillance

(Strasbourg) (*)

28 November Supervisor, IMCO Committee on
e-Call Regulation (Brussels)

5 December  Supervisor, Greens' conference on
Anti-Money Laundering (Brussels)

Council

22 January Supervisor, Polish Permanent
Representation on Data Protection
Day (Brussels)

25 April Assistant Supervisor, Council WP

on Insolvency Proceedings
(Brussels)

5 September  Supervisor, Council WP on pro-
posed Europol Regulation
(Brussels)

17 September Supervisor, Presidency conference
on European Public Prosecutor
(Vilnius)

European Commission

19 March Assistant Supervisor, Group of
Resource Directors Meeting

(Brussels)

14 June Supervisor, European Administra-
tive School lunchtime conference

(Brussels)

15 October Supervisor, European Group on
Ethics on Data Protection Reform

(Brussels)

18 October Supervisor, EU Anti-Trafficking

Coordinator conference (Vilnius)

14 November Supervisor, European Administra-
tive School lunchtime conference
(Brussels)

Other EU institutions and bodies

22 January Supervisor and Assistant Supervi-
sor, EDPS Strategic Review

(Brussels)

28 January Supervisor, Data Protection Day

- Art Exhibition (Brussels) (¥)

17 April Assistant Supervisor, Training for
EU Data Protection Officers

(Brussels)

6 March Supervisor, EESC Conference on
responsible use of Internet (Brus-

sels) (*)

Assistant Supervisor, EDPS Work-
shop on Electronic Communica-
tions (Brussels)

12 June

24/26 June Supervisor and Assistant Supervi-
sor, EIPA Data Protection Certifica-
tion and training programme

(Maastricht)

4 July Supervisor, EUl Summer Academy
on European Data Protection Law

(Florence)

19 September Assistant Supervisor, EDPS Work-
shp on Website and Mobile
Devices (Brussels)

11 October Supervisor, Frontex Conference on
Automated Border Control

(Warsaw)



18 November

2 December

11 December

Supervisor, ERA Conference on
European Data Protection Law
(Trier) (*)

Supervisor, Expert Forum on
Internet and Data Protection at ECJ
(Luxembourg)

Supervisor, ENISA Conference on
Cyber Security (Brussels)

International Conferences

9 January

25 January

31 January

21 March

24 April

14 May

16 May

30 May

26 September

10 October

24 October

6 December

11 December

Other events

23 January

23 January

Supervisor, Conference on Ethical
Dimensions of Privacy (Tallinn) (¥)

Supervisor, Conference on Com-
puters, Privacy and Data Protection
(Brussels)

Assistant Supervisor, International
Taiex Workshop on Data Protection
(Zagreb)

Supervisor, CONSENT Conference
on Data Protection Review (Malta)

Supervisor, IAPP Intensive on Data
Protection Review (London)

Supervisor, European Data Protec-
tion Day (Berlin)

Supervisor and Assistant Supervi-
sor, European Data Protection
Conference (Lisbon)

Supervisor, UN Conference on
e-Government (Helsinki)

Supervisor, International Data
Protection Conference (Warsaw) (¥)

Supervisor, IIC Telecommunication
and Media Forum (London)

Assistant Supervisor, Data Protec-
tion in the Judiciary (Budapest) (¥)

Supervisor, Council of Europe
Conference on Cybercrime
(Strasbourg)

Supervisor, IAPP panel on Trans-
Border Data Flows (Brussels)

Supervisor, Hearing on Data
Protection Review in Dutch
Parliament (The Hague)

Supervisor, Future of Privacy
Forum on Data Protection Review
(Brussels)

23 January

8 February

19 February

21 February

22 February

5 March

5 March

8 March

14 March

15 March

26 March

27 March

28 March

4/5 April

8 April

13 April

16 April

19 April
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Assistant Supervisor, Computer,
Privacy & Data Protection Confer-
ence (Brussels)

Supervisor, SURF Conference on
Data Protection Review
(Amsterdam)

Supervisor, CIPL Workshop on
Analytics (Brussels)

Supervisor, Accountability work-
shop (Warsaw)

Assistant Supervisor, Italian Senate
on the EU Reform and Health Data
(Rome)

Assistant Supervisor, Future of
Privacy Forum on Privacy by
Design (Washington DQ)

Assistant Supervisor, Briefing to EU
MS Representatives on the EU
Reform (Washington DC)

Assistant Supervisor, IAPP Global
Privacy Summit (Washington DC)

Supervisor, Dutch Ministry of
Justice on Data Protection Review
(The Hague)

Supervisor, French Bar Association
on European Data Protection Law
(Brussels) (*)

Supervisor, Westminster e-Forum on
Data Protection Review (London)

Supervisor, C-PET Briefing on Data
Protection Review (Brussels)

Supervisor, Le Point Conference on
Connected and Intelligent Home
(Paris) (*)

Supervisor and Assistant Supervi-
sor, Data Protection in Criminal
Proceedings (Barcelona)

Assistant Supervisor, CEPS Digital
Forum on Online Data Processing
(Brussels)

Assistant Supervisor, Privacy and
Openness, Italian Administrative
Judiciary (Rome)

Supervisor, Forum on EU-US Legal
and Economic Affairs (Brussels)

Assistant Supervisor, Italian
Superior School for Economy and
Finance (Rome)



23 April

23 April

24 April

13 May

20 May

21 May

23 May

30 May

5June

13 June

20 June

2 July

5 July

9 July

10 July

4 September

10 September

12 September

17 September

Supervisor, EMC Seminar on Big
Data (Breukelen)

Supervisor, Hogan Lovells on Data
Protection Review (London)

Assistant Supervisor, French Bar
Association (Paris) (¥)

Supervisor, HUB Lecture on Data
Protection Review (Brussels)

Supervisor, Privacy Law Forum
(Chantilly)

Assistant Supervisor, Lithuanian
Ministry of Justice on Data Protec-
tion Review (Vilnius)

Assistant Supervisor, Privacy Day
Forum (Pisa)

Assistant Supervisor, Customer in
Control in an Age of Ubiquitous
Data (Brussels)

Supervisor, Health Privacy Summit
(Washington DC)

Supervisor, Seminar Covington on
DP and Competition (Brussels) (*)

Supervisor, Wilson & Sonsini Book
presentation (Brussels)

Supervisor, EFC Workshop on Data
Protection and Research (Brussels)

Assistant Supervisor, Conference
on the EU Data Protection Review
(Barcelona)

Assistant Supervisor, University,
Institute for Information Law
(Amsterdam)

Supervisor, EPC on Post Stockholm
Programme (Brussels)3 September
Supervisor, CEPS Policy meeting on
Smart Borders (Brussels)

Supervisor, EPIF Worksop on
Anti-Money Laundering (Brussels)

Supervisor, 12th Annual Data
Protection Conference (London)

Supervisor, Forum on EU-US Legal
and Economic Affairs (Berlin)

Assistant Supervisor, 4th Annual
European DP and Privacy Confer-
ence (Brussels)

18 September

19 September

20 September

24 September

30 September

30 September

2 October

4 October

14 October

22 October

25 October

30 October

31 October

7 November

12 November

25 November

30 November

3 December

12 December

Supervisor, DMEXCO on Privacy on
the Internet (Cologne)

Supervisor, Digital Enlightenment
Forum (Brussels) (¥)

Supervisor, European Banking
Federation (Brussels)

Assistant Supervisor, Phaedra
Project First Workshop (Warsaw)

Supervisor, Freedom not Fear
(Brussels)

Supervisor, Rotary on Data Protec-
tion after Snowden (Tervuren)

Assistant Supervisor, Benzi Foun-
dation on Biotech and Innovative
Science (Bari)

Assistant Supervisor, Confedera-
tion of Industry on the EU Reform
(Rome)

Supervisor, Compliance Week on
Data Protection Review (Brussels)

Supervisor, European Voice Data
Protection Conference (Paris)

Supervisor, Data Protection in
Criminal Proceedings (Barcelona)

Supervisor, Europa Institute
Lecture on Data Protection Reform
(Zurich) (*)

Supervisor, University of Zurich
Conference on Big Data (Zurich)

Supervisor, BBA Seminar on Data
Protection Review (London)

Supervisor, Data Protection
Conference (Valencia-Castellon)

Supervisor, King’s College Alumni
Association (Brussels)

Supervisor, CCBE Plenary on Mass
Surveillance (Brussels)

Supervisor and Assistant Supervi-
sor, AECA on DP Review (Brussels)

Assistant Supervisor, IAPP Europe
Data Protection Congress 2013
(Brussels)

(¥) Text available on the EDPS website
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Annex H — Composition of EDPS Secretariat

The EDPS and Assistant EDPS with most of their staff.

Director, Head of Secretariat

Christopher DOCKSEY

 Supervision and Enforcement

Sophie LOUVEAUX Maria Verénica PEREZ ASINARI

Acting Head of Unit Head of Administrative Consultations
Delphine HAROU Stephen ANDREWS

Head of Prior Checks Supervision and Enforcement Assistant
Raffaele DI GIOVANNI BEZZI* Daniela GUADAGNO

Legal Officer Legal Officer/Seconded National Expert
Ute KALLENBERGER Xanthi KAPSOSIDERI

Legal Officer Legal Officer

Owe LANGFELDT Antje PRISKER

Legal Officer Legal Officer

Bénédicte RAEVENS Dario ROSSI

Legal Officer Supervision and Enforcement Assistant Accounting

Correspondent Financial ex-post facto verifier

Tereza STRUNCOVA Michaél VANFLETEREN
Legal Officer Legal Officer



« Policy and Consultation

Hielke HIJMANS
Head of Unit

Herke KRANENBORG*
Head of litigation and legislative policy

Zsuzsanna BELENYESSY
Legal Officer

Alba BOSCH MOLINE
Legal Officer

Christian D'CUNHA
Legal Officer

Elena JENARO
Legal Officer

Elise LATIFY
Legal Officer

Vera POZZATO
Legal Officer

« IT Policy

Achim KLABUNDE
Head of sector

Andy GOLDSTEIN
Technology and Security Officer LISO

Bart DE SCHUITENEER
Technology Officer

- Records management Group

Andrea BEACH*
Head of Sector

Kimm DAUPHIN*
Administrative Assistant/Interim

Milena KEMILEVA
Administrative Assistant

Kim Thien LE
Administrative Assistant

Ewa THOMSON*
Administrative Assistant

Anna BUCHTA
Head of litigation and legislative policy

Anne-Christine LACOSTE
Head of international cooperation and legislative policy

Gabriel Cristian BLA)J
Legal Officer

Isabelle CHATELIER
Legal Officer

Priscilla DE LOCHT
Legal Officer

Amanda JOYCE
Policy and Consultation Assistant

Per JOHANSSON
Legal Officer

Galina SAMARAS*
Policy and Consultation Assistant

Massimo ATTORESI
Technology and Security Officer

Luisa PALLA
Records Managers/Archivist

Hannes TSCHOFENIG*
Technology Officer

Marta CORDOBA-HERNANDEZ
Administrative Assistant

Alicia DUARTE
Administrative Assistant

Milan KUTRA*
Administrative Assistant

Séverine NUYTEN
Administrative Assistant
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e Information and Communication

Olivier ROSSIGNOL
Head of Sector

Agnieszka NYKA

Information and Communication Officer

Parminder MUDHAR

Information and Communication Officer

Benoit PIRONET
Web Developer

« Human Resources, Budget and Administration

Leonardo CERVERA NAVAS
Head of Unit

Pascale BEECKMANS
Finance Assistant
GEMI

Fabienne DUCAUD
Administration Assistant

Vittorio MASTROJENI
Human Resources Officer

Daniela OTTAVI
Finance and Procurement Officer

Sylvie PICARD
Data Protection Officer
Internal Control Coordinator

Maria SANCHEZ LOPEZ
Head of Finance

Laetitia BOUAZZA-ALVAREZ
Administration Assistant

Anne LEVECQUE
Human Resources Assistant
& official managing leave

Julia MOLERO
Finance Assistant

Aida PASCU
Administration Assistant
LSO

Anne-Francoise REYNDERS
Human Resources Assistant
& Training coordinator
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